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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Crimson Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes Ul control and names such as commands, menu items, tab and field
names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.
p Note: This symbol indicates information that applies to the task at hand.
Tip: This symbol denotes a suggestion for a better or more productive way to use the
@ product.
Caution: This symbol highlights a warning against using the software in an unintended
f E manner.

Formatting Conventions
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1 Introduction

Although the Internet is an essential tool for any business, it can limit productivity and increase risk. Many
organizations use written policies to govern acceptable use of the Internet but lack the capacity for policy
enforcement. WebMarshal offers industry-leading web filtering technology and flexible access control,
providing both monitoring and enforcement of these policies.

1.1 What Is WebMarshal?

WebMarshal is an employee Internet management solution, designed to promote responsible web use
while providing protection from viruses, malware, confidentiality breaches, and downloading of non-
business material. It provides an additional layer of security beyond what is offered by traditional Internet
firewalls and proxy servers.

1.1.1 What Does WebMarshal Do?

WebMarshal helps to eliminate non-business and potentially objectionable browsing and file uploading—
trimming bandwidth needs, reducing time-wasting, shielding the organization from exposure to legal
liability threats, and reducing the organization’s Total Cost of Ownership for web connectivity.

WebMarshal is implemented as an authenticating proxy server for HTTP, HTTPS, and FTP protocols.
WebMarshal can provide policy-based control of HTTP connection attempts from web browsers, as well as
many streaming media and instant messaging applications. Where support for other protocols is required,
WebMarshal can be used in conjunction with other proxy servers running on any platform.

WebMarshal allows you to monitor and enforce organizational Web access policy based on such factors
as URL, file type and size, time of day, virus and malware checks, and file contents. WebMarshal can apply
browsing time and volume quotas to limit web usage.

WebMarshal also provides “zero-day” protection against malicious content using the TRACERnet filtering
framework. TRACEnet is updated many times a day using blended threat data generated by the Trustwave
SpiderLabs team.

In addition to the real-time content checking mentioned above, WebMarshal can also use the Trustwave
Web Filter Database and URLCensor (a DNS based real time URL checking service).

To assist with bandwidth management, WebMarshal offers optional proxy caching for HTTP.

You can monitor details of current Web access sessions using the WebMarshal Console. You can install
one or more copies of the Console on workstations in your network.

WebMarshal can log Web access requests and use the information to produce detailed reports.
Information is logged to a SQL Server database. You can generate reports using the web based Marshal
Reporting Console.

WebMarshal can also log activity to text logs in W3C or WELF format. You can analyze these logs with
external tools.

Introduction
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You can install WebMarshal as a single server, or as an array of servers (at one or more locations) with a
common configuration. WebMarshal supports installation on current versions of Windows.

WebMarshal can authenticate users based on Windows login or Novell NDS login. WebMarshal can also
control Web access on a per-workstation basis.

1.1.2 How Does WebMarshal Work?

The WebMarshal Processing Server(s) function as the web gateway of an organization. When a Web
request is received, WebMarshal records the user name or workstation, time of day, and requested URL.
WebMarshal then retrieves basic information about the requested resource from the remote server (or the
WebMarshal proxy cache, if enabled).

WebMarshal next evaluates the request using the organization’s Web access policy. At any stage of the
evaluation, the request can be permitted, denied, or permitted with a warning.

If TRACEnet is enabled, WebMarshal checks the TRACEnet database and blocks the request if
appropriate.

If Connection Rules are in place, WebMarshal determines the connecting application (such as an Instant
Messaging application) and accepts or blocks the attempt.

If the request is encrypted using HTTPS, and HTTPS Content Inspection is enabled, WebMarshal checks
the protocol version and the validity of the site Certificate. Depending on your policy, WebMarshal can
decrypt the traffic (either upload or download) for processing by Quota, Standard, and Content Analysis
rules. WebMarshal re-encrypts the traffic for transfer between the WebMarshal server and the client
workstation. All data transmitted over networks is encrypted.

When WebMarshal evaluates a standard Web request, it first checks time and volume quotas. Next,
WebMarshal checks the URL of the requested resource. After full data has been returned to WebMarshal
from the Web, the results can be evaluated by file type and size, checked for viruses and malware,
stripped of cookies, and checked for specific text content before being returned to the user. WebMarshal
unpacks archive files and documents, and can apply evaluation to all unpacked files.

WebMarshal can apply TextCensor rules to evaluate text content of files. TextCensor can check HTML
pages, other text files, and text unpacked from archives or Word documents. Based on the result of this
evaluation, WebMarshal can block the request and/or add the URL to a URL Category, potentially denying
future access to the entire site.

When a file or form submission is submitted for upload, it is evaluated against all criteria before being sent.
WebMarshal can enforce Safe Search on selected search engines.

Both successful and denied requests can be logged to the WebMarshal database (unless they are
explicitly excluded from logging). Data logged includes user account, workstation, URL, time, permission
or denial, quota usage, and one or more custom classifications according to the organization’s rules. This
information is available for later reporting.

WebMarshal can also notify administrators of specific actions or notify end-users of blocked pages. You
can associate the appropriate rule action when you create or modify rules.

Introduction
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1.2 Configuring WebMarshal

You configure WebMarshal rules and server options using the Console connected to the WebMarshal
Array Manager. The Array Manager coordinates the activity of all other WebMarshal Servers in the array,
and optionally logs information to the database.

Database software for the optional WebMarshal database is often installed on the same computer as the
WebMarshal Array Manager component. The database stores the reporting data used by Marshal
Reporting Console. WebMarshal supports the use of recent versions of Microsoft SQL Server. Smaller
organizations can use the free Express editions of Microsoft SQL Server. For details, see “Additional
Software” on page 24.

1.3 Monitoring and Reporting

WebMarshal provides user interfaces for monitoring and daily administration of Web access policy. Using
the Console, administrators can monitor server performance, review user sessions and web browsing
activity, and adjust user permissions and quotas.

Administrators and managers can generate reports on WebMarshal activity with a choice of reporting
options:

« The Marshal Reporting Console is a web-based application that can be deployed to support reporting
on WebMarshal and MailMarshal. Marshal Reporting Console provides report scheduling and multiple
export formats. This application is included for all WebMarshal trial users and customers.

* WebMarshal can also log activity in W3C or WELF format. You can use these text log files with exter-
nal tools to produce reports that cover different types of proxy and firewall devices.

 WebMarshal can log activity using the Syslog protocol.

Introduction
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2 Planning Your WebMarshal Implementation

When planning to install WebMarshal, you should understand how WebMarshal handles Web requests,
and the available installation scenarios to suit your needs.

This chapter provides information about these concepts and includes hardware requirements, software
requirements, and checklists to help you through the planning process.

2.1 Planning Checklist

Plan your WebMarshal installation by reading the following sections and completing the following checklist:

Table 1. Planning checklist

See Section
0 1. Learn about important WebMarshal “Understanding WebMarshal Components” on
concepts. page 18.
D 2. Choose a single server or array “Single Server or Array” on page 21.

installation. If you selected an array
installation, determine the number and
location for the WebMarshal Processing
Servers and Array Manager components,
and load balancing method.

3. Ensure the computers meet the hardware “System Requirements” on page 23.
and software requirements.

O

D 4. Choose the malware detection software to  “Supported Malware Protection Software” on
use with WebMarshal. page 25.
D 5. Collect installation information about your “Collecting Information for Installation” on page 26.

environment.

2.2 Understanding WebMarshal Components

WebMarshal implementations include several components. A small organization can install all components
on one server. A larger organization can scale WebMarshal by installing the components on a number of
different servers and workstations within the network, as shown below.

Planning Your WebMarshal Implementation
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Figure 1: WebMarshal components
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2.2.1 WebMarshal Components

Array Manager

Manages an array of WebMarshal Processing Servers. The Array Manager stores policy and controls
communications between components.

Processing Server

Accepts Web requests, retrieves resources from the Web or local cache (Proxy service), and applies
policy in the form of rules (Engine service). You can use one or more WebMarshal Processing Servers
in your installation. Processing servers are also known as array nodes.

Note: WebMarshal caching uses a local directory to store Web content. This directory must be excluded
p from on-access or resident virus and malware scanning. If it is not excluded, WebMarshal caching is

disabled. The default location of the cache directory is within the WebMarshal install directory, but for most

production servers it will be located elsewhere. If you change the location of the cache directory, be sure
that you also update virus scanner exclusions.

Planning Your WebMarshal Implementation
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Console

Allows administrators to define policy (rules), configure WebMarshal, and monitor Web sessions and
server health in real time.

Marshal Reporting Console

Allows administrators or auditors to prepare Web management reports. Optional.

2.2.2 Other Software and Services
In addition to the above, most WebMarshal installations use the following software and network services.

Microsoft SQL Server or SQL Express

If you want to use the Marshal Reporting Console (MRC), you will need a Microsoft SQL Server to host
the WebMarshal database that stores log information. If your web traffic volume and log retention
requirements permit, you can use the free SQL Express (this could be the SQL Express Advanced
instance required by MRC). If the volume of data exceeds the limit imposed by SQL Express, use

Microsoft SQL Server.

@ Tip: If you are installing WebMarshal as an array, you can enhance performance by installing the
WebMarshal Array Manager on the same server as the SQL database.

Directory Server

If you want to import existing users and groups from your directory service for use in applying a Web
Acceptable Use Policy, all WebMarshal servers must be able to connect with your directory server.
WebMarshal can connect with Microsoft Active Directory or other Windows environments, as well as
Novell NDS/eDirectory.

Malware Scanning Software

If you want to scan Web content for malware, you can install one or more supported malware scan-
ners. See “Supported Malware Protection Software” on page 25. If you want to ensure protection of

your servers, you can install scanning software of your choice on the servers.

excluded from on-access or resident virus scanning. If it is not excluded, the WebMarshal Engine and/or
the WebMarshal Controller service may be unable to start. By default, WebMarshal uses the \'temp
subdirectory of your install directory. You can change this location by editing XML configuration files on
each processing server and restarting the WebMarshal services. If you change the location of the
temporary directory for either or both services, be sure that you also update virus scanner exclusions.

p Note: WebMarshal uses a temporary directory to unpack and scan Web content. This directory must be

2.3 Understanding Installation Scenarios

When planning a WebMarshal installation, you can use a single server for all functions, or an array of
servers. You can install the WebMarshal Proxy Server in several scenarios.

Planning Your WebMarshal Implementation
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2.3.1 Single Server or Array
You should consider an Array installation of WebMarshal if the following requirements apply:

High or growing Web request volume: An Array allows you to add WebMarshal Processing Servers
to provide additional capacity.

Multiple Web gateways: at separate locations with the same access policies and centralized report-
ing. A WebMarshal Array Manager can manage policy for multiple gateways over WAN connections,
with a single TCP port required for connectivity in many cases.

Redundancy: Each WebMarshal Processing Server can continue to process requests independently
if other servers fail.
Note: To maintain session logging correctly, each client must use a single processing server for an entire

browsing session. One way to achieve this requirement is to set up Microsoft Windows Network Load
Balancing using the NLB Client “Single Affinity” setting.

2.3.2 WebMarshal Proxy Server

The WebMarshal Proxy Server can be installed in any of three scenarios.

21

p Note: In each case you can configure a single WebMarshal server or an array of servers.

As a standalone proxy server. In this scenario, all Web requests are passed to the WebMarshal server,
and all responses are returned from the Web (or WebMarshal proxy cache) through the WebMarshal
server. Firewall rules should be configured to restrict Web traffic so that users cannot bypass
WebMarshal.

Figure 2: WebMarshal proxy installation

Web Browsers

WebMa‘rshaI
Processing Servers

Firewall

Internet

Chained to another proxy server running on another physical server. In this scenario, all Web requests
are passed to the WebMarshal server. WebMarshal delivers the requests to the other server, and all
responses are returned from the Web through the other server to WebMarshal and then to the clients.

Planning Your WebMarshal Implementation
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Firewall rules should be configured to restrict Web traffic so that users cannot bypass WebMarshal.
Access rules on the other proxy server should be configured to allow traffic only from WebMarshal.

Note: In any chained installation, WebMarshal usually must be the first server in the chain (the client
browsers must connect to WebMarshal directly). If WebMarshal is not the first server in the chain, the
p WebMarshal access policy will not be applied correctly because the client cannot be determined.

« A proxy server or load balancer can be inserted before WebMarshal if it can forward the client
credentials, or if it inserts an X-Forwarded-For header and you use IP based authentication (see
Trustwave Knowledge Base article Q21183).

Figure 3: Separate server chained installation

WebMarshal
Processing Server

Other
Proxy Server

Firewall

Internet

3. Chained to another proxy server running on the same physical server.

Figure 4. Same server chained installation

Proxy Server

Firewall

If WebMarshal is installed on the same server as another proxy server, each must use a different port.
Configure WebMarshal using the WebMarshal Configuration Wizard or the Proxy Settings pages in
WebMarshal Global Settings. Be sure the other proxy software is configured appropriately.

Planning Your WebMarshal Implementation
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For example, WebMarshal could be configured to accept requests at the address 10.3.1.1:8080. The
other proxy software might use 127.0.0.1:3128. The other proxy should only accept requests from
WebMarshal.

2.4 System Requirements

A single server installation of WebMarshal, or a Processing Server within an array, typically requires the
following minimum hardware.

Table 2: System requirements

Category Requirements

Processor Minimum: Dual core, 2 GHz

Note: Use of HTTPS Content Inspection significantly increases the CPU load
on processing servers (due to decryption and encryption of content).
Depending on the amount of HTTPS traffic that is inspected, you may need to
improve the CPU specification

Disk Space Minimum: 20 GB free.

« Additional disk space will be required on each processing server if Proxy
Caching is enabled (30GB additional recommended if using default
settings). See Trustwave Knowledge Base article Q12720

< Additional disk space will be required on each processing server if text
logging is enabled

Memory Minimum: 4 GB available to the application (more if CRL checking is enabled)

Supported Operating System » Windows Server 2025
* Windows Server 2022
* Windows Server 2019
* Windows Server 2016
* Windows 11 (permitted but not recommended)

Note: WebMarshal does not prevent installation or upgrade on earlier
Windows versions. However, Trustwave cannot provide technical support if
you encounter issues with these earlier versions

Network Access » TCP/IP protocol
» External DNS name resolution to allow WebMarshal Servers to resolve Web
addresses
Software * Microsoft Visual C++ 2015 runtimes

* Microsoft .NET 4.6.2

Note: The above software will be installed as part of the WebMarshal
installation if necessary. Installation of .NET might require system restart

« Antivirus scanning software supported by WebMarshal. For more
information, see “Supported Malware Protection Software” on page 25

Planning Your WebMarshal Implementation
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Table 2: System requirements

Category Requirements

Port Access e Port 19100: To Array Manager, from Console (.NET remoting)
IPv4 and/or IPv6 .
( ) » Port 19101 To Array Manager, from Controller on processing servers
« Port 19102: To Controller on processing servers, from Array Manager

« Port 8080 and 8181 (by default) and/or others as configured: To processing
servers, from web browsers and other client applications. By default
WebMarshal accepts authenticated connections on port 8080 and controls
access by IP address on port 8081.

» Directory service ports: From all WebMarshal servers to the Active
Directory, Windows, or NDS directory environment

* NetBios over TCP: enabled for all WebMarshal servers. For more
information see Trustwave Knowledge Base article Q12207

Note: Hardware requirements are dependent on the number and complexity of Rules enabled.
p « The suggested configuration supports a typical rule set for about 250 to 500 concurrent sessions.

« If the optional WebMarshal reporting database will be hosted using SQL Express on the same computer,
additional free disk space and RAM will be required.

« If optional URL Filtering Lists will be used, please see Chapter 12, “WebMarshal and Filtering Lists” for
additional requirements

2.4.1 Additional Software
Some scenarios require the following additional software:

» To enable database logging for the Marshal Reporting Console (MRC) application, use Microsoft SQL
Server or SQL Server Express. You can use SQL 2014 (SP1 or above), 2016, 2019, or 2022. Apply

the latest service pack.

Note: Be aware of the database size limitations set by Microsoft for SQL Express. Supported versions of
Express allow databases up to 10 GB in size.
e The database can be located on any server accessible from the WebMarshal Array Manager com-
ponent.

*  With SQL Express, you can use the instance installed by the MRC installer. You can also install
SQL Express during the WebMarshal installation from the “with SQL Express” version of the instal-
lation package, or download a standalone installer from the Trustwave website.

» To enable user authentication for Novell NDS users, the Novell client software must be installed on the
WebMarshal Array Manager computer. The current version is Novell Client 2. The latest versions of
this client support all Windows versions supported by WebMarshal and are freely available for down-
load from Novell.

2.4.2 Supported Operating Systems for WebMarshal Console
The WebMarshal Console can be installed on the following Windows versions:

Planning Your WebMarshal Implementation
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*  Windows Server 2016
* Windows Server 2019
*  Windows Server 2022
* Windows Server 2025

*  Windows 11

2.5 Supported Malware Protection Software

WebMarshal supports a number of third-party malware scanners to scan for and block viruses, malware,
and other threats. To ensure a good browsing experience for users, WebMarshal requires high-throughput
DLL integration.

Trustwave licenses several of the malware solutions directly. Licensing for these solutions is separate from
the WebMarshal license. Trial versions of several malware solutions are included in the main product

installer, or as downloads from www.trustwave.com

Note:
p Note: The “spyware” scanners supported in previous WebMarshal versions are no longer available. The
available scanners provide good protection against “spyware” type threats.

Symantec AntiVirus Scan Engine and Sophos Anti-Virus (SAVI interface) are not available with this
release because the interfaces are not available in 64 bit format.

Customers using Sophos Anti-Virus (SAVI interface) can move to Sophos for Marshal and should contact
Trustwave for details.

Kaspersky for Marshal is no longer sold. Signature updates end December 31, 2023.

WebMarshal currently supports the malware scanners listed in the following table. For more information
about currently supported versions, see Trustwave Knowledge Base article Q10925.

Table 3: Supported malware scanners

Malware Scanning Application Features

Bitdefender for Marshal Antivirus
McAfee for Marshal Antivirus
Sophos for Marshal Antivirus

Planning Your WebMarshal Implementation
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2.6 Collecting Information for Installation

Before you install WebMarshal, you may want to collect the following information about your environment.
When you run the Configuration Wizard after you install the product, having the following details handy can
help you quickly configure WebMarshal.

Table 4: Environment information

Information required My information

Names of computers where you plan to install WebMarshal
components including: Servers, Array Manager, database,
Console, and optionally, Marshal Reporting Console.

Prerequisite software for each computer where you will install
software and the best time to restart each system, if
necessary.

If installing an array, load balancing configuration details for
the processing servers.

Firewall administrator contact information, and best time to
make and propagate firewall settings changes.

Proxy server administrator contact information (if required).

Malware protection software to use with WebMarshal.

Company name for WebMarshal license.

Name or IP address and access port for your existing
Microsoft SQL server computer (if required). User name and
password with Database Creator permission.

IP address and access port for your existing proxy server.

IP address and logon credentials for your directory servers
(Active Directory/domain Controller and/or NDS).

Email address where WebMarshal will send administrator
notification emails (existing or new account).

Server name and port of email server used to deliver
administrator notification emails.

Planning Your WebMarshal Implementation
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3 Installing WebMarshal

Before you install WebMarshal, please review the information in Chapter 2, “Planning Your WebMarshal
Implementation.”

Determine the WebMarshal components that you want to install, and the computers where you plan to
install each component. Collect the information required before you begin installation.

Run the product installer to transfer the program files. Then use the WebMarshal Configuration Wizard to
complete the product setup. (The Wizard runs on Array Manager or standalone installations only.) Finally,
use the Console to customize your Web access policy.

You can choose to install the WebMarshal Array Manager, Processing Server, and Console on different
computers. The Console is usually installed on the WebMarshal Array Manager computer, and can also be
installed elsewhere.

If you are installing an Array with more than one Processing Server, you should install the Array Manager
and complete the Configuration Wizard before installing additional Processing Servers. When you install a
Processing Server you are prompted to connect to the Array Manager.

3.1 Setup Wizard

1. Run the WebMarshal installer from the Web download.

2. Carefully read the information given on the Welcome to the WebMarshal Setup Wizard page and the
License Agreement page. When you click | Accept on the License Agreement page, you accept the
terms of the License.

3. The installer checks for required prerequisite software that it can install. If any required prerequisites
are not present, the installer offers to install them.
Note: You must install these prerequisites to continue with product installation.

« Installation of .NET Framework may require system restart. As part of the .NET Framework installation
you must accept a Microsoft license agreement.

« Installation of the prerequisites does not normally interfere with any previously installed software.
4. Onthe Choose Destination Location page, choose the folder where the program files will be
installed.
5. Onthe Select Components page, select the appropriate type of installation:

a. Ifyou are installing a single server complete installation, or an Array Manager with Processing
Server: Select both Install Console and Install Services. On the Select Services page, select
Standalone Server to install the Array Manager, Processing Server, and Console.

b. If you are installing an Array Manager only: Select Install Services. On the Select Features page,
select Array Manager Only to install the Array Manager.

Console locally ensures that you will be able to manage WebMarshal. You can install the Array Manager
without a Console for enhanced security (for instance, if the Array Manager is located in a DMZ). You must
then install the Console in another location that can connect to the Array Manager.

p Note: In most cases you should also select Install Console on the Array Manager computer. Installing the

Installing WebMarshal
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c. Ifyou are installing a Processing Server only: Select Install Services. On the Select Services
page, select Content Processing Node Only.

d. If you are installing an additional Console, select Install Console and clear Install Services.
6. Click Next to continue.

7. Ifyou are installing an Array Manager using the installer version that includes SQL Express, on the
Select SQL Server page, you can select | want to install and use Microsoft SQL Express to start
installation of SQL Express.

Note: If the installer identifies a usable installation of SQL Server or SQL Express on the server, this page
does not display.

a. Accept the Microsoft EULA.
b. Click Install to install prerequisites. Click Next as required to continue with installation.

c. If you choose to install SQL Express, you can accept all default values in the SQL Express
installation wizard. For help with the fields and options on this wizard, click Help.

d. Complete the SQL Express setup to continue with WebMarshal setup.

Note: To allow access to the database from other computers (for instance to allow the Marshal Reporting
p Console to connect from another server), this setup enables the Named Pipes and TCP/IP protocols. You
can change these settings using the SQL Server Configuration Manager.

8. Ifyou are installing a Processing Server, on the Array Manager Location page enter the name or IP
address of the Array Manager. Enter the Port Number if you have changed this setting on the Array
Manager (default: 19101). If you have restricted the accounts that can connect, select Connect using
a specific account and enter account details.

p Note: To set security at the Array Manager, see “Configuring WebMarshal Security” on page 159.

9. Onthe Ready to Install the Program page, click Install to start installation.

10. If you are installing a Processing Server, the server will attempt to connect to the Array Manager using
the details you entered. If the connection fails you can enter corrected details.

installation, correct any problems preventing connection, and then run the WebMarshal Server Tool on the

p Note: If the connection continues to fail, you can still finish the product installation. After finishing
processing server to create the connection.

11. If you are installing a Processing Server or Complete installation, on the Anti-Malware Scanners page,
you can choose to install or update one or more anti-malware scanners included in the installation
package.

Installing WebMarshal
Copyright © 2025 Trustwave Holdings, Inc. All rights reserved. 28



WebMarshal 7.6 User Guide - August 1, 2025

Figure 5: Installation Wizard, Anti-Malware Scanners window
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WebMarshal uses third-party malware scanning engines ta provide malware scanning
capabilities. You can ingtall or update one or mare of the anti-malware packages listed below.

Aoailable:  1.1.1.1564
Installed:  1.1.1.1564

License:  Licensed

Bitdefender for Marshal  [Malware
Kazpersky for Marshal  [Malware]
Mechfee for Marshal  [Malware]
Sophos for Marshal  [Malware]

Inztall Anti-M alware Seanner

Mate: Yaur license key controls which scanners can be uzed by WebMarshal Trial licenses
allow use of all anti-malware scanners

* The list shows available scanners. Select a scanner to view details of the available version,
installed version if any, and licensing status.

» Toinstall or update the selected scanner, click Install Anti-Malware Scanner.

« Atthe end of installation of the selected scanner, you can choose to configure scanner updates.
You can also configure updates later by running the scanner configuration tool, found in the Web-
Marshal program group on the Windows Start menu.

« Once installation of the selected scanner is complete, control returns to the WebMarshal installer.
You can choose to install another scanner, or click Next to finish WebMarshal installation.

Note: To complete integration of the scanner with WebMarshal, add it from the Configuration Wizard, or
p the Malware Scanners item in the WebMarshal Console.

« WebMarshal checks the readiness of each scanner including initial download of updates. Configure and
verify updates for each scanner before you add it in the Console.

3.1.1 WebMarshal Array Manager Or Complete Installation

When the Setup Wizard Complete page displays, choose whether or not to launch the Console. You must
run the Console and complete the Configuration Wizard to enter your license key and finish configuration.

3.1.2 WebMarshal Console Installation (on a separate computer)

The first time you run the WebMarshal Console on a separate computer, you must specify the name of the
WebMarshal server and a valid account to connect. You can browse the network to find the server.

3.1.3 WebMarshal Processing Server Installation (on a separate computer)

When the installation is complete, the WebMarshal services start. The processing server connects to the
Array Manager to update configuration settings.
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3.2 WebMarshal Configuration Wizard

The first time you run the WebMarshal Console on a new installation, WebMarshal launches a wizard to
gather configuration information needed to enable product functionality. For more information about the
settings, refer to Chapter 9, “Managing WebMarshal Configuration.”

Complete the required information on each page of the wizard, and then click Next. Where possible, the
wizard attempts to discover details automatically

For more information about the fields on any window of the Wizard, click Help.

The Wizard process includes the following steps:

3.2.1 Select Configuration

This page of the Configuration Wizard offers three options for the initial configuration.
Select an option using the radio buttons:

Figure 6: Configuration Wizard, Select Configuration window

WebMarshal Console Configuration Wizard .

g 5ciect / Import Corfiguration Select / Import Configuration

The WebMarshal configuration includes the rules and policy elements used to cantrol browsing
access.

What sort of default configuration do you wart to create?

®) Import the standard corfiguration for new instaliations.

This corfiguration contains a predefined set of ruies and rule slements that wil help you get started with
WebMarshal.

O Import a previously created corfiguration backup:

) Import an empty corfiguration
This corfiguration contains no predefined rules or policy elements.

Net> | [ Cancel | [ Hep |

* Import the standard configuration: Select this option to import a default configuration. This configu-
ration includes a suggested basic Access Policy and supporting URL Categories, TextCensor Scripts,
WebMarshal Groups, Classifications, and other elements. After you complete the Wizard, you can cus-
tomize the policy using the Console.

« Import a configuration backup: Select this option to import a complete configuration from a file. This
option is useful for disaster recovery, or if you have obtained a custom “default configuration” from

another source. Enter or browse to the name of the backup file you want to import.

Note: When you select this option and click Next, the remainder of the Wizard is not presented. To make
any changes to imported configuration, use the main Console interface.
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* Import an empty configuration: Select this option to import a configuration that contains no rules or
elements. After you complete the Wizard, you can create your policy using the Console.

3.2.2 Registration and License
On this page of the Configuration Wizard, enter basic registration information:

1. Enter your company name.
2. WebMarshal generates a trial License Key automatically. If you have a full key, you can enter it.
3. Click Next.

Figure 7: Configuration Wizard, Registration and License window

WebMarshal Conscle Configuration Wizard .

 Select / Impor Configuration

Registration and License
=+ Licensing

WebMarshal requires  license key in order to aperate.

Type your company name:
[Bxample] |

Type your ficense key
[A5388F BK4DEG-STHKBE-HCRIBG 7443U3-LV |

This key wil expire on 3/12/2012.

<Back || MNet> |[ Cancal |[ Hep

3.2.3 Email Notifications

On this page of the wizard, enter details that allow WebMarshal to send natifications about critical events
and rule actions.

1. Enter the administrator's SMTP email address in the first field. WebMarshal sends administrative
notifications to this address. You can enter multiple addresses, separated by semi-colons. For
example:
postmaster@example.com;helpdesk@example.com
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Figure 8: Configuration Wizard, Email Notifications window

WebMarshal Console Configuration Wizard .

 Select / Import Corfiguration
« Licensing
+ Email Notfications

Email Notifications
WebMarshal requires an email server in order to send out notifications.

Send email notfication messages to the following mail address):
I

admin@sxampls com |

[
Use semicolons (; }to separate mutiple ertries

The message will come fram the following address

From: [webmarshal com ]

Deliver the message via the folowing SMTP server:

Server Nae: [localhost |

[ <Back |[ MNet> |[ Camcel |[ Hep |

2. Use the From field to enter the email address that will be used as the sender address for messages.

3. Use the Server Name field to enter the IP address or name of an email server that will accept the
email message for delivery to the administrator. This server must be accessible on the network from
the WebMarshal Array Manager, and it must accept email from WebMarshal for delivery to the
administrator's address.

4. |If the server listens for SMTP connections on a port other than port 25, enter the correct port number in
the Server Port field.

5. Click Test Settings to send a test email notification.

3.2.4 System Configuration
On this page of the configuration wizard, WebMarshal attempts to detect and configure environmental
items that affect connectivity and authentication.

If configuration cannot be completed automatically, WebMarshal presents a window that allows you to
configure the values.

The system configuration items are:
 Users

* Local Address Table

+ Ports and Authentication

* Internet Connection

For details of these items, see the following sections.

3.2.5 Define Users
On this window, you can set up directory connectors, import user groups, and create |IP range groups.
WebMarshal uses this information to control user browsing permissions.
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Automatic configuration attempts to create a directory connector and import a sample user group. The
sample group is assigned standard browsing privileges based on the default WebMarshal rules.

Figure 9: Configuration Wizard, Define Users window

WebMarshal Console Configuration Wizard .

 Select / Import Corfiguration
 Licensing

Define Users

WebMarshal can import users from & number of sources. The wizard wil search for available
 Email Notfications sources.

 System Corfiguration
=+ Define Users

Type Name Set Priviege Level
Windows NT WIN-OLVUBP22D51\Power Users Standard Users v

Import Users | | Define IPBange | | Edit F Range |

[ <Back |[ mwet> || cancel || Hep |

If no connector can be created, or if the connector needs login credentials, you can enter the required
information. You can also add other connectors, or import additional groups. You can complete these tasks
within the wizard, or in the User Groups section of the main Console.

For a production installation, you should review the connectors and imported groups to ensure that all
internal users will be able to browse through WebMarshal.

For details of the fields on this window, see Help. For more information about Users and Groups, see “User
Management” on page 96.

3.2.6 Local Address Table

On this page, specify the range(s) of IPv4 and/or IPv6 addresses that are assigned to computers on your
local network. By default, the LAT includes IPv4 address ranges that are always reserved for local use.
Automatic detection adds entries based on the networking configuration of the server. If your local network
uses different local IP addresses you can enter them.

computer whose IP address is not in the LAT attempts to connect, the connection will be refused with an

p Note: Only computers with addresses in the LAT ranges are allowed to use the WebMarshal proxy. If a
error message.
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Figure 10: Configuration Wizard, Local Address Table window

WebMarshal Console Configuration Wizard

 Select / Import Corfiguration
« Licensing
' Email Notfications
« System Corfiguration
" Define Users
3
4 Ports and Athentication
& Intemet Connection

Local Address Table

The WebMarshal proxy server requires a list of local address ranges in order to identify computers

on your local network.

Start Address
10000
172.16.0.0
192.168.0.0

End Address
10255255255
172.31.255.255
152.168.265.255

Waming: Incarrect stup of the local address table can result in valid local users being
1. preventedfrom browsing, or extemal Intemet users being granted access to your network.

<Back | [ Ned> |[ Cancel ||

Help

To enter a new LAT range:

1. Click New.

2. Enter a single IP address, a CIDR specification (such as the default IPv6 unique local address space
Fc00: :/7) or starting and ending addresses of a range (such as 192.0.2.5-192.0.2.25).

3. Click OK.

To edit an existing entry, select it and then click Edit. To delete an existing entry

, select it and then click Delete.

Click Next to continue.

3.2.7 Proxy Ports and Authentication
On this page, select the server ports that WebMarshal will monitor, and the types of user authentication

WebMarshal will accept on each port.

Note: By default WebMarshal monitors each port on all available IPv4 and/or IPv6 addresses. If the server

Caution is required when binding by IP address when in a multiple node environment. See Help for more

p has multiple interfaces, you can specify IP address:port combinations (for example, 10.1.2.3:8085).

detalils.
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WebMarshal checks the user account information for each request. WebMarshal supports authentication
by integrated Windows authentication, Basic (clear text) authentication (including Novell NDS accounts),

or computer IP address.

Notes:

« By default WebMarshal accepts both Windows Authentication and Basic authentication on port 8080. If
you are using NDS as well as Windows Authentication, Trustwave recommends you use a different port
for Basic authentication of NDS users.

« |IP authentication normally checks the IP address of the connecting computer. IP authentication can also
extract the client IP from an X-Forwarded-For header (see Trustwave Knowledge Base article Q21183).

Be sure to adjust all clients to send their requests to the IP address and port you have selected. For
instance, if you have been using Squid, which listens on port 3128 by default, you can configure
WebMarshal to accept requests on this port, or reconfigure clients to use the WebMarshal default port
8080.

Figure 11: Configuration Wizard, Proxy Ports and Authentication window

WebMarshal Console Configuration Wizard .
' Select / Import Configuration Proxy Ports and Authentication
j 'E;quh“”j“ " WebMarshal will listen for requests and authenticate users according to the settings below.
ail Notifications
' System Corfiguration
" Define Users
Local Address Tabl
i _ L Port  Authentication Vsthods
.+ Intemet Connection 8020 Integrated (NTLM). Basic
= B081 P Address
[ <Back |[ wet> || cancel || Hep

1. If you want to edit an existing port assignment, select it and then click Edit.
2. If you want to add a new assignment, click Add.

3. Enter the required information and then click OK. See Help for details.

To configure import of user account information, see the Connectors item in the main WebMarshal
Console menu tree.

3.2.8 Internet Connection
On this page, select the method WebMarshal will use to request material from the Web.
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Figure 12: Configuration Wizard, Internet Connection window

WebMarshal Console Configuration Wizard .

o Select / Import Corfiguration
o Licensing

Internet Connection
WebMarshal can get requested items directly from the Internet, or can fornard the request to an

" Email Notffications upstream proxy server,

o System Configuration
 Define Users
 Local Address Table

" Ports and Authentication Address Resolution Preference IPv4 Only h

3
When a web request is received WebMarshal should
(® Request the item directly from the Intemet

() Forward the request to a specified upstream proxy server:

Authenticate using the following account

Forward the cliert's credentials when the client uses Basic Authentication

[ <Back |[ MNet> |[ Camcel |[ Hep |

These settings define how all client browsing requests will be forwarded to external servers.

1. Choose the address resolution preference (IP protocol version to use when resolving outbound
connections). This setting applies when WebMarshal resolves external websites or forward proxy
names. IPv4 only is the default setting. For details of all options, see Help.

2. If WebMarshal can access the Web directly, choose the Request the page directly option. This is the
default setting.

3. If WebMarshal will pass requests on to another proxy server then click the Forward option and enter
the required information.

For instance, if you want WebMarshal to pass requests to SquidNT running on the same computer,
you can enter localhost as the computer name and 3128 as the proxy port (SquidNT listens on
port 3128 by default).

4. Check the configuration of the other proxy server to ensure that it is using the port protocol version
you have specified. If the other proxy server requires authentication, you can choose to enter a user
name and password, and/or forward the client’s credentials. See Help for details.

5. You can choose to resolve names to IPv4 and/or IPv6 addresses. IPv4 is the default. See Help for
details.

If your environment includes another proxy server, be sure to set up the other proxy software to accept

requests only from WebMarshal. If you do not, then users may be able to bypass WebMarshal rules. You

can configure the LAT settings on the other proxy server, or set the other proxy software to accept requests

only from a specific Windows account, which is only used by WebMarshal.

3.2.9 System Configuration Summary

On this window you can review the system configuration settings that have been automatically detected or
manually configured. Each section of the window summarizes the information entered on one of the
previous windows of the Wizard. To see more details or edit the information, click Edit for the section.
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To continue with feature configuration, click Next.
@ Tip: The tree at the left of the window shows:
= e i Automatically detected settings

« " Manually entered or reviewed settings

3.2.10 Feature Configuration

On this page of the configuration wizard, WebMarshal attempts to detect and configure items that enhance
the filtering abilities of the product.

If configuration cannot be completed automatically, WebMarshal presents a window that allows you to
configure the values.

The system configuration items are:
e URL Filtering Lists

* Malware Scanners

* Reporting Database

* Proxy Caching

e« HTTPS Content Inspection

*  TRACEnet

+ Safe Search

* Google Web Risk

e Traffic Logging

For details of these items, see the following sections.

3.2.11 URL Filtering Lists

On this window, you can configure WebMarshal to use one or more externally maintained categorized lists
of URLs. When a filtering list is configured here, you can use the categories that it provides in WebMarshal
Rules and reporting.

For details of the available lists, see Chapter 12, “WebMarshal and Filtering Lists.”

The FileFilter list is enabled by default. If the installed Product Key supports the Trustwave Web Filter
Database, auto-detection enables this item.

3.2.12 Malware Scanners

On this window, you can configure WebMarshal to use one or more third-party products to scan traffic for
viruses or other malware activity. When a scanner is configured here, you can enable WebMarshal Rules
to perform scanning.
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Auto-detection searches for and adds supported scanners that are installed on the server.

just been installed might not be auto-detected if they have not yet downloaded a full set of scanning
signatures. You can add additional scanners manually here, or in the Malware Protection section of the
main Console.

p Note: Because auto-detection only adds scanners that are ready to use immediately, scanners that have

For more information about supported scanners and other requirements, see “Scanning Overview” on
page 124.

3.2.13 Reporting Database

On this window of the configuration wizard, you can configure logging of WebMarshal sessions and actions
to a SQL database. Database logging is required if you want to report on WebMarshal activity using the
Marshal Reporting Console application.

Database logging is not enabled by default. You can enable logging on this window, or later using the
Database Logging window in the Console Global Settings.

Figure 13: Configuration Wizard, Reporting Database window

WebMarshal Console Configuration Wizard .

 Select / Import Corfiguration
 Licensing
 Email Notfications
 System Corfiguration
" Define Users
 Local Address Table
" Ports and Authentication

Reporting Database
WebMarshal can log browsing sessions to a SQL Server database for reporting purposes.

Enable Reporting Database

+ Intemet Connection Database:

' Summary [WebMarshal on 10.160.68.103\SQLEXPRESS
 Featurs Configuration

el

& Malware Scanners

> I

' Proxy Caching B

HTTPS Content Inspecti
7 e [ hange User.. | [Change Password
e

" Google Web Risk
& Safe Search
 Traffic Logaing

<Back || Met> || Cancd |[ el
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To use database logging:

1. Select Enable Database Logging. The Create Database window opens.

Create WebMarshal Database

Create Database
Enter the details of the WebMarshal database below, If the
specified database does not exist, it will be created.

SQL Server Name: [localhost'\SQLEXPRESS | [ Browse..

Database Mame: WebMarshal

Lzer Mame:

Password:

For Windows authentication. enter Domain*User {e.g. Company*JohnD)
in the user name field|s).

If you experience difficulties connecting, try using the checkbox below:
Connect using TCP/IP protocol

If you would like to purge the database of all existing reporting data,
click the checkbox below:

[] Recreate the database

0K ][ caneel | [ Heb

2. Onthe Create Database window, enter the name of the SQL Server computer and instance in the SQL
Server Name field. You can browse the network if necessary.

o o M w

8.

the Array Manager from the WebMarshal installer with the default

options, you can enter localhost\SQLEXPRESS. If you installed SQL Express on the Array Manager

p Note: If you installed SQL Express on

using the Marshal Reporting Console installer, you can enter localhost\MRC_SQLEXPRESS.

Enter the name of the new or existing database you want to use.

Enter a Windows or SQL user name with database creation privileges on the SQL server.

Enter the password for the user name.

You can connect to the database using TCP/IP by checking the box Connect using TCP/IP Protocol.
You might need to use this option if the SQL Server connection is through a firewall.

If the database you selected already exists, you can choose to recreate it. Be sure that the existing

database is not needed.

Click OK to create the database.

After you have created the database, you can configure a user with the minimum rights required by
WebMarshal (known as the “operational user.” To start this process, click Change User. For details of this
process, see Help for the Change Operational User window.

You can also change the password associated with the database user on the server. To start this process,
click Change Password. For details of this process, see Help.

3.2.14 Proxy Caching

On this window, you can choose to enable or disable WebMarshal proxy caching. This feature is enabled
by default. Caching retains local copies of items downloaded from the Web via HTTP or HTTPS, where

39
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appropriate. When WebMarshal later responds to a request for the same items, they are returned from the
local copy, saving time and bandwidth.

caching of content delivered over HTTPS, For more information see Trustwave Knowledge Base
article Q21204.

« WebMarshal bandwidth reports treat cached requests as any other request. To see details of cache
activity and bandwidth savings, use the Real-Time Dashboard in the Console.

p Note: Proxy caching applies for HTTP and HTTPS requests by default (never for FTP). You can disable

« To log cache activity in detail, use WebMarshal Traffic Logging.

« You can choose to include or exclude cached content from volume Quotas. See “Configuring Access
Using Quotas” on page 109.

Figure 14: Configuration Wizard, Proxy Cache window

WebMarshal Conscle Configuration Wizard .

o Select / Import Corfiguration Proxy Cache
v/ Licensing Select whether you would like the WebMarshal Proxy to cache responses from the Internet.
o Email Nofifications
o System Corfiguration

 Define Users

v’ Local Address Table The WebMarshal Froxy can store the responsesto web requests. When later requests are made tothe same

" Ports and Authentication location. the WebMarshal Proxy can use the stored data to respond to these requests. This saves bandwidth

 Intemet Connection and makes the download faster for the end user.

v Summary Enable Proxy Caching
o Feature Configuration

o URL Fitering Lists Cachs Location “\WebMarshal %:\Node"\Working\ProxyCache | [ cnange

& Malware Scanners Cache Size 10 GB

 Reporting Database

-+ You may also choose to restrict which items are added to the cache:

& HTTPS Contert Inspection " o < -

2 TRACEnet laimum fem Size:

The proxy cache directory must bs excluded from resident malware scanning. For more information
b seetiep
[ <Back |[ MNet> |[ Camcel |[ Hep |

To enable caching, check the box. Then review the additional options. The default settings are
reasonable for a trial installation. When setting up a production installation you should carefully consider
the values.

For more information about the options, see “Configuring Proxy Caching” on page 141.

For information about the fields on this window, see Help.

3.2.15 HTTPS Content Inspection

This window allows you to perform basic setup required to use HTTPS Content Inspection in WebMarshal.
You can generate a HTTPS Root Certificate and enable the HTTPS Content Inspection functionality.

HTTPS Content Inspection allows WebMarshal to perform the full range of content filtering on HTTPS
(secure) web requests.

This feature is disabled by default. Before enabling HTTPS inspection in a production environment, you
should review the legal implications of the feature, and notify users. For more information about the issues,
see “Configuring HTTPS Content Inspection” on page 151.
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For information about the fields on this window, see Help.

3.2.16 TRACEnet

On this window, you can choose to enable or disable WebMarshal TRACEnet filtering. TRACEnet is a
“zero day” protection framework supported by the Trustwave Security Labs team. TRACEnet identifies
malicious URLs and allows you to block access to these sites. The Security Labs team provides frequent
updates to the listed URLS, based on data from a number of sources. This framework gives protection
against “blended” threats and new risks.

When TRACERet is enabled, it receives updated URL information from Trustwave. The TRACEnet digest
collator reports summary data about blocked threats to Trustwave over a secure Web connection. The
Security Labs team uses the reported data as part of the threat identification process that feeds back in to
TRACERnet updates.

TRACEn et service is included for WebMarshal customers holding current maintenance contracts, as well
as for product trials. The maintenance expiration for TRACEnet displays on the TRACEnet page. This

information is provided by the TRACEnet update server.

p Note: TRACEnet updates require a working Internet connection from each WebMarshal processing node.

3.2.17 Google Web Risk

On this window, you can choose to enable or disable WebMarshal Google Web Risk integration. Google
Web Risk is a Google service that lets client applications check URLs against Google's constantly updated
lists of unsafe web resources.

To enable Google Web Risk, you must enter a Google API key. For more information see Trustwave
Knowledge Base article Q21059.

When Google Web Risk is enabled, WebMarshal retrieves URL listings from Google. WebMarshal
validates individual URLs based on the locally cached information, or if necessary by an individual query to
the Google servers.

3.2.18 Safe Search

On this window, you can choose to enable or disable the Safe Search enforcement feature of WebMarshal.
This feature is enabled by default.

This feature allows you to enforce use of the “Strict Safe Search” function that some search engines
provide. At this release, WebMarshal Safe Search supports Google, Yahoo!, and Bing safe search, as well
as YouTube Safety Mode. When this feature is enabled, WebMarshal adds the “safe search” parameter to

each request that a user makes to the supported search engines.

results returned by the specific search engine, and is not based on any further evaluation by WebMarshal.
The search engines do not guarantee that they can filter out 100% of the offensive or adult material
returned by a search. The content excluded from the search results through WebMarshal is in line with the
search engine providers’ policy. See the search provider websites for more details.

p Note: The search filtering provided when WebMarshal Safe Search is enabled depends entirely on the
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3.2.19 Traffic Logging

On this window, you can configure logging of WebMarshal sessions and actions to text files in W3C or
WELF format. You can use these logs to further analyze WebMarshal activity using external tools.

Figure 15: Configuration Wizard, Traffic Logging window

WebMarshal Console Configuration Wizard .

o Select / Import Corfiguration Traffic Logging
v Licensing WebMarshal can create text logs of web traffic, for use with web server analysis software.
o Email Notifications
o System Corfiguration

o Define Users

v Local Address Table The WebMarshal Engine can log the result of every web requsst that it processes to  text fils in addition to a

" Ports and Authentication database. The test files can then be imported and processed by the dedicated analysis softwars

Intemet Ci cti

j Su?nTnary ermecton Enable Text Logging
o Feature Configuration Leg fle disctory:

 URL Fiterng Lits [WWebMarshal % TrafficLogs || Modiy.. |

& Mahware Scanners ]

7 Reporing Database Automatically purge old log fles

o Proxy Caching Retain log files for days

o HTTFS Contert Inspection

j gs:;f?,ib ke O Write log data in W3C format.

& Safe Search @ Wte log data in WELF format

= Traffic Logging

[ <Back |[ Wet» || Cancel || Hep |

Traffic logging is not enabled by default. You can enable logging later using the Global Settings section of
the Console.

To use text logging, select Enable Text Logging.
For a production installation, you should review the file location and choose a retention policy.

For details of the fields on this window, see Help.

3.2.20 Feature Configuration Summary

On this window you can review the system configuration settings that have been automatically detected or
manually configured. Each section of the window summarizes the information entered on one of the
previous windows of the Wizard. To see more details or edit the information, click Edit for the section. Click
Finish to start WebMarshal services and run the WebMarshal Console.

3.2.21 Additional Configuration Steps

When installed, WebMarshal immediately begins accepting and filtering Web requests.

The default and auto-detected settings are designed to ensure that users in a test environment will have
basic browsing privileges.

Before you put WebMarshal into production, you should complete some additional steps. Use the
Console to complete these steps:

1. Verify user information: Since WebMarshal is an authenticating proxy server, each browser session
must supply a logon credential before any browsing is permitted. Check the status of connectors,
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imported groups, and IP range groups. Adjust settings as required. See “Users and Groups” on
page 53.

2. Customize Rules: If you have chosen to use the WebMarshal default Rules, every authenticated user
will have basic browsing privileges. To adjust permissions quickly, you can add Users to additional

WebMarshal Groups. You can enable and edit Rules as required using the Console. See Chapter 6,
“Understanding Web Access Policy, Rule Containers, and Rules.”

3. Configure Malware Protection (optional, but strongly recommended): If you plan to use Virus
Scanners with WebMarshal, verify that the software is installed and initial signatures are downloaded,
then enable Malware Scanning Rules. See “Using Malware Scanning” on page 124.

4. Configure Filtering Lists (optional): If you plan to use URL filtering lists with WebMarshal, you must
enable them and ensure that the initial database downloads are complete before you enable them in
any rules. See “Configuring URL Filtering Lists” on page 106.

5. Configure browser proxy settings to use WebMarshal: To use WebMarshal, in most cases web
browsers must be configured with proxy settings. See “Configuring Web Browsers” on page 43.

3.3 Configuring Web Browsers

All web browsers within the organization should be configured to send web requests to the WebMarshal
server on the appropriate port. By default, the port for proxy requests is port 8080. If browsers are already
configured to send requests to another port (for example, if SqQuidNT has been listening on port 3128), you
can configure WebMarshal to accept requests on the existing port assignment. For information on rolling
the configuration out to a large number of workstations, please see Trustwave Knowledge Base article

Q10506.

Web browser sessions are authenticated by WebMarshal. Authentication can use Microsoft accounts
through Basic Authentication or Windows Integrated authentication, Novell NDS user information through
Basic Authentication, or the IP address of the user’s workstation.

If you are planning to use HTTPS Rules, you should ensure that the WebMarshal Root Certificate is
installed for all browsers. See “Generating and deploying a HTTPS Root Certificate” on page 153.

3.4 Upgrading WebMarshal

You can upgrade to this version of WebMarshal from WebMarshal 7.4.0 or above.
To upgrade, run the product installer on each computer where components are installed.

Before upgrading, be sure to review the upgrade notes and detailed instructions for each version you are

p Note: To upgrade from versions below 7.4.0, you must first upgrade to 7.4.0 and then upgrade again.
upgrading to. See the Release Notes and User Guide for earlier versions if necessary.

3.5 Uninstalling WebMarshal

1. Ensure that the WebMarshal Console is not running.

2. Onthe Array manager and any other Processing Servers in your WebMarshal Array, uninstall
WebMarshal using Add/Remove Programs from the Windows control panel.
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3. Uninstall any instances of the WebMarshal Console from other workstations.

4. |If appropriate, drop the WebMarshal database from the SQL Server using the SQL administration
tools.

5. If appropriate, remove other software that is no longer required from the Array Manager and any other
Processing Servers in the array, using Add/Remove Programs from the Windows control panel. This
could include integrated malware scanner software such as McAfee for Marshal. If you were using the
Trustwave Web Filter Database (or other filtering lists previously available), you should delete the list

database, found in a subfolder of the WebMarshal installation folder.

However, other applications might be using this software. Trustwave recommends that you do not uninstall

p Note: You could also uninstall prerequisite software such as the Microsoft Visual C++ redistributable.
the prerequisites.
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4 Understanding WebMarshal Interfaces

WebMarshal provides two main interfaces to help you set up and monitor Web access policy.

WebMarshal Console

Allows you to customize your access policy, and monitor server health and Web access on a real-time
basis.

Marshal Reporting Console

Allows you to generate detailed historical reports on Web access, policy breaches, and WebMarshal
actions. For detailed information about how to install and use this application, see the separate docu-
mentation for MRC.

WebMarshal also provides a number of freestanding tools to assist with specific tasks.

4.1 Understanding the Console

The WebMarshal Console is the main interface for configuration of WebMarshal behavior. This section
describes the features and elements available in the Console. Many of these elements are covered in
more detail in the following chapters of this Guide.

Figure 16: WebMarshal Console
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4.1.1 Console Navigation

The Console features an icon tool bar, a menu bar, and two main panes. The right pane displays detailed
information using “taskpad” web pages with links to common tasks and submenus. The left pane provides
a menu tree that allows access to the main elements. Important notices display in the Status Bar at the
bottom of the window.

Understanding WebMarshal Interfaces
45 Copyright © 2025 Trustwave Holdings, Inc. All rights reserved.



WebMarshal 7.6 User Guide - August 1, 2025

* To expand a branch of the menu tree, click the associated + symbol. The items contained within this
branch are displayed.

« To select an item in either pane, click it to highlight it.

» To display detailed information about an item, select it in the left pane. Detailed information displays in
the right pane.

» To collapse an expanded menu element click the associated - symbol.

« To work with an item in either pane, right-click to view a menu of available options. The main Console
and each taskpad also provide toolbar links to common tasks.

» To sort the information in a list view, click a column title.

» To customize the columns in any right pane list view:
a. Right-click a detail item and select Select Columns to open an Add/Remove Columns window.
b. To add or remove a column from the list, select it and click Add or Remove.

c. To change the display order, select an item in the Displayed Columns list and click Move Up or
Move Down.

WebMarshal retains custom column views for each user on each computer where the Console is
installed.

Note: In most cases, you can access items in the Console by multiple methods including toolbar buttons or
icons, right-click context menus, and keyboard shortcuts. This Guide normally refers to the buttons.

4.1.2 Working With Properties Configuration
You can set many global properties of WebMarshal using three properties windows.

Global Settings

On this window you can control basic properties of a WebMarshal installation. To open this window,
select Tools > Global Settings from the toolbar.

Server Properties

Each WebMarshal installation includes one or more processing servers. To see a list of these servers,
select Array Servers in the left pane. The right pane will show a list of installed servers. To configure
settings for a server, click to select that server in the right pane, then click the Properties icon in the
taskpad toolbar.

Server Group Properties

You can group WebMarshal servers to apply customized configuration and rules for different locations
in your network. To configure settings for a group, expand Array Servers in the left pane, right-click
the group, and then select Properties from the context menu.
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For more information about the properties and settings shown on these three windows, see “Configuring
Global Settings” on page 133, “Managing Array Servers” on page 160, and “Configuring Server Group
Properties” on page 162.

4.1.3 Array Servers

When you select this item, the right pane displays a list of all processing servers in the WebMarshal array.
The list shows the status of each server. If the rule and configuration changes made in the console have
not yet been reloaded into the servers, the Commit Configuration icon displays in red, and an asterisk is
added to the caption WebMarshal (at the top of the left pane).

If you have configured server groups, the list shows the servers in their groups. To work with a group,
expand the Array Servers item and select the group.

For more information on working with servers, see “Configuring Global Settings” on page 133.

4.1.4 Active Sessions

When you select this item (Monitoring > Active Sessions), the right pane shows a list of current browsing
sessions through WebMarshal by user account and machine. You can drill down to view details. You can

right-click items for more options. For detailed information see Help.

default, 5 minutes). You can adjust this session time-out value. For more information, see “Viewing Product

p Note: A WebMarshal session ends when no new pages have been requested for a defined period (by
Information” on page 135.

Figure 17: WebMarshal Console, Active Sessions window
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4.1.5 Real-Time Dashboard

When you select this item (Monitoring > Real-Time Dashboard), the right pane shows a graphical
dashboard that allows you to monitor server performance, browsing traffic, Proxy Cache statistics,
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TRACERet statistics and update status, and WebMarshal action statistics. For details of the available
information see Help.

Figure 18: WebMarshal Console Dashboard
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4.1.6 Event Logs

When you select this item (Monitoring > Event Logs), the right pane shows a filtered view of the Windows
event logs. Several filters are provided to allow easy monitoring of WebMarshal and related items on all
servers in the Array. For more information, see “Viewing Windows Event Logs” on page 164.

4.1.7 Policy Elements

WebMarshal Policy Elements are the basic building blocks that you can use to construct Web access
Rules. Before you enable Rules, you must create or modify these Elements to fit organizational
requirements.

4.1.7.1 User Groups

This item shows a list of user groups configured in WebMarshal. You can import and automatically update
groups through WebMarshal connectors. You can also create groups of IP addresses, and internal user
groups for use only within WebMarshal. For more information on working with user groups, see “User
Management” on page 96.

4.1.7.2 All Users

This item is always present in the user groups, and shows a list of all users currently available in
WebMarshal. Double click any user name to see more information, including a list of the Rules that apply
to the user.
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4.1.7.3 URL Categories

This item shows a list of URL categories. URL categories are lists of URLs with similar content, for use in
building rules. You can create categories locally, or you can retrieve and populate them from an externally
maintained Filtering List. A few examples of URL categories are: search engines, objectionable sites,
partner companies. For more information on working with URL categories, see “Understanding URL
Categories” on page 101.

Note: Expand a category and double-click any URL to see a report of the WebMarshal Rule action, if any,
that placed it in that category. (This information is not available if the URL was added manually.)

4.1.7.4 URL Filtering Lists

This item shows a list of the URL Filtering List applications configured in WebMarshal. For more
information about Filtering Lists, see “Configuring URL Filtering Lists” on page 106.

4.1.7.5 Schedules

This item shows a list of available schedules. Schedules allow you to apply rules based on the time of day
and day of the week. For more information on working with schedules, see “Configuring Access Using
Schedules” on page 107.

4.1.7.6 TextCensor Scripts

This item shows a list of available WebMarshal TextCensor scripts. The scripts allow you to scan web
pages and text files for particular key words or combinations of words. You can use TextCensor scripts to
block Web requests, and also to classify visited sites into URL categories and create your own site filtering
lists. Examples of TextCensor scripts are: objectionable language, sports-related terms, and active
scripting keywords. For more information on working with TextCensor scripts, see “Identifying Web Content
Using TextCensor Scripts” on page 114.

4.1.7.7 Classifications

This item shows a list of available logging classifications. Classifications allow you to create detailed logs
of rule actions. For more information about Classifications, see “Logging Activity with Classifications” on
page 126.

4.1.7.8 Quotas

This item shows a list of available quotas. Quotas allow you to limit a user’s browsing activity by total time
and/or volume. For more information on working with quotas, see “Configuring Access Using Quotas” on
page 109.

4.1.7.9 Malware Protection

Expand this menu branch and select “Virus Scanners” to see a list of third-party virus scanners that have
been configured for use in scanning file downloads and uploads. For more information on configuring
malware protection, see “Using Malware Scanning” on page 124. To implement malware scanning, see
Chapter 6, “Understanding Web Access Policy, Rule Containers, and Rules.”
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4.1.8 Access Policy
Expand this menu branch to see its subcategories:

* TRACEnet

» Safe Search

* Connection Rules
e HTTPS Rules

e Quota Rules

» Standard Rules

* Content Analysis Rules

Select one of these subcategories to configure the rules or options available. For more information on
working with access policy and rules, see Chapter 6, “Understanding Web Access Policy, Rule Containers,
and Rules.”

4.1.9 Printing Configuration and Rules

You can view and print WebMarshal configuration, rules and policy elements in a convenient summary
format.

To print configuration:

1. Click the Print icon in the tool bar to open the Print Options window. By default the entire configuration
is selected.

2. Select the items to print.

3. Choose whether or not to include members of imported user groups (this can result in a large listing).

Print Policy -
Print Options

Select the items that you would like to print.

(®) Print the entire configuration

() Print the following items only:

Palicy and Configuration ~

Global Settings

Amay Servers

Amay Server Groups

Policy Bements
Connectors

! User Groups

URL Fittering Lists
URL Categories
Classffications v

[] Show the members of imported usar groups.

[ ok [[ camed | [ Heb |

4. Click OK to view the information in a new window.
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5. Click the Print icon in the new window to print the information.

@ Tip: To print an individual item from the configuration, right-click the item in either pane of the main
WebMarshal Console, and then select Print Selected Item.

4.1.10 News and Support

The News And Support item in the console tree presents the support section of the Trustwave website in
the right pane. This area features the latest support information, including frequently asked questions, a
knowledge base, and a discussion forum. To access the full range of resources, customers should log in to
the site. Obtain login details, if necessary, by contacting Trustwave.

4.2 Understanding Other Tools

Additional standalone tools are installed with WebMarshal. You can access these tools through the
Windows menus.

The WebMarshal Server Tool allows you to perform additional management tasks on the local
WebMarshal Processing Server:

e Start or stop WebMarshal services.

« Add the processing server to an array, or remove it from an array.
e Change some performance related settings.

» Change locations for log and temporary files.

e Configure communication between the Processing Server and the WebMarshal Array Manager.

For more information about servers and arrays, see “Managing Array Servers” on page 160. For detailed
usage instructions, see Help for the tool.

The WebMarshal Security Tool is installed with the Array Manager. This tool allows you to set
WebMarshal administrative permissions for Windows accounts. By default administrators of the Array
Manager computer have full permissions. For more information, see “Configuring WebMarshal Security”
on page 159.

The WebMarshal Configuration Backup Tool is installed with the Array Manager. This tool allows you to
perform configuration backup from the command line or a scheduled task. For more information, see
“Importing and Exporting Configuration” on page 158.

The Support Tool is installed with WebMarshal. This tool gathers information about the WebMarshal
installation and the server WebMarshal is installed on. Its purpose is to help the Trustwave support team
diagnose support issues. To use the tool select Tools > Open Support Tool. You can also run the tool
from the Start menu (Apps), or from a command prompt as MarshalSupportTool .exe in the WebMarshal
installation directory. Each time you run the tool it checks for updates to the support tool application. For
more information on how to use the Support Tool, see Trustwave Knowledge Base article Q15024.

The Proxy Cache command line tool is installed on each WebMarshal processing node server. The tool
allows you to maintain and analyze the cache folders. The tool can be used to list the URLSs of files that are
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stored in the cache, and to delete specific items from the cache. This is useful when diagnosing cache
issues and during testing. To start the tool, within a Windows command prompt navigate to the
WebMarshal install location and run WMProxyCacheTool.exe. For more information on how to use the
tool, see the tool help or Trustwave Knowledge Base article Q12724.
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5 Implementing Your Web Content Security Policy

WebMarshal provides a powerful and flexible framework that allows you to enforce your organization’s
Acceptable Use Policy for Web access.

A Web usage policy typically has several goals. As part of the process of implementing WebMarshal, you
should develop and formalize your own policy, and make it known to users.

Common goals of a Web usage policy include:

« To maintain appropriate usage (subject matter of browsing and language of uploads).
» To protect the organization’s systems against virus infection.

« To ensure the efficient use of network resources (bandwidth and file storage).

» To allow reporting on Web usage and policy breaches.

WebMarshal includes facilities to perform these tasks. This chapter gives an overview of typical policies
and policy-related tasks, and the WebMarshal elements available “out of the box” that you can use to
accomplish each task.

5.1 Configuring Web Content Security

When you run the Configuration Wizard, you can install a default set of policies, rules, and policy elements.
Trustwave recommends the default set as a useful starting place and a source of ideas for customization.
Unless you have a custom set of rules from another source, you should install the default set.

The default rules are recommended by Trustwave as the minimum for a useful WebMarshal product
evaluation.

Many additional options are available and are covered in detail in the other chapters of this Guide.

5.1.1 Users and Groups

Since WebMarshal is an authenticating proxy server, each browser session must supply a logon credential
before any browsing is permitted. You must provide account information for each permitted user so that
WebMarshal can authenticate requests. Typically, WebMarshal imports user account information from the
local network environment. The Configuration Wizard attempts to create a connection to the directory
service that is used in your environment. To learn about how to create connections to other services,
including Active Directory, legacy Windows NT, Novell, and workstation based authentication, see “User
Management” on page 96.

The default WebMarshal configuration includes local “WebMarshal groups” and sets of rules that apply to
users in these groups.

* You can set the permissions for an imported user by adding the user to the appropriate WebMarshal
group.

* You can adjust permissions by enabling or disabling the rules in the default set that apply to each
group.
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* You can create new rules that apply to any of the groups.

5.1.1.1 Adding User Groups From a Connector
To import User Groups:

1. Within the WebMarshal Console, ensure that User Groups is selected. Click the Import User Group
icon & in the taskpad to open the Import User Groups window.

2. Choose the connector to use. (You can also create a new connector.).

3. Browse for or enter the names of the groups that you want to import into WebMarshal. Ensure that
each user who is permitted to browse is included in at least one imported group.

When browsing you can use ctrl-click and shift-click to multi-select.

domains that have an explicit trust relationship with the domain that WebMarshal is a member of. For

p Note: WebMarshal can import groups from trusted Active Directory domains, subdomains, and other
additional details see Trustwave Knowledge Base article Q11870.

4. Click Import to add the User Group(s) and contained users.

To view a list of all users imported into WebMarshal, in the left pane of the Console expand the item Policy
Elements > User Groups > All Users.

5.1.1.2 Adding Imported User Groups to WebMarshal Groups

WebMarshal default configuration includes a number of local WebMarshal groups. To grant permissions to
an imported user, you can add the user (or an entire group) to a WebMarshal Group.

To add a group to a WebMarshal group:

1. Within the WebMarshal Console, ensure that User Groups is selected.

2. Drag a group from the right pane over a WebMarshal group in the left pane.
To add individual users, or sub-groups from an imported group:

1. Select the target group in the left pane.
2. Atthe top of the right pane, click Insert Existing Group.

3. Select items from the list, and then click Insert.

5.1.2 Basic Rule Configuration

The default policies and rules provided with WebMarshal allow you to support the basic Web access policy
goals mentioned earlier in this chapter. WebMarshal rules are created and enabled using the WebMarshal
Console. In many cases you can simply use or enable the default items. You may need to customize some
rules to meet your needs. You can monitor policy compliance by using Marshal Reporting Console to
report on triggered rules.

This section describes the steps necessary to enable a basic access policy starting from the default
installation of WebMarshal. All of the rules discussed here are found in WebMarshal’'s Quota, Standard,
and Content Analysis rules. A number of other rules are enabled by default, including several rules,
applied to all requests, which classify the files to permit logging.
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5.1.3 Ensuring Appropriate Usage

For the purposes of this chapter, “appropriate usage” is defined in terms of the content of web pages and
files.

5.1.3.1 TRACEnet

You can help to ensure appropriate usage with the WebMarshal TRACEnet facility. TRACEnet provides
protection against spam-linked sites, anonymous proxies, phishing sites, and other malicious sites. For
more information about TRACEnet, see “Understanding TRACEnet” on page 59. To enable TRACEnet:

1. In the left pane of the WebMarshal Console, expand Access Policy and select TRACEnet.

2. Check the box to enable the feature.

TRACERet is enabled by default and TRACEnet filtering applies to all users and sites by default. You can
adjust these settings using the Settings button on the Access Policy > TRACEnet page.

5.1.3.2 Rules

The WebMarshal default configuration includes a number of rules that apply to specific WebMarshal
groups. To allow appropriate use, add imported groups to the WebMarshal groups Power Users, Standard
Users, and Restricted Users. Review the policy to see what rules are enabled for each group.

You can check for appropriate textual content of pages with Content Analysis rules such as Block
Download - Adult and Nudity Content, Block Download - Offensive Content, and Block Upload - Offensive
Text Content. These rules invoke TextCensor scripts to check the text content of files (including HTML
documents and productivity files such as Word documents) as well as web form submissions.

You can also control the subject matter of pages using Filtering Lists provided through the external
Filtering List function. Within the default rules, you can implement these Lists with the Standard rules Block
URL - Adult & Nudity, Block URL - R Rated and Profanity, Block URL - Gambling Sites, and Block URL -
Time Wasting Inside Office Hours. When you configure Filtering Lists, WebMarshal uses appropriate
categories from each list in each Rule.

Blocking of files by size and by type (executable and/or audiovisual files) can also contribute to checking
for appropriate usage. Most organizations will choose to limit user access to these types of content. The
rules Block File - Dangerous File Extensions, Block File - Dangerous Files, Block File - Multimedia, and
Block File - Documents are included in WebMarshal's default rules and enabled by default. These rules
check the file extension (part of the file name) and the structure of files. You can make exceptions to these
rules as described below.

You can use the WebMarshal HTTPS Content Inspection functionality to apply Content Analysis rules to
secure web pages that could not otherwise be scanned. For instance, many Webmail sites now use
HTTPS. For more information, see “Configuring HTTPS Content Inspection” on page 151.

When a rule is triggered, WebMarshal can take any of several actions:
» Block the file, and display an information page to the user.
» Send a notification message to the WebMarshal Administrator.

» Write a log record that includes information about the user, request, rule triggered, and classification.
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5.1.3.3 Enabling rules
To enable a WebMarshal rule (such as Block URL - Adult & Nudity):

1.
2.

In the left pane of the WebMarshal Console, expand Access Policy.

Expand the appropriate rule type (in this case, Content Analysis rules.) A list of rules displays in the
right pane. A disabled rule (such as Block URL - Adult & Nudity) will display with a dimmed icon and
the notation Disabled.

In the right pane, right-click the rule name.

From the context menu choose Enable Rule. The rule will be enabled. This change will take effect
when you commit the configuration.

To commit configuration, click the Commit Configuration button in the toolbar.

red icon.

p Note: When you have made changes but not committed them, the Commit Configuration button shows

a

You can enable additional rules using the same procedure. You can also enable multiple rules by selecting
them using ctrl-click and shift-click.

5.1.3.4 Exceptions to rules
You may want to allow a few users to use sites or files that are blocked for most users including the default
Power Users group. The WebMarshal default rules allow full access to all sites for members of the
WebMarshal Group Unrestricted Site Access. You could also create additional groups and additional rules
to permit specific exceptions.

To implement the exceptions, add the appropriate Users or User Groups to Unrestricted Site Access (or
another exception group you create)

1.

Select a User Group in the left pane of the Console.

Right click and select Insert Existing.

In the Insert Users and Groups window, select one or more users or groups you want to add. You can

find a specific User or Group by typing a few characters in the bottom text field.

Note: WebMarshal supports nested User Groups. A WebMarshal Group can contain other WebMarshal or

p remote directory Groups.

For further information on working with users and groups, see “User Management” on page 96.

5.1.4 Protecting Against Malware
WebMarshal protects against virus infection, other malware, and exploits for all downloads and uploads in
a number of ways: by TRACEnet filtering, by passing messages to third-party scanners, and by file name
and file type rules.
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5.1.4.1 Malware Scanning
WebMarshal can scan for viruses, malware, and other malicious content using the Malware Scan condition
in Content Analysis rules. Before you can enable rules that use this action, you must install and configure

at least one scanner. For details of these processes, see “Using Malware Scanning” on page 124.

Note: WebMarshal can apply malware scanning to all types of files. However, some file types are “safe”
p (they are not currently known to contain malware payloads). Scanning all files provides added assurance

but has a significant impact on performance.

The WebMarshal default Access Policy includes two types of Malware scanning rules:

« The standard scanning rules exclude common image types and text from scanning.

« The “Extensive” rules scan all files. These rules can cause users to experience page loading times 2 to
4 times slower than when using standard rules.

5.1.4.2 File Type and File Name rules

Other types of rules also help to protect against malware downloads. The Standard rules Block File -
Dangerous File Extensions and Block File - Dangerous Files are pre-configured to apply to Standard and
Restricted users.

* Thefile is blocked and an appropriate information web page is presented to the user.

« Alog record is written with the appropriate rule and classification information.

5.1.5 Conserving Network Resources
WebMarshal helps to achieve the goal of conserving network resources by proxy caching, Connection
rules, Quota rules, and Content Analysis rules.

5.1.5.1 Proxy caching
You can reduce bandwidth usage by enabling WebMarshal proxy caching. Caching is enabled by default
on new installations. For more information about caching, see “Configuring Proxy Caching” on page 141.

5.1.5.2 Connection rules

You can manage connections from many popular Instant Messaging and Streaming Media applications, as
well as the WebSocket protocol. Sample blocking rules are provided in the default configuration. To quickly
apply these rules to a user, add the user to the pre-defined WebMarshal Group Restricted Users. For more
information about how to enable and use connection rules, see “Connection Rules” on page 62.

5.1.5.3 Quotarules

You can limit each user to a quota of browsing time and/or bandwidth. Sample quotas are configured in the
default rules, but all quota rules are disabled by default. Enable the pre-configured rules “Enabling rules”
on page 56. If quota rules are enabled, Trustwave recommends you also enable the Standard rule Global
Policy > Display Quota Limits Policy.

You can apply quotas to specific users, specific file types, URL Categories, applications, and/or specific
times of day. For complete information, see “Quota Rules” on page 63.
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5.1.5.4 Standard rules

WebMarshal can stop the download of oversized files by a Standard rule. The rule Block Download - Files
Larger than 20MB stops large files from being accessed.

WebMarshal can also stop uploading of oversized files by a Standard rule. The rule Block Upload - Files
Larger than 5MB stops large files from being uploaded.

These file size rules are enabled by default for the Restricted Users group. When triggered, these rules
take similar actions to the rules described earlier.

To allow certain users to use large files or a larger quota, you can move them to a group with greater
default permissions. You can also apply limits for specific users, file types, or other custom criteria. For
complete information, see Chapter 6, “Understanding Web Access Policy, Rule Containers, and Rules.”

Blocking of multimedia files also helps save network resources.
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6 Understanding Web Access Policy, Rule

Containers, and Rules

The WebMarshal Access Policy controls how WebMarshal treats requests for Web resources. The Access
Policy includes several types of Rules. The Access Policy also includes the TRACEnet and Safe Search
features.

6.1 Understanding TRACEnet

The TRACEnet feature is a “zero day” protection framework supported by the Trustwave Security Labs
team. TRACEnet identifies malicious URLs and allows you to block access to these sites. The Security
Labs team provides frequent updates to the listed URLS, based on data from a number of sources. This
framework gives protection against “blended” threats and new risks.

When TRACERet is enabled, it receives updated URL information from Trustwave. The TRACEnet digest
collator reports summary data about blocked threats to Trustwave over a secure Web connection. The
Security Labs team uses the reported data as part of the threat identification process that feeds back in to
TRACEnNet updates.

TRACERet initially provides four categories:

« Spam sites (URLs offering products or services, that are promoted through spam email)

« Phishing sites (URLs hosting fraudulent attempts to harvest personal information)

* Anonymous proxies (sites that allow users to bypass security by retransmitting web requests)

« Malicious sites (sites hosting malware or exploits)

Trustwave may add new categories to TRACEnet. New categories can be added dynamically during the
standard update process.

TRACER et service is included for WebMarshal customers holding current maintenance contracts, as well
as with product trials. The maintenance expiration for TRACEnet displays on the TRACEnet page. This
information is provided by the TRACEnet update server.
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Figure 19: WebMarshal Console, TRACEnet window
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To configure TRACEnet, in the left pane of the WebMarshal Console expand Access Policy and select
TRACEnet.

To enable or disable the feature, check or clear the box on the main TRACEnet page. To enable or
disable the individual categories, check or clear the box for each.

You can configure advanced settings for TRACEnet, including User Group and URL exclusions, an end-
user “request reclassification” option, and download options. To configure advanced settings, at the top
right of the main TRACEnet page click Settings. For more information, see Help.

To review TRACEnet activity and library updates, see the TRACEnet section of the Real-Time Dashboard.
You can also request an immediate check for library updates using the Update Now button on the
Dashboard.

6.2 Understanding Google Web Risk Integration

Web Risk is a Google service that lets client applications check URLs against Google's constantly updated
lists of unsafe web resources. To configure Web Risk integration, in the left pane of the WebMarshal
Console expand Access Policy and select Google Web Risk. For full information about the options, see
Help.

To enable or disable the feature, check or clear the box on the main Google Web Risk page. To enable
or disable the individual categories, check or clear the box for each. You can also choose to allow users to

continue with a warning.

Note: Google Web Risk is only enabled after you enter a Google API Key. To check or enter the key, on
the main Google Web Risk page click Settings.
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You can configure advanced settings for Google Web Risk integration, including User Group and URL
exclusions. To configure advanced settings, at the top right of the main Google Web Risk page click

Settings.

Figure 20: WebMarshal Console, Google Web Risk window
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6.3 Enforcing SafeSearch
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Web Risk is 2 Google service that lets WebMarshal check URLs against Google’s constantly updated lists of unsafe web resources.

To use Google Web Risk with WebMarshal, you must enter a Google APl key. To enter a key, click Settings. To leam more,
see Trustwave Knowledge Base article 321059,
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Software that is described in a deceptive way. t may try to trick users into an installation or collect private information
without the user’s knowledge.

Social Engineering

(O Continue with Waming
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Google works to provide the most accurate and up4o-date information about unsafe web resources. However, Google cannot guarantee
that its information is comprehensive and emorfree: some risky sites may not be identffied, and some safe sites may be identified in emor

WebMarshal allows you to enforce use of the “Strict Safe Search” function that some search engines
provide. At this release, WebMarshal Safe Search supports Google, Yahoo!, and Bing safe search, as well
as YouTube Safety Mode. This feature adds the “safe search” parameter to each request that a user

makes to the supported search engines or sites.

results returned by the specific search engine, and is not based on any further evaluation by WebMarshal.

p Note: The search filtering provided when WebMarshal Safe Search is enabled depends entirely on the

The search engines do not guarantee that they can filter out 100% of the offensive or adult material
returned by a search. The content excluded from the search results through WebMarshal is in line with the
search engine providers’ policy. See the search provider websites for more details.

To configure Safe Search, in the left pane of the WebMarshal Console expand Access Policy and select

SafeSearch.

« To enable or disable the feature, check or clear the box on the main Safe Search page.

e You can choose to exclude one or more User Groups from this feature. To configure User Group
exclusions, at the top right of the main Safe Search page click Settings. For more information, see

Help.
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6.4 Understanding Rules

The main feature of WebMarshal Access Policy is the Rules. Each rule is defined with a set of conditions,
and a set of actions that WebMarshal takes if a Web request meets the conditions.

The Access Policy can also use Rule Containers. A Container allows you to group a set of rules that share
common conditions (for instance, user matching or request direction). Rules within a Container only apply
when a request meets the conditions defined for the container.

Each WebMarshal Rule has three parts: User Matching, Conditions and Actions.

» User Matching allows you to specify the server groups where the rule applies, and the users or work-
stations that the rule applies to.

» If the request meets the User Matching criteria, it is evaluated using the Conditions.

« If the request meets the Conditions, WebMarshal performs the Actions.

For instance, a rule might state:

When a web request is received for any User (user matching),
And where addressed to any URL
If the content matches the TextCensor Script
Sports Betting (conditions)
Classify the Domain as Sports Betting
Add the URL Domain to the Category Betting Sites (actions).

install a basic set of rules. Each rule includes comments as to its possible use. To use these rules, add
users to the appropriate user groups and modify the rules to fit your organizational policy. You can also use
the default rules as models in creating new rules.

p Note: When WebMarshal is installed as a new installation, the Configuration Wizard offers the choice to

6.5 Understanding Rule Types

WebMarshal rules are divided into five types: Connection Rules, HTTPS Rules, Quota Rules, Standard
(Site) Rules, and Content Analysis Rules. Within each type you can create Rules and Rule Containers.

can have one Quota Rule container for rules that apply on weekends, and another Quota Rule container
for rules that apply on weekdays. A Rule Container can include any of the conditions that are available for
the rule type.

p Note: Rule Containers allow you to set a single group of conditions for several rules. For instance, you

6.5.1 Connection Rules
Connection Rules are evaluated when WebMarshal receives a request from a user. Connection Rules
allow you to implement policy based control of HTTP connections from many Instant Messaging and
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Streaming Media applications such as Windows Live Messenger or Real Media, as well as the WebSocket
protocol.

Note: For Connection Rules to be effective, you must ensure that other ports used by these applications
p are blocked at the firewall. For more information, see Trustwave Knowledge Base article Q12021.

« Before you can use Connection Rules, you must enable this functionality in the WebMarshal Global
Settings. For more information, see “Configuring Connection Rule Processing” on page 155.

6.5.2 HTTPS Rules

HTTPS rules are evaluated when a user connects to a website that uses HTTPS (Secure HTTP). HTTPS
Rules allow you to implement policy based on the encryption protocol and the security certificate used.
HTTPS Rules also allow you to scan the content of selected HTTPS traffic. HTTPS traffic to be scanned is

decrypted, and then re-encrypted for transfer to the destination.

Note: Before you can use HTTPS rules, you must configure the HTTPS functionality. See “Configuring
p HTTPS Content Inspection” on page 151.

« When HTTPS rules are enabled, content is always secured when transmitted over the network.

« HTTPS traffic that does not match a rule requiring scanning is not decrypted.

6.5.3 Quota Rules

Quota rules are evaluated when WebMarshal receives a request for a Web resource from a browser
session, and if necessary after the response has been returned from the Web. These rules allow users
specific amounts of web browsing time and/or volume for a period such as a day or week. Quota rules can
have conditions based on time of day or day of the week, file type, URL category, and the protocol or
application. For information about managing Quotas, see “Configuring Access Using Quotas” on page 109.
For a full list of conditions and actions, see Help for the Quota Rules window in the WebMarshal Console.

6.5.4 Standard Rules

Standard rules are evaluated when WebMarshal receives a request from a browser session. Standard
rules allow you to permit or deny access to URL categories by user groups. Standard rules also allow you
to match or rewrite the headers of a web request or response.

Standard rules can have conditions based on time of day or day of the week, file name, file type, presence
of cookies, and the request direction (upload or download).

Depending on the outcome of rule evaluation, WebMarshal can permit or deny access to the resource, and
optionally require the user to acknowledge a warning.

your organizational policy is to allow most requests, you should set up a permissive Standard rule that is

p Note: WebMarshal only grants access by explicit standard rules. The default action is to block access. If
evaluated last. The WebMarshal default rules include rules that accomplish this.
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6.5.5 Content Analysis Rules

Content Analysis rules are evaluated when WebMarshal receives the content of the Web request. This
type of rule allows you to base policy on the actual results of a specific request, including new or
dynamically generated files.

Notes:
p * Some Content Analysis rules require WebMarshal to fully scan the response files before returning them
to the user. If you configure complex rules and scripts, the user may experience a delay during scanning.
To minimize the delay, in most cases a TextCensor rule that blocks a request should also add the URL
to a category. WebMarshal can then use a standard rule to block future requests for the URL quickly,
using a Standard rule.

« To reduce the delay due to processing, in some cases WebMarshal begins to return a file to the user. A
small part of the file is held back from the user until WebMarshal has completely received and processed
the file. If the page triggers the rule, the download is aborted. For information about configuring this
feature, see “Configuring Download Options” on page 144.

Content Analysis rules can check for many conditions, including:
¢ Request direction (upload or download)

* Transfer size

e File type

« Content type (based on MIME type, such as MPEG)

« Text content (TextCensor lexical analysis)

e Malware scanning results

Content Analysis can also check items unpacked from archive files and OLE documents in many cases.
Content Analysis rules can apply a number of actions, including:

e Permit or block the request

« Display a warning page and require the user to acknowledge

« Write a log classification for the file or the request domain

e Add the user to a group

e Add the request URL to a URL category

* Notify the administrator

6.6 Working With Access Policy

To work with rules in the WebMarshal Console, ensure that the menu item Access Policy is expanded.

6.6.1 Creating a Rule or Rule Container

WebMarshal Rules and Rule Containers have many elements in common. The procedure below illustrates
the creation of an example rule. The available options are covered in the following sections.
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Click the New Rule icon in the taskpad.

Ll A

In the left pane of the Console, expand Access Policy. Select a rule type.

If you want to create the rule within a container, double-click the container in the right pane to open it.

Click Next to continue to the User Matching Conditions page.

New Standard Rule Wizard

User Matching Conditions
Select users for whom this rule should apply.

\where the user is @ member of UserGroup

[] Except where the user is a member of UserGroup

[] Where the server is @ member of ServerGroup

[] Except where the server is 2 member of ServerGroup

Rule description: (click on an undedined value to edt i)

‘when a web reguest is received
‘where the user is a member of UserGroup
And where addressed to any URL

Continue processing rules

[ <Back || MNex>

| | Cancel

Hep |

5. On the User Matching Conditions page, check the boxes in the top pane to select the conditions you
want to include in the rule. The items you select items display in the rule description pane, at the

bottom of the page.

6. If you can specify details for a condition, each item that requires details includes a hyperlink. The
hyperlink text is red if you must enter a value, or blue if a value is already specified. Click any hyperlink
to enter or change the detail information. For more information about the specific expressions, see

“User Matching Conditions” on page 68.

7. For instance, if you select where the user is a member of User Group, the text UserGroup in the rule
description is a red link. Click this link to display the Select User Groups window.

User Matching Condition

Where user is a member of

In order to trigger the rule, the browsing user must be a member of one or
more user groups selected below.

[WFTE clude From Repoting ]
O HFliocal

[[] £2 Power Users

[[] #2, Restricted Users

[[] 82, Standard Users

[[] 82, Unrestricted Site Access

O £2, win-olvuBp22d 5\ Administrators

| Import Group... | | New IP Address Group...

| MNew WebMarshal Group... | | Properties...

[ ok ][ cancel

Help
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In this window, you can select an existing user group. You can also create or import a new group. If
you create or import a group, it is selected for use when you return to the Select User Groups window.

authentication types in Rules. For instance, if WebMarshal uses both Windows and IP authentication, User

p Note: If your WebMarshal installation uses more than one type of authentication, remember to include all
Matching should include both user names and workstation names as appropriate.

8. Click Next to continue to the Rule Conditions page.

9. Select conditions and enter details on this page in the same way as for 5.. See “Rule Conditions” on
page 70 for details on options for the specific conditions.

10. When you have entered all the details on the Rule Conditions page, click Next to continue to the Rule
Actions page.

11. Select actions and enter details on this page in the same way as for 5.. The actions that you can select

vary depending on the type of rule. See “Rule Actions” on page 86 for details on options for the specific
actions.

12. When you have entered all details on the Rule Actions page, click Next to continue to the Rule
Completion page.

New Standard Rule Wizard .

Rule Completion
Specify a name and description for this rule.

Type a name for this nule
[Muttimedia Download | Tum on this ule
Optionally type a comment

Rule description: (click on an undedined value to edt i)

‘When a web reguest is received ~
‘Where the user is a member of Can Download Multimedia
And where the URL is a member of Secure Sites

Classify the domain as Other Known URLs
And continue processing rules

| < Back || Finish || Cancel || Help

13. Enter a name for the rule.
14. Optionally enter a comment or description for the rule.
15. Choose whether to enable the rule immediately (default) or not, using the Turn on this rule checkbox.

16. Click Finish to return to the WebMarshal Console.

Note: The order of evaluation of rules is important. WebMarshal bases its action on the first rule
p triggered. You can adjust the order of evaluation. See “Understanding the Order of Evaluation” on page 92.

Changes only take effect when you commit configuration. To commit configuration, click the Commit

Configuration icon & on the tool bar. When changes have been made but not reloaded, the icon is red

and the item WebMarshal at the top of the left pane is followed by *. A notice also displays in the status
bar.
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6.6.2 Editing Rules
The following procedure applies to all types of WebMarshal Rules and Rule Containers.

To edit a rule or rule container:

1.
2.

5.

In the left pane of the console, expand Access Policy.
Select the Rule type or Rule Container that includes the item you want to edit.

Double-click the rule or rule condition in the right pane. The rule is presented in the Rule Wizard—Rule
Completion page.

Click any hyperlinked item to change it. If you want to make more basic changes to the actions or
conditions, click Back to view the User Matching, Conditions, or Actions pages.

When satisfied, click OK.

6.6.3 Enabling and Disabling Rules

You can enable or disable individual rules or rule containers. Disabled rules (or rules in disabled
containers) are not used to evaluate web requests. Disabled rules and containers display with a rule-
disabled icon (dimmed, with a red ©, as shown below).

A w0 Do

67

Figure 21: WebMarshal Console, Rules window
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24 child rule(s), 0 child rule container(s)

Expand Access Policy, and select a rule type in the left pane.
Double-click a particular rule or rule container in the right pane.
On the Rule Wizard page, check or uncheck Turn on this rule.
Click OK.
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You can also enable, disable, or delete Rules and rule containers using a right-click context menu. You
can select multiple rules for these actions by using shift-click and control-click.

A Caution: When you delete a rule container, all the items it contains are also deleted.

6.7 Understanding User Matching

User Matching allows you to apply policies to specific users (login accounts) or to specific workstations.

6.7.1 User Matching Conditions

All WebMarshal Rules and Rule Containers can include one or more of the following User Matching
conditions.

6.7.1.1 Where the user is a member of User Group

If this User Matching Condition is selected, the Rule will apply to all members of the User Group(s) listed in
the Rule Description pane with this condition (except for members of any of the exception groups, as
described below).

To add or edit User Groups in this condition:

1. Click a UserGroup link to open the User Matching Condition window.

2. In this window, you can select an existing user group. You can also create or import a new group. If
you create or import a group, it is selected for use when you return to the User Matching Condition

window.

authentication types in Rules. For instance, if both Windows and IP authentication are enabled, User

p Note: If your WebMarshal installation allows more than one type of authentication, remember to include all
Matching should include both user names and workstation names as appropriate.

6.7.1.2 Except where the user is a member of User Group
If this User Matching Condition is selected, the Rule will not apply to any member of the User Groups listed
in the Rule Description pane with this condition.

To add or edit user groups in this condition:

1. Click a UserGroup link to open the User Matching Condition window.

2. Select existing or create new groups as described above.
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User Matching Condition .

Where user is a member of
In order to trigger the rule, the browsing user must be a member of one or
more user groups selected below.

[WI el From Repating |
O HFliocal

[[] £2 Power Users

[[] #2, Restricted Users

[[] 82, Standard Users

[[] 82, Unrestricted Site Access

O £2, win-olvuBp22d 5\ Administrators

| Import Group... | | New IP Address Group... |
| MNew WebMarshal Group... | | Properties... |
[ ok ][ caed | [ Heb |

This condition overrides the previous condition. For instance, a Rule might start:

Where the user is a member of Staff, except where the User is a member of
Executive

cases; use exceptions for small groups. You can also use an exception condition alone (for instance, For

p Note: Exception based rules are the key to good resource management. General rules should cover most
any User, except where the User is a member of Executive).

6.7.1.3 Where the server is a member of Server Group

If this Condition is selected, the Rule will apply only for requests processed on the WebMarshal Processing
Servers contained in the Server Group(s) listed in the Rule Description pane with this condition (except for

members of any of the exception groups, as described below).

Note: Server Group conditions allow you to enforce different policies at different locations in a large
distributed installation.

To add or edit Server Groups in this condition:

1. Click a ServerGroup link to open the Server Condition window.

2. Inthis window, you can select an existing server group. You can also click New to start the New Server
Group wizard and create a server group, as described in “Configuring Server Group Properties” on
page 162. If you create a new server group, it is selected for use when you return to the Server
Matching Condition window.

6.7.1.4 Except where the server is a member of Server Group

If this Condition is selected, the Rule will not apply for requests processed on the WebMarshal Processing
Servers contained in the Server Group(s) listed in the Rule Description pane with this condition.

6.8 Understanding Rule Conditions

Each WebMarshal Rule or Rule Container includes one or more conditions. Not all conditions are available
for all WebMarshal Rule types.
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6.8.1 Rule Conditions
The complete list of conditions includes:

When a web request is received for Direction

Where the protocol/application is of type

Except where the protocol/application is of type
Where the URL is a member of Category

Except where the URL is a member of Category
Where the time of day is inside or outside of Schedule
Where the server certificate is invalid

Where the security protocol is

Where the site requests a client certificate during SSL/TLS negotiation
Where SSL/TLS could not be negotiated

Where the content is/is not inspected HTTPS content
Where the request contains cookies

Where the header(s) match

Where the URL domain name is an IP address

Where the transferred data size is size

Where the content matches all/any of TextCensor Script(s)
Where the result of a malware scan is

Where the file type is

Except where the file type is

Where the file is or contains a file of type

Where the parent file type is

Except where the parent file type is

Where the file name matches

Except where the file name matches

Where the parent file name matches

Except where the parent file name matches

Where the download content type is

Except where the download content type is
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* Where an error occurs while unpacking

6.8.1.1 When a web request is received for direction

If this Condition is selected, the Rule will apply to all requests of the selected type (upload or download).
Downloads include standard web page views and file access. Uploads include form and file posting. Click
Direction to open the Data Direction window. Select Downloading or Uploading, and then click OK.

6.8.1.2 Where the protocol/application is of type

If this condition is selected, the Rule will apply for requests from specific Instant Messaging, Streaming
Media, and WebSocket applications. Click Protocol/Application to open the Select Application window.

Rule Condition -

Where the protocolfapplication is
In order to trigger the rule, the protocol or application
must be one of the selected protocols or applications.

WebSocket -
[] webSockst

Instant Messaging
[] Windows Live Messanger
[] Yahoo! Messenger
[7] AOL Instant Messenger (AIM)
[[] Google Talk

Streaming Media
[] Microsoft Windows Media
[ Apple Guick Time Audio/Video
[7] Google Video/ YouTube v

[ ok ][ cameed | [ Heb ]

1. Select one or more applications to match by checking the boxes. To view the detailed description of
the protocol, hover over an item.
2. Click OK to return to the parent Wizard.

You can specifically exclude applications using the exclusion condition Except where the URL is a
member of Category.

6.8.1.3 Except where the protocol/application is of type

If this condition is selected, the Rule will not apply for requests from specific Instant Messaging, Streaming
Media, and WebSocket applications listed in the Rule Description pane with this condition. Within a Rule,
this condition overrides the condition Where the protocol/application is of type.

6.8.1.4 Where the URL is a member of category
If this Condition is selected, the Rule will apply for requests to all members of the URL Category (or
Categories) listed in the Rule Description pane with the condition.

p Note: URL matching is not case sensitive.

Click Category to open the Select URL Categories window.
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Rule Condition .

Where the URL is a member of
In order to trigger the rule, the URL must be found in one
or more of the URL categories selected below.

WL V(o U Caegores) [
1€ [Bxclude From Al Rules]
[] €5 [Exclude From Block URL Rules]
[ 1€ [Exclude From HTTPS Inspection]
[] € [Exclude From Malware Scanning]
] €2 [Hamful & Steaith]
14 [Legal Risk]

€ IPerannal | & Privata Infrmnatinn]

[ ok [ caced || Heb ]

1. Select one or more URL Categories to match by checking the boxes. To view the detailed description
of a category and the number of URLSs it includes, select the category name and then click Properties.

2. Optionally click New to create a new URL Category.

3. Click OK to return to the parent Wizard.

You can specifically exclude URLs using the exclusion condition Except where the URL is a member of
Category.

6.8.1.5 Except where the URL is a member of category

If this Condition is selected, the Rule will not apply for requests to any member of the URL Category (or
Categories) listed in the Rule Description pane with this condition. Within a Rule, this condition overrides
the condition Where the URL is a member of category.

See Where the URL is a member of category for details on how to select Categories to match.

Exception based rules are the key to good resource management. General rules should be created to
cover most cases; exceptions should be made for small numbers of sites. For instance, a Rule might apply

Where the URL is a member of News Sites, except where the URL is a member of
Tabloids.

You can use an exception condition alone (for instance, Where addressed to any URL, except
where the URL is a member of Tabloids.)

6.8.1.6 Where the time of day is inside or outside of schedule

If this Condition is selected, the Rule will apply at specific times depending on the Schedule selected. Click
Schedule to select a schedule using the Select Schedule window.
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4,

Rule Condition .

Where the time of day matches
The current time of day is matched to the schedule
selected below to determine if the rule is triggered.

.
O (B Weekends

[ ok [ Cacd | [ Hep |

Select a Schedule to match using the radio buttons. To view or edit the details of a schedule, select the
schedule name and then click Properties.

Optionally click New to create a new Schedule, as described in “Configuring Access Using Schedules”
on page 107.

Schedule conditions normally match times within the schedule (blue area in the schedule policy
element). If you want to match times outside the schedule, click inside and select Inside or Outside.

Click OK to return to the parent Wizard.

6.8.1.7 Where the server certificate is invalid

This condition allows you to apply a rule based on the validity conditions of a security certificate used by a
HTTPS website. Click the Invalid link to open the Invalid Certificate window and select the certificate
problems you want to check for.

1.

73

Select one or more problems. If any of the problems occurs, the condition is met. WebMarshal can
check for the following problems:

» Certificate is not valid for the web site: The certificate presented is not valid for the website
(URL) the user is trying to access.

» Certificate has expired: The security certificate has expired.

e Certificate is not yet valid: The start of the certificate validity period has not been reached. Secu-
rity certificates can have a future start date.

* Certificate is self-signed: The certificate has not been validated by a root certificate. It is vali-
dated only by the remote web server.

* Certificate chain is not trusted: The certificate cannot be chained back to a trusted root certifi-
cate, or WebMarshal does not recognize enough of the certificate chain.

» Certificate breaks certificate validation rules: The certificate does not conform to the industry
standard for security certificates used to authenticate a website (typically due to usage constraints
encoded in the certificate).

» Certificate is revoked: The certificate is marked as revoked by the issuer.
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* Certificate revocation check failed: WebMarshal could not check the certificate revocation sta-
tus. For more information about possible reasons see Help.

Note: Before you can use the two revocation options you must enable certificate revocation checking. See
“Enabling Certificate Revocation Checking” on page 154.

2. Click OK to return to the parent Wizard.

6.8.1.8 Where the security protocol is protocol

This condition allows you to check for the specific security protocol that was used for a HTTPS connection.
The available protocols are distinguished by the difference in their cipher strength. The minimum protocol
strength recommended is TLSv1.0.

Note: WebMarshal uses only TLSv1.0, TLSv1.1, TLSv1.2, or TLSv1.3 by default. SSLv2 connections are
p never allowed by the WebMarshal Proxy. SSLv3 connections are not allowed by default, but can be
allowed. For information about how to change this default, see Trustwave Knowledge Base article Q20067.

Click Protocol to open a window that allows you to select one or more protocols that connections can use.
Select the protocols, and then click OK to return to the parent wizard.

the strongest protocol advertised by the remote web server is selected. You can use this condition if you
want to block connections to web servers that do not support strong ciphers. You could also use this
condition to create rule-based exceptions for sites that are required by your business but do not support
best practice cipher strength.

p Note: The protocol use for a connection is selected automatically from the available protocols. Generally

6.8.1.9 Where the site requests a client certificate during SSL/TLS negotiation

This condition allows you to take action when the remote web server requires the client browser to supply
a security certificate, which will be used in addition to the server certificate. The client certificate uniquely
identifies the user and can help to ensure security of a connection.

WebMarshal cannot inspect HTTPS content when a page requires a client certificate.

Use this condition with a rule action to block access, or to permit access without inspecting content.

during the initial HTTPS negotiation. If the client certificate is requested later in the process, WebMarshal

p Note: WebMarshal can only use the configured rule action if the request for a client certificate comes
will block the request and return a special block page titled Client Security Certificate Required.

6.8.1.10 Where SSL/TLS could not be negotiated
This condition allows you to take action when the user enters a HTTPS URL, but WebMarshal and the
server cannot agree a security protocol.

through uninspected. By default, this situation should be very rare since WebMarshal first negotiates any

Caution: If WebMarshal and the remote server cannot negotiate a protocol, traffic could be passed
A protocol and then checks the result to determine if the connection should be allowed.

Best practice is to block all HTTPS connections where SSL/TLS could not be negotiated.
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6.8.1.11 Where the content is inspected HTTPS content

This condition can be used in a Standard or Content Analysis rule to determine if a request has been made
from inside an inspected HTTPS connection. You can use this condition to apply different rules to data that
WebMarshal has extracted from a HTTPS connection.

1. Click is to open a window that allows you to select from the following options:

Content is from inside an inspected HTTPS connection:

The request was made as a HTTPS connection that WebMarshal is inspecting.

Content is from a normal HTTP or non-inspected HTTPS connection:

The request was a standard HTTP request, or a HTTPS request that has not been decrypted by Web-
Marshal.

2. Click OK to return to the parent window.

6.8.1.12 Where the request contains cookies
This Condition allows you to apply Rules to download responses that send HTTP “cookies” as part of the
response.

To apply this condition, select the box.

Note: WebMarshal does not currently check for request cookies (sent by the client). WebMarshal cannot
check for cookies created by client-side action (such as JavaScript).

6.8.1.13 Where the URL domain name is an IP address
This Condition, available in Standard rules, allows you to check for attempts to browse by IP address
including IPv4 and IPv6 addresses.

@ Tip: Typically browsing by IP address is an attempt to circumvent the WebMarshal Rules. Most
organizations will choose to block browsing by IP address for all users (with a few exceptions if necessary).

6.8.1.14 Where the header(s) match

This Condition, available in Standard rules, allows you to check the existence and content of HTTP
headers. Header matching can apply to request headers (sent by the client), response headers (sent by
the server), or both. You can include one or more Header Match conditions in a single rule condition.

Click matches to open the Header Match Conditions window.
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Header Matching Conditions. -

When the header matches
In order to trigger the rule, the header must match all of the following criteria.

@) Match all condtions

() Match any condition

Header Name  Condtion ~ Value  Direction
Server Matches Tw[5-6] Applyto server response
add  |[ Bt || Deete | [ ok |[ Camcel | [ Heb

To begin choosing headers for matching, click Add. On the Add Item window, select the header name and
define the action to perform.

Add ltem -

Edit HTTP header matching options
Define the match condition for an HTTP header field.

Header Name: |Server |
Condition | Matches v |
Search Expression: |7‘..[5—E| |

[] Applyta client request
{Bent i

oK |[ Cencel | [ hHeb

To change or remove the header matching actions, on the Rule Action window select an item and then
click Edit or Delete. For more information, see Help.

6.8.1.15 Where the transferred data size is size

This Condition allows you to apply Rules based on the total size of a web request (sent or received). To
choose file sizes, in the Rule Wizard click Size to open the Data Size window.

Rule Condition .

Where the transferred data size is
In order to trigger the rule, the transferred data must
match the size criteria specified below.

Match any transfer whose size is:

eater than w| (1024 o KB

[ ok ][ camcd | [ Heb |

1. Choose whether to trigger on file transfers greater than or less than a specified size, or between two
sizes.

2. Enter the size(s) in KB.
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3. Click OK to accept changes and return to the parent Wizard. Click Cancel to revert to the saved
information.

.zip file, or .wav file). WebMarshal does not check the sizes of individual files that could be unpacked from

p Note: WebMarshal only checks the total transfer size for each request (for instance, a HTML file, image,
an archive.

6.8.1.16 Where the result of a malware scan by scanner is
This condition invokes the scanners you select to check for viruses and other malware.

you can choose not to scan image files), by using a file type or content type condition in the rule or rule

p Note: WebMarshal can apply malware scanning to all types of files. You can limit scanning (for instance,
container.

Some files are generally safe (not known to contain malware payloads). Scanning all files provides added
assurance but has a significant impact on performance and user experience.

The WebMarshal default Access Policy includes two types of Malware scanning rules:
¢ The standard scanning rules exclude common image types and text from scanning.

« The “Extensive” rules scan all files. These rules are typically 2 to 4 times slower than the standard rules.

To select scanners:

Click the hyperlink Scanners to open the Malware scanner used window.

Rule Condition .

Where the malware scanner used is
This rule wil trigger if the scanner used is the one(s)
selected below.

() All malware scanners

(® Al scanners of this type:

Virus scanner v

) A specific scanner

Eitdefender for Marshal

New...

[ ok [ canesdl | [ Hep |

1. Choose which scanners to use. You can only select scanners you have configured in WebMarshal.

Note: If you have installed scanner software but you have not yet configured it, you can configure it by
clicking New.

« All malware scanners: This condition will check files using all configured scanners.

» A specific scanner: This condition will check files using a specific scanner. Use the menu to
choose from the configured scanners. To view details of a selected scanner, click Properties.

2. Click OK to return to the parent Wizard.
To select scanner results:

Click the hyperlink Scanner result to open the Result of malware scan window.
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Rule Condition .

Where the result of a malware scanis
if the selected malware scanner(s) returns on of the
results below.

[] Fileis clean

File contains malicious content

[] Could not scan file - password protected
[] Could not scan file -file is comupt

[] Scanner signatures out of date

[[] Scanner update failed

[] Could net fully unpack: or analyze file

[[] Unexpected scanner emor

[ ok ][ camed | [ Heb |

1. Check the boxes to select the desired conditions. In general, the more boxes selected, the more
restrictive the conditions on downloads or uploads.

File is clean: The condition will trigger if the file is reported as clean by all scanners selected
within this rule condition.

File contains malicious content: The condition will trigger if the file is reported to contain mal-
ware by any scanner selected within this rule condition. This is the basic condition.

Could not scan file - Password protected: When this box is checked, the condition will trigger if
any scanner reports the file as password protected.

Could not scan file - File is corrupt: When this box is checked, the condition will trigger if any
scanner reports the file as corrupt.

Scanner signhatures out of date: When this box is checked, the condition will trigger if any scan-
ner reports its signature files are out of date.

Scanner update failed: When this box is checked, the condition will trigger if the last update
attempt for any scanner was unsuccessful.

Could not fully unpack or analyze file: When this box is checked, the condition will trigger if any
scanner reports that it could not unpack the file.

Unexpected scanner error: When this box is checked, the condition will trigger if any scanner
reports an unknown error or the code returned is unknown.

2. Click OK to return to the parent Wizard.

=

Note: Best practice is to block files that are reported as password protected or corrupt (since these cannot
be scanned) as well as files containing malware.
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6.8.1.17 Where the content matches TextCensor script
This Condition invokes one or more TextCensor Scripts to check the text content of a web page or other
text file.

group and other conditions are fully scanned before being returned to the user. If you have configured
complex scripts, scanning can have an impact on perceived performance. To enhance processing speed,
in most cases a TextCensor rule that blocks a request should also add the URL to a category. This allows
WebMarshal to block future requests for the URL quickly, using a Standard rule.

p Note: If a TextCensor Rule applies a “Permit” or “Block” action, all response text files which match the user

1. Select one or more Scripts to match by checking the boxes in the Select TextCensor Script window.

Rule Condition -

Where the content matches
In order to trigger the rule, the text content must match
the text censor scripts selected below,

[ File Sharng ~

-[ Gaming

[ hearts

- Muttiple Credit Card Numbers
- News

-[ Cffensive Language

P N
Pramnaranhir

[ ok [ caced || Heb ]

JO00000OeOd

2. To create a new TextCensor Script, click New. For more information see “Identifying Web Content
Using TextCensor Scripts” on page 114.

3. To review and edit an existing TextCensor script, select the script name and then click Properties.

If you have selected more than one TextCensor Script from the list., you can choose whether the content
must match all, or any, of the selected scripts.

To choose an option:
1. Click All to open the Multiple Scripts window. Choose from the following

« Match all selected scripts: If you choose this option, the condition will only be true if all of the
selected scripts trigger.

e Match any of the selected scripts: If you choose this option, the condition will be true if any of the
selected scripts trigger.

2. Select an option, and then click OK to return to the parent Wizard.

6.8.1.18 Where the file type is
This Condition allows you to apply Rules to specific file types. File types are recognized by their internal
structure, and not by their name or extension.

recommends you use it only in Content Analysis rules. Standard Rules are often evaluated when only part
of the data is available, and for many types this makes determining the type of the file unreliable. Content
Analysis rules are always evaluated once the entire file has been downloaded and the file type has been
correctly determined. For more information, see Trustwave Knowledge Base article Q12839.

i Caution: Although this condition is available in both Standard and Content Analysis rules, Trustwave
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* In Standard rules, this Condition only checks the top level file that was directly requested.

« In Standard rules applied to uploads, this condition checks the type of files directly uploaded (attached
to the upload form).

* In Content Analysis rules, this Condition checks the top level file and each file unpacked from archive
files.

» For more file type matching options, see the Conditions Where the file is or contains a file of type and
Where the parent file type is.

Note: You can match files in two other ways:
p « The Condition Where the file name is allows for file matching by name or extension.
« The condition Where the content type is allows for file matching by the type declared in the web request
headers.

To choose file types:

1. Within the Rule Wizard click Type to open the Select File Types window.
Rule Condition -

Where the file type is
In order to trigger the rule, the file must be one of the file types or groups
selected below.

#-[] Archive ~
+|:| Document

+|:| Drawing

+|:| Encrypted

+|:| Executable
+|:| Font

+|:| Image

+|:| Mail Compenents
¥ -[] Cther

+|:| Sound

+-[] Video
o 1wk o,

w

The types listed below cannot be detected at this time. f you would like to detect
these types, you may do so in a Content Analysis rule.

#- Archive

+- Document
- Drawing
B
B

m | >

- Encrypted
- Executable

<

[ ok [ canesl | [ Hep |

2. Expand any category to see the particular types available.

3. Choose the categories or specific types of files to match.

rules shows these types in the lower pane. You can check for these types in Quota or Content Analysis

p Note: Some types cannot be checked by Standard rules. The Select File Types window for Standard
rules.

4. Click OK to accept changes and return to the parent Wizard. Click Cancel to revert to the saved
information.

6.8.1.19 Except where the file type is
This Condition allows you to apply Rules to all files that are not of specific file types. Before using this
condition in Standard Rules, see the note to “Where the file type is” on page 79.
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* In Standard rules, this Condition only checks the top level file that was directly requested.

« In Standard rules applied to uploads, this condition checks the type of files directly uploaded (attached
to the upload form).

* In Content Analysis rules, this Condition checks the top level file and each file unpacked from archive
files.

» For more file type matching options, see the Conditions Condition Where the file is or contains a file of
type and Where the parent file type is.

To choose file types to exclude, within the Rule Wizard click Type to open the Select File Types window.
See the condition Where the file type is for details on how to select types.

6.8.1.20 Where the file is or contains afile of type

This Condition allows you to create Content Analysis Rules that check a condition for a file that was
requested, or all files that are contained within it (if it is a document or archive that WebMarshal can
unpack). For instance, you can apply a rule to document files that contain images. For other options, see
the condition Where the parent file type is.

To choose file types to match, within the Rule Wizard click Type to open the Select File Types window. See
the condition Where the file type is for details on how to select types.

You can choose to include or exclude the originally requested file from matching.
To choose an option:
1. Clickis or contains to open the Trigger window. Choose from the following

« The transferred file or any unpacked file: If you choose this option, the condition will consider the
type of the originally requested file, and any files unpacked from it.

« Any unpacked file: If you choose this option, the condition will ONLY consider the type of unpacked
files, and will not consider the type of the originally requested file.

2. Select an option, and then click OK to return to the parent Wizard.

Tip: For example, if you want to make a rule that applies to all image files, including image files within
documents or archives, select The transferred file or any unpacked file. If you want to make a rule that
applies to image files within documents or archives, but NOT directly requested images, select Any
unpacked file.

D)

« If you combine this condition with other conditions, such as a file name condition, the other conditions
are evaluated on the main file and NOT on contained files.

6.8.1.21 Where the parent file type is
This Condition allows you to create Content Analysis Rules that apply to a file that was unpacked from an
archive or other unpackable type, depending on the type of the parent file.

Note: For other file type conditions, see Where the file is or contains a file of type, Where the file type
is, and Except where the file type is.
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To choose file types to match, within the Rule Wizard click Type to open the Select File Types window. See
the condition Where the file type is for details on how to select types.

You can choose to perform matching on the originally requested file, all unpacked files, or only the
immediate parent container.

Tip: You can use this condition in combination with other conditions that apply to the unpacked file. For
instance, you can apply a rule where the parent file type is ZIP and the file type is DOC.

D)

If you combine this condition with other conditions, such as a file name condition, the other conditions are
evaluated on the child file and NOT on any parent files.

To choose an option:

1. Click the immediate to open the Checks window. Choose from the following

« The immediate parent file: If you choose this option, the condition will consider the type of the file
that explicitly contains the unpacked file.

« The top-level parent file: If you choose this option, the condition will consider the type of the origi-
nally requested file (that contains the unpacked file, perhaps within other archives).

« Any parent file: If you choose this option, the condition will consider the type of each file in the set
of archives.

2. Select an option, and then click OK to return to the parent Wizard.

Tip: Suppose you click a link to archivel_zip. archivel.zip contains archive2.cab, and
archive2.cab contains data.txt

D)

archivel.zip>>archive2.cab>>data.txt
e archivel._zipis the top level parent.
e archivel.zip is the immediate parent of archive2._cab.

Both archivel.zip and archive2.cab are the any level parents of data. txt.

6.8.1.22 Except where the parent file type is

This Condition allows you to apply Rules to a file that was unpacked from an archive, if the parent files in
the archive are not of specific file types.

To choose file types to match, within the Rule Wizard click Type to open the Select File Types window. See
the condition Where the file type is for details on how to select types.

You can choose to perform matching on the originally requested file, all unpacked files, or only the
immediate parent container. To choose a matching option, click the immediate to open the Checks
window. See the condition Where the parent file type is for details of the options on this window.
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6.8.1.23 Where the file name matches

This Condition allows you to apply Rules to files with specific names or extensions. This condition is useful
to allow specific files, or to block text files that WebMarshal cannot recognize by their structure or content-
type header.

« The condition Where the content type is allows for file matching by the type declared in the web request

p Note: You can match files in two other ways:
headers.

¢ The condition Where the file type is allows for file matching by internal structure of files.

To choose file types, within the Rule Wizard click Name to open the Enter File Names window.

The * wildcard is supported (* matches any number of characters; for instance, * .exe matches any exe
file).

1. To add a name to the list, click Add, and then enter the desired name or wildcard string to match
partial names. Press Enter or click away from the name when done.

Rule Condition -
Where the file name matches

In order to trigger the rule, the name of the file must

match one of the list below.

~.com

“msi
| New | | Edit | | Delete |
'ﬁ Use the ~ wildcard to match file pattems

[ ok [ camcel | [ Heb |

2. To edit an existing name, select it and then click Edit.
To delete an existing name, select it and then click Delete.

4. Click OK to accept changes and return to the parent Wizard. Click Cancel to revert to the saved
information.

Except where the file name matches
This Condition allows you to apply Rules to all files that are not specific file names.

To choose file names to exclude within the Rule Wizard click Name to open the Except where the file
name matches window.

The * wildcard is supported (* matches any number of characters; for instance, *.exe matches any exe file).

1. To add a name to the list, click Add, and then enter the desired name or wildcard string to match
partial names. Press Enter or click away from the name when done.

2. To edit an existing name, select it and then click Edit.

3. To delete an existing name, select it and then click Delete.

Click OK to accept changes and return to the parent Wizard. Click Cancel to revert to the saved
information.
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6.8.1.24 Where the parent file name matches
This Condition allows you to apply Rules to a file that was unpacked from an archive or other unpackable
type, depending on the name of the parent file.

Note: For other file type conditions, see Where the file is or contains a file of type, Where the file type is,
and Except where the file type is.

To choose file names to match, within the Rule Wizard click Name to open the Select File Names window.
See the condition Where the file name matches for details of this window.

You can choose to perform matching on the originally requested file, all unpacked files, or only the
immediate parent container.

To choose an option:
1. Click the immediate to open the Checks window. Choose from the following

« The immediate parent file: If you choose this option, the condition will consider the name of the file
that explicitly contains the unpacked file.

» The top-level parent file: If you choose this option, the condition will consider the name of the orig-
inally requested file (that contains the unpacked file, perhaps within other archives).

* Any parent file: If you choose this option, the condition will consider the name of each file in the set
of archives.
2. Select an option, and then click OK to return to the parent Wizard.
Example: Suppose you click a link to archivel.zip. archivel.zip contains archive2.cab, and
archive2.cab contains data.txt
archivel.zip>>archive2.cab>>data.txt

 archivel.zipis the top level parent.

e« archivel.zip is the immediate parent of archive2.cab.

Both archivel.zip and archive2.cab are the any level parents of data. txt.

6.8.1.25 Except where the parent file name matches

This Condition allows you to apply Rules to a file that was unpacked from an archive, if the parent files in
the archive do not match specific names or extensions.

To choose file names to match, within the Rule Wizard click Name to open the File Names window. See
the condition Where the file name matches for details of this window.

You can choose to perform matching on the originally requested file, all unpacked files, or only the
immediate parent container. To choose a matching option, click the immediate to open the Checks
window. See the condition Where the parent file name matches for details of the options on this window.

6.8.1.26 Where the download content type is

This Condition allows you to apply Rules to specific content types. Content types are recognized by the
header information of the web request. Content type information is only available for downloads (not
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uploads or postings). The web browser uses the content type information to determine how to display the
content, or what helper application to invoke. For instance, a PDF document with content type
application/pdf usually opens in a PDF plug-in or reader.

Note: You can match files in two other ways:
p < The Condition Where the file name is allows for file matching by name or extension.

« The condition Where the file type is allows for file matching by the internal structure of the file.

To choose content types, within the Rule Wizard click Type to open the Select
Content Types window.

Rule Condition .

Where the MIME content type is
In order to trigger the rule, the file must be one of the MIME
content types or groups selected below. User-created types
are shown in bold.

1. Expand any category to see the particular types available.
2. Choose the categories or specific types of files to match.

3. To match a type not in the list, click Add. Enter the new type and optional subtype (for instance,
application/x-my-application) and then click OK. The new type is permanently added to the list of
types you can select.

Click OK to accept changes and return to the parent Wizard. Click Cancel to revert to the saved
information.

6.8.1.27 Except where the download content type is
This Condition allows you to apply Rules to all files that are not of specific content types. Content type
information is only available for downloads (not uploads or postings).

To choose content types to exclude, within the Rule Wizard click Type to open the Select Content Types

window. See the condition Where the content type is for details on how to select types.

6.8.1.28 Where an error occurs while unpacking
This Condition allows you to check for archive and document files that WebMarshal cannot unpack. You
may want to block files that cannot be unpacked, or notify the administrator.

To apply this condition, select the box.
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6.9 Understanding Rule Actions

Each WebMarshal Rule includes one or more actions. Not all actions are available for all WebMarshal Rule
types.

6.9.1 Rule Actions

The complete list of actions includes:

*  Permit Access

« Permit Access after displaying Warning Page

» Permit access and inspect content

e Permit access and do not inspect content

* Block the connection and return a 503 service unavailable return code.
« Block Access and display blocked page

« Display Warning page once per period and continue processing rules
e Strip cookies from this site

* Rewrite headers

e Classify the domain as classification

» Classify the file as classification

e Add the User to User Group

e Add the URL to a Category

« Send a notification to the administrator

» Exclude the request from reporting (do not log browsing)

e Apply Quota to the user

e Stop processing quota rules.

e Skip any remaining rules in this container

6.9.1.1 Permit access
The web page, download, or upload is delivered.

6.9.1.2 Permit access after displaying warning page
WebMarshal displays a Notification Page in the user’s browser. The page asks the user to accept a note or
warning. If the user accepts, the original web page, download, or upload will be delivered.

Click Warning Page to open the Select Web Page window.

1. Select a web page to display from the list

2. Click OK to return to the parent Wizard.

Understanding Web Access Policy, Rule Containers, and Rules
Copyright © 2025 Trustwave Holdings, Inc. All rights reserved. 86



WebMarshal 7.6 User Guide - August 1, 2025

You can create custom notification pages. See “Notifying Users with Notification Pages” on page 128.

6.9.1.3 Permit access and inspect content

This action is available in Connection rules and HTTPS rules. When this action applies, WebMarshal
continues processing the web page, download, or upload. Quota, Standard, and Content Analysis rules are

evaluated.

@ Tip: Use of this action in Connection rules is intended to support inspection of WebSocket content.

6.9.1.4 Permit access and do not inspect content
This action is available in Connection rules and HTTPS rules. When this action applies, WebMarshal
delivers the web page, download, or upload. Quota, Standard and Content Analysis rules are not applied.

6.9.1.5 Block Access and display blocked page
The web page, download, or upload is not delivered. A WebMarshal Notification Page is shown instead.

Click Blocked Page to open the Select Web Page window.

Rule Action -

Block access and display block page
If the rule triggers, access to the web site or file will be
blocked and the page selected below will be displayed.

[ON | Blocked

%/ BlockedAdvertising Small
|| BlockedBlank

@ BlockedOffensive

@ BlockedSmall

O |8 BlockedWithSound

[ ok [ camcel | [ Heb

1. Select a web page to display from the list

2. Click OK to return to the parent Wizard.

For rules with a malware scanning action, you can choose a second notification page used for aborted
downloads. This page only displays if WebMarshal begins to return the download and then stops it due to
a rule condition. The “aborted” page is shown the next time the user makes a web request. To choose the
page that will be shown, in the rule description (lower pane) click File Aborted Page and select a web
page to show for aborted downloads, using the Select Web Page window as above.

6.9.1.6 Block the connection and return a 503 service unavailable return code

When this action is selected, WebMarshal will return a 503 Service Unavailable HTTP response, and the
web request will be terminated. This action is available in Connection Rules. Typically it would be used if
you do not want to allow an Instant Messaging, Streaming Media, or WebSocket application to connect
through WebMarshal.
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6.9.1.7 Display warning page once per period and continue processing rules

If this rule has not been triggered for this user during the time configured, a WebMarshal Notification Page
is displayed in the user’s browser.

Click Warning Page to open the Select Web Page window.

Rule Action .

Display warning page once
If the rule triggers, the page selected below will be
displayed once in a given period.

oY GoogleSafErowsing aming
O @ Waming

O @] Waminglnsscure

|®| WamingMalicious

@] WamingOffensive

O |@| WamingPolicy

| WamingPreviousScan

@ WamingQuotas

O @] Waming TextCensor

1. Select a web page to display from the list.

2. Select the period during which this Rule action will not display the page again. Available periods
include the current browsing session, day, week, or month.

3. Click OK to return to the parent Wizard.

The user will be asked to accept a note or warning. If the user accepts, the original web page, download, or
upload will be delivered to the user. After the user accepts, this action will not display this warning page
again for the period selected.

6.9.1.8 Strip cookies from this site
HTTP cookies returned with the response are removed.

does not currently block cookies sent with a request. WebMarshal cannot block cookies set on the client by

p Note: This action is only effective for responses (setting of cookies by server-side action). WebMarshal
JavaScript or other client side action.

6.9.1.9 Rewrite headers
One or more HTTP headers are added, deleted, replaced, or modified using Regular Expressions. Header
rewriting can apply to request headers (sent by the client), response headers (sent by the server), or both.
Notes:
* Header rewriting is not available for HTTPS CONNECT.
p < Header rewriting is not available for response headers in the Wehsocket protocol.
« Some rule conditions do not affect request header rewriting, because the required information is not

available at the time this action is applied. See Help for details.

Click headers to open the Rewrite Headers window.
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Rule Action -
Rewrite HTTP header fields

If the rule triggers, the HTTP headers listed will be changed as shown.

Header Name Search  Value  Action Direction
¥-New-Header AValue Add or Overwrite Header  Apply to client request
#-Bdsting-Header Delete Header Bidirectional
User-Agert geckao Tustara Modify Edsting Header  Apply to client request

add || B | [ peete | [ ok |[ cCancel | [ hHeb

To begin choosing headers for rewriting, click Add. On the Add Item window, select the header name and
define the action to perform.

Add ltem -

Edit HTTP rewriting options
Define the rewriting action for a header field,

Header Name: |X—My—Header |

Action: [Add or Ovenwrte Header v]

New Value: |\f'a\ue |

Apply to client request
[] Applyto server response

oK |[ Cencel | [ hHeb

To change or remove the header rewriting actions, on the Rule Action window select an item and then click
Edit or Delete. For more information, see Help.

6.9.1.10 Classify the domain as classification

A Domain Classification is logged in the WebMarshal database (if database logging is enabled). This
record shows that the user browsed to a URL which met the Rule conditions. For instance the URL could
be in a specific category, or it could be a page with content matching a TextCensor script.

Select one or more Domain classifications for this request by checking the boxes in the Select Logging
Classification window.
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Rule Action .

Classify the domain as
If the rule triggers, the dassifications selected below will
be recorded against the current domain.

8 CI
& Advertising

& Anonymizer

w Archive File

w Content Delivery Network

w Document File

w Excluded From All Rules
1 Fraci tahla Fils

[ ok [ Cacd | [ Hep |

mj>

JOooogo

To create a new classification, click New. To review and edit an existing classification, click Properties.
For more information about adding and editing classifications, see “Logging Activity with Classifications” on

page 126.

6.9.1.11 Classify the file as classification

A File Classification is logged in the WebMarshal database (if database logging is enabled). This record
shows that the user uploaded or downloaded a file which met the Rule conditions. For instance the file
could be large or could contain a virus. A file classification applies to a specific upload or download
request.

Select one or more File Classifications for this request by checking the boxes in the Select Logging
Classification window.

To create a new classification, click New. To review and edit an existing classification, click Properties.

For more information about adding and editing classifications, see “Logging Activity with Classifications” on
page 126.

6.9.1.12 Add the user to a user group
The user who triggered a Rule is added into one or more WebMarshal Groups.

Select an existing WebMarshal Group or new WebMarshal Group using the Select User Groups window.

p Note: You can use this action to place users who attempt to access banned sites into a “watch” group.

To create a new group, click New. To review and edit an existing group, click Properties. See “User
Management” on page 96 for more information on User Groups.

6.9.1.13 Add the URL to a category

The URL domain or path of a request is added to a WebMarshal URL category. For instance, if a URL
triggered an offensive language TextCensor script, you may want to add the URL to a permanent block list.

1. Click Category to open the Select URL Categories window.
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Rule Action .

Add URL to category
If the rule triggers, the current URL will be added to all of
the URLcategories selected below.

A L Caogores) [
Exclude From All Rules]
Exclude From Block URL Rules]
Exclude From HTTPS Inspection]
Exclude From Malware Scanning]

JOooogood

[ ok [ caced || Heb ]

2. Choose one or more categories into which this site should be placed by checking the boxes.

3. To create a new category, click New. To review and edit an existing category, click Properties. See
“Understanding URL Categories” on page 101 for more information on URL categories.

4. Click URL to choose whether to add the entire domain, or only the subdomain (path) to the category.

Note: You cannot add filename or query string parts automatically. You can add URLs containing these
parts manually. See “Adding URLs to a URL Category” on page 103.

Rule Action _

Add URL to category
Select whether the full URL path or just the URL
domain name is inserted into the categaries.

When inserting a URL:

() Only insert the URL domain name
&.g. hitp://www microsoft com

@) Insert the full URL path

e.g. hitp:/Awww microsoft. com/games

[ ok [ camesl | [ Hep |

6.9.1.14 Send a notification to the administrator
A notification email is sent to the administrator email address as configured on the Email Notifications page
of Global Settings.

Note: You should be selective in applying this action. If you apply it for content block actions, the
administrator will receive a large number of email messages.

6.9.1.15 Exclude the request from reporting
Any request that matches the rule conditions is completely exempted from logging (including aggregate
browsing time and bandwidth records).

For instance, you can use this action:

e With a User Matching condition to allow unmonitored Web access for the corporate executive group.
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e With a URL Category condition to allow unmonitored access for all users to a company extranet site.

action with content analysis or file type rule conditions, it is likely that traces of user activity will be logged.

p Note: A typical site visit includes requests for many files of many different types. Therefore, if you use this
Also, where HTTPS content is not processed by Content Analysis rules an exclusion might not apply.

To completely exclude a site visit from logging, Trustwave recommends you use this action in a
Standard rule with User Matching or URL conditions.

This action functions differently from the “exclude the site from reporting” action in earlier versions of
WebMarshal.

6.9.1.16 Apply quota to user

A time or volume browsing quota is applied to the user. Select one or more quotas from the Apply Quotas
to User window.

Rule Action -

Apply quotas to the user
If the rule triggers, the current browsing activity will be
deducted from the quotas selected below.

W] 10 W per Week
[ (1 100 MB per Day
[l 11y 2 Hours per Day
[l 11y 2 Hours per Week

[ ok || Caneel | [ Heb |

To create a new quota, in the window click New to start the Quota Wizard. To review and edit an existing
guota, click Properties. For more information on Quotas and the New Quota Wizard, see “Configuring
Access Using Quotas” on page 109.

6.9.1.17 Stop processing quota rules

Any Quota rules that would be evaluated after this rule are not evaluated. The intended user of this action
is to avoid charging a browsing action against more than one quota.

6.9.1.18 Skip any remaining rules in this container

Any additional rules in the container (or in sub-containers) are not evaluated. This action allows conditional
checking of groups of rules.

6.10 Understanding the Order of Evaluation

WebMarshal evaluates Connection Rules first, then HTTPS Rules, Quota Rules, Standard Rules, and
finally Content Analysis Rules. Within each type, rules are evaluated in a defined order, which you can
configure.

The order of evaluation can affect the outcome, because WebMarshal bases its action on the first rule
triggered. For instance, the default WebMarshal rules block the virus scanner test file eicar.com using the
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rule Block Dangerous File Extensions. Since this rule is applied before the malware scanning rules,
eicar.com is not reported as containing malware.

Rules are evaluated in “top down” order as presented in the console display.
To change the order of evaluation of rules:

Ensure that Rules is expanded.
Select a rule type in the left pane.
Select a particular rule or rule container in the right pane.

Move the item up or down in the evaluation order using the up and down arrow icons in the tool bar.

S

Commit configuration to apply the changes.

6.11 Testing Access Policy

Testing rules involves entering various combinations of User, URL, and File Type or text, and viewing the
results. Because the results of rule evaluation are dependent on the order of evaluation, all applicable
rules are evaluated each time atest is performed.

To test rules:

1. Inthe WebMarshal Console, click the Test Policy icon in the tool bar to open the Test Access Policy
window.

p Note: For a more complete description of all test options and results, see Help for this window.

« Select the test to perform using the tabs. Tests include:

» Browse Site (Checks the protocol and URL)

e Scan Page Content (Includes the Browse Site test as well as TextCensor)

« Simulate File (Includes the Browse Site test as well as file type and content type)
e Test File (Includes all rules)

2. Enter the URL and the user account you want to use for the test.
Enter a date and time you want to use for schedule dependent rules.

4. Choose whether to test download or upload processing.
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Test Access Policy .

Select a scenario to test
Browse Site |Scan Page Content I Simulate File I Test File |

URL: |I‘rﬂp.ffwww.truslwave.cum/ v| S5L Options...

User Account: |win—ﬂ|qup22d5i'-Adm\n\slmtnr v| ® Download

Date and Tme: | 2/26/2018 [~ |[22127PM 5] O Upload

Protocalis:  [HTTP/FTP/HTTFS v]

Resutts | Detailed Trace §

~ g TRACEnet {Intial Request) - No Match s
i g SafeSearch - No Match

GoogleSafeBrowsing (Intial Regquest) - No Match

- @@ TRACEnet (Partial Download) - No Match

- @ Quota - No Match

-l Standard - Match

-} Reporting Classification - Match

- @ Classify - Excluded From Al Rules - No Match

- Classify - Dangerous File Extensions - No Match
- g Classify - Securty Threat - No Match

- Classify - Anorymizer - No Match

- @ Classify - Adult & Nudty - No Match W

-

B

5. For the Scan Page Content tab, which applies TextCensor scripts to text and HTML documents, enter
text in the box.

You can enter text by typing directly, by cut-and-paste, or from a web page you are viewing in Internet
Explorer (by clicking Grab).

6. Forthe Simulate File tab, you can select a number of features to simulate including the file type, MIME
content type, file size, and presence of malware and cookies.

7. For the Test File tab, you can enter the path to a local file you want to use for the test.
8. Click Advanced for additional testing options.
9. Click Test to begin rule testing. The result of the evaluation is displayed in the Test Results pane.

10. Standard rules are evaluated first. If the result of Standard rule evaluation is “permit with warning
page”, click Accept Result and Reprocess Rules (at bottom of the results) to proceed to the
evaluation of Content rules. If the result of Standard rule evaluation is “deny” then Content rules are
not tested.

11. If an Alternate Upstream Proxy would be used for the URL, this information is shown following the rule
results.

12. Quota Rules that would be applied and Classifications that would be logged are indicated at the
bottom of the results pane.

13. To view details of the rule evaluation (such as the TextCensor script results), select the Detailed Trace
tab and expand the evaluation tree.
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7 Understanding Policy Elements

Policy elements are building blocks you can use when you create WebMarshal policy groups and rules.
These elements help you to specify complex rule conditions and rule actions.

Some examples of each type of element are provided by default when you install WebMarshal with the
default configuration. These examples are used in the default access policy.

You can edit the existing elements or create new ones to support your policy requirements.

User could be included in User Groups and used in Rules. A URL Category could be included in other

@ Tip: You can see how WebMarshal uses any item by viewing the properties of the item. For example, a
= Categories and used in Rules.

< To view the properties of an item, select it and click the Properties icon in the toolbar, or use the right-
click menu.

« To open a rule or category that uses an item, select it in the properties window and then click Jump To.

» For details of the available options, see Help for each Properties window.

WebMarshal provides the following types of elements:

User Groups
Allow you to apply policy based on user accounts or workstation IP addresses. For more information,
see “User Groups” on page 96.

URL Categories

Allow you to apply policy based on requested URLs. Categories can include manually entered URLs
as well as information obtained from external filtering lists. For more information, see “Understanding
URL Categories” on page 101.

URL Filtering Lists

Allow you to configure external lists sources for URL categories, including text based imports, DNS
Blacklists, and the Trustwave Web Filter Database. For more information, see “Configuring URL Filter-
ing Lists” on page 106.

Schedules
Allow you to apply policy based on the time of day and day of the week. For more information, see
“Configuring Access Using Schedules” on page 107.

TextCensor Scripts

Allow you to apply policy based on the text content of uploads and downloads. For more information,
see “Identifying Web Content Using TextCensor Scripts” on page 114.
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Classifications

Allow you to classify files and requests based on rule criteria. For more information, see “Logging
Activity with Classifications” on page 126.

Quotas

Allow you to limit browsing activity by time and bandwidth. For more information, see “Configuring
Access Using Quotas” on page 109.

Malware Protection

Allows you to check downloads and uploads for viruses, malware, and other malicious content using
third party scanners. For more information, see “Scanning Overview” on page 124.

7.1 User Management

The User Management functions allow you to import and organize user account information. This
information is used to control and record browsing access.

“Configuring Connectors” on page 149. You can choose to create a new connector any time you import a

p Note: Connectors, previously covered in detail here, are now covered under Global Settings. See
User Group.

7.1.1 User Groups

7.1.1.1 All users

Select this element to view a complete list of user names in all groups that have been imported into
WebMarshal. This list is empty until at least one group has been imported (or, in the case of IP range
entries, a computer in the range has browsed through WebMarshal).

currently members of any user group visible within WebMarshal. To purge unused names, right-click All

p Note: By default WebMarshal retains all previously imported user names on this list, even if they are not
Users and select Purge Unreferenced Users. This action does not affect logging records.

7.1.1.2 User properties
To view additional details about a user, double-click to open the User Properties window.

* The General tab shows the hame, description, source, and full distinguished name information for a
user. You can edit the description.

* The Rules tab shows all rules that apply to this user. Highlight a rule and click Jump to Rule to view
the details of that rule.

« The User Groups tab shows all user groups that this user belongs to. Highlight a group and click
Jump to User Group to view the details of that group.

 The Quotas tab shows a list of quotas that apply to the user. To extend a quota for the user, click
Extend Quotas. For more information about extending quotas, see “Editing a Quota” on page 110.
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7.1.1.3 User groups
WebMarshal supports five types of User Groups. Each displays in the Console with a unique icon.

* WebMarshal groups | 2, (user folder).

* Windows NT user groups 2 (green shirts).

Note: WebMarshal supports both Global and Local NT user groups.
p * Global user groups are created on a Windows Domain Controller or Active Directory server.

« Local user groups are created on domain controllers or standard workstations, and can contain users
from any domain. They can also contain global user groups. Local user groups cannot contain other
local groups.

» Active Directory user groups @&, (blue shirts).
» Novell NDS user groups &2 (red shirts).

+ IP address range groups & (users with workstation).

Typically, WebMarshal groups include users that have similar Web access requirements. WebMarshal
groups can include other groups, single users, and computer groups. The default configuration that you
can import when you install WebMarshal includes several user groups. To quickly enable the default policy,
you can import groups from connectors, or create computer groups, and then insert these new groups into
the default WebMarshal groups.

To view the list of users and groups contained in a group, select that group in the left pane menu tree.

Figure 22: WebMarshal Console, User Groups window

= WebMarshal Console (localhost) I;Ii-
File  Action View Tools Help
& Commit Configuration [ Test Policy | o Print | 23 Global Settings &2 Refresh All
-2, User Groups -~ 52 User Groups (7]
w42 URL Categories
«-€ URL Fiteing Lis's User groups are used within Rules to apply access palicies to specific persons or workstations.
(&) Schedules Groups may be imported from Windows or Novell directories. Groups may also be based on Workstation P address ranges. Local
[ TextCensor Scripts WebMarshal Groups can include users imported from any source
W Ulassifications 42 Import User Group 5% New IP Address Group | 2, New WebMarshal Group !)_ Insert Existing | & Delete
© Quotas MName Type Mo. Users Mo. Groups  Last Updated
- @) Malware Protection €2 4l Users
=g Aecess Palicy 2, Exclude From Reporting WebMarshal Group ] i}
© TRACEnet .ﬁ_‘ local IP Address Range User Group 1 o
3 Google Web Fisk 2, Power Users ‘WebMarshal Group 0 o
i, SafeSearch 2 Restricted Isers ‘WebMarshal Group ] i}
¥ Connection Rules 2, Standard Users WebMarshal Group 1 2
#-55 HTTPS Rules 2, Unrestricted Site Access WebMarshal Group 0 ]
=I5 Quota Rules _ || & win-ohvuBp22d5i\ Administrators Microsoft Windows NT User Gr 2 0 2/27/2018 8:00:28 AM
L Global Policy
L Power User Policy
Ly Standard User Policy
L Restricted User Polig
=g Standard Rules
¥ Reporting Classfficati
¥ Global Policy
¥ Power User Policy
¥ Standard User Policy
¥ Restricted User Polic
#1-7 Content Analysis Rules
2 News and Support v
< m > < m >
Connected to 'localhost’
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To edit the group description, and/or to reload the group (for Windows and NDS directory groups), right-
click the group and click Properties.

For network security, groups imported through connectors are read-only and cannot be edited using the
WebMarshal Console. These groups are synchronized with the parent directory on the schedule you
specify in the Connector properties for the appropriate directory type (by default, once a day).

7.1.1.4 Adding a user group

1. Inthe WebMarshal Console, expand User Groups or a specific group.

2. From the Action menu or the right pane menu bar, choose one of the following actions:
* Import User Group
« New IP Address Group
 New WebMarshal Group

3. Import User Group(s) from a Connector: On the Import User Groups window, find and select the
names of the groups you want to import into WebMarshal. You can use imported groups, and
individual users, in WebMarshal user groups or rules.

Impaort User Groups \;Ii-
Select Connector: |Windows NT Connector W | | New Connector... ‘ | Edit Connector... |
Explore | Search I Manual
=-{a] Windows NT Connector Name Description A~

[ 42 Access Cortr...  Members of this group can remately query authorizat
42, Administrators  Administrators have complete and unrestricted accs
42, Backup Oper... Backup Operators can ovenide security restrictions {
43, Cerifficate Ser... Members of this group are allowed to connect to Cal
42, Cryptographic... Members are authorized to perform cryptographic op
&2, Distributed C...  Members are allowed to launch, activate and use Di
&2, Evert Log Re... Members of this group can read event logs from locz
42 Guests Guests have the same access as members of the U
42, Hyper-V Admi... Members of this group have complete and unrestrict
42 1S_IUSRS Builtin group used by Intemet Information Services.
42, Network Conffi... Members in this group can have some administrative
42, None Ordinary users

42, Performance ...  Members of this group may schedule logging of perf.
&2, Performance ... Members of this group can access perfomance cou
42, Power Users Power Users are included for backwards compatibili
42, Prirt Operators ~ Members can administer printers installed on domain
&2 RDS Endpoin... Servers in this group run vitual machines and host s

A e

W
m >

‘ Import ‘ | Cancel | | Help |

You can explore or search for groups. You can also enter group names manually.

For NT groups, names you type must be in domain\usergroup format. Enter multiple names sepa-
rated by semi-colons. For Active Directory and NDS, names you type must be fully distinguished
names.

domains that have an explicit two way trust relationship with the domain that WebMarshal is a member of.

@ Tip: WebMarshal can import groups from trusted Active Directory domains, subdomains, and other
= For additional details see Trustwave Knowledge Base article Q11870.

4. Click Import to add the User Group.
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5. New IP Address Range Group: Enter a name and optionally a description.

New IP Address User Group -

Type the name of the user group:
Kiosk Warkstations |

Type a description for this user group {optional):

IP group for public acces workstations

IP address, range or CIDR:
10.44.1.0/24

WebMarshal will automatically import computers within the
given |P address range into this group. Once imported they wil
behave like regular user accounts.

[ ok ][ camee | [ Heb |

Enter an IP address, a range (starting and ending addresses separated by -) or a CIDR specification.
Any user or process on a computer with an IP address in the specified range can browse through
WebMarshal, subject to any Rules applied to the group.

WebMarshal adds the name or IP address of each computer in this range to the All Users list the first time
that computer connects to WebMarshal. Once the computer names are included in the list, you can use
them individually within Rules in the same way as any other User.

p Note: A range can be in the IPv4 or IPv6 address space.

If you want to add a specific computer to a WebMarshal User Group explicitly (when it is not included in All
Users), see “Adding computers or IP addresses to a Group” on page 100.

IP authentication works much better if DNS is configured to support reverse DNS lookups. Reverse
DNS allows WebMarshal to get a name for an IP address. If that returned name matches the NetBIOS
name, WebMarshal can query the computer for its description. (As a consequence, you cannot specify
different permissions for the IPv4 and IPv6 interfaces of the same computer.)

6. New WebMarshal Group: Enter a name and optionally a description. This type of group is internal to
WebMarshal. You can use WebMarshal groups to quickly apply policy to multiple groups and users.

7.1.1.5 Inserting existing groups to a WebMarshal Group
1. Inthe WebMarshal Console, expand a specific group within User Groups.

2. Click the Insert Existing icon ¥ in the tool bar. If no users or imported groups are present, you have
the option to import or create User Groups (see the procedure above)
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Insert Users or Groups into Power Users -

Insert: |Edzhng Imported Users or WebMarshal Groups V|

Select the users or groups to insert

Fiter: | || Resst |
Mame Description
&l cystomerconsole (127.0.0.1)  customerconsole
&, Exclude From Reporting Users added to this group will be excluded frof
Mljocal
2, Restricted Users Users added to this group are restricted to onl
2, Standard Users Users added to this group are granted access|
2, Unrestricted Site Access Users added to this group are granted unrestr

:) win-olvu8p22d5itAdministrator  Administrator
S2, win-ohvuBp22d 5 \Administrators - Administrators have complete and unrestricte:

[ a4 [ Owe [[ b |

3. Within the Insert Users or Groups window, select Existing Imported Users or WebMarshal Groups.
Select one or more users or groups with the mouse, or type the beginning of a name to select it.

4. Use the Enter key or click Add to add the selected items into the Group.

WebMarshal also supports “drag and drop” for inclusion of members in a group. To use this feature, drag a
group or user name or names (from either pane) over a group name in the left pane. Hold down the Ctrl
key while dragging to copy the group or user name; otherwise it will be moved.

7.1.1.6 Adding computers or IP addresses to a Group

1. Inthe WebMarshal Console, expand a specific group within User Groups.

2. Click the Insert Existing icon ¥ in the tool bar.

3. Select New Computer Accounts by IP Address or New Computer Accounts by Computer Name.
In the text box, enter computer names, or IP addresses, one per line. You can only add valid computer
names from the local network. IP addresses are resolved to computer names if possible. You can add
any well-formed IPv4 or IPv6 address.

allow for dynamic allocation of IP addresses. You can enter fully-qualified domain names, but they might

p Note: WebMarshal attempts to resolve IP addresses to NetBIOS names. NetBIOS names are used to
be rejected due to IP address duplication.

7.1.1.7 Changing user group properties

The User Group Properties window shows the source and reload status of a User Group. Use this window
to:

« Edit the group description for WebMarshal and IP groups.

e Change the range of IP addresses included in an IP address group.
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You can also click Reload Now to update the group membership, provided the group has an external
source (Windows NT or NDS directory). Reload also updates the Status information with the result of the
reload operation. To schedule automatic reloading of the group, edit the Connector properties.

members of the group. To remove unused users, select User Groups > All Users > Purge Unreferenced

p Note: Reloading membership does not delete any users previously imported, even if they are no longer
Users.

7.2 Understanding URL Categories

URL categories are collections of related Web or FTP sites. You can use these lists in Rules to determine
an action to take (such as permitting or blocking access, or warning the user).

7.2.1 Types of URL categories
WebMarshal supports two types of URL Categories.

 WebMarshal URL Categories are user-modifiable lists of URLs. This type of category may contain
other WebMarshal Categories and may also contain imported Categories.

« Imported categories are populated with URL information supplied by an externally maintained Filter-
ing List (for instance the Trustwave Web Filter Database or WebMarshal's FileFilter). You cannot edit
the contents of an imported category within WebMarshal.

You can use either type of Category in rule conditions.
WebMarshal creates several default Categories during initial configuration. You can also add or import

categories at any time.

7.2.2 WebMarshal URL Categories
Several categories are provided by default. Some examples of WebMarshal URL Categories are:

» Offensive Content

* Business Partners

* News Sources

* Web-based Mail Servers

* Search Engines

You can use text files to export or import URLs. WebMarshal TextCensor Rules can also add URLs to
categories.
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WebMarshal allows URLSs to include an entire site, a particular sub-directory (path) at a site, or a specific
path and file name. The * wildcard character can be placed at the beginning or the end of the site name

part of the URL to match multiple similar sites.

Notes:
p Matching of URLs is not case sensitive.

The path, file, and query string parts of a HTTPS URL (for instance
https://example.com/folder/) can only be evaluated if HTTPS content inspection is enabled.
WebMarshal does not have access to the path information for uninspected HTTPS connections.

To see a list of the URLs and Categories included in a Category, expand it in the Console tree. To view
more information about a category, including a list of the Rules and other Categories that use it, view the
Properties of the Category. For details of the available information, see Help.

If a URL was placed in a Category by WebMarshal Rule action, the URL listing includes the date and time
when it was appended. To see a report of the WebMarshal Rule action that added a URL, double-click it. (If
the URL was added manually, no information is available and double-clicking will have no effect.)

Figure 23: WebMarshal Console, URL Categories window

L WebMarshal Console (localhost) == -
File  Action View Tools Help
© Commit Configuration | ) Test Policy | psa Print | 23 Global Settings &2 Refresh All
+- 42, User Groups ~ € URL Categories )
i
+-€. URL Fitering Lists URL Categories group related websites so that policies can be applied by Rules.
(&) Schedules Categories may include sites, or directories within sites. You may choose to allow or deny access by any Group to any Category.
b )
;_ ;:;T;;T;imms & New URL Category [~ Find URL | %] Add URLs ¥ Insert Categories | [=5 Import URLs [l Export to File -
[# Quotas l‘iame URLs Child Categories Filtering List Categories ~
5. Mabware Protaction : 21 [All URL Categories] 0 38 0
=14 Access Palicy & [Exclude From All Rules] ] ] 0
% TRACEnet s [Exclude From Block URL Rula.s] ] ] ]
5 Google Web Fisk G\ [Exclude From HTTPS Inspection] 1 ] 0
% SoioSearch ‘:‘ [Exclude From Malware Scanning] o o ]
&2 [Harmful & Stealth] 0 3 0 H
+-5# Connection Rules [ [Legal Risk] 0 2 0
+ - HTTPS Rules €2 [Personal & Private Information] o 3 0
=5 Quota Rules || €% Mime Wasting) 0 12 0
4 Global Policy || € Aduk & Nudity 2 0 1
L Power User Policy € Advertising 12 0 0
& Standard User Policy €2 Anonymizers & Remote Access o o 1
L) Restricted Lser Polic €2 Banking & Investment 0 0 0
=I-4§ Standard Rules €2 Blogs, Personal Pages & Forums o o 1
¥ Reporting Classificati € Business Related 7 0 0
¥ Global Policy € Content Delivery Network 52 o 0
B Fower User Policy G: Criminal & Undesirable 0 0 U]
¥ Standard User Policy E\ Education 18 0 0
¥ Restricted User Polic e\ File Sharing & Download Stes 26 0 0
41/ Content Analysis Rules G\ Free Time & Entertainment ] ] 1
& News and Support ~ € Garmbing 0 0 1
pp -
€2 Govemment & Commurity Organiza.. o o 0
< n ke S TR ¥ R n n n h
43 URLCategoryf(ies)

7.2.3 Adding a URL Category
1. Select URL Categories in the left pane.

2. Click the New Category icon gZj in the tool bar.

3. Enter the name for the new category. Optionally enter a description.
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4. On the final page of the Wizard, click Finish to create the Category.

7.2.4 Adding URLs to a URL Category
1. Select URL Categories in the left pane.

2. Select the name of a URL category in the left pane to view its members in the right pane.

3. Click the Add URLs icon % in the tool bar to open the Insert URLs window.

Insert URLs into Advertising

Insert URLs
Enter a URL to insert into WebMarshal category Advertising

Mote: URLs can be added for HTTP, HTTPS and FTP protocols
Partial site matches are supported, e.g. hitp://www example .com/path/
The * wildcard is supported on the front and/or end of the domain name

LRL: |hﬂp'h",exampla co™/path/Efile htm

URLincludes a file name

[[] Add bath http:.//example com and httpg://example com

Comment: |Apaih with wildeards and a file name

A [ Cose [ Hep |

4. To add a new URL to this category, enter the URL. You can enter any of the following:

« Afull site name or IP address literal, and optionally a port, such as:
*  http://www.trustwave.com/
e http://198.51.100.25/
e http://[2001:db8:8:4::6]:81

e A specific sub-directory, such as
http://www . trustwave.com/webmarshal/

» A specific full path including file name, such as
http://www.trustwave .com/webmarshal/documentation.asp

e Astring with an asterisk as a wildcard at the beginning and/or the end of the site part of the URL,
such as http://*.wave* (not available with IPv6 literals)

« Any of the above, with a query string. For details of query string matching rules, see “URL Query
String Matching” on page 104.

5. To clarify that the entry includes a file name, check the box URL includes a file name. This box is
disabled when the last character of the URL entered is / (slash). (URLs with a file name do not have a
slash at the end of the resulting URL.)

6. Optionally select the variations of the URL that you want to add (such as the www. prefix or HTTPS
and HTTP protocols).

7. Click Add (or press Enter) to add the URL to this category.
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8. The window remains open so you can add additional URLSs.

9. Click Close when done.

7.2.5 URL Query String Matching

When you manually add a URL to a URL Category, you can include a query string part. WebMarshal will
match URLSs that contain the query string text you enter.

Like all URL matching, query string matching is not case sensitive. You cannot use wildcards in the query
string part.

* Begin the query string part of the URL with ?
* For example, http://example.com/?query=1
« The query string can contain one or two strings to match exactly. Separate the strings using &
* For example, http://example.com/path/file_htm?this=1&that=text
« If you include two strings, both must be present for the URL to be matched.
* http://example.com/?this&that does not match http://example.com/?this
« The strings will be matched in any order, and will match a URL with additional query parts.
* http://example.co*/?this&that matches http://example.com/?that&more&this
« If you add query strings to an entry, they match on any deeper path.

* http://*._.com/?this&that matches
http://example.com/path/file.htm?that&this&more

e Strings must match exactly.
« http://example.com/?attach does not match http://example.com/?attached
» To match a key-value pair you must enter the exact key=value string.

 http://example.com/?true does not match http://example.com/?this=true

Tip: Characters in the query string should be urlencoded. For example, a literal ampersand (&) in a string
@ should appear as %26 (but the & used as a separator for parameters must not be encoded).

To be sure of matching spaces you may need to match both + and %20 (for example,
http://example.com/?a+space&a%20space).

7.2.6 Adding Categories to a URL Category
1. Select URL Categories in the left pane.

2. Select the name of a URL category in the left pane to view its members in the right pane.

3. Click the Insert Categories icon %'5_5] in the tool bar to open the Insert Categories window. The Insert

Categories window shows all available categories in a tree view, organized by the source (including
WebMarshal categories and filtering list categories).
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Insert Categories into [All URL Categories]
Insert WebMarshal and Filtering List Categories
Use the tree below to insert one or more categories into your currently
selected category.
= €
= €% FileFiter
(& Adult & Nudity
[[J& Anonymizers & Remote Access
] -7 Blogs, Personal Pages & Forums
[[J& Free Time & Entertainment
[[J&; Gambling
[JE News
& Sports
& Web Mail
| Insert | ‘ Close ‘ | Help |

4. To include one or more URL categories in this category, expand the tree and select the desired
categories.

5. Click OK to add the selected categories and return to the parent window.

You can also “drag and drop” a category name or names (from either pane) over a category name in the
left pane. If you want to copy the category, hold down the Ctrl key while dragging.

7.2.7 Importing a URL category

You can import URLs from a file created by another application or WebMarshal installation. The imported
URLSs can replace or add to the existing content of the category. The file must be a simple text file with one

URL per line.

you can maintain the category files outside WebMarshal, and import them daily. FileFilter is also a better

p Note: You can also import categories from files using the WebMarshal FileFilter filtering list. With FileFilter,
choice for categories containing large numbers of URLs. See “FileFilter” on page 174.

To import URLSs to a Category:

1. Inthe Console menu tree, expand URL Categories and select the category you want to use.

2. Click the Import URLSs icon in the toolbar.
For more information about results and error handling, see Help.

7.2.8 Exporting a URL category

You can save the members of a URL category to a file that you can export to another application or
WebMarshal installation.

To export a URL category:

1. Inthe Console menu tree, expand URL Categories and select the category you want to use.
2. Click the Export to File icon in the toolbar

3. Select the location where you want to save the category file. Click Save.
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7.2.9 Searching a Category for a URL

To search a Category for a specific URL:

Select a WebMarshal category in the tree, then click the Find URL icon /® in the toolbar.
Enter the name of the URL to search for.

If you want to search all categories, select Search all URL categories.
Click Find.

o~ PR

The result indicates whether the URL is in the currently selected category. If you selected Search all
URL categories, the result indicates which categories if any the URL is in.

7.3 Configuring URL Filtering Lists

Lists are categorized lists of websites, maintained externally to WebMarshal. You can use the categories
provided by these lists in WebMarshal URL Categories.

The Filtering Lists pane displays information about the lists currently configured in WebMarshal. You can
enable or disable an existing list. You can add or delete lists. WebMarshal currently supports the following
lists:

» FileFilter: A simple implementation that reads category lists from text files. For more details about
FileFilter please see “FileFilter” on page 174.

 URLCensor: Areal-time facility that categorizes IP addresses through DNS Blacklist lookup. For more
details about URLCensor please see “URLCensor” on page 175.

« Trustwave Web Filter Database: A URL list provided by Trustwave and licensed separately. The list
consists of 116 categories. For more information on the Trustwave Web Filter Database including trial
license information, please see “Trustwave Web Filter Database” on page 176

7.3.1 Reviewing Filtering List Status
You can check the available categories, enabled or disabled status, and update status for any configured
list, and update the list or license if required.

To check the list:

1. Inthe left pane tree, expand URL Filtering Lists.

2. Select alist. The top right pane shows the status of the list on each server. The bottom right pane
shows the name and description of each category available through the list.

3. To view general details of a list, or to initiate an update for all servers, right-click a list name in the left
pane. Click Update All Servers to force an immediate check for Filtering List updates (where internet

updates are provided).

Note: Updating can cause disruption for users browsing. This action should be performed at a time when it
will have minimum effect.

4. To view details of list and license status on each server, double-click a server name in the right pane.
The Node Update Status tab shows the update status and results for the server.
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7.3.2 Adding Filtering Lists
You can add one or more filtering lists to the WebMarshal configuration. For additional details, see Help.

To add a filtering list:

1. Inthe left pane tree, expand URL Filtering Lists.

2. Inthe right pane, click Add URL Filtering List to start the Add URL Filtering List wizard.
3. Select a single list to add. Click Next.
4

For the Trustwave Web Filter Database, to allow WebMarshal to validate the license (one time
requirement), select an Internet connection method that is valid from the WebMarshal Array Manager
server, and then click Next.

5. Click Finish to validate the license (if required) and add the list.
6. To add another list, repeat the above steps.

7. Commit configuration changes to propagate the new list to the WebMarshal servers.
After adding a filtering list, you can use the categories from that list by inserting them into WebMarshal
URL Categories. See “Adding Categories to a URL Category” on page 104.

servers. For the Trustwave Web Filter Database, the initial population of categories can take half an hour

p Note: WebMarshal will use the categories for filtering as soon as the list is available on processing
or longer, depending on Web connection speed.

7.3.3 Deleting a Filtering List

You can delete a filtering list from the WebMarshal configuration. Deleting a list removes any categories
imported from the list from the WebMarshal URL Categories. Deleting a list does not remove database log
records of categorized sites.

To delete a filtering list:

1. Inthe left pane tree, expand URL Filtering Lists.
2. Right-click the list you want to delete, and select Delete.

3. Commit configuration changes.

7.3.4 Enabling or Disabling a Filtering List

You can enable or disable use of a Filtering List. When a list is disabled, the list and imported categories
will display in the Console, but the list will not be updated and it will not be used in rules.

To enable or disable a filtering list:

1. Inthe left pane tree, expand URL Filtering Lists.
2. Right-click the list you want to change, and select Enable or Disable.

3. Commit configuration changes.

7.4 Configuring Access Using Schedules

The scheduling facility allows you to apply Rules at particular times.
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You can set different Quotas or Web access permissions by time of day or day of the week. For instance,
an organization might block access to games sites during working hours, but allow access after hours.

p Note: Schedule times are calculated in local time on the processing server that handles a request.

You can apply different schedules for different user groups.

To list the rules that use a schedule, view the properties of the schedule.

7.4.1 Adding a Schedule
1. Select Schedules in the left pane.

2. Click the New Schedule icon \D in the tool bar to start the New Schedule wizard.

New Schedule Wizard -
Time Schedule
The areas marked below indicate times within the schedule,
Use the left mouse button to select a time range, right mouse button to deselect
am pm
12(1|2|2|(4|5(€|7|8(9|10(11|12|1 (2|2 (4|5|€ (7|8 (9 |10M

Sun

Mon

Tue

\nfed

Thu

Fri

Sat

Reset to Default Schedule Snap to:
| < Back | | Next > | ‘ Cancel ‘ | Help |

3. On the Time Schedule page of the wizard, drag with the left mouse button to add to the blue “inside
area. Drag with the right mouse button to erase from the blue “inside” area.

4. Click Set Default Schedule to reset the schedule to the default time block.

5. Choose to “snap” the schedule times to the nearest whole, half or quarter hour using the menu.

6. Click Next.

7. Onthe Schedule Name page of the wizard, give the schedule a name.

8. Optionally enter a description of the schedule.

9. Click Next.

10. On the Completing page of the wizard, click Finish to save the schedule, or Cancel to exit without
saving.

7.4.2 Editing a Schedule
1. Select Schedules in the left pane.
2. Double-click an existing Schedule name in the right pane to edit it.

3. Drag with the left mouse button to add to the blue “inside” area. Drag with the right mouse button to
erase from the blue “inside” area.
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Click Set Default Schedule to reset the schedule to the default time block.
Choose to “snap” the schedule times to the nearest whole, half or quarter hour using the menu.

On the General tab, edit the name and optional description of the schedule.

N g &

Click OK to save the changes to the schedule, or Cancel to lose any changes.

7.4.3 Duplicating a Schedule

To duplicate a schedule:

1. Right-click the Schedule name in the right pane.
2. Select Duplicate.

7.4.4 Deleting a Schedule
To delete a Schedule:

1. Right-click the Schedule name in the right pane.
2. Select Delete.

7.5 Configuring Access Using Quotas

Quotas allow you to limit users’ browsing activity by time or by volume (total bandwidth).
You can set different Quotas for different user groups. More than one Quota can apply to a user.

Different limits can apply at different times. For instance, the organization may wish to limit access to news
sites during working hours but allow unlimited access after hours.

Quotas are applied as Rule conditions. To list the rules that use a quota, and the quota usage for each
user, view the properties of the quota.

7.5.1 Adding a Quota

1. Select Quotas in the left pane.

2. Click the New Quota icon [ in the tool bar to start the New Quota wizard.

3. Onthe Quota Interval page of the wizard, select the allocation interval. Click Next to continue.

Note: Quotas are reset at midnight (local time at the WebMarshal processing server) at the beginning of
the first day of the quota period.

4. On the Quota Type page of the wizard, choose whether this will be a time or volume (bandwidth)
quota.

5. For atime quota, choose the amount and period (minutes or hours).

6. For a volume quota, choose the number and unit (Kilobytes, Megabytes, or Gigabytes). Choose
whether to apply the quota to pages served from the WebMarshal Proxy Cache.

7. Click Next to continue.
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New Quota Wizard -
Quota Exceeded
Specify the behaviour to follow when the quota is exceeded by the user.

When quota is exceeded:

Display the page: QuotaBxceeded b

Allow the user to extend this quota:

Add an additional |20 z @10 2 | times
Display the page: | QuotaBxtend v

| < Back || Next > || Cancel || Help |

8. On the Quota Exceeded page of the wizard, select the actions WebMarshal will take when a user (or
workstation) has exceeded the allowed quota.

a. Select a web page to display from the list. (To learn how to add items to this list, see “Notifying
Users with Notification Pages” on page 128.)

b. To allow users to extend the quota, check the box and enter the required information:
«  Amount of time or volume to be added per extension.
*  Number of extensions allowed.
* Web page to display.
9. Click Next to continue.
10. On the Quota Name page, enter identifying information.
« Enter a name for this Quota (required).
» Optionally enter a description indicating the intended use of the Quota.

11. Click Next to continue.

12. On the Completing page of the wizard, click Finish to save the Quota, or Cancel to exit without saving.

7.5.2 Editing a Quota

You can change the global properties of a quota. You can also extend a user’s allocation for the current
guota period.

1. Select Quotas in the left pane.

2. Double-click an existing Quota name in the right pane to edit it.

3. Onthe General tab, edit the name and optional description of the Quota.
4

On the Quota tab, edit the properties of the Quota.
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10 MB per Week - Properties [ [= |

General | Clucta | Rules | Usage |

Quota Type:
Limit volumeto |10 2 Weskly
Apply quata to files served from the WebMarshal Proxy cache

Time and volume will be tracked by week. The guota will be reset at 12:00 AM
on Monday every week.

‘When quota is exceeded:

Display the page: GuotaExceeded w

Allow the userto extend this quota:

Add an additional 1024 |2 upto 2 o times

On the Rules tab, you can see a list of rules that apply to this quota. Highlight a rule and click Jump to
Rule to view the details of that rule.

On the Usage tab, you can see the quota usage for a selectable period for each user affected by the
quota.

Note: This display does not reflect Quota amounts used in current Active Sessions. The usage information
is updated at the end of a browsing session.

2 Hours per Day - Properties I;Ii-

General I Quota I Rules | Usage |

Quota usage for |Tuesda'y‘ February 27, 2018 v|
User Account Amourt Used %Used
A customerconsale 3 mins 1%
2, win-olvuSp22d5itAdmi... 0 mins 0%
3; win-ohvuBp22d5icere. .. 0 mins 0%

Quota usage shown does not include cument Active Sessions. For more
information see Help.

erdia. | [ et |
oo

7. To extend the quota for a specific user, select that user from the list then click Extend Quota to open
the Extend Quota window.
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Extend Quota -

Extend 2 Hours per Day for customerconsole
Use this feature to increase the personal quota for users in any quota
period.

Quota usage for |Tuesda1,-. February 27, 2018 A |

Quota amourt: 2 hours

[ ok || camcel | [ Heb |

* The window shows the user’s default allocation. Enter the desired extension as a number of min-
utes, hours, KB, MB, or GB. Click OK to apply the change and return to the Quota Properties win-
dow.

Note: Changes made here only affect the selected quota period (day or week). Changes made here do not
affect the user's ability to extend the quota (as set in the Quota properties).

» To refresh the display, click Refresh.

Note: You can allow a user to extend their own quota when they reach the limit. See “Quota Extensions”
on page 113.

8. Click OK to save the changes to the Quota, or Cancel to lose any changes.
7.5.3 Duplicating a Quota
To duplicate a Quota:

1. Right-click its name in the right pane.
2. Select Duplicate.

7.5.4 Deleting a Quota
To delete a Quota:

1. Right-click its name in the right pane.
2. Select Delete.

7.5.5 Quota Levels
If WebMarshal Quotas are in use, users can check their quota allocation and usage from the WebMarshal
website.

The URL of the quota page is http://webmarshal .home/Quotas

This URL can only be accessed from inside the local network for which WebMarshal is the gateway. The
browser must be configured to use WebMarshal as a proxy server.

This page shows the user name of the authenticated session.
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Figure 24: WebMarshal User Quota page

= O -
& @\ % hitoy//webmarshal.home/ P - &| ® webMarsha - Home 107 bt c2d

Logged In As: customerconsole WebMarshal Server: WIN-OLVU8P22D5I Version: 7.1.0.8651

WebMarshal

GQuota Name Period Quota Limit Amount Available Amount Available %
2 Hours per Day (Daily) 2018-Feb-27 2 hour(s) 1.8 hours) 07% |
Options

Install Root Content Inspection Certificate

©1097 - 2018 Trustwave Holdings, Inc. | www.trustwave ¢

< >

Each quota for that user is displayed. The quota limit (including extensions used if any), amount remaining,
and percentage remaining are shown.

7.5.6 Quota Extensions
If a user makes a Web request (page view, upload, or download) which would exceed their remaining
guota, they will be notified by a web page.

If the quota is configured to allow user extensions, and the user has not yet used all allowed extensions,
the notification web page will include a button to extend the quota.

When the user clicks the button Request a quota extension, the extension is recorded and the request is
processed.

The WebMarshal Administrator can monitor and extend quotas for all users from the Usage tab of the
Quota Properties window (see “Editing a Schedule” on page 108).

7.5.7 Quota and Browsing Time Calculation

WebMarshal calculates user browsing time for Quotas and to log usage for reporting, based on a session
timeout value and a padding time. For information about how to set these values, see “Viewing Product
Information” on page 135. For additional details see Trustwave Knowledge Base article Q11755.

* Eachtime a page is requested, WebMarshal checks for a previous request from the same user.

« If the previous request from the user was within the session timeout value, the WebMarshal logs show
a continuous period of browsing.
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« If the previous request was longer ago than the session timeout value, the WebMarshal logs show that
browsing activity stopped after the previous request plus padding time, and started again with the new
request.

7.6 Identifying Web Content Using TextCensor Scripts

TextCensor scripts allow you to check for the presence of particular content in a file or text. You can apply
TextCensor to any text, including web pages, plain text files, and text extracted from PDF or Office
documents.

TextCensor supports Unicode and wide characters, and is designed to work intuitively with a wide variety
of languages.

A script can include many conditions based on text combined using logical and positional operators.
Triggering of the script is based on the weighted result of all conditions.

TextCensor scripts are used in Content Analysis rules. The rule can block a request, classify a site, or add
a site to a URL Category. To see a list of rules that use a script, view the properties of the script.

7.6.1 TextCensor Elements
TextCensor scripts contain one or more expressions, each consisting of a word or phrase.

You can use two wildcard characters, anywhere in a word or phrase.
« *matches zero or more letter or digit characters.

e ? matches one letter or digit.

Wildcards match only letters and digits, and apostrophes or hyphens that are treated as part of words (see
“Word Breaks” on page 118). Wildcards do not match other symbol characters.

If you want to set the order of evaluation of a complex expression that uses more than one operator, use
parentheses ().

Each TextCensor expression can include logical and positional operators. The operators must be entered
in UPPERCASE.

7.6.1.1 Positional Operators

TextCensor works with the positions of words or phrases within a file. For example, in the sentence “The
quick brown fox jumps over the lazy dog” the word “quick” starts and ends at position 2, and the phrase
“jlumps over” starts at position 5 and ends at position 6.

A positional operator works with expressions that evaluate to sets of positions. It takes two sets of
positions as parameters, and returns a new set of positions.
Tip: In a simple TextCensor expression, you can think of the expression result as “true” or “matched” if the

word or phrase is found in any position in the text. When the word or phrase is found in more than one
position, this counts as more than one match of the expression.

D)

When you combine positional operators to make a complex expression, note the explanations of the sets
returned by each operator (see below). Test your script before applying it in production.
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You can specify a distance for many positional operators. The default distance (if you do not specify a
value) is 4.

Table 5: TextCensor Positional Operators

Operator and Syntax Matching Results

FOLLOWEDBY The start of B occurs within distance words from the end of A.
A FOLLOWEDBY[=distance] B (I;Rfeéurns a set of positions spanning from the start of A to the end

dog FOLLOWEDBY hous* matches Dog in the house

NOT FOLLOWEDBY The start of B does not occur within distance words from the end

A NOT FOLLOWEDBY[=distance] B of A. Returns a set containing the positions in A that are not
followed by B.
dog NOT FOLLOWEDBY=1 hous* matches Dog in the
house

PRECEDEDBY The end of B occurs within distance words from the start of A.

A PRECEDEDBY[=distance] B cI?fe;\urns a set of positions spanning from the start of B to the end

dog PRECEDEDBY cat matches Cat chasing dog

NOT PRECEDEDBY The end of B does not occurs within distance words from the start
A NOT PRECEDEDBY[=distance] B of A. Returns a set containing the positions in A that are not
preceded by B.

dog NOT PRECEDEDBY=2 cat matches Cat was not
chasing dog

NEAR If A occurs within distance words before B the resulting position
- spans from the start of A to the end of B. If B occurs within
A NEAR[=dist B i . o
[=distance] distance words before A the resulting position spans from the start
of B to the end of A.

dog NEAR cat matches Cat chasing dog and also
matches Dog chasing cat

NOT NEAR Returns the positions of all instances of A where B is not found

A NOT NEAR[=distance] B within distance words from A
dog NOT NEAR=2 cat matches Cat was not
chasing dog and also matches Dog was not chasing
cat

OR This form of the OR operator is applied when both A and B are
sets of positions, even if one or both are empty sets. It returns the
A OR B . o
union of position sets A and B.

For the sentence “A rose is a rose”, the expression (rose OR
i S) returns the position set 2,3,5.

7.6.1.2 Logical (Boolean) and Special Operators

A logical operator takes Boolean (true/false) values as input, and returns a Boolean result. These results
cannot be used as parameters of a positional operator.
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When one of the parameters to a logical operator is an expression that returns a position set, the
parameter is treated as a logical value. A set with at least one position match is treated as true. A set that
has no matches is treated as false.

TextCensor also supports the special operator INSTANCES.

Table 6: TextCensor Logical and Special Operators

Operator and Syntax Matching Results

OR Returns true if A or B (or both) is true. This form of the OR
operator is applied when either A or B (or both) are logical

A OR B expressions. If both A and B are position sets then the positional
OR operator is used instead.

AND Returns true if both A and B are true.

A AND B

NOT Returns the opposite of A (true if A is false).

NOT A

INSTANCES A must be an expression that returns a position set. The result is

true if A contains count or more word positions; otherwise the

A INSTANCES=count .
result is false.

7.6.1.3 Anchored Regular Expressions
TextCensor supports use of Regular Expressions through the ARX operator.

An anchored regular expression is a regular expression (regex) which must be preceded by a word on the
left hand side of the ARX operator. Matching of the regex begins at the next character following the word.
Regex patterns must always begin by matching one or more non-word characters. In most cases
you can start the regex pattern with \W to match non-word characters.

Notes:
p « ARX is based on Google RE2. The syntax generally follows well known Regular Expression syntax.
« Distance parameters for ARX operators are specified in characters.

« Regular expressions are case insensitive by default. You can force case sensitive matching with the
operator ?-1

¢ ARX does not support lookahead or lookbehind.

* ARX does not support capture groups. Capture groups will be ignored or converted to non-capturing
sequences.

« ARX does not support \Q. . .\E literal text.
« For further details of the ARX syntax, see the RE2 wiki.
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Table 7: TextCensor Regular Expression Operators

Operator and Syntax Matching Results

ARX Locates instances of A where it is followed by text matching the
A ARX[=distance] /pattern/ regex pattern within dlstanc_e (_:haracters _o_f the _end of A. The

entire pattern must occur within the specified distance. The
resulting position list spans from the beginning of A to any content
matched by the regex.

dog chasing ARX /\W(one|two]10) cat(s*)/

NOT ARX Locates instances of A where text matching the regex pattern

A NOT ARX[=distance] /pattern/ dqes not oceur within distance characters of thg er)d of A. When
this expression matches, the resulting position list is the position

list of A.

Multiple anchored regular expressions can be combined with other expressions and operators to create
complex statements. For example,

((dog OR boy) FOLLOWEDBY=1 ((chasing OR leading) ARX /\W(one|two]10)/) NEAR
big) FOLLOWEDBY (white ARX /\W(horse]cat)s*/)

matches the phrase: dog chasing one or more big white cats.

7.6.2 TextCensor Concepts
The following concepts clarify how TextCensor expressions are evaluated.

p Note: This section does not apply to Regular Expression patterns.

7.6.2.1 Words
A word is made up of one or more letters and digits, and sometimes symbols.

* In alphabetic languages, a word is a group of letters or digits separated by other characters (such as
punctuation, other symbols, and white space).

* In Chinese, or Japanese kanji, a word or “token” may be composed of one or more characters (ideo-

graphs).

7.6.2.2 Phrases
A phrase is made up of a series of words separated by word break characters.
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7.6.2.3 Symbols and Punctuation
Symbols other than letters and digits are not treated as part of a word unless they appear in the specific
statement being evaluated. A group of symbols is not treated as a word.

Tip
@ « The text word$deed is matched as two words by the expression word FOLLOWEDBY deed, and
also by the exact expression word$deed

« The text $word$ is matched by any of word, $word, word$, or Sword$

« The text Save $$$ Now is matched by save FOLLOWEDBY=1 now

7.6.2.4 Word Breaks
The sets of characters that are treated as word and number break characters generally follow Unicode
standards.

A word break character can also be matched exactly or by a wildcard.

Tip
@ « Each of the following strings is treated as one word:
= John’s
3.14159
1,234.56
3a
REV . B (the full stop between letters with no surrounding spaces is not a word break)

« The text hal f-baked is treated as two words and is matched by any of the following expressions:
half FOLLOWEDBY=1 baked
half-baked
half?baked

7.6.2.5 Accented Letters
TextCensor treats each accented character as a single letter. A letter with additional composed accent
characters is normalized to a single character before the text is evaluated.

7.6.2.6 Escape Characters

Some characters have special meanings in TextCensor. These characters are parentheses, square
braces, the asterisk, the equal sign, the double quote character, and the question mark. You can place a
backslash character (‘\) before any of these characters in order to use the character's normal meaning. To
use a normal backslash character, place two of them together (“\\").

Within ARX expressions, the Regular Expression reserved characters apply (in particular the forward slash
‘') which marks the start and end of the regex pattern).

7.6.2.7 Case Sensitivity

TextCensor evaluation is NOT case sensitive by default. To perform a case sensitive match, quote the
content using double quote characters. All special characters and escape characters retain their meaning
within double quotes.
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7.6.2.8 Classes

You can use TextCensor Classes to match specific types of characters inside a word, or special types of
words.

Table 8: TextCensor Classes

Operator and Syntax Matching Results

[LETTER] Matches any single letter inside a word.

[DIGIT] Matches any single digit inside a word.

For example, A[LETTER]B[DIGIT]C would match both
“axb0c” and “aab9c”.

[NUM] Use in place of a word to match any number made up of one or
more digits. This class does not match numbers with a decimal
point, or Asian language numbers that use words between
characters

[CCARD] Use in place of a word to match a series of digits that look like
credit/payment card numbers. These numbers consist of up to 5
groups of digits, are up to 19 digits in length, and must pass
checksum validation (using the Luhn algorithm). This class should
match most card numbers.

[US-SSN] Use in place of a word to match series of digits that look like US
Social Security Numbers. Valid numbers must follow a specific
format. However, the format is loosely defined and it is not
possible to prevent accidental matching of other numbers.

[CAN-SIN] Use in place of a word to match a series of digits that looks like a
Canadian Social Insurance Number. Valid numbers must follow a
specific format and pass a Luhn check.

7.6.2.9 Named Statements

You can give a TextCensor statement a name. When a hamed statement is executed, the result is stored.
You can reference it in later statements within the same script.

If a statement contains only words or only uses positional operators, the stored result is the set of word
positions found by that statement. If the statement uses any other operators then the result is logical.

You can reference the result of a statement by using [@name] inside a statement. This can be used
anywhere that you would otherwise use the bracketed result of an operator.

Note: Naming a statement does not affect the statement’s score. To use a named statement as a macro
p expression, in most cases you should set the statement’s score to zero.

When using named statements within other expressions, remember that the result must match the
required parameter type. If a statement returns a logical result you cannot use it as a parameter to a
positional operator. Test your scripts before applying them in production.
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7.6.3 Scoring a TextCensor Script

Each script is given a trigger threshold, expressed as a number. Each expression in a script is given a
positive or negative score. If the total score of the content being checked reaches or exceeds the trigger
threshold, the script is triggered.

The total score is determined by summing the scores resulting from evaluation of the individual
expressions in the script.

For each expression, if the result is a true logical value, the expression score is the base score.

If the expression result is a position set (the word or phrase was found one or more times in the text), by
default the final score of the expression is the base score. You can choose how to add the score when the
expression is matched more than once. The options are:

Table 9: Cumulative scoring options

Option Description

Every time Each match of the words or phrases adds the score to the total.
First Match Only Only the first match of the words or phrases adds the score to the total.
First N Matches Each match, up to the number you set, adds the score to the total. For instance if the

expression score is 5 and you select “first 3 matches,” then the expression can contribute
up to 15 to the total score, but never more than 15.

Negative scores and trigger levels allow you to compensate for the number of times a word could be used
in text that you do not want to match. For instance: if breast is given a positive score in an “offensive
words” script, cancer could be assigned a negative score (since the presence of this word suggests the

use of breast is medical/descriptive).
p Note: Script evaluation always checks all expressions to obtain the final score. The order of expressions in

a script is not significant. This is a change from earlier versions.

7.6.4 Adding a TextCensor Script

1. Select Policy Elements > TextCensor Scripts.

2. Click the New TextCensor Script icon - in the tool bar to open the New TextCensor Script wizard. If
necessary click Next to continue to the TextCensor Expressions window.
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New TextCensor Script Wizard -

Text Censor Expressions
A TextCensor script consists of a set of expressions which contribute to an
overall score, triggering when the score exceeds a spedified value.

ae New Edit Delete | J Eind .__’ﬂmport H Export
Score Match Limit  Name Expression
1 dog MOT NEAR=Z cat

Trigger threshold 1042 Test...

[ <Back |[ MNet> | [ Cancd | [ Heb |

Click New to open the Add TextCensor expression window.

Add TextCensor Expression -

Add an expression to a TextCensor script
Enter an expression and choose how it contributes to the overall score.

Expression

dog NOT NEAR=2 cat ~

“

Operators must be typed in capitals in orderto be recognized. Right-click to see all possible
operators.

Score

Expression score: 1043

) Add the score every time the expression matches.

@ Add the score forthe first match only.

O Add the score for the first 32 matches only.

W

[] Advanced

[ ad [ oose || Heb |

Enter the expression, optionally using the operators described earlier. For example:
(Dog FOLLOWEDBY hous*) AND NOT cat

In this example the expression score is added to the script total if the document contains the words
dog house (or dog houses, and so forth) in order, and does not contain the word cat.

p Note: TextCensor expressions are not case sensitive by default. However, quoted content is case

121

sensitive. So textcensor would match TextCensor, but ““textcensor’ would not.

Select a score and contribution method for this expression (see “Scoring a TextCensor Script” on
page 120 for more information).

Click Add (or press Enter) to add the expression to this script. The window remains open so you can
create additional expressions.

When all expressions have been entered, click Close to return to the New TextCensor Script window.

Select a trigger threshold. If the total score of the script reaches or exceeds this level, the script is
triggered. The total score is determined by evaluation of all expressions in the script.
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9. Click Next
10. On the TextCensor Script Information page, enter a name and optional description for the script.

11. Click Next, then Finish, to add the script.

7.6.5 Editing a TextCensor Script

Select TextCensor Scripts in the left pane.

Double-click the script name in the right pane to open the script properties window.
Double-click an expression to edit it.

To delete a line, select it and click Delete.

Change the script name and trigger level as necessary.

o o~ w N PF

Click OK to accept changes or Cancel to revert to the stored script.

7.6.6 Importing a TextCensor Script

You can import TextCensor scripts from files.

format used by earlier versions. The earlier version scripts will be upgraded to the new format

p Note: You can import scripts in the format used by WebMarshal 6.9.5 and above, as well as scripts in the
automatically. Any problems with upgrading will be reported.

To import a Script:
1. Select TextCensor Scripts in the left pane.
Click the New TextCensor Script icon =" in the tool bar to open the New TextCensor Script wizard.

On the TextCensor Expressions window, click Import.

Select the file you wish to import, and click Open.

o~ 0N

Complete the Wizard to add the script.

7.6.7 Exporting a TextCensor Script
You can export TextCensor scripts to XML or text files.

To export a Script:

1. Select TextCensor Scripts in the left pane.

2. Double-click the name of the script you want to export in the right pane to open the script properties
window.

3. Click Export.
4. Enter the name of the file you want to create, and click Save.

5. In the script properties window, click OK.

7.6.8 Using TextCensor Effectively

The effective use of TextCensor scripts depends on understanding how the Text Censor facility works and
what it does.
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TextCensor evaluates rules against plain text or HTML documents. The rules can be used to block a
request, classify a site or add it to a URL Category. If a Content Analysis rule includes a “block” action,
TextCensor scripts are evaluated before the material is returned to the user.

Blocking does not apply to content cached on the local computer.

7.6.8.1 Constructing TextCensor Scripts

The key to creating good TextCensor scripts is to enter words and phrases that are not ambiguous. They
must match the content you want to block. Also, if certain words and phrases are more relevant to the
match than others, those words and phrases should be given a higher score to reflect the greater
relevance.

In creating TextCensor scripts, you should strike a balance between overly-general and overly-specific.
For instance, suppose a script is required to check for sports-related sites. To enter the words score and
col lege alone would be ineffective because those words are likely to be used on non-sports sites.
Hence, the script would trigger too often, potentially stopping access to acceptable sites such as general
news sites.

The same script (to find sports-related sites) would be better constructed using the phrases extreme
sports, college sports and sports scores as these phrases are sport specific. However, using
only a few very specific terms may mean that the script does not trigger often enough.

Again using the sports example used above, the initials NBA and NFL, which are very sports specific,
should be given a suitably higher score (that is, promoting earlier triggering) than, for example, col lege
sports.

7.6.8.2 Decreasing Unwanted Triggering

TextCensor scripts might trigger on pages that are not obviously related to the content types they are
intended to match.

To troubleshoot this problem:

1. Use the problem script in a TextCensor Rule that classifies sites and adds them to a URL Category,
such as “suspected sports sites.”

2. After using this rule for a while, check the sites that have triggered the script and determine which ones
are triggering it falsely.

* Inthe URL Categories display of the console, double-click a URL to view the reasons it was added
(for example, TextCensor details).

Revise the script by changing the score or key words, so as to decrease false triggering.

4. When satisfied, create a Standard Rule which denies access to sites in the URL Category generated
by the script, and/or add a Block action to the original TextCensor rule.

7.6.9 Testing TextCensor Scripts
To test the operation of a TextCensor script:

1. Click Test on the New TextCensor Script or script properties window to open the Test TextCensor
window.
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Test TextCensor Script -

() Test script against file:

(®) Test script against text:

dog was not chasing cat and cat was not chasing dog

Test results:  Script was triggered scoring 10

Score Matches  Total 5... Expression
10 2 10 dog MOT MEAR=2 cat

| Test | | Close | | Help |

2. Inthe Test TextCensor window, enter the sample text you want to test using one of two methods.

» Select Test script against file. Enter the name of a file containing the test text (or browse using
the button provided).

» Select Test script against text. Type or paste the text in the field.
3. Click Test. The result of the test (including details of the expressions which triggered and their scores)

displays in the Test Results pane.

You can also test a script as part of the test of a content rule. This method allows you to test using pages
drawn directly from the Web. See “Testing Access Policy” on page 93 for detailed information on Rule
testing.

7.7 Using Malware Scanning

WebMarshal can invoke third-party scanners to check file uploads and downloads for malware, including
viruses and other malware. Before you enable scanning Rules, you must install at least one supported
scanner on each processing server, and configure the scanners within WebMarshal.

7.7.1 Scanning Overview
WebMarshal currently supports only specific malware scanners that have licensed DLL interfaces.
Supported scanners include Bitdefender for Marshal, McAfee for Marshal, and Sophos for Marshal.

supported in this release, as the required 64-hit integration is not currently available. These scanners may

p Note: The Sophos (SAVI interface) and Symantec scanners that were previously supported are not
be available in a future release depending on the availability of the third party integration.

Customers using Sophos Anti-Virus (SAVI interface) can move to Sophos for Marshal and should contact
Trustwave for details.

Kaspersky for Marshal is no longer sold and signature updates end December 31, 2023.

You choose which files to scan using Malware Scanning Rules. See Chapter 6, “Understanding Web
Access Policy, Rule Containers, and Rules.”
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For enhanced protection against viruses and malware, TextCensor and file type rules should also be used

to control potentially dangerous file types such as VB Script and executable files.

access or resident virus scanning. If it is not excluded, the WebMarshal Engine and/or the WebMarshal

p Note: WebMarshal uses a temporary directory during scanning. This directory must be excluded from on-

Controller service may be unable to start. By default, WebMarshal uses the \'temp subdirectory of your
install directory. You can change this location by editing XML configuration files on each processing server
and restarting the WebMarshal services. If you change the location of the temporary directory for either or
both services, be sure that you also update virus scanner exclusions.

To view and add to the list of configured scanners, select Malware Protection from the left pane of the
WebMarshal Console.

7.7.2 Adding a Scanner
To add a malware scanner to the list of configured scanners:

1.

2.

125

Select Malware Protection from the left pane of the WebMarshal Console.

Click the New Malware Scanner icon ‘@ in the tool bar to start the New Virus Scanner Wizard.

New Virus Scanner Wizard -
Select Scanner
Select a scanner to activate from the list below

MName Type Wendar

Bitdefender for Marshal Virus Bitdefender
& McAfee for Marshal Virus Metwork Associates
'‘# Sophos for Marshal Virus Sophos Flc

Manufacturer: | | Visit Web Site |
| < Back | | Neat > | ‘ Cancel ‘ | Help |

The Select Scanner page of this Wizard shows a list of scanners WebMarshal can use.

To obtain more information about any scanner, select it and then click Visit Web Site.

Select a scanner to add.

All scanners that you add will be available for use by WebMarshal. When you create a malware scan-
ning rule, you can choose the scanners that rule will use. You can use multiple scanners in a single
rule or separate rules. Because different products have differing coverage, some sites choose to use
more than one scanner.

Click Next to continue to the next page.

If any additional parameters are required, the additional parameters pages of the wizard is shown.
Enter any required parameters (such as the location of a scanner if it is installed remotely). Click Next
to continue to the next page.
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7. Click Finish to install the scanner and exit the Wizard.

To select an additional scanner for use, re-run the Wizard.

Note: Bitdefender for Marshal, McAfee for Marshal, and Sophos for Marshal each require installation of a
p configuration Console, available in separate downloads from Trustwave (and licensed separately).

You must install this software on the WebMarshal server. If you have configured an array of servers, you
must install the scanning software on each processing server.

WebMarshal trial keys enable all of these products for the 30 day trial period. To obtain a permanent key,
contact your Trustwave supplier. If you are a customer with a permanent WebMarshal key and you want to
try one of these scanner products, contact your Trustwave supplier for a special time-limited key.

7.7.3 Deleting a Scanner
To delete a configured scanner from the list of scanners WebMarshal can use:

1. Selectitin the right pane of the Console

2. Click the Delete icon in the taskpad tool bar.

p Note: If any malware scanning rule is enabled, you cannot delete all scanners of the type(s) used by that
rule.

« If any malware scanning rule (including disabled rules) references a specific scanner, you cannot delete
that scanner.

» Deleting a scanner from the list does not uninstall the scanning software.

7.7.4 Testing Scanners
To test the operation of an installed malware scanner:

1. Selectitin the right pane of the Console
2. Click the Properties icon in the taskpad toolbar.

3. Selectthe Installation Status tab. WebMarshal queries each processing server and returns the status
of the scanner on each server.

7.8 Logging Activity with Classifications

WebMarshal logging classifications allow you to record more detailed information about user requests
(both allowed and denied), and content downloaded or uploaded. Logging classifications are only recorded
in database logging.

7.8.1 Types of Logging Classification
WebMarshal allows you to use Classifications in two ways.

« Domain Classification actions are available within Standard rules and TextCensor rules. Logging a
classification for a domain shows that a user browsed to a URL which is in a specific category, or to a
page which triggered a rule. A domain can receive multiple classifications within a single browsing ses-
sion. A domain could also receive different classifications in different sessions, depending on the
actual content requested, such as sports or entertainment sections of a news site.
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» File Classification actions are available within all Content Analysis rules as well as download file
type/size rules and malware scanning rules. A file classification applies to a specific upload or down-
load request.

You can generate reports by user or domain based on the classifications recorded. For details see Chapter
8, “Reporting on Browsing Activity”.

In addition, when any filtering list integration is enabled, every browsing request returns a categorization as
provided by the filtering list. These categorizations are recorded regardless of whether they are used within
rules to filter requests. This process is separate from the logging of classifications. You can generate
reports based on the categorizations.

To see a list of rules that use a classification, view the properties of the classification.

7.8.2 Adding a Logging Classification
To add a classification:

1. Select Classifications in the left pane of the console.

2. Click the New Classification icon 1( in the tool bar to open the New Classification wizard.

New Classification Wizard -

Classification Information
Flease enter a name and optional description for this dassification.

Type the name of this classification:
New Classification

Type a description for this classification (optional)

Description of the new classfication

| < Back || Meat > || Cancel || Help |

In the New Classification window, enter a name and optionally a description for the classification.
3. Complete the wizard to add the classification.
7.8.3 Editing a Logging Classification
To edit a classification:

1. Double-click the classification name in the Console to open the Edit Classification window.
2. Make any required changes.
3. Click OK.

7.8.4 Deleting a Logging Classification
To delete a Classification:

1. Right-click the classification name in the Console.
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2. Select Delete.

7.9 Notifying Users with Notification Pages

WebMarshal uses web pages to provide pre-configured notification messages to users. The notifications
can also be customized.

7.9.1 Notification Web Pages

When a user requests a Web resource that triggers a rule, they may receive a notification web page. The
notification could simply state that a request was denied, or it could request acknowledgement of a
warning before processing the request.

The choice of notification pages is made on the Action page of each rule wizard. Choices vary according to
the type of rule.

7.9.2 Default Notification Pages

WebMarshal is supplied with a number of default notification pages. The files are standard HTML pages,
located in the \ArrayManager\Pol icy\Templates sub-directory of the WebMarshal installation

directory on the Array Manager server.

=

Note: When you commit WebMarshal Configuration, any changes to items in this folder are copied to each
processing node server, and stored in the folder Node\Pol icy\Templates. New files and subfolders are
also copied.

You should only make changes to the Array Manager folder. The Node folders will be overwritten.

You can store small helper files in this location, but any large content should be served from another
location.

« Page Blocked—for denied web pages and other items where no part of the file was returned to the
browser.

Standard

AdvertisingSmall (used in default rules for advertising sites)
Blank (used for images)

Offensive (for offensive content)

Small

With Sound (audible warning)

« File Aborted—for denied file type or size, where a portion of the file was returned to the browser.

Standard
Malicious (Malware content)

Virus (virus content)

» File Blocked—for denied file type or size.
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Standard

Malicious (Malware content)

TextCensor (lexical scan found denied content)

TextCensor Offensive (lexical scan found offensive content)

Virus (virus content)

GoogleWebRisk—-used by the Google Web Risk policy. Any custom versions of these pages must
include the Google disclaimer.

GoogleWebRiskBlocked

GoogleWebRiskWarning

Quota—for quota rules.

Quotas (displays the user’s quota)
Quota Exceeded

Quota Extend (allows the user to request an extension)

TRACEnet—used by the TRACEnet policy.

TRACEnet Blocked

ReclassifyThanks (acknowledges the user’s request to reclassify a blocked item)

Upload Blocked—for upload rules.

Standard
Malicious (Malware content)
TextCensor (lexical scan found denied content)

Virus (virus content)

Warning-before access to “permitted with warning” sites.

Standard

Malicious (Malware content)

Offensive (lexical scan found offensive content)

Policy (for policy display rules)

Previous Scan (site was placed in a URL category by a previous scan)
Quotas (states that access is subject to quota)

TextCensor (lexical scan found questionable content)
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7.9.3 Editing Notification Pages
You can create new versions of the warning/blocking pages, or modify the existing pages.

Use HTML editing software to create or modify warning/blocking pages.

There are several types of warning/blocking pages, each identified by a filename prefix. New page names
must start with one of the defined prefixes. The page types are as follows:

Aborted—used when blocking websites where a portion of the file has been returned to the browser.
Blocked—used when blocking websites.

Warning-used to prompt the user before permitting access to a site.

FileBlocked—used when a file is blocked by a file type or malware rule.

UploadBlocked—used when a file upload is blocked.

QuotaExceeded-used when a WebMarshal quota has been exceeded by the user.

QuotaExtend—used to allow the user to extend a quota.

For example, to create a new blocking page for pornographic content, copy the file Blocked.htmto a
new file BlockedPorn_htm. From then on, BlockedPorn._htm is available in the list of blocking pages
when editing a site rule.

Please note the following important recommendations before editing the warning/blocking pages.

Do not change the original page; instead, copy the file and make any changes to the copy.

After changing pages, test them to make sure that they are still functioning correctly. Several pages
include special forms that process user input; amending such a page may affect the prompting func-
tionality.

If you want to refer to the \Templates sub-directory, use the virtual domain name “webmar-
shal.home.” For example, a link to a file placed in the \Templates sub-directory could be:

<image src= “http://webmarshal .home/blocked.gif’>

Files over 32KB in size (such as a company policy document) should not be served from the Tem-
plates sub-directory, to avoid deadlock problems with configuration updates. Host large files on
another server/site.

If you make links to other sites, ensure that these links are full URLS, not relative paths. WebMarshal
replaces the content returned from websites with the warning/blocking pages. If you use a relative
path, the link will refer back to the original blocked site

p Note: You can also customize error pages for proxy authentication and other system functions. Please see

Trustwave Knowledge Base article Q10318 for more details.
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8 Reporting on Browsing Activity

WebMarshal can log web request activity in a Microsoft SQL database (using either SQL Server or SQL
Express). The Marshal Reporting Console application allows you to generate reports based on this
information.

WebMarshal can also send records of activity to a Syslog server.

8.1 Marshal Reporting Console

The Marshal Reporting Console is based on SQL Server Reporting Services, and offers scheduled
generation and automatic delivery of reports. For more information about this application, see the

Trustwave website or contact Trustwave.

Note: You can set up a link from the Console to the MRC application. To enter the URL for the link, see
Global Settings > Reporting Database.

The reports provided by MRC allow you to examine browsing behavior, successful and denied requests
over time. Available reports include bandwidth, URL, and quota information.

no longer available. Earlier versions of the Reports application cannot be used with current versions of
WebMarshal. The Marshal Reporting Console provides many of the same reports that were previously
available.

p Note: The workstation based WebMarshal Reports application, previously included with WebMarshal, is

For more information about creating the database, see “Reporting Database” on page 38.

8.1.1 Configuring WebMarshal for Accurate Reporting
When configuring WebMarshal and Marshal Reporting Console, keep the following points in mind:

» For greater precision in reporting, rules should classify requests using domain and file classifications.
To learn about classifications, see “Logging Activity with Classifications” on page 126.

* WebMarshal logs activity to the reporting database in UTC. When you run reports, the periods and
times shown are adjusted for a time zone selected by the Marshal Reporting Console user.

* WebMarshal Proxy Caching does not affect the data reported. A request that is fulfilled from the cache
is reported to be the same size as the same request fulfilled from the Internet. Cached responses for
large files could consume less browsing time, because the file is returned more quickly.

« Many reports include information about “site visits” and “sessions.” To learn more about how these
terms are defined, see Trustwave Knowledge Base article Q11755.

learn more about how the summary values are calculated, please see Report Help for the individual

p Note: For many reports, the column summary values are NOT equal to the sum of the detail values. To
reports.
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8.2 Syslog Logging

Each WebMarshal node can send details of activity using the Syslog protocol. This information can be
used by an enterprise SIEM application for monitoring and reporting.

Syslog configuration is through the proxy configuration file on each node. For more information, see
Trustwave Knowledge base article Q21116.
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9 Managing WebMarshal Configuration

The WebMarshal Console allows you to manage your product license, and control advanced product
features. These include:

« Detailed setup of processing options for the WebMarshal installation

» Detailed setup of Server Groups and customized configuration of properties for each group
« Proxy Caching options

« Alternate upstream connections

e Automatic configuration backup and restore functions

» Console security settings

e The ability to join servers to the array

* The ability to start and stop WebMarshal Rule processing

WebMarshal also provides a filtered view of the Windows event logs, and makes performance counters
available to the Windows Performance Monitor.

9.1 Configuring Global Settings

The Global Settings window (previously known as Server and Array Properties) allows the administrator to
modify settings that affect server operation for the entire installation. These are divided into a number of

categories.

Note: Licensing information, previously located in Server and Array Properties, is now accessed from the
Tools menu of the main Console window. See “Managing Licensing Information” on page 163.

9.1.1 System Settings
These items are related to administration of the installation.

* General: View information about the WebMarshal version and the latest committed configuration; set
session timeouts.

« Email Notifications: Set up sending of WebMarshal automated email.

» Configuration Backup: Configure backup of the WebMarshal configuration on a nightly basis, or after
every committed change.

« Remote Console: Configure access to a web-accessible WebMarshal Console.
 Reporting Database: Set up activity logging in the SQL database.
« Traffic Logging: Set up activity logging in text files.

e Customer Feedback: Anonymously send browsing history through WebMarshal back to Trustwave to
improve product quality and functionality.
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* Security Permissions: Run the WebMarshal Security Tool to configure console access.

9.1.2 Proxy Settings

These items affect client connections to the WebMarshal processing nodes, and connections from
WebMarshal to the Internet. Some of these settings can be customized for each Server Group.

* Proxy Caching: Activate and configure the Proxy Cache feature
« Local Address Table: Edit the list of IP addresses allowed to make client connections.

» Ports and Authentication: Edit the list of ports WebMarshal uses for client connections, and the
authentication methods accepted.

» Download Options: Configure thresholds for scanning-related delays.

* Internet Connection: Set the method used by WebMarshal to retrieve requested items from the Inter-
net.

* Proxy Bypass List: Configure a list of sites that are excluded from all WebMarshal processing.

9.1.3 Engine Settings
This item affects unpacking of files by the WebMarshal Engine.

* Unpacking: Configure a list of URL Categories that might be the source of large files that should not

be unpacked and scanned.

9.1.4 Policy Element Settings
These items affect elements used in Rules.

e Connectors: Configure directory services used to import users into WebMarshal.

e« HTTPS Content Inspection: Create the Certificate required for HTTPS inspection, and enable or dis-
able this feature.

« Filtering List Schedule: Configure update schedules for URL lists.

* Connection Rules: Enable or disable processing of this type of rule.

9.1.5 Advanced Settings

» General: Configure logging level for WebMarshal services and other minor items.

e HTTPS Connection Restrictions: Configure settings that affect access for non-browser HTTPS
applications.

To access the Global Settings window, select Tools > Global Settings. In most cases changes in this
information require you to commit the configuration.

Note: You can also customize some settings for each Server Group in the WebMarshal installation. For
more information, see “Configuring Server Group Properties” on page 162.
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9.1.6 Viewing Product Information

The General window displays information about the Array Manager server, the product version installed,
the time that configuration was last committed, and the session timeout values.

Figure 25: WebMarshal Properties, General window

Global Settings .

=- System Seftings General

.. Email Motfications General Information

- Corfiguration Backup Manager Server: | WIN-OLVUSP22D5]

- Remote Console i -

.. Repotting Database Version: 7.1.0.8656

- Traffic: Logging Database

- Customer Feedback

- Security Pemissions Configuration Management
—- Proxy Settings

- Prosey Caching Last Commit 2/27/2018 8:54:34 AM

- Local Address Table

- Ports and Authertication T Tt

-~ Dowrload Optinrfs These values affect the session and browsing times for the Active

- Intemet Cornection Sessions display, Quotas, and Reports data. See Help for details.

- Mtemate Upstream Proxies

.- Proxy Bypass List Browser sessions timeout after |5 - minutes of no activity.

~

" Engine Settings After a session times out, add |20 o seconds of browsing time.
i - Unpacking

= Policy Hement Settings

- Connectors

- HTTPS Content Inspection
- Fitering List Schedule

- Connection Rules

+- Advanced Settings

You can commit and revert configuration changes from the Console Action menu. You can back up and
restore configuration from the Console File menu. See “Configuring Configuration Backup” on page 136
and “Working with Configuration” on page 157.

9.1.6.1 Session Timeout

WebMarshal uses these value to calculate browsing time, time-based quota usage, session length, and
visit length for Active Sessions and reporting.

» Browser sessions time out after: A session (and also a domain visit) is assumed to have ended if no
new request is received within the time specified. The default is 5 minutes. Users who must enter a
login to browse will have to re-enter it after this time.

e After a session times out, add browsing time: A user is assumed to be reading a page for some
time after the last request. Enter the number of seconds.

For more details about these values and calculations, see Trustwave Knowledge Base article Q11755.

9.1.7 Configuring Email Settings for Notifications

The Email Notifications window allows you to configure the address and email server WebMarshal will use
when sending email notifications to the administrator. These notifications include critical system problems,
and alerts based on rule triggering.
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Figure 26: WebMarshal Properties, Email Notifications window

Global Settings .
=- Syslem Seltings Email Notifications
General
=l Send email notification messages to the following mail address(s):
Corffiguration Backup |admi“@WmD‘E com |
Remote Console Use semi-colons { ; ) to separate multiple entries
Reporting Database The message will come from the following address:
Traffic Logging From: |adm|n@examp\e com |
Customer Feedback
Securty Permissions Deliver the message via the following SMTP server:
% Proxy Seltings Server Name: |IUcthD€l |
Proxy Caching Server Port:

Local Address Table
Ports and Authentication
Download Optiens

Intemet Connection
Atemate Upstream Proxies
Proxy Bypass List

—- Engine Settings

Unpacking

5 Policy Hement Settings
Connectors

HTTPS Content Inspection
Filtering List Schedule
Connection Rules

¥ Advanced Settings

To configure notifications:

1. Inthe mail addresses field, enter the administrator's SMTP e-mail address. WebMarshal sends
administrative e-mail notifications to this address. You can enter multiple addresses, separated by
semi-colons. For example:

postmaster@example.com; itsupport@example.com

2. Inthe From field enter the email address that will be used to send messages.

3. Inthe Server Name field to enter the IP address or name of an e-mail server that will accept the e-mail
message for delivery to the administrator. This server must be accessible on the network from the

WebMarshal server, and it must accept e-mail from the WebMarshal server for delivery to the
administrator’s address.

4. Inthe Server Port field, enter the port number used by the SMTP server to accept connections. The
SMTP default is port 25.

Click Test Settings to send a test e-mail to the administrator address. The test is successful if a message
is delivered. If WebMarshal encounters a connection error, a notification displays at the Console.

9.1.8 Configuring Configuration Backup

The Configuration Backup window allows you to configure WebMarshal to automatically back up the
configuration. The backup occurs each night after 12 o’clock if the WebMarshal Array Manager service is
running. If the service is not running the Automatic Configuration backup will be created when the service
becomes available again. The backup files created include the committed configuration, and not any
changes made in the Console but not yet committed.

For additional information about backing up and restoring configuration, see “Importing and Exporting
Configuration” on page 158.

You can also choose to back up configuration every time configuration is committed.
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To configure Backup:

3.

Figure 27: WebMarshal Properties, Configuration Backup window

=- System Settings

General
Email Motffications

Remote Console
Reporting Database
Traffic Logging
Customer Feedback
Security Permissions

Proxy Settings

Proxy Caching

Local Address Table

Ports and Authentication
Download Optiens

Intemet Connection
Atemate Upstream Proxies
Proxy Bypass List

= Engine Settings

Unpacking

: Policy Hement Settings

Connectors

HTTPS Content Inspection
Filtering List Schedule
Connection Rules

¥ Advanced Settings

Global Settings .

Configuration Backup

Enable automatic configuration backup
Backup directory:
|‘3;stMarshal"rv\.ﬁ\n—:lyManager\Backup | | Modify...

Retain files for days.

Backup configuration on Commit in addition to nightly backups.

Available Backups

Date Time User Size -
2/27/2018 854 AM WINOLVUBPZZD5MNA.. 363 KB
2/27/2018  B43AM WIN-OLVUBPZZD5MNA.. 363 KB
2/27/2018  8:38AM WIN-OLVUBP2ZD5NA . 363 KB
2/27/2018 821AM WINOLVUBPZZD5MNA.. 363 KB
2/27/2018 1201AM  Automated Backup 362 KB
2/26/2018 154 FM WIN-OLVUBP2ZD5NA . 363 KB
2/26/2018  1:43PM WINOLVUBPZZD5MNA.. 363 KB
2/26/2018  1:27PM WIN-OLVUBPZZD5MNA.. 363 KB
2/26/2018 1144 AM WIN-OLVUBP2ZDSNA.. 363 KB
2/26/2018  819AM WINOLVUBPZZD5MNA.. 363 KB
2/26/2018 817 AM WIN-OLVUBPZZD5MNA.. 363 KB
2/26/2018 813 AM WIN-OLVUBP2ZD5NA . 363 KB

2/26/2018 810 AM WIN-OLVUBPZZD5MNA.. 363 KB v
Refresh Bestore Selected Backup
o

Check the Enable automatic configuration backup box.

By default the files are stored within the WebMarshal install directory. Optionally select a location for
the backup files. This can be a local or network location. For details, see Help and Trustwave
Knowledge Base article Q12959.

Enter the number of days to keep the backup files. The default is 7 days.

The Available Backups section lists the available backups. To restore a configuration from a backup,
select it from the list and then click Restore Selected Backup. To refresh the list of Backups click

Refresh.

9.1.9 Configuring Remote Console Access

The Remote Console window allows you to configure access to the WebMarshal Console from any
location that can access the WebMarshal proxy as a client (addresses in the Local Address Table). Users
can start the Console from a link on the WebMarshal Home page. Remote Console access uses the
Microsoft “Click Once” functionality to install a temporary copy of the Console.
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Figure 28: WebMarshal Properties, Remote Console window

Global Settings .

=- Syslem Seltings Remote Console

General

Email Notifications Enable Remote Console Access

Corfiguration Backup Remote Console Access allows selected users or user groups te launch the WebMarshal Console from their

e G http://webmarshal home/ page

Reporting Database User or User Group Description

Traffic Logging 2, win-ohvuBp22d5"\ Administrator  Administrator

Customer Feedback
Security Permissions

—- Proxy Settings

Proxy Caching

Local Address Table
Ports and Authentication
Download Optiens
Intemet Connection

Atemate Upstream Proxies

Proxy Bypass List
—- Engine Settings
Unpacking
—- Policy Hement Settings
Connectors
HTTPS Content Inspection
Filtering List Schedule Consale Jecuity
Connecion Rules The above list will permit WebMarshal users to access the Console. Howeverthe Consale itseff also must be
4. Advanced Settings configured by the Security Tool to allow access for NT accounts.

Click here to start the Security Toal

ok || oy [[ cancel | [ Hep

To enable Remote Console:

1. Select Enable Remote Console Access.

2. Edit the list of users and groups that are permitted access. These users will see a link to the Console
on their WebMarshal Home page.

3. Use the WebMarshal Security Tool to configure access to the Console and individual Console features
for specific Windows accounts. By default, members of the Administrators group on the Array Manager
server have full access.

For more information about the Remote Console feature and configuration, see Help.

Note: .NET 4.6.2 must be installed on the client workstation. For more tips about client requirements, see
Trustwave Knowledge Base article Q13709.

9.1.10 Configuring the Reporting Database

The Reporting Database window allows you to view and change the location of the optional WebMarshal
reporting database, as well as data retention settings. You can also enter the URL of the Marshal
Reporting Console, if installed.
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Figure 29: WebMarshal Properties, Reporting Database window
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To enable logging:

1. Check the box Enable Reporting Database.

2. If you had previously enabled logging, the existing database name is displayed in the Database field.
Click Create Database to create or select a database. For details of the Create Database window, see
Help.

3. To use the database for logging and reporting, you can create a database user with limited rights. To
start this process, click Change User. For details, see Help.

4. To change the password of the database user account, click Change Password.

To set data retention:

* Retain logging data: Logs are only available for reporting for the number of days you specify in this
field. Most organizations choose to retain logs for at least a month to give a reasonable interval for
reporting. The default is 100 days.

To configure the Marshal Reporting Console link:

* Marshal Reporting Console: Enter the URL of your Marshal Reporting Console installation. Entering
a URL enables context menu links on the Active Sessions, User Groups, and Users lists, as well as the
Open Marshal Reporting Console button on this page.

9.1.11 Configuring Traffic Logging

The Traffic Logging window allows you to configure logging of Web requests to text files, for processing by
external analysis software. WebMarshal supports both W3C and WebTrends Extended Logging Format
(WELF). Text logs primarily include information about each file request, and the rule that blocked the
request if any.
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Figure 30: WebMarshal Properties, Traffic Logging window
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To configure traffic logging:

1. Check the box Enable Text Logging.

2. By default, log files are created in the subfolder TrafficLogs within the WebMarshal install folder on
each WebMarshal processing server. If you want to change the location, click Modify, enter the

location in the Modify Traffic Logging window, and then click OK.

p Note: The location must be on a local device. Network locations and mapped drives are not supported.

3. By default, log files are deleted after 4 days. To set a different policy for retention, clear the checkbox
Automatically purge old log files, or change the value of the Retain log files field.

Note: Ensure that the disk location used for log files has sufficient free space to hold the files for the time
you require. These files can grow large quickly.

4. Select W3C or WELF format.

5. Click OK or Apply to apply the changes. These settings are applied immediately and do not require
you to reload the configuration.

For more details of these settings, see Help.

9.1.12 Configuring Customer Feedback

The Customer Feedback window allows you to configure WebMarshal to send anonymous summarized
information about browsing history to Trustwave. Trustwave uses this data to improve product quality and
functionality. You can view additional information about this function by clicking the View Privacy Policy
button.
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Figure 31: WebMarshal Properties, Customer Feedback window
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To configure feedback:

1. Review the privacy policy by clicking View Privacy Policy.

2. To enable sending of feedback, check the box Automatically send... To disable sending of feedback

at any time, clear the box.

3. Optionally select the industry sector(s) of your organization.

4. Click OK or Apply.

to Trustwave over HTTPS. Feedback is sent once a day between 12am and 1am. Feedback could be sent

p Note: When Customer Feedback is enabled, WebMarshal summarizes browsing information and sends it

more often (if the number of items exceeds 100,000). WebMarshal performance is generally not affected

by this process.

9.1.13 Configuring Proxy Caching

The Proxy Cache window allows you to configure the behavior of the WebMarshal Proxy Cache function.
The Proxy Cache can save bandwidth and improve response time by storing regularly requested files
locally. If a requested file is available in the cache WebMarshal serves the cached file and does not request

a new copy.

Before you configure caching in a production environment, review Trustwave Knowledge Base article

Q12720, Proxy Caching Recommendations.

To review statistics for the cache, see the Cache Statistics section of the Real-Time Dashboard.
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Figure 32: WebMarshal Properties, Proxy Caching window
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To enable caching, check the box. Then configure the following options:

1. Setthe cache directory location. The default location is within the WebMarshal install. Most production
installations should use a different location.

files manually. Stop the WebMarshal Proxy service while moving files, and be sure to copy the

p Note: If you change the location, any existing cache files are not moved automatically. You can move the
cache. index file as well as content files.

2. Set the maximum size of the cache. If you set up an array with more than one processing node server,
the size applies to each server.

3. Setthe maximum size of items that will be cached. You may want to limit the size if the available space
for caching is limited.

Optionally click Exclusions to open a window that allows you to enter a list of URLs that should never be

cached.

of content delivered over HTTPS, For more information see Trustwave Knowledge Base article
Q21204.

* Some sites do not correctly implement content expiration. Applying caching for those sites can mean
that users do not receive the latest content. You should only add a site to the exclusion list if you
experience problems with caching for the specific site. For details of the allowed syntax for the exclusion
list, see Help.

p Note: Caching is available for HTTP and HTTPS requests only (never for FTP). You can disable caching

9.1.14 Configuring the Local Address Table

This window allows you to specify the range(s) of IPv4 and/or IPv6 addresses that are assigned to
computers on your local network. By default, the LAT includes address ranges that are always reserved for
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local use, as well as any local ranges detected by WebMarshal auto-detection. If your local network uses
different local IP addresses you can enter them.

=

Note: Only computers with addresses in the LAT ranges will be allowed to use the WebMarshal proxy. If a
computer whose IP address is not in the LAT attempts to connect, the connection will be refused with an
error message.

Figure 33: WebMarshal Properties, Local Address Table window
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To enter a new LAT range:

1. Click New.

2. Enter the starting and ending addresses in the range.

3. Click OK.

To edit an existing address range, select it and then click Edit. To delete an existing address range, select
it and then click Delete.

9.1.15 Configuring Ports and Authentication
The Ports and Authentication window allows you to view and change the ports that WebMarshal uses to
listen for client connections, and the authentication methods it accepts for each port.

=
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Note: By default WebMarshal monitors each port on all available IPv4 and IPv6 Addresses. If the server
has multiple interfaces, you can specify IP Address:port combinations (for example, 10.1.2.3:8085).
You can also limit connections to IPv4 or IPv6 addresses only.
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Figure 34: WebMarshal Properties, Ports and Authentication window
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To add or edit listings, use the buttons below the list. For more information, see Help.

9.1.16 Configuring Download Options

The Download Options window allows you to configure the behavior of WebMarshal during Content

Analysis scanning.

Figure 35: WebMarshal Properties, Download Options window

- Configuration Backup
- Reporting Database

- Customer Feedback
. Securty Permissions
= Proxy Settings Data Transfer Thresholds
- Local Address Table

- Ports and Authertication

- Intemet Connection

- Mtemate Upstream Proxies

= Engine Settings

- Unpacking

B Policy Hement Settings

- Connectors

- HTTPS Content Inspection
- Filtering List Schedule

- Connection Rules

+- Advanced Settings

The amount of data received exceeds

- Proxy Caching WebMarshal will begin to transfer web page data after:
The data has been held back for more than seconds

Global Settings
- System Settings Download Options
- General
... Email Notfications 'WebMarshal must receive the entire cortents of a downloaded item before Content Analysis ules can be un

‘WebMarshal will try to download the entire file before sending anything back to the browser. If the file is large
- Remote Console and./or slow, the browser may give up before WebMarshal has sent anything back

To prevent this from happening, WebMarshal may start sending small amounts of data back to the client while it
- Treffic Logging is still receiving data from the web server

VWebMarshal will begin to transfer all other data after either:

Gl

.- Prony Bypass List Orthe data has been held back for mors than saconds

OK

|| Apply || Cancel | ‘ Help

Managing WebMarshal Configuration
Copyright © 2025 Trustwave Holdings, Inc. All rights reserved.

144



WebMarshal 7.6 User Guide - August 1, 2025

WebMarshal must receive the entire contents of a particular file before evaluating the Content Analysis
rules. For large files or slow connections, this delay could affect the user’'s experience. In some cases the
browser software could abort the attempt.

To avoid these issues, WebMarshal can begin returning the file to the user before receiving the complete
file. (WebMarshal only returns the final data from the file after scanning is complete.)

You can configure when data transfer will start.

Note: Because the partial text might be offensive or might violate policy, by default WebMarshal holds text
p data back as long as is practical while minimizing the chance that the web browser application will time out.

< Binary data is returned in near real time. Full file scanning does not substantially increase total download
times.

« If a content analysis rule triggers to block a file after data transfer has started, the download to the user
is aborted. WebMarshal presents a “file aborted” notice page to the user at the next opportunity. This is
typically when the user next requests a web page.

< In addition to the settings on this window, you can exclude safe file types or MIME types from scanning
using rule conditions.

Because WebMarshal now returns binary data in near real time and does not “trickle” a percentage of
binary files, the “streaming content types” configuration used in previous versions is no longer required.
You can still apply the “trickle transfer” and streaming content types settings if you wish. For more
information about the change and optional configuration settings, see Trustwave Knowledge Base article

Q12925.

To configure Data Transfer Options:

1. Enter the minimum time WebMarshal will wait before starting to return text Web files.

2. Enter the minimum time WebMarshal will wait and the minimum amount of data WebMarshal must
receive before starting to return non-text files.

p Note: For non-text files, the transfer will start if either of these thresholds is reached.

For more details of the settings, see Help.

9.1.17 Configuring Internet Connection
The Internet Connection window allows you to select the method WebMarshal will use to request material
from the Web.

« Software updates (such as filtering list and TRACEnet updates) always use the method selected here.

* When WebMarshal is configured as a standalone proxy server (including chained installations), web
requests from clients also use this method.
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Figure 36: WebMarshal Properties, Internet Connection window
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1. Choose the address resolution preference (IP protocol version to use when resolving outbound
connections). This setting applies when WebMarshal resolves external websites or forward proxy
names. IPv4 only is the default setting. For details of all options, see Help.

2. If WebMarshal can access the Web directly, select the Request the page directly option. This is the
default setting.

3. If WebMarshal will pass requests on to another proxy server, select the Forward option and enter the
required information.

For instance, if you want WebMarshal to pass requests to SquidNT running on the same computer,

you can enter localhost as the computer name and 3128 as the proxy port (SquidNT listens on
port 3128 by default).

4. Check the configuration of the other proxy server to ensure that it is using the port you have specified.
If the other proxy server requires authentication, you can choose to enter a user name and password.

5. If WebMarshal is installed as a standalone proxy, WebMarshal can also forward client credentials. See
Help for details.

6. To force all web requests from your organization to pass through WebMarshal, be sure to set up the
other proxy software to accept requests only from WebMarshal. You can configure the LAT settings on
the other proxy server, or set the other proxy software to accept requests only from a specific Windows
account, which is only used by WebMarshal.

9.1.18 Configuring Alternate Upstream Proxies

The Alternate Upstream Proxies window allows you to set different methods for connection to the Web for
certain URL Categories.
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The purpose of this feature is to allow WebMarshal to direct requests for special sites to the proxy or direct
connection that can fulfill them.

Notes:
p « Alternate Upstream Proxy settings override any settings configured for a Server Group. If a URL is in a
category that is assigned to an Alternate Upstream Proxy, requests for this URL will always use the
specified alternate proxy.

< Alternate Upstream Proxies use the global Address Resolution Preference setting (IPv4 and/or IPv6) to
resolve the proxy name, if required.

* You can check the alternate proxy usage for any URL using the Policy Tester. For more information,
see “Testing Access Policy” on page 93.

« Each Alternate Proxy entry can be configured with the same settings as the main internet connection,
including port, authentication, credential forwarding, and direct connection.

Figure 37: WebMarshal Properties, Alternate Upstream Proxies window
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For full details of this feature, see Help.

9.1.19 Configuring the Proxy Bypass List
On this window, you can enter a list of web sites that you want to completely exclude from all WebMarshal
Rules.

browser applications that may be unable to connect through an authenticating proxy. Caution is required

Caution: The intended purpose of this exclusion list is to provide clear access to sites required by non-
A as no virus scanning or filtering will be performed on the sites in this list.
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Figure 38: WebMarshal Properties, Proxy Bypass List window
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To add a new site:

o o M w

Click New.
Enter a URL including protocol within the edit box.
* Toinclude a wildcard within a domain entry, use *. For example:
e http://*.trustwave.com/
e http://www._microsoft.*/
e http://203.0.113.*/
* Only one wildcard character per entry is allowed.
* Wildcards cannot be used in IPv6 literals.
* Wildcards in IPv4 literals only apply to browsing by IP address (not to sites in a network range).

Click Enter to accept the URL and open another editing line.
Press <Escape> to stop adding URLSs.
To edit or delete a site in the list, highlight it and then click Edit or Delete.

You can also include Office 365 endpoints, based on the Office 365 URLs and IP address ranges
service provided by Microsoft. WebMarshal automatically updates this list daily. To include this list,
check the box at the bottom of the page.

9.1.20 Configuring Unpacking

The Unpacking window allows you to set up a list of URL Categories containing URLSs that might host files
larger than a specified size. You can choose to skip unpacking and scanning for URLSs in these categories.
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The purpose of this setting is to enhance performance or allow download of extremely large files that

cannot be unpacked due to size, or that result in a client browser timeout while unpacking.

A

To configure this feature:

Caution: This setting results in the affected files being passed through with reduced malware scanning
and other policy checks, because any files included in an archive or document will not be separately
scanned. It should only be used for locations hosting business critical files that are routinely downloaded,
where experience shows that unpacking fails. For example some very large software images meet this

You should set the size limit as high as possible, and include only a few very specific URL paths in the

1. Create a URL Category and include the URL paths required.

2. On the Unpacking window, click Add.

3. Enter a size limit. Files larger than the limit will not be unpacked. You can enter 0 (zero) to exclude all

files.

4. Select a category that the limit should apply to. Click OK.

Repeat the above steps to create entries with different size limits. If a URL is included in multiple
categories, the smallest limit will apply.

Figure 39: WebMarshal Properties, Engine Unpacking window
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9.1.21 Configuring Connectors

The Connectors window shows all installed directory connectors. Directory connectors allow WebMarshal
to import user accounts, and to authenticate browser requests by pre-existing user logon.
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Figure 40: WebMarshal Properties, Connectors window
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You can install connectors for Active Directory, legacy Windows NT, and Novell (NDS). You can only have
one connector of each type at a time.

« Before installing the NDS connector, you must install NDS client software on the WebMarshal server
computer.

p Note: Active Directory is the preferred connector for importing Windows user information.

* NDS users are authenticated through Basic authentication. If you are using both NDS and Windows
integrated authentication (Kerberos/NTLM), Trustwave recommends that you configure separate ports
for the two authentication types. For more information, see “Configuring Ports and Authentication” on
page 143 and “Proxy Ports and Authentication” on page 34.

To install a new connector:

1. Click Add.
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2. Select the type of connector.

Connector Settings -

New Connector Settings
Caonnectors allow WebMarshal to import user accounts. You can instal
connectors for Active Directory, Windows NT, and Movell NDS.

Connector Type Novell NDS Connector A4

Connector Name: |NDS Connector

Description:

Noysl NDS Tree: [FINE] v]

Directory Authentication
(® Connect using the default [public] account Test

() Connect using the following logon:

Reload Schedule
) Onceadayat (02:00 (24 hour time: hh:mm)

® Every (001:00, 04:00, 03:00, 12:00, 1600,

() On demand {manually reload imported user groups)

[ ok | canest |[ el |

3. Ifyou selected a NDS connector, enter or select a NDS Tree from which to import information. Choose
whether you want to use the [public] account or a specific user account.

4. If you selected a Windows NT connector, choose whether you want to connect using the default
(LocalSystem) account or a user account.

5. If you selected an Active Directory connector, choose whether you want to connect anonymously or using a
specific account.

6. Enter the account information if required. Click Test to verify the credentials.

7. Inthe Reload Schedule area, select a schedule of times when WebMarshal will query this directory for
updated user and group information. You can choose a periodic schedule (daily, or in hours or
minutes), or manual update. If you select manual update, you can reload the Groups by right-clicking
User Groups and selecting Reload, or by clicking Reload Now on the individual group properties
window.

8. Click OK to add the connector.

9. To import users or groups through this Connector, see the User Groups section in the main Console
menu tree.

To delete a connector, select the Connector and then click Delete to delete it. Groups and users previously

imported through the Connector are not deleted. This allows for import of directory information from

different directories (for example, multiple NDS directories).

To edit the properties of an existing connector, select it and then click Edit to open the Connector
Properties window.

9.1.22 Configuring HTTPS Content Inspection

The HTTPS Content Inspection window allows you to perform basic setup required to use HTTPS
inspection in WebMarshal. You can generate a HTTPS Root Certificate and enable the HTTPS Content
Inspection functionality.
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9.1.22.1 HTTPS Content Inspection Concepts

HTTPS or “secure HTTP” is a protocol that allows Web applications to communicate over a secured
channel (Secure Socket Layer, or SSL). HTTPS is designed to guarantee the identity of the remote web
server, and to protect the data by sending it through an encrypted channel. This design makes it very
difficult for intermediate devices (such as a proxy server) to view or change the data being communicated.

HTTPS guarantees the identity of a server by using a “certificate” that is issued to the server. The
certificate is in turn guaranteed by an issuing authority. Web browser software typically hold a number of
“root” certificates that it can use to determine whether the issuing authority for a server certificate is trusted.

HTTPS encrypts the data channel using a public-private key process. Data that is encrypted with the
private key can be decrypted using the matching public key. The public key for a server is included in the
server certificate. A web browser visiting a HTTPS site first requests the server certificate, and then
negotiates the secure channel to the server based on this key.

WebMarshal can inspect HTTPS content as follows:

1. WebMarshal creates a unique Root Certificate for each installation. The Root Certificate guarantees
the authenticity of other certificates that this WebMarshal installation creates.

2. You install the Root Certificate in each browser application on every workstation that will browse
through WebMarshal.

3. When a user browses to a HTTPS site through WebMarshal, the WebMarshal server creates a
certificate for that site, and returns it to the browser. The SSL connection between WebMarshal and
the browser is based on this certificate.

4. WebMarshal connects to the requested site and retrieves the server certificate provided by the site.
The SSL connection between WebMarshal and the server is based on this certificate.

« WebMarshal can validate the revocation status of the presented certificate. See “Enabling Certifi-
cate Revocation Checking” on page 154.

5. All communications are encrypted and secured, but WebMarshal can inspect the content.

WebMarshal cannot inspect and by default does not allow connections that use the obsolete SSLv2
protocol. By default, WebMarshal does not permit connections that use SSLv3, which is considered an
insecure protocol. You can choose to allow SSLv3 connections. For more information, see Trustwave
Knowledge Base article Q20067.

legal issues for data privacy. You should carefully consider any applicable privacy laws and regulations
before implementing this functionality. You should review the security of the WebMarshal processing
servers. You should inform users about HTTPS content inspection as part of the terms and conditions of
their web access.

i Caution: Although this method secures data in transmission, it raises a number of potential technical and

WebMarshal access policy allows you to apply HTTPS content inspection selectively by user and by site.
You may choose not to inspect the content of certain trusted and sensitive connections, such as online
banking.

Content inspection significantly increases the CPU load on processing servers (due to decryption and
encryption of content). Depending on the amount of HTTPS traffic that is inspected, you may need to
improve the CPU specification of processing servers, or use more processing servers.
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9.1.22.2 Generating and deploying a HTTPS Root Certificate

Before you enable HTTPS Content Inspection, you should ensure that the WebMarshal Root Certificate is
available to all clients. Any client browser that does not have the Root Certificate installed will raise an
invalid certificate warning each time the user browses to a HTTPS site.

To generate a Root Certificate:

1.

On the HTTPS Content Inspection window, click Generate Certificate.

Figure 41: WebMarshal Properties, HTTPS Content Inspection window
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On the Generate Certificate window, enter information in the fields, and then click Generate
Certificate. If you have already generated a certificate you will be asked if you want to overwrite it.

Most of the fields on this window are optional and all required fields are populated by default. You can
enter additional information to further identify the certificate. The information you entered displays on
the Global Settings page.

certificate unless the old one has expired. When you generate a new certificate and commit configuration

i Caution: If you have deployed HTTPS Content Inspection, you should normally not generate a new

changes, the new certificate is immediately used by WebMarshal. You must ensure that the new certificate
is installed on all client workstations.

To view the properties of the existing certificate, export it to a file and then double-click to view the
details in Windows certificate management.

To deploy a Root Certificate:

1.
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To export the certificate (for instance, if you want to push the certificate to workstations using Group
Policy), click Export Certificate. Select a location and name for the certificate file, and then click
Save.

Ensure that all client browsers on all workstations have this certificate installed. You can install the
certificate for compliant browsers using Group Policy. You can install the certificate for other browsers
using a link on the WebMarshal Home page. If Windows services also require Internet access, you
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may need to install the certificate in a special location. For more information, see Trustwave
Knowledge Base articles Q12014 and Q12015.

9.1.22.3 Enabling HTTPS Content Inspection
To enable HTTPS Rule processing, check the box on this window.

To disable HTTPS Rule processing, clear the box.

For more information about including HTTPS Rules in your Access Policy, see Chapter 6, “Understanding
Web Access Policy, Rule Containers, and Rules.”

9.1.22.4 Enabling Certificate Revocation Checking

WebMarshal can validate the certificate presented by a website. Validation uses Online Certificate Status
Protocol (OCSP) stapling or Certificate Revocation List (CRL) information encoded in the certificate. When
this feature is enabled, WebMarshal checks the revocation status of the site certificate only. WebMarshal
does not currently check for revocation of the root certificate or any intermediate certificates. WebMarshal
checks OCSP stapling first for efficiency, and attempts to retrieve CRLs if the OCSP response does not
return the required information. For more information about this feature, see Knowledge Base article
Q20605.

To enable revocation checking, and to enable the processing of rule conditions that validate certificate
revocation, check the box Enable Checking of certificate revocation status.

To disable revocation checking, clear the box.

9.1.23 Configuring Filtering List Updates

The Filtering List Schedule window allows you to configure automatic updates to any Filtering Lists
configured in WebMarshal. The settings on this window affect the FileFilter and Trustwave Web Filter
Database, but not URLCensor.

For more information about Filtering Lists and prerequisites for updates, see “Configuring URL Filtering
Lists” on page 106.

To configure filtering list updates:

1. Checkthe box Check for Updates every day and select a time range to enable automatic checking of
updates.

@ Tip: Automatic updates occur at a random time within the selected hour (to balance load on the update
server).

2. Click Update Now to force an immediate check for Filtering List updates.

@ Tip: Updating can cause disruption for users browsing. This action should be performed at a time when it
will have minimum effect.
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9.1.24 Configuring Connection Rule Processing

The Connection Rules window allows you to enable or disable processing of Connection Rules configured
in WebMarshal. Connection Rules allow you to identify and control traffic from many popular Instant
Messaging and Streaming Media applications as well as connections using the WebSocket protocol.

applications are blocked at the firewall. For more information, see Trustwave Knowledge Base article

p Note: In order for Connection Rules to be effective, you must ensure that other ports used by these
Q12021.

To enable Connection Rule processing, check the box on this window.
To disable Connection Rule processing, clear the box.

For more information about including Connection Rules in your Access Policy, see Chapter 6,
“Understanding Web Access Policy, Rule Containers, and Rules.”

9.1.25 Configuring Advanced Settings

The Advanced Settings (General) window allows you to configure the service logging level for each
WebMarshal service. This window also allows you to:

» Set file size and retention options for the text logs
« Set detailed logging for specific workstations
« Control how often the processing servers check for updated policy

« Configure automatic purging of the WebMarshal “All Users” list

9.1.25.1 Service Status Logs
Service logs are text files on each server in the installation. By default these files include basic information
about WebMarshal operation. You can choose to include full information if you need to investigate a

specific problem.

Note: Including full information will cause the logs to grow more quickly. Only select this option when
actively troubleshooting, and monitor disk space usage.

To configure logging level:

1. Select the services you want to configure for full (debug level) logging by checking the appropriate
boxes.

2. To generate basic logs for a service, clear the box for that service.

3. Click Apply or OK. You will be reminded that you must commit configuration changes to make the
logging change effective.

service.config.xml files found in the installation folder (for instance,
WMEngine.config.xml). Set the value of debug fullTrace to “true”. Setting this value “true” in
the file overrides the setting in the Options window.

p Note: You can also enable debug level logging for each service on each server by editing the individual
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Figure 42: WebMarshal Advanced Properties, General window
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To configure logging retention and size options, use the logging retention days and log file size fields.
For more information, see Help.

9.1.25.2 Extended Proxy Status Logs
You can choose to log full connection information for selected workstations if you need to investigate a
specific issue. This option makes the desired information easier to find than with full logging.

To configure logging for specific workstations, use the fields and buttons in this section. For more
information, see Help.

9.1.25.3 Policy Poll Delay
WebMarshal processing services contact the Array Manager to check for policy updates (including group
membership changes). By default the check is every 60 seconds. You can set a longer interval to reduce

overhead, or a shorter interval to ensure that policy is up to date.

p Note: This setting affects single server installations as well as distributed arrays.

To set the policy polling interval:

1. Inthe Policy poll delay field, enter a time in seconds.

2. Click Apply or OK. You will be reminded that you must commit configuration changes to make the
change effective.
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9.1.25.4 Purge Unreferenced Users

This setting allows you to automatically remove users from the WebMarshal All Users list daily at
midnight. By default user names are retained on this list indefinitely, even if they do not currently appear in

any User Group visible within WebMarshal.

Note: If you purge a user and the same user is later re-imported, the new instance will have a new unique
identifier. The two instances will be treated as different users in for purposes of reporting.

To enable daily purging, check the box. This action does not affect logging records.

9.1.26 HTTPS Connection Restrictions

On this window, you can choose to allow HTTPS connections with non-standard settings. Non-standard
settings include:

» Ports other than the default 443

» Connections from software that does not identify itself with a User Agent header

These settings do not apply to any Web request that is processed by WebMarshal HTTPS Content
Inspection. All inspected HTTPS connections are allowed, subject to the applicable WebMarshal Rules.

For more information about this feature, see Help.

Tip: These settings can be used only to provide access to business-related secure sites that would
@ otherwise be blocked. Caution is required as no virus scanning or filtering will be performed on the sites in
= this list. To learn more about the security implications of the settings, see Help for this page.

9.2 Working with Servers

Right-click the WebMarshal server icon in the left pane (or use the Action menu) to access the following
functions:

9.2.1 Connect to Server

This option opens a window that allows you to connect to any WebMarshal array manager on the local
network. Enter the server name, or click the browse button to find the desired server. You can also enter a
user name and password with permission to connect.

9.3 Working with Configuration

You can use the WebMarshal Console to commit and revert configuration changes. You can also use the
console to export (back up) and import (restore) configuration files.

9.3.1 Committing and Reverting Configuration

You can commit WebMarshal configuration changes. You can also revert uncommitted changes in the
Console.

To commit changes, on the Action menu, select Commit Configuration. Changes are saved and
queued for sending to the processing servers.
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To revert to the previous committed configuration, on the Action menu, select Revert Configuration.
The copy of configuration in the Console is returned to the last committed state.

p Note: You can only revert once. Selecting Revert Configuration more than once has no effect.

« You cannot use Revert Configuration to undo committed changes.

9.3.2 Importing and Exporting Configuration

You can export WebMarshal configuration to a text (XML ) file. Export files are useful for backup and can
also be used to copy configuration between servers.

To back up configuration:
1. Onthe File menu, select Export Configuration.

2. When the backup file has been created, select a location and click Save to save the file.

Note: Backup can take several minutes, especially if a large number of users have been imported.
WebMarshal saves information about each imported user that is used in a WebMarshal User group.

« To back up configuration regularly, you can use the automated configuration backup settings. See
“Configuring Configuration Backup” on page 136.

To restore configuration:

1. Onthe File menu, select Import Configuration.

2. Select the file to restore, and then click Open.
When the restore process is complete, you are notified. Click OK on the notification window to continue.

9.3.2.1 Backing Up Configuration From The Command Line

WebMarshal also includes a command line backup tool that you can use to create a backup of the
WebMarshal configuration. The command line backup tool can be used in conjunction with the scheduled
tasks feature of Windows, so a backup of the WebMarshal configuration can be created at a
predetermined interval.

The tool is named ConfigBackup.exe and it is found in the WebMarshal installation folder.
To run the tool from the command line, use the following format.

ConfigBackup.exe <fFile name> [/server <server>[:<port>]]
[/user /password]

Parameters:
« <file name>: The output file (required).

e /server: The name (and optional port number) of the server running the WebMarshal Array Man-
ager. Defaults to the current machine using the standard port.

e /user: The user name to use when connecting to the server. Defaults to using the currently logged on
user if not specified.
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e /password: The password for the user.

Note: You can run this tool from any computer. The tool requires Microsoft .NET Framework 4.6.2, and the
p following files from the WebMarshal installation folder:

= ConfigBackup.exe
= Marshal .Remoting.dll
< WRemoting.dll

9.4 Working with Rules

Right-click Access Policy for a context menu with the following options:

Test Policy

Accesses the WebMarshal policy testing window. For more information on this window, see “Testing
Access Policy” on page 93

Enable Rule Processing

Begins applying the configured filtering rules to Web requests processed by the WebMarshal Server.

Disable Rule Processing

Ceases applying the configured list of rules to Web requests processed by the WebMarshal Server.
This option will normally be selected only for troubleshooting purposes.

9.5 Configuring WebMarshal Security

You can control access to the WebMarshal Console and Array Manager.
To configure access to Console and Array Manager features:

1. Onthe Array Manager server, run the WebMarshal Security Tool. You can launch the Tool from Global
Settings > Security Permissions, or from the WebMarshal section of the Windows Start menu.

2. This application displays a list of users and groups with permission over Console and Array Manager
features. By default all members of the Windows Administrators group on the WebMarshal server or
Array Manager are allowed full permissions over all items that are secured through this tab.

Note: When installing WebMarshal on a system with User Account Control (UAC) enabled, additional
security restrictions apply. For more information see Trustwave Knowledge Base article Q12136.

3. To add users or groups to the list, click Add then select groups or users using the Browse Network
Users window. Each group or user you add is given full permissions by default.

4. To delete a user or group from the list, select it and click Remove.

5. To change permissions for a group or user, highlight the group or user name in the top pane. The
lower pane shows the current permissions for this user. Set permissions for this user by selecting the
appropriate boxes.
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6. Repeat Step 6 for each group or user.
7. To save the changes, click Apply or OK at the bottom of the window.

8. To apply the changes, commit the configuration.
Available permissions include:

* Full Access: Includes all permissions.

* Connect to Console: Allows the user to run the WebMarshal Console.

» View Policy: Allows the user to view Access Policy and Policy Elements.

« Modify Policy: Allows the user to change Access Policy and Policy Elements.

* Modify Array Membership: Allows the user to add and remove Processing Servers from the Web-
Marshal Array.

* Modify Security: Allows the user to change security settings as described here.

« View Active Sessions: Allows the user to see details of current browsing activity in the Active Ses-
sions section of the Console.

9.6 Managing Array Servers

A WebMarshal installation consists of an Array Manager and one or more processing servers (also known
as array servers or array nodes).

9.6.1 Managing Processing Server Services

You can view the status of the WebMarshal services on each processing server, and stop or restart the
services, from the WebMarshal Console.

To see an overview of the status of services on each processing server, in the left pane of the Console
click Array Servers.

To see details of the status of services on a particular server, and to stop or restart the services:

In the left pane of the Console click Array Servers.

In the right pane, select a server.

On the Action menu, click Properties.

On the general tab, the Services listing shows the status of each service installed on the server.
To stop one or more services, select them in the list then click Stop.

To start one or more services, select them in the list then click Start.

N o g s~ w Db

To restart all services, click Restart all.

Note: If you stop services from this window, they will remain stopped until you start them. Committing the
configuration will not start the services.
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9.6.2 Adding and Deleting Servers

You can add processing servers to a running WebMarshal installation when you want to add capacity or
redundancy. You can also delete existing processing servers from an installation.

9.6.2.1 Adding a Processing Server
You can add a processing server at any time without affecting other servers. After adding the new server,
adjust client settings so that it shares in web request proxying.

Note: Adding a server does not create automatic load balancing. You must set up load balancing outside
WebMarshal.

To add a server to a WebMarshal installation:

1. Log on to the new server using an administrative account.

2. Install WebMarshal.

3. Choose to install the Processing Server only. During installation, enter the name of the existing Array
Manager.

For more information, see “WebMarshal Processing Server Installation (on a separate computer)” on
page 29.

9.6.2.2 Deleting a Processing Server
You should delete a server to cleanly remove it from the WebMarshal array. Before deleting a server,
adjust web proxying so that the server you plan to delete does not process any requests.

To delete a server from a WebMarshal installation:

1. Stop the WebMarshal services on the server using the WebMarshal Console.
2. Uninstall WebMarshal on the server using the Add/Remove Programs application in Control Panel.

3. Inthe Console Array Servers view, an un-installed server will show a status of “not active.” You can
highlight the server and click the delete icon in the toolbar.

9.6.3 Joining a Server to an Array

You can join a processing server to a WebMarshal array. After joining the array, the server will retrieve
policy configuration from the Array Manager.

To join an existing server to a WebMarshal installation:

1. Log on to the processing server using an account that has the WebMarshal permission, Modify Array
Membership. (To set this permission, use the WebMarshal Security Tool on the Array Manager.)

Run the WebMarshal Server Tool found in the WebMarshal section of the Windows Start menu.
On the Server tab, from the Actions menu select Add this server to an array.

4. Enter the server name or IP address, and the WebMarshal port, for the Array Manager. Optionally
enter credentials to connect. Click Go to make the connection. Click OK.
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9.7 Configuring Server Group Properties

You can create groups of processing servers in your WebMarshal array.

You can configure different proxy connections and other settings for each group. You can also use Server
Groups in rule matching to control which rules apply on each group. This feature allows you to localize
configuration and rules for servers at different geographical or network locations.

You can customize the following settings for each Server Group:
* Local Address Table

+ Ports and Authentication

* Internet Connection

e Proxy Bypass List

* Proxy Caching

« Email Natification settings

» Advanced settings (service logging and policy polling)

For more information about the purpose of these settings, see “Configuring Global Settings” on page 133.
For information about the fields and values, see Help.

To create a Server Group:
1. Inthe Console, select the Array Servers item.
2. Click the New Server Group icon in the taskpad to start the New Server Group wizard.

3. Inthe Wizard, give the group a name and select the servers that will be members of the group.
p Note: If you select a server that is a member of another group, it will move to the new group.

4. Complete the wizard to create the new group. After creating the group, edit it to set configuration
options for the group.

To edit a Server Group:

1. In the left pane of the Console, expand Array Servers.

2. Select the group you want to edit.

3. Click the Server Group Properties icon in the taskpad to open the Server Group Properties window.
4. Select the settings that you want to view and edit using the tree control at the left of the properties

window. For details of the specific settings and fields, see Help.

@ Tip: The Server Group Settings item provides a quick overview of what types of settings are customized
for the group.

5. When you have completed any changes, click OK to close the properties window.
To add a server to a Server Group:

Managing WebMarshal Configuration
Copyright © 2025 Trustwave Holdings, Inc. All rights reserved. 162



WebMarshal 7.6 User Guide - August 1, 2025

In the left pane of the Console, expand Array Servers.

Select the group you want to edit.

1
2
3. Click the Insert Servers icon in the taskpad.
4

Select all servers you want to add to the group.

added to the group you are working with.

p Note: If you select a server that is a member of another group, it will be removed from the other group and

5. Click OK.

9.8 Managing Licensing Information

To view licensing information, on the toolbar click Tools > Licensing. The Licensing window displays
information on the currently installed product key, including type, number of users licensed, and expiry

date.

Note: If the license key has expired, WebMarshal stops processing all rules. In this case all requests and
responses are simply passed through. Users can access the Web with no limitations.

Figure 43: Licensing window
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To insert a different license key:

1. Click Enter Key.

2. Enter the license key and then click OK

To request a key:

1. Click Request Key to display the Request Permanent License Key window.
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Request Permanent Licensing Key -

Email address of supplier leave blank if not known):

Contact Detais:

Contact person: | |
Email address: | |

Company name: |example |

Beference: | |

Address: ~

[[] Addtional Information

2. Enter the appropriate contact information in the form. WebMarshal automatically appends the current
key details. For a quicker response, include the Customer Reference as found on order confirmations.

3. Enter any additional comments in the Additional Information field. This could include the number of
new user licenses desired.

4. Click Send Request to send the data to Trustwave.

@ Tip: AHTTP connection to the Internet is required to send the data. This function does not depend on an
e-mail server connection.

9.9 Viewing Windows Event Logs

The Event Logs item in the WebMarshal console (Monitoring > Event Logs) provides a convenient view
of the Windows event logs for all servers in the WebMarshal array.

Event Logs have many uses, such as to monitor system health and expected events, to help with
troubleshooting, and to monitor unauthorized connection requests.

You can easily filter the view so that it only shows items relevant to WebMarshal by selecting one of the
preconfigured filters.

To display the full details of an entry in the lower pane, select the entry. You can also customize a filter, or
limit the view to events containing specific text. For detailed instructions about the Event Logs view, see
Help.
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Figure 44. WebMarshal Console, Event Logs window

"
Ele Action View Iocols Help
© Commit Configuration | ‘() Test Policy |dgh Print | ' Global Settings /2 Refresh All
= &) WebMarshal ~ ;
2 Aray Servers ] Event Logs 2
5@ Moniaing Evert laggng provides s standar, cantalies way for aplcaion (and tre operaing ysem) @ racors mporrtsofvars and e
@ Active Sessions svene:
% Real-Time Dasrboard Use this view to investigate any prablems you may experience, or check the health of your server.
. {] Event Logs Event Filter: WebMarshal Services ~ EditFilter... | Servers: All Nodes and Array Manage ~ | Quick Filter:
T i"" '::hcjs:egr:r:; Type Date Time Source Category ~
1@ URL Caegories 6 information 2/26/2013 1274TFM  WebMarshal Node Proxy Service Startup
B UAL P e @ rfomation 2/26/2018 12746PM  WebMarshal Contert Fiter Service Startup
‘ 9 @ information 2/26/2018 127:45PM  WebMarshal Node Proxy Service Startup
@ Schedules = || @ infomation 22672018 122842PM  WabMarshal Nods Engine Service Startup
[ TexiCensor Serpts Information 2/26/2018 1228:32PM  WebMarshal Node Engine General
¥ Classfications @ information 2/26/2018 122827PM  WebMarshal Node Engine Service Startup
[ Quotas @ information 2/26/2018 1228:01PM  WebMarshal Node Engine Service Shutdown
- @ Malware Protection @ irformation 2/26/2018 122759 PM WebMarshal Node Engine General
1 2 Access Policy @ irformation 2/26/2018 1227:58PM  WebMarshal Node Engine Service Shutdown
% TRACEnet @ irfomation 2/26/2018 1145:01AM  WebMarshal Node Proxy Service Shutdown -
iy Goodle Web Risk N nmn P e - R
4 SafeSearch e ——
(1 ¥ Connection Rues
4 HTTPS Rules
5. Quota Rules ScanEngine’s update thread started successfully and will reguiary check for new plugins
5 Global Policy
5 Power Lser Policy
5 Standard User Policy
I} Restricted User Polic
5/ Standard Rules v
< m >
Connected to ‘localhost

WebMarshal Console (localhost) [ o[

9.9.1 Event Log Filters

The WebMarshal Event Log view offers the following predefined filters:

* WebMarshal Services: limits the view to events generated by WebMarshal.

e Virus Scanner Services: limits the view to events generated by virus scanners with WebMarshal DLL

integration.

e Application Event Log: shows all events in the Windows Application Log.

* System Event Log: shows all events in the Windows System Log.

e Custom Filter: Allows you to select your own parameters to limit the view.

9.10 Viewing Windows Performance Counters

WebMarshal services provide a number of performance counters that you can use in the Windows
Performance Monitor. Performance Monitor allows you to view a graphical display of performance in real
time, or log data to a file. For more information on the WebMarshal performance counters please see

Trustwave Knowledge Base article Q11973.

You can start Performance Monitor from the Tools menu of the WebMarshal Console (or in the Windows
Administrative Tools). Within Performance Monitor, select Performance monitor from the menu tree and
then click the + icon in the tool bar to open the Add Counters window.
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Figure 45: Performance Monitor, Add Counters window
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-

You can choose to add counters from the local computer, or any other computer in the local network.

@ Tip: The organization of this window depends on the Windows version, but the same fields are available in
all versions.

In the Performance Object drop-down box, you can select any of the following items to see a list of
counters:

« WebMarshal Controller
« WebMarshal Engine
«  WebMarshal Filter

 WebMarshal Proxy

Add the desired counters to the chart.
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Figure 46: Performance Monitor window
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Please see the Performance Monitor documentation for full information on its capabilities, including
monitoring of other computers.
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10 Troubleshooting

This chapter provides a list of resources you can use when analyzing problems with WebMarshal.

10.1 Windows Event Logs

If there are difficulties when starting the WebMarshal services, or there are any pop-up error messages,
more information may be present in the Windows event logs. Open the Event Logs item in the WebMarshal
Console, select an appropriate filter, and review the events. See “Viewing Windows Event Logs” on

page 164 for details.

You can also open the Windows Event Viewer by clicking Tools > Open Event Viewer in the console, or
from the Windows control panel.

10.2 WebMarshal Logs

WebMarshal services log configuration changes and activity in text files. By default these files are located
in the Logging folder of the WebMarshal installation on each server. You can choose to enable more

detailed logging. See “Configuring Advanced Settings” on page 155.

p Note: To save disk space, the WebMarshal logging folders are compressed.

10.3 WebMarshal Dump Files

On rare occasions a memory dump file may be created in the WebMarshal installation folder. If your
WebMarshal installation has encountered a problem, these files can help Trustwave to resolve the issue.
The file names have the extension .mdmp.

If a file of this type is present, contact Trustwave Technical Support for assistance.

10.4 Support Tool

This tool gathers information about the WebMarshal installation and the server WebMarshal is installed on.
Its purpose is to help the Trustwave support team diagnose support issues. To use the tool, run
MarshalSupportTool .exe, found in the WebMarshal installation directory. For more information on how to
use the tool, see Trustwave Knowledge Base article Q15024.

10.5 Some Common Issues

The following issues are often reported and have simple solutions.
* Rules are being ignored

e Problems using Web Browsers
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* Problems with non-browser applications
e Warning Page Causes Some Websites To Fail

* Problems with Secure (HTTPS) Form Submissions

10.5.1 Rules are Being Ignored

« Ensure that the rule logic works as expected. Test the page which should trigger the rule using Test
Rules. See “Testing Access Policy” on page 93 for details.

« Check that rule processing is enabled. Right-click Access Policy in the Console and select Enable
Rule Processing.

10.5.2 Problems Using Web Browsers

10.5.2.1 Users have to log on at the beginning of every browser session

WebMarshal requires users to be authenticated (log on) so that user matching Rules can work.
Authentication can be by Windows Authentication or Basic Authentication. Windows Authentication
negotiates the strongest available protocol from Kerberos or NTLM.

Some browser applications are not able to retrieve the credentials of the Windows user automatically. With
these browsers the user must log in to start each session. In most cases users can choose to remember
the password. To retrieve the Windows credential automatically, you can use Edge or most current major
browsers.

10.5.2.2 Users are unable to authenticate
When users try to access the web, they are repeatedly prompted to enter their user name and password.

Some browsers may support only Basic Authentication. This type of authentication involves passing a user
name and password to the proxy server. The proxy server tries to perform a simulated logon to validate the
credentials. If the user does not have logon rights on the WebMarshal server computer, logon fails
repeatedly.

To resolve the problem, do one of the following:
* Use a browser that supports Windows Authentication, such as Firefox or Microsoft Edge
e Onthe WebMarshal Server computer, grant the Windows NT permission “log on locally” to all accounts

used for browsing

10.5.3 Problems With Non-Browser Applications

Rules which require that users accept a warning message before allowing access to a certain site are not
acceptable to a non-browser based application. This is because the application requests a download but
does not receive the expected file; instead it receives the WebMarshal warning message.

To resolve the problem, do one of the following:
« Create a rule to permit open access to the sites concerned

e Grant additional permissions to the users who are affected
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»  Set up IP/Workstation authentication for the workstations which run the non-browser applications

« Include the target site on the proxy server exclusion list (see “Configuring Ports and Authentication” on
page 143).

10.5.4 Warning Page Causes Some Websites To Fail

This usually happens when a site has off-site links, most often when posting a form. The problem occurs
when a user enters data into a form and clicks the Submit button. WebMarshal presents a page that asks if
temporary access is required. If the user clicks Yes, they find that the form data has not been correctly
posted.

To resolve the problem, several actions are possible:
» Create a rule to permit open access to the sites concerned.

« Grant additional permissions to the users who are affected.

10.5.5 Problems with Secure (HTTPS) Form Submissions

When WebMarshal requires the user to acknowledge a warning before accessing a secure website, the
user is redirected to the root page of the secure site.

Because the original request was submitted and replied to securely, WebMarshal does not have access to
the details of the request and cannot return the page requested.

To resolve the problem, you can enable HTTPS content inspection.

If you do not want to inspect HTTPS content for the site, you can create a Standard Rule to allow access to
the site. If you do not want to enable HTTPS content inspection, you can create a rule to allow access to all
secure sites (HTTPS://*). This rule should be evaluated after any general blocking rules (for instance, a
rule blocking offensive sites).

10.6 Further Help

For any problems not listed here, please see the Knowledge Base and Forum on the Trustwave Website. If
these resources do not resolve the issue please contact your Trustwave supplier or Trustwave Technical
Support. To access the support resources or to contact Technical Support, please visit
www.trustwave.com/support/.
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11 WebMarshal and NDS

WebMarshal can import users and groups for authentication from Novell NDS.

11.1 NDS Integration Overview

The WebMarshal server retrieves NDS user information from a NDS tree. Additional details on how to use
this connection can be found in “User Management” on page 96. At the client workstation, the account
information can be entered manually at the start of a browsing session. WebMarshal also includes a utility
to automate authentication from client workstations.

11.2 Server Considerations

Before configuring the Novell NDS connector, install the latest version of the Novell NDS client on the
WebMarshal server. The latest version is always freely available from Novell's website
(http://download.novell.com/).

11.2.1 Public Access
Experience with the version of NDS included with NetWare has shown the following:

11.2.1.1 NetWare 5.x:
By default the [Public] account can browse all users and groups in the tree (unless the NDS administrator
locks down the site).

11.2.1.2 NetWare 6:

By default the [Public] account can get a list of user groups but cannot retrieve the members of the list;
therefore a user account is required to import users. Furthermore the user group ‘description’ is only
available if the chosen account is an administrator.

It is possible to broaden the [Public] access to a NDS tree by adding permission for the [Public] account to
access the ‘Group Membership’ property. This is performed from the ‘Tree’ item in ConsoleOne.

11.2.2 Logon Access

If an account logon to the NDS tree is required, remember that the Windows Novell client logs on as a
Windows user as well. This user can be either a local account in your NT user database or a NT domain
user. Therefore each NDS user actually has a dual identity. Most sites resolve this by creating an NT
account and a NDS account with the same name and password.

11.2.3 NDS Limitations

The NDS client has a limitation in that it only allows one NDS logon per logged on NT user. This means for
example that it is not possible to logon to NDS as ‘Bob’ and then run another application as ‘Bill’. By
default, the WebMarshal engine service runs under the NT LocalSystem account. Because this is different
to the NT account that is used by the interactive user, the engine should have the freedom to log in as any
NDS account that it chooses.
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It is not recommended therefore that you modify the account used by any of the WebMarshal services from
the default of LocalSystem. If you did you could create the possibility of a clash between the interactive
user and the WebMarshal services. (For example, when the interactive user logged out he might also log
out the WebMarshal services from NDS as well).

11.2.4 NDS Name Conventions
By default NDS uses names as in the following example to refer to user and group objects in the tree:

CN=Bob.0OU=Marketing.0O=NewYork
WebMarshal also supports abbreviating this format to:
Bob.Marketing.NewYork

To convert from the shortened form back to the full form, WebMarshal uses the following rule: The left-most
component (up to the period) is a CN=. The right most component is an O=. Everything in between is OU=.

11.2.5 Importing NDS Groups

If you import a user group, WebMarshal will fetch the members of that group. If you import an
organizational unit (OU) or context (O) then WebMarshal will perform a directory search of all user
accounts located in the tree under that object.

11.3 NDS Authentication in the Browser

Microsoft does not include any native support for transparent NDS authentication. Therefore, some user
effort or additional configuration is required to authenticate using NDS.

11.3.1 Manual Authentication
By default, NDS users are prompted for a user name and password every time they open their browser
(Basic Authentication). The pain of this can be eased in two ways.

« User names can be typed in shortened format. See “NDS Name Conventions” on page 172.

* Most web browser software provides a way to remember your user name and password so you only
have to click OK.

11.3.2 Automatic Authentication

For Windows users, WebMarshal also includes a small utility called WMProxyLogon.exe. If this program is
added to the logon script it will run as a system tray icon and periodically inform the proxy server of your
NDS logon. While this program is running the user will not be prompted for authentication when beginning
to browse.

By default the utility uses the current system proxy settings so if proxy settings are not properly configured
the logon procedure will not work. To override these settings see Options below.

11.3.2.1 Usage
Typically the WMProxyLogon.exe would be included as part of the all user logon script. The program is
small enough that it can be run from its location on the WebMarshal server.
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Double-click the system tray icon to see the current user information and/or exit from the program.
11.3.2.2 Options

WMProxyLogon.exe has the following command line options:

e /? shows help information

 /Proxy:<server>:<port> overrides the system settings and forces WMProxyLogon.exe to com-
municate with the stated proxy server. Note that the browser must still be configured correctly to use
the proxy server.

 /Nolcon disables display of the system tray icon.
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12 WebMarshal and Filtering Lists

WebMarshal can use the site categorizations provided by external Filtering Lists.
WebMarshal includes the Filtering Lists by default:
« FileFilter allows you to import URL lists from text files that you maintain.

 URLCensor allows you to use a DNS Blacklist lookup as a source for URL categorization.

WebMarshal also supports the Trustwave Web Filter Database. This List is licensed separately. Contact
Trustwave for licensing information.

12.0.1 Technical Support

Technical support for all WebMarshal Filtering Lists is available from Trustwave. Contact your Trustwave
partner or see the Trustwave website for more information.

12.1 FileFilter

FileFilter retrieves URL categorizations from files that you maintain. The files must have the extension .txt
and must be placed in the FileFilter directory within the WebMarshal Array Manager installation
(®webMarshal%\ArrayManager\Policy\FilteringLists\FileFilter).

WebMarshal also automatically populates FileFilter files for Office 365 endpoints, based on the Office 365
URLs and IP address ranges service provided by Microsoft.

FileFilter supports up to 256 categories. Each category must be maintained in a separate file.

p Note: If there are more than 256 categories then they will not all be loaded by WebMarshal.

The file format is as follows:

[<Category> <Name>]
<URL>
<URL>

where:

» <Category> is a unique integer that WebMarshal will use to record results of FileFilter categoriza-
tion, such as: 101

* <Name> is the friendly name of the category that will appear in user interfaces and reports, such as:
Porn
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e <Url>is adomain name, and optionally includes a path, file name, and query string.

Notes:
p If the URL (domain/path part) ends with a trailing / it is matched as a path.
If the URL ends with a character other than / it is matched as a specific file name.

The URL can include a query string of one or two parameters after the domain/path part. For details, see
“URL Query String Matching” on page 104.

If the URL includes other parts such as a port number, user credentials, or protocol (HTTP, HTTPS, FTP),
these additional parts are ignored when matching the URL.

A domain entry matches all subdomains.
A path entry matches all deeper paths and files.

For instance, https://trustwave.com/ also matches https://www.trustwave.com/ and
https://login.trustwave.com/path/

You can use the wildcard * at the beginning and/ or end of the domain part. For instance, *. trustwave.*
matches https://www. trustwave.com/ and https://login._trustwave.co.uk/path/

Caution:

A * Items with query string parts containing more than two items will be imported, but only the first two items
will be matched.

Examples:

ftp://ftp._microsoft.com/
google.com/
http://example.com/samples/test/
example.com/myfile_htm
*_microsoft.c*/support/

Several sample files are included with the WebMarshal distribution. These files demonstrate the
functionality. Trustwave does not provide updates for these files.

lists. To load changes sooner, use the Update Now button on the Filtering List tab of WebMarshal

p Note: Changes in the text files are loaded into WebMarshal once a day, on the reload schedule for filtering
Properties, or commit WebMarshal Configuration.

12.2 URLCensor

URLCensor generates URL categorizations based on information retrieved in real time from DNS Blacklist
facilities.

URLCensor can perform both traditional IP lookups (DNSBL) and domain name lookups (SURBL) as
specified in the configuration file.
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URLCensor requires the ability to perform DNS lookups for Internet sites from the computer and account
used by WebMarshal.

Note: Delays in URLCensor lookups can noticeably affect user browsing experience. You can configure
the timeout for these lookups. See Knowledge Base article Q12716.

You can configure the DNS lists used by URLCensor using the config.xml file found in the subfolder
\ArrayManager\Policy\FilteringLists\UrlCensor\ of the WebMarshal install path.

A sample entry in the file is as follows:

<category id="1" name="'Spamhaus SBL"
zone=""sbl _spamhaus.org"™ enabled="1" type="ip">
<description>Checks for domains in the Spamhaus SBL list.
</description>
<match>127.0.0.2</match>

</category>
where:
e 1d is a unique integer that WebMarshal will use to record results of URLCensor categorization.
* name is the friendly name for the source as it will display in WebMarshal interfaces and reports.
e zone is the domain to query for the information
» enabled indicates that this category should be used (1) or not used (0)
e type indicates what type of lookup this source supports:

* ipindicates a DNSBL lookup. The domain name associated with the Web request is converted to
an IP address before being passed to the blacklist query.

e url indicates a SURBL lookup. The domain name associated with the Web request is passed
directly to the blacklist query.

« description is a verbose description for documentation in this file only

« match indicates the return value that is considered a match. This value can be a single dotted quad
value, or a range expressed in the format x.x.x.x/nn

Note: To apply URLCensor configuration changes, restart the WebMarshal Node Controller service on
each node (using the WebMarshal Server Tool or the Windows Services control panel).

12.3 Trustwave Web Filter Database

WebMarshal includes support for the Trustwave Web Filter Database (previously known as the M86 Filter
List). The list contains 116 categories and is licensed from Trustwave under the WebMarshal license key
for the installation. A 30 day trial is provided with all trial installations of WebMarshal. Customers who have
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never used a trial of the Web Filter Database can also start a 30 day trial at any time. For information on
how to purchase the filter list contact Trustwave.

12.3.0.1 Expiration and Re-activation

If your installation is using a WebMarshal trial key, when it expires the Web Filter Database will no longer
update and will stop categorizing. If your installation is using a full Web Filter Database license and it
expires the list will no longer receive updates. 30 days after the expiration date the filtering list will stop
categorizing. An expired license can be re-activated by payment of the license fee to Trustwave.

12.3.1 Integration Information

Information on using the Web Filter Database within WebMarshal is provided in “Understanding URL
Categories” on page 101. Enabling and disabling Filtering List integration is covered in “Configuring
Filtering List Updates” on page 154.

12.3.2 Prerequisites
The Trustwave Web Filter Database has the following prerequisites:

» 800 MB of available disk space on each processing node (allowing for multiple copies of the database
while updating).

* Internet access (HTTP and HTTPS) from all processing servers (to download updates), and from the
Array Manager (for initial license validation only, required only when you first set up the list).

12.3.3 Checking and Reviewing Trustwave Web Filter URL Listings

Trustwave provides a web based service that allows you to check a specific URL against the most current
categorizations in the master Web Filter database. You can learn whether the URL is categorized, and if so
in which Filtering Categories. You can access this service in WebMarshal Console by selecting URL
Check and Review from the Tools menu. You can also access the service from the WebMarshal Support
area on the Trustwave website.

You can also check a URL with the Test Access Policy function in the Console (Tools > Test Policy). Use
the Browse Site option. On the Results tab, below the access result section, the section “Filtering List
Categories” shows all categorizations for each active Filtering List.

To submit a URL for reconsideration, see the Submit a Site page on the Trustwave website.

If you want to allow some users access to a particular URL that would normally be blocked due to Web
Filter categorization, set up a WebMarshal Rule allowing an exception for the required URL and allowed
User Group.
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Glossary

Access Control List (ACL)

Atable that tells a computer operating system which access rights each user has to a particular system object, such as
a file directory or individual file.

Acceptable Use Policy (AUP)
Rules and regulations governing the use of organizational email and Internet browsing.

Active Directory

The directory service implemented in the Windows 2000 or later environment to store often accessed information. It
contains information about users, groups, computers, organizational units, and domains.

Alert
An indication of a significant event. Alerts are generated by WebMarshal services.

Array
A group of WebMarshal processing servers that use the same policy.

Array Manager

A WebMarshal service that controls configuration for all processing servers in a WebMarshal array, and connects to
the WebMarshal Console and database. Also, the server running the array manager service.

Attribute

Computer characteristic, typically defined by a registry key or value. In XML, an attribute is a name-value pair within an
element tag.

Blended Threat

A software attack that employs more than one vector to deliver a threat. One example is an email message containing
a link to a malicious URL.

Browser
A software application that allows a user to access content from the internet, notably the World Wide Web.

Browsing Session
See Session.

Cache
See Proxy Cache.

Certificate Revocation List.
A web response that lists SSL certificates marked as "revoked" or untrusted by the issuer.

Classification
An entry written to the WebMarshal reporting database when a request triggers a rule or policy action.
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Component
Individual part of a WebMarshal implementation that performs a specific function. For example, a processing server,
array manager or database, are WebMarshal components.

Computer Name

A name that uniquely identifies a computer on a network. The computer name cannot be the same as any other
computer or domain name on the network. The network uses the computer name to identify the computer and to allow
other users to access the shared resources on that computer.

Console
Interface that allows you to edit web access policy, configure server settings, and monitor browsing activity and server
health in real time. Intended to be used by web administrators, managers, and help desk personnel.

Cookie
Small data file saved to a Web browser cache area by a web site, to uniquely identify the browser on return visits to the
site. Cookies allow 'remember me' functions and user behavior tracking.

CRL
See Certificate Revocation List.

Distinguished Name

An address format used to locate and access objects in an X.500 directory using the LDAP protocol. This format
specifies the complete path to the object through the hierarchy of containers in a domain. Each distinguished name is
unique. For example, in Windows 2000 or later, a user object with the common name J. Doe in the organizational unit
container called Users on the domain example.com, might be represented as follows:
CN=JDoe,OU=Users,DC=example,DC=com

DLL
A library of executable functions or data that can be used by a Windows application. Typically, a DLL provides one or
more particular functions and a program accesses these functions.

DMZ

A part of a local network that has controlled access, both to the Internet and to the internal network of the organization.
Servers that provide gateway services for an organization are typically located in a DMZ.

DNS
See Domain Name Service (DNS).

DNS blacklist
A service that provides an automated response through the DNS protocol. DNS blacklists typically attempt to list email
servers that are associated with spamming, open relays, or other unacceptable behavior.

Domain Name Service (DNS)
The Internet service that translates domain names into IP addresses.

Event
Any significant occurrence in the system or application that requires user notification or an entry to be added to an
event log.
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Event Log
Arecord of any event that happens on a server. Windows includes System, Security, and Application logs by default.

Extensible Markup Language (XML)
A data tagging language that permits the storage and interchange of structured data.

Fault Tolerance

The ability of a product to respond to a catastrophic event (fault) that ensures no data is lost and that any work in
progress is not corrupted.

Filtering List
A categorized listing of websites, maintained externally to WebMarshal.

Firewall

A security system that is placed between the Internet and the private network of an organization, or within a network,
and only passes authorized network traffic.

Forefront TMG
See Microsoft Internet Security and Acceleration Server.

HTTPS

Hypertext Transfer Protocol over Secure Socket Layer, or “secure HTTP”. The standard method for secure encrypted
Web browsing.

Hyperlink
An emphasized portion of text on a window that, when clicked, opens another document or window.

1S
See Microsoft Internet Information Services (11S).

ISA Server
See Microsoft Internet Security and Acceleration Server.

Lightweight Directory Access Protocol (LDAP)

A network protocol designed to work on TCP/IP stacks to extract information from a hierarchical directory such as
X.500. It is useful for searching through data to find a particular piece of information. An example of an LDAP directory
is the Active Directory in Windows 2000 or later. Objects in an LDAP directory are identified by their distinguished
names.

Load Balancing
The practice of dividing processing load between a number of identically configured servers.

Local Address Table (LAT)
A list of IP addresses that belong to computers in the local network.

Local Area Network (LAN)
A group of computers in the same place that are connected and typically have the same network operating system
installed. Users on a LAN can share storage devices, printers, applications, data, and other resources.
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MDAC
See Microsoft Data Access Components (MDAC).

Microsoft Data Access Components (MDAC)

A set of network libraries and programming interfaces designed to allow client applications to connect to data providers
such as SQL databases.

Microsoft Internet Information Services (IIS)
A Web server application for Windows operating systems.

Microsoft Internet Security and Acceleration Server

A proxy and network edge application for Windows networks. The 2010 version of this application is known as
Forefront Threat Management Gateway (TMG).

Microsoft Management Console (MMC)

A common interface designed to host administrative tools for networks, computers, services, and other system
components.

Microsoft SQL Express
A freely distributable limited version of SQL Server.

Non-browser Application
A software application without a direct user display interface, that accesses the Internet using Web protocols. Includes
browser helper applications and also automation functions of other software.

Novell NDS
Netware Directory Services, the directory used to store information about elements of Novell networks. It contains
information about users, groups, computers, and organizational units.

OCSP
See Online Certificate Status Protocol.

Online Certificate Status Protocol

An Internet protocol used to obtain the revocation status of a digital certificate. OCSP responses can also be “stapled”
to the TLS handshake that establishes a secure connection.

Processing Server
A computer in the WebMarshal array that accepts browsing requests and filters them, using the WebMarshal proxy
and engine components.

Proxy Cache
Alocal copy of web documents and images that have been requested through a proxy server. When an item is
requested, the proxy replies with the cached copy if possible, saving time and internet bandwidth.

Proxy Server
A computer that functions as a network gateway for particular content. Proxy servers can be used to filter requests,
and also to improve access by keeping local copies of frequently used resources.
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Quota
An allocation of browsing time or file size, permitted to a user or workstation over a specific interval.

Registry
A database repository for information about a computers configuration. The database is organized in a hierarchical
structure of sub trees and their keys, hives, and value entries.

Regular Expressions
Search criteria for text pattern matching that provide more flexibility than simple wildcard characters.

Remote Procedure Call (RPC)
A standard protocol for client server communication that allows a distributed application to call services available on
various computers in a network.

Scalability
Ability to distribute loads across multiple servers, allowing for greater accessibility and balanced traffic.

Secure Socket Layer
The standard protocol to provide a secure transmission channel for Web browsing and other Internet communications,
using public-private key encryption.

Server Group
A set of WebMarshal processing servers that have the same customized configuration settings and rule conditions.

Service Account

In Windows NT and Windows 200x, a user account that a service uses to authenticate with the operating system. The
account must have the specific rights and permissions required by that service.

Session
A period of continual Web browsing activity by a user.

Snap-in
An administrative application component designed to be hosted by the Microsoft Management Console (MMC).

SQL Server
The Microsoft enterprise database server software.

Streaming Media
Video or audio transmitted over a network that users can begin to play immediately instead of waiting for the entire file
to download.

Structured Query Language (SQL)
A programming language used to retrieve information from a database.

TextCensor

The lexical analysis engine included in WebMarshal. TextCensor allows you to scan web pages, forms, and files for
complex text content, using logical and positional operators and numerical scores.

Glossary
Copyright © 2025 Trustwave Holdings, Inc. All rights reserved. 182



WebMarshal 7.6 User Guide - August 1, 2025

TRACEnet
A proprietary service of Trustwave that supplies “zero-day” updates for URL threat categories.

Visit
A set of webpage views by the same user on a single site or domain within a short period.

WebSocket
A standard for client-server communication over web connections.

WELF
WebTrends Enhanced Logging Format. A well known format for proxy and firewall logs.

Wildcard Character
A character in a search pattern that represents a number of arbitrary characters within the text being searched.

X.500

A global, hierarchical directory service. For example, a domain controller hosting Active Directory on a network running
Windows 2000 or later provides an X.500 directory service.

XML
See Extensible Markup Language (XML).
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