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About This Document

This document shows how the Trustwave Email Encryption service works for end users. The examples
cover:

1. Internal users sending a message to be encrypted
2. Confirmation of encryption and receipt

3. External users accessing messages and replying securely

This document has been updated in January 2021 to reflect the new interface of the encryption service
website.
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1 Sending a Message for Encryption

To request that a message should be encrypted, simply send it to an external user following the policy
your company has decided.

p Note: The policy could encrypt messages based on:
e The To or From addresses

o Akeyword like [Secure] in the subject. The exact triggering words and policies
depend on the local implementation.

Outbound messages pass through a secure gateway that enforces policy. The gateway passes
messages to another service for encryption.

Figure 1: Message sent for encryption

@ Mail - Encryption Demo - Outlook - Mozilla Firefox - m] X

@ & %5 hitpsy//outlook.office.com/mail/deeplink?version=20210103002.04&popouty? =+

“ Reply all | v @ Delete ®Junk Block

[encrypt] this sensitive information

Encryption Demo
, 4
@ Tue 1/12/2021 3:00 PM = © © =

To: pad.cipher@gmail.com

This message will be sent for encryption.

Reply Forward
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2 Confirmation of Encryption and Receipt

The encryption service provides two notifications to the sender:

Figure 2: Confirmation of encryption

@ Mail - Encryption Demo - Outlook - Mozilla Firefox - O X

O &% h ps:/foutlook office.com/mail/deeplink/readconv/AAQKAGYxMzEAZmUSLTIKN]YtNDESC *== () 1} é>
% Replyall | ~ [i] Delete & Junk Block
Your email has been encrypted.
noreply@encryption.twsegcloud.com
<
Tue 1/12/2021 3:00 PM = o © =
To: Encryption Demo
Message Encrypted %2 Trustwave:
Your message has been encrypted and sent
Subject: [encrypf] this sensitive information
Sent: Tuesday, January 12, 2021 9:00:15 PMUTC
‘Web recipients: pad.cipher@gmail.com.
To view the message status or recall the web portal
message, dlick here
Important: Do not reply to this message. This is a system-generated notification
@ Meail - Encryption Demo - Outlook - Mozilla Firefox - D X
© & 25 ntips/foutiook.office.com/mail/deeplink?version=20210103002.04&popoutv2=1 e & '=0

% Replyall | ~ [l Delete @ Junk Block
Your Trustwave Secure Email Encryption Service message to pad.cipher@gmail.com has been collected

Secure Email From pad.cipher@gmail.com via Trustwave Se
° B 6 G >

cure Email Encryption Service
Tue 1/12/2021 3:10 PM
To: Encryption Demo

Trustwave Secure Email Encryption Service P2 Trustwave’

The Trustwave Secure Email Encryption Service message you sent pad.cipher@gmail.com on
January 12, 2021 9:00:04 PM, UTC UTC(+0000) (Subject:[encrypt] this sensitive information)
has been collected.

Reply | Forward
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3 External User Experience

The external recipient of the encrypted message receives a notice about the encrypted message.

o If this is the first time that they have received a message through this service, they are invited to
activate a login.

Figure 4: Invitation to Activate Login

M Your Trustwave Secure Email Encryption Service Activation Information - pad.cipher@gmail.com - Gmail - Google Chra...  — O X

8 mail.google.com/mail/u/1/?ui=28view=btop&ver=ops2cvpehp6&search=inbox&th=%23thread-f%3A1688716153722...
o 6 = [ ] D »

Encryption Demo <encryption@twdemodomain.com= 10:00 AM (4 minutes age) Yy -
tome -

English (United States) | English (United Kingdom) | espaiiol (Espaiia) | francais (France) | Deutsch
(Deutschland)
#

Trustwave Secure Email Encryption Service ’iTl"US[‘W'aVB'

“Encryption Demo” <encryption@twdemodomain.com= has sent you an encrypled message via Trustwave Secure Email
Encryption Service. You have 30 day(s) left to collect this message before it expires.

Subject: [encrypt] this sensitive information
Sent: January 12, 2021 9:00:04 PM, UTC
Expires: February 11, 2021 9:00:15 PM, UTC

To view this message, click the link below to create your Trustwave Secure Email Encryption Service account. Once
you've created your account, yeu can view your messages you receive from "Encryption Demo”
=gncryption@twdemodemain.com> directly from your Trustwave Secure Email Encryption Service account:

Email: pad.cipher@gmail. com

Click here to create your account and read your message

For Trustwave Secure Email Encryption Service online help, visit: hitps.//help.emailencryplion.twsegcloud.com/brand?aci=
download&entp=trustwave twderm =en US&cat=Resource Center&izemx/help/index himl

Do not reply to this message. This is a system-generated email and all replies will be discarded.
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o |If they have previously used the service, they are notified of a new message.

Figure 5: New Message Notice

M You have 3 new encrypted message fram “Encryption Dema” <encrypti d incom> - padcipher@gmail... — O X

& mail.google.com/mail/u/1/7ui=28view=btop&ver=ops2cvpehp6&search=inbox&th=%23thread-f%3A1688717467304...

0oe § & 06 b e

You have a new encrypted message from "Encryption Demo" =
<encryption@twdemodomain.com> inbox x

Encryption Deme =encryplien@twdemodemain.com= 10:21 AM (0 minutes age) Yy -
tome ~
Trustwave Secure Email Encryption Service "2 Trustwave:

"Encryption Demo” <encryption@twdemodomain.com: has sent you an encrypted
message via Trustwave Secure Email Encryption Service.

Subject : [encrypt] Another encrypted message
Sent : January 12, 2021 9:20:43 PM, UTC

Expires - February 11, 2021 9:20:49 PM, UTC

You have 30 day(s) left to collect this message before it expires.

Click here to open

If you do not see an HTML-formatted email above, copy and paste the link below into your browser:

https:/ /emailencryption. twsegcloud. com/login.htmi?msgUserld=6381 9b50775d3 Sef&enterpri
twdemodomain&locale=en_US

e The secure message website offers login through well known social accounts, or a local
password.

Figure 6: Secure Message Login

- o x

M Vour Trustwave Secure Email Ence X () Welcome to Trustwave Secure Er - X +

< C & emailencryption.wsegcloud.com/loginhtmi?dcUserAnyNameEmpty=trueBienterprise=trustwave tw.. o % (@ i
Imported From Fire.. 4% JIRA Trustwave @ MB6 Security Admi.. Bl Trustwave Trustkee.. 38 Dashboard - Trustw. » Other bookmarks

2 Trustwave:

[¢]m]fe]w][a]

Your Trustwave Secure Email Encryption Service account has been activated. Please enter your email address and
password to login.

Email Address
par @ g o m
Password

Password =

Forgot your password?

\yy Powered by Echoworx & 200821 Echowor: Corporation
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Messages display in a familiar webmail-style interface.

Figure 7: Secure Message

o o X

M Your Trustwave Secure Email Ene X () View Your Message x  +

<« C @& emailencryption.twsegcloud.com/common/read.htm|2id=7918144054137204380 o % @
Imported From Fire.. 4% JIRATrustwave @ MB6 Security Admi.. W@ Trustwave TrustKee..  §% Dashboard - Trustw. » Other bookmarks

Trustwave Secure Email Encryption Service ﬂTrust\Nave“‘
28 -0 7 &~
[encrypt] this sensitive information

This message will expire after February 11, 2021 9:00:15 PM, UTC

x
Encryption Demo <encryption@twdemedomain.com> = January 12, 2021 9:00:04 PM, UTC
“pad.cipher@gmail.com" <pad.cipher@gmail.com>
This message will be sent for encryption.
W Powered by Echoworx © 2008-21 Echoworx Corporation
o The user can reply and manage recent messages.
Figure 8: Secure Message Inbox
& Maibox x  + - = £3
< C & emailencryption twsegcloud.com/user/listMessage. html v @ :
Imported From Fire.. <@ JRATrustwave @ MB26 Security Admi.. W@ Trustwave Trustkee.. S Dashboard - Trustw.. » Other bookmarks

Trustwave Secure Email Encryption Service

R 1

P2 Trustwave®

Q search Y Filter » % sort (0N ~

B Drafts .

P Encryption Demo [encrypt] Another encrypted message 10:20 AM
 Sent

5 Encryption Demo [encrypt] this sensitive information 10:00 AM
W Trash

1-20f2

\y Powered by Echawor: © 2008-21 Echowarx Corporation
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e The user can change security options and site settings by clicking the Settings option at
top right of the site. For details of all the options, click Help and then expand the section
Web Portal Recipients.

e The security options page allows the user to change their password and set other
security options.

Figure 9: Security Options

e

¢ @ © & hitps/femailencryption.twsegcloud.com/profile/change: *+ * Search In @ ® =

%% Most Visited ) Getting Started From Google Chrome £ From Google Chrome () ServerandArrayPropert... 59 Other Bookmarks

Trustwave Secure Email Encryption Service

£ More Options ~

Update Password

Update Password

Challenge Questions

New Password

Alternate Email Address
New Password
2-Step Verification

Confirm Password

Confirm Password

Current Password

Current Password =

Cancel Save

k.

e From the More Options menu, the user can
= Set password recovery options (challenge questions and alternate email address).

= Set up Two Step Verification using a code from a mobile app like Authy, Google
Authenticator, or Microsoft Authenticator.
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About Trustwave

Trustwave helps businesses fight cybercrime, protect data and reduce security risk. With cloud and
managed security services, integrated technologies and a team of security experts, ethical hackers and
researchers, Trustwave enables businesses to transform the way they manage their information security
and compliance programs. More than three million businesses are enrolled in the Trustwave
TrustKeeper® cloud platform, through which Trustwave delivers automated, efficient and cost-effective
threat, vulnerability and compliance management. Trustwave is headquartered in Chicago, with
customers in 96 countries. For more information about Trustwave, visit https://www.trustwave.com.
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