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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes Ul control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the
product.

Caution: This symbol highlights a warning against using the product in an unintended
manner.

O ®

Formatting Conventions
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. iii



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

Table of Contents
Legal NOtiCe. . . ... ii
Formatting Conventions . .. ... ... iii
1 Introduction 9
1.1 About this GUIdE . . . . ... 9
1T.2HowtoUsethis Guide . ... ... . . 9
1.2 Terminology . . .. ..o 9
1.3 Filtering Elements . . .. ... 12
1.3 GroUD TYPES . v v vttt ettt e 12
1.3.1.1 Global Group. . ... oo 13
1.3 1.2 1P GroOUPS .« . o oot e 13
1.3.1.3 LDAP DOmMain Groups . .. ..ottt e e 13
1.3.2 Filtering Profile Types . . . . ..o 14
1.3.2.1 Static Filtering Profiles . .. ... . . 15
1.3.2.2 Active Filtering Profiles . . . ... ... ... 15
1.3.3 Filtering Profile Components. . . . ... .. . 16
1.3.3.1 Library Categories. . . . ... ... 17
1.3.3.2 Service Ports. . .. ... 17
1.3.8 8 RUIES. . . . 17
1.3.3.4 Minimum Filtering Level . . ... ... . . . 18
1.3.3.5Filter Settings . ... ... 18
1.3.4 Filtering Rules . . . ... 18
1.4 Authentication SOIUIONS . . . . . ... 20
1.4.1 LDAP Authentication Protocol. . . . ... .. 20
1.4.2 Web Filter Authentication Tiers and Options. . . .. ......... ... ... ... ... ..... 21
1.4.2.1 Web Filter authenticationtiers ............ .. ... .. ... .. . . . . . . . .. ..... 21
1.4.2.2 Web Filter authentication options . . .. ... ... ... ... ... ... .. .. ... 21
1.4.3 Authentication Solution Compatibility . .......... ... .. ... . . 21
1.4.4 Authentication System Deployment Options. . .. ......... .. ... .. ... .. ... ..... 21
1.4.5 Ports for Authentication System ACCeSS. . . .. ... it 21
1.4.6 Configuring Web Filter for Authentication. . ......... .. ... .. ... .. ... . ... .. ... 23
1.4.6.1 Configuration procedures . . . ... 23
2 Network Setup 26
2.1 Network Requirements . . ... ... e 26
2.2 Workstation Requirements . . ... ... . e 26
2.2.1 Administrator Workstation. . ... ... .. 26
222 End User Workstation . . . . ... e 26
223 End User TabletDevices . . ... ... . 27

Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. iv



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

2.3 Set up the Network for Authentication. . . .. ... ... ... . ... 27
2.3.1 Specify the operation mode . .. ... ... .. ... . 27
2.3.1.1 Invisible, Router, or FirewallMode . .. ............. ... . . . . . . .. 28
231.2Bridge Mode . . ... 28

2.3.2 Specify the subnet mask, IP address(es) . .. ... ... 28
2321 Invisible mode. . . ... 29
2.3.22Routeror firewallmode. . . .. ... ... 29

2.3.3 Enable authentication, specify criteria. . . ......... .. ... . 30
2.3.3.1 Net use based authentication . . . ........ ... ... . ... . . 31

2.3.3.2 Web-based authentication . ......... ... ... . . . ... 31

2.3.4 Enter network settings for authentication ... .............. ... ... ... ... ... 32

235 Create an SSL certificate . ........ ... .. . 33
2.3.5.1 Create, Download a Self-Signed Certificate . ... ........... ... ... ... ... 34

2.3.5.2 Create, Upload a Third Party Certificate. . . .......... ... ... .. ... .... 35

2.3.6 Specify block page settings. . . . ... .. 37
2.3.6.1 Block Page Authentication .. ........ ... .. .. . . 37

2.3.6.2 Common Customization . . . ... ... .. . . . e 42

2.3.6.3 Authentication Form Customization .. ......... .. ... .. ... .. ... .. ...... 44

2.3.6.4 Block Page Customization .. ....... ... . . .. . 46

2.4 Set up Group Administrator ACCOUNES. . . . . .. .o 49
2.4.1 Add Sub Adminstomanage nodes. . . . ... .. 49
2.4.1.1 Add a group administrator account. . . ......... ... . 50

2.4.1.2 Update the group administrator’'s password . . .. ........... ... .. ........ 50

2.4.1.3 Delete a group administratoraccount. . ............ ... ... . ... 50

25 View Log ResUlts . . ... 51
3 LDAP Authentication Setup 53
3.1 Create an LDAP Domain. . . . . ..ot 53
3.1.1 Add the LDAP domain. . . .. ...t 53
3.1.2Refreshthe LDAP branch. .. ... . . . 53

3.1.3 View, modify, enter LDAP domaindetails. .. ........... ... ... ... ... .. ..... 53
1.3 TP 54

3132 Gr0UD . .ot 55

3. 8 8 USer Lo 56

3.1.3.4 Workstation. . . ... 57

3.1 8.0 SO VT . o o 58

3138 SO . . o 59

3137 ACCOUNE. . . .o 61

3138 Alias List . ... 62

3. 1.4 Deleteadomain ... ... e 64

3.2 Set up LDAP Domain NOdesS. . . . . . ..o 64
3.2.1 Add nodes to the domaintreelist. ....... ... .. ... .. . .. . . .. 64
3.211Performabasicsearch. . ........ ... .. . . 65

3.2.1.2 Options for searchresults. . . ... ... ... . . 66

Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. \Y



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

3.2.1.3 Apply afilteringruletoa profile. . . ... ... ... 66

3214 Deletearule .. ... 66

3.2.2 Specify a group’s filtering profile priority . . . .. ... . .. 66

3.2.3 Manually add a workstation name tothetree........... ... ... .. ... ... .. ... 67

3.2.4 Manually add ausers name tothetree ........... ... ... .. .. . .. ... ... 68

3.2.5 Manually add a group’s name tothetree . .. ..... ... ... . .. .. . ... .. 68

3.2.6 Upload a file of filtering profilesto thetree . . . .. .. ... . ... ... .. ... ... .. ... 69

4 Manage Nodes 71
4.1 Assign Sub Admintoan LDAP Node . . ... ... . e 71
4.2 Create and Maintain Filtering Profiles. . . .. ... . . . . . . . 73
4.2.1 Add a group membertothetreelist ......... .. ... .. ... . ... ... 73
4.2.2View Container Details . . . ... ... . 74

4.2.3 Add or maintainanode’s profile . . .. ... ... ... 75
4.2.3.1 Category Profile . ... 76
4232RedireCt URL ... ... 78

4233 Filter Options. . ... ... 78

4.2.4 Add an Exception URL tothe profile. . ... ... .. ... . 79
4241 ValidURL entries . .. ... 80

4.2.4.2 Add URLs to Block URL orByPass URLframe ......................... 81

4.2.4.3 Remove URLs from Block URL or ByPass URL frame. ................... 83

4244 Apply settings . ... ..o 83

4.2.5 Create a Time Profileforthenode . ........ ... .. ... . . . . . . . . .. 83
4251AddaTimeProfile ........ ... . . 84

426 SetTier2timeout minutes . . ... .. .. . 87

4.2.7 Remove a node’s profile fromthetree ... ... ... ... .. .. . ... L. 88

4.3 Verify that an LDAP Profile is Active. . . ... ... 88
5 Authentication Deployment 92
5.1 Test Authentication Settings . . .. ... ... . 92
5.1.1 Test Web-based authentication settings. . .. ....... ... .. .. . ... . . ... 93
5.1.1.1 Create an IP Group, “test™. . ... ... .. e 93

5.1.1.2 Create a Sub-Group, “workstation”. . .. ....... ... .. ... .. .. ... .. ... .... 93

5.1.1.3 Set up “test” with a 32-bitnetmask ....... ... ... ... .. .. ... ... ... 94

5.1.1.4 Give “workstation” a 32-bitnetmask ........... ... .. ... ... .. L. 94

5.1.1.5 Block everything for the Sub-Group . ... ... .. ... ... ... .. .. . .. 95

5.1.1.6 Use Authentication Request Page forredirect URL . .. ................... 96

5.1.1.7 Disable filteroptions . . . ... ... .. . . e 96

5.1.1.8 Attempttoaccess Webcontent . ......... .. ... . ... ... ... .. . ... 98

5.1.2 Test net use based authentication settings. . . .......... ... .. ... .. ... .. ..., 99

5.2 Activate Authentication on the Network . . ... ... . . . 100
5.2.1 Activate Web-based authentication foranIP Group. . ........................ 100
5.2.1.1 Create anew IP Group, “webauth”. . . ........ ... ... ... ... ... ........ 100

5.2.1.2 Set “webauth” to coverusersinrange ............... ... 100

Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. Vi



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

5213 Createan IP Sub-Group . . . . ... ... 101

5.2.1.4 Block everything for the Sub-Group . . ........... ... ... .. .. . ... ... 102

5.2.1.5 Use Authentication Request Page forredirect URL . . ................... 103

5.2.1.6 Disable filteroptions . . . . . ... ... 103

5.2.1.7 Set Global Group to filter unknown traffic. ... .......... .. ... ... .. ... 104

5.2.2 Activate Web-based authentication for the Global Group. . .................... 107
5.2.2.1 Exclude filtering critical equipment . . . . .. ... ... ... . 107

5.2.2.2 Block Web access, logging via RangetoDetect ....................... 107

5.2.2.3 Block Web access via IP Sub-Group profile. . . ........................ 111

5.2.2.4 Modify the Global Group Profile . .. ........ .. ... . . . . 113

5.2.3 Add Net Use command to Login Scripts. .. ... ... i 115
5.2.3.1 Modify the 3-try login script. . . ... ... .. 115

5.2.3.2 Modify the Global Group Profile . .. ........ .. .. . . . . 116

GlOS ANy . .ttt 118
Appendices 123
Appendix A: Authentication Operations . . .. .. ... ... 123
A.1 Authentication Tier Selections . . .. ... . . . 123

A.1.1 Tier 1: Net use based authentication ................................. 123

A.1.2 Tier 2, Tier 3: Web-based authentication . . .............. ... ... ........ 123

A.2 Tier 1: Single Sign-On Authentication . . ........... ... . ... ... ... ......... 123

A.2.1 Net use based authenticationprocess . .. ............ ... ... ... ... ..... 123

A.2.2 Tier 1 authentication method .. ......... ... .. .. ... ... .. ... . ... ..... 125

A.2.3 Name resolution methods. . .. ... .. . 125

A.2.4 Configuring the authenticationserver. ... ............. ... ... ... ....... 125

A.2.5 LDAP serversetup rules. . . ... 127

A.3 Tier 2: Time-based, Web Authentication. .. ........ ... ... .. .. ... ... ... .... 127

A.3.1 Tier 2 implementation in an environment . . ... ......... ... ... ... ... .. 128

A.4 Tier 3: Session-based, Web Authentication. .. ........... .. ... ... ... ... .... 130

AL Authenticator . . . ... 130

A.5.1 Workstation requirements. . . ... ... ... 131

A.5.2 Enable, download Authenticator. . . ........ ... ... ... ... . .. . 131

A.5.3 Authenticator Deployment Kit. . . ... . ... . 132

A.5.4 Work flow inenvironments . .. ... ... 132

A.5.5 Download and install the Deployment Kit. . ........ .. ... .. ... .. ... ..... 133

A.5.6 Access the Deployment Toolwindow. . .......... . ... ... ... ... ...... 135

A.5.7 ConfigureaNew Packageset .......... ... ... . .. . . ... . . . ... 135

A.5.8 View Package Configurationcontents . ............ ... . ... ... ....... 139

A.5.9 Edita Package Configuration. .. ... ... ... ... ... . . . . . . 140

A.6 Novell eDirectory Agent. . .. ... 141

A.6.1 Environmentrequirements . ......... .. ... .. .. 141

A.6.2 Novell eDirectory setup . ... ... 142

A.6.3 Web Filtersetupand eventlogs. . ....... ... ... ... 142

Appendix B: Obtain, Export an SSL Certificate . .. ......... ... .. ... . . . ... 143
B.1 Export an Active Directory SSL Certificate ... ............ ... ... ... ... ........ 143

B.1.1 Verify certificate authority has beeninstalled. ... ....................... 143

B.1.2 Locate Certificatesfolder . ......... .. .. . . . 144

B.1.3 Export the master certificate for the domain. ... ........................ 146

B.2 Export a Novell SSL Certificate . . .. ........ ... .. . . . 148

B.3 Obtain a Sun One SSL Certificate. . ......... ... e 150
Appendix C: LDAP Server Customizations ... ........... .. . .. ... 150

Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. vii



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

C.1 OpenLDAP Server SCeNario . . . . ..ot e 150

C.1.1 Not all users returned in LDAP Browserwindow . . ...................... 150

Appendix D: Profile Formatand Rules. .. ... ... ... .. . . . . . . 151
D.1 Username Formats . . . ... ... e 151
D.2Rule Criteria. . . . . .o 151

D.3 File Format: Rulesand Examples . . .. ... ... .. . . . . . . . . . 153

D.3.1 LDAP Profile List FormatandRules. . . .......... .. ... ... ... ... ....... 153

D.3.2 LDAP Quota Formatand Rules . ... ... ... .. .. . . . .. 155

Appendix E: Override Pop-up Blockers . . ... . ... . 156
E.1 Browser Pop-up Blockers . .. ... ... . 156

E. 1.1 Internet Explorer. . . .. .. 156

E.1.2 EAgQe. ..o 156

E.1.3 Mozilla Firefox . ... ... .. 157

E.1.4 Google Chrome . . ... ... . . 157

E. 1.5 Safari . ... 157

E.2 Google Toolbar Pop-up Blocker .. ... ... . 157

INAEX . oo 158

Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. viii



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

1 Introduction

The Trustwave Web Filter Authentication Guide contains information about setting up authentication on the
network.

1.1 About this Guide

This Guide addresses the network administrator designated to configure and manage the Web Filter on
the network.

This section provides information on how to use this Guide, and also includes an overview of filtering com-
ponents and authentication solutions.

Sections 2 and 3 describe the Web Filter Administrator console entries that must be made in order to pre-
pare the network for using authentication for LDAP domains.

information on installing the unit on the network. This document also provides information on how to
access the Web Filter Administrator console to perform the initial installation setup defined in Chapter 2:
Network Setup.

g Tip: Refer to the Trustwave Web Filter Installation Guide or Trustwave WFR Installation Guide for

After all settings have been made, authentication is ready to be used on the network. Section 4 explains
how to assign groups and members for management by Sub Admin group administrators, and how group
administrators create and maintain filtering profiles for entities in their assignment.

Section 5 outlines the step you need to take to test and to activate your settings before deploying authenti-
cation on the network.

Appendices include: instructions on authentication operations; information on how to obtain or export an
SSL certificate and upload it to the Web Filter; notes on customizations to make on specified LDAP serv-
ers; filtering profile file components and setup; and tips on how to override pop-up windows with pop-up

blocker software installed.

1.2 How to Use this Guide

1.2.1 Terminology

The following terms are used throughout this Guide. Sample images (not to scale) are included for each
item.

+ alert box - a message box that opens in response to an entry you x|
made in a dialog box, window, or screen. This box often contains a \1\) _
. . X L Successfully saved Alert emailis).
button (usually labeled “OK?”) for you to click in order to confirm or exe-
cute a command.

* button - an object in a dialog box, window, or screen that can be clicked with your -
Execut
mouse to execute a command.

Introduction
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check box - a small square in a dialog box, window, or screen used for indicating
whether or not you wish to select an option. This object allows you to toggle between
two choices. By clicking in this box, a check mark or an “X” is placed, indicating that you selected the
option. When this box is not checked, the option is not selected.

¥ Profile

dialog box - a box that opens in response to a command made in a x|
window or screen, and requires your input. You must choose an
option by clicking a button (such as “Yes” or “No”, or “Next” or “Can-
cel”) to execute your command. As dictated by this box, you also
might need to make one or more entries or selections prior to click-

\?) Are you sure you want to apply the changes?

Mo |

ing a button.

field - an area in a dialog box, window, or screen that either accommo- Short Name W
dates your data entry, or displays pertinent information. A text box is a type

of field.

frame - a boxed-in area in a dialog box, window, or screen that includes a Page Content

group of objects such as fields, text boxes, list boxes, buttons, radio buttons, ¥ Basic
check boxes, and/or tables. Objects within a frame belong to a specific func- " Fi*er'"™
tion or group. A frame often is labeled to indicate its function or purpose. i

grid - an area in a frame that displays rows and columns Date Filename Contert Eomment
. . WJul 22 2003 lib1 tar.gz LIBRARY_OMNLY backup old library
of data, as a result of various processes. This data can be Mz lorfsas: _conFic oLy i ol cifiusons
lJul 22, 2003 bath tar.gz CONFIG_AND_LIBRARY  |backup library and configs

reorganized in the Administrator console, by changing the
order of the columns.

list box - an area in a dialog box, window, or screen that accommodates and/or  aicmuss

Cert Publishers 2
displays entries of items that can be added or removed. Busof ey

Domain Computers

Domain Controllers —
Domain Guests

Domain Users

Enterprise Admins

Group Policy Creator Cwners
MTS Trusted Impersonators |

navigation panel - the panel that displays at the left of a screen. This panel can S

contain links that can be clicked to open windows or dialog boxes at the right of the | Z& e, e

Category Weight System

screen. One or more tree lists also can display in this panel. When an item in the tree | e
list is clicked, the tree list opens to reveal items that can be selected.

Introduction
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e pop-up box or pop-up window - a box or window that opens after you X
click a button in a dialog box, window, or screen. This box or window
may display information, or may require you to make one or more by pressina e Ay bt frt
entries. Unlike a dialog box, you do not need to choose between

options.

9 | MNote: This test wil run using the settings from the
\';) coniguration file. Ta run the test using the settings
currertly displayed on the GU, please save the setings

Entter an email address. An email wil be sert to
this address to test the SMTP Server settings

|

* pull-down menu - a field in a dialog box, window, or screen that con- Defanlt ~]
tains a down-arrow to the right. When you click the arrow, a menu of items

displays from which you make a selection.

* radio button - a small, circular object in a dialog box, window, or screen used for

= on  Off

selecting an option. This object allows you to toggle between two choices. By click-
ing a radio button, a dot is placed in the circle, indicating that you selected the option. When the circle

is empty, the option is not selected.

* screen - a main object of an application that displays across
your monitor. A screen can contain panels, windows, frames,
fields, tables, text boxes, list boxes, icons, buttons, and radio
buttons.

» sub-topic - a subset of a main topic that displays as a menu
item for the topic. The menu of sub-topics opens when a perti-
nent topic link in the left panel—the navigation panel—of a
screen is clicked. If a sub-topic is selected, the window for that
sub-topic displays in the right panel of the screen, or a pop-up
window or an alert box opens, as appropriate.

a Web Fiter % Trustwave®
El-Category Groups synchranization feature is
Eh-Adult Cantert Weight Systern and Cate
administrators will anly 5

& > Child Pornograp

~Explicit A

~Ohzcene/Tasteless

- Pornographyfddutt Co
. “RRated
[#H-Bandwidth

* text box - an area in a dialog box, window, or screen that accommodates your data entry. A text box is

a type of field. (See “field”.)

* topic - a topic displays as a link in the left panel—the

webriter - BATrustwave:

navigation panel—of a screen. By clicking the link for

a topic, the window for that topic displays in the right
panel of the screen, or a menu of sub-topics opens.

Introduction
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* tree - a tree displays in the navigation panel of a screen, and is comprised of a & category Groups

hierarchical list of items. An entity associated with a branch of the tree is pre- e
ceded by a plus (+) sign when the branch is collapsed. By double-clicking the B Businessdnvestments
item, a minus (-) sign replaces the plus sign, and any entity within that branch of

the tree displays. An item in the tree is selected by clicking it.

E"Ca_ategory Groups
=8 clult Content

~{Childd Pornography

- Explict Art

~UOhsceneTasteless

- Pornography/Adult Co

F-Businessinvestments

* window - a window displays on a screen, and can contain frames, fields, I ——
text boxes, list boxes, buttons, check boxes, and radio buttons. A window | euere e ctieing e ustomer Feedoatktadie

Auta Leaming feature.

for a topic or sub-topic displays in the right panel of the screen. Other types | mstueebies e upaeing seummrzed
. . . . . the content fltering libraries
of windows include pop-up windows, login windows, or ones from the sys- e -
tem such as the Save As or Choose file windows. Byt se i oo :1
request data or Intemet usage information o M85 Security's

nformation tlating o ynes of sites reguastad by end users at
[your ehoice by enabling the Custemer Feedback Module on

158 Seouttys products

By activating the Custemer Feedback bodule, M36 Security

il be able t obtin the mast viewed” uncatsgorized URLS
Captured by the RI00D. MBE Secutty ill ot intentionally

collect any peenal information as part of this process,

However, I Is possible that same personalinfomation may be
contained in the URLs colected by the Cusomer Faedback v

I'have read the above information and agree to
artivate the Customer Feedback Module.

Cenicel Accept

1.3 Filtering Elements

Filtering operations include the following elements: groups, filtering profiles and their components, and
rules for filtering.

1.3.1 Group Types

In the Policy section of the Administrator console, group types are structured in a tree format in the naviga-
tion panel. There are four group types in the tree list:

*  Global Group
e |IP groups

* LDAP domain groups

Web Filter—uwill see all branches of the tree: Global Group, IP, and LDAP. If authentication is disabled,

@ Note: If authentication is enabled, the global administrator—who has all rights and permissions on the
only the Global Group and IP branches will be seen.

A group administrator will only see entities assigned to him/her by the global administrator.

Introduction
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1.3.1.1 Global Group
The first group that must be set up is the global group, represented in the tree structure by the global

icon @ . The filtering profile created for the global group represents the default profile to be used by all
groups that do not have a filtering profile, and all users who do not belong to a group.

1.3.1.2IP Groups

5]
The IP group type is represented in the tree by the IP icon . A master IP group is comprised of sub-

group members and/or individual IP members .

The global administrator adds master IP groups, adds and maintains override accounts at the global level,
and establishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-group and individual IP members, override account
and time profiles, and maintains filtering profiles of all members in the master IP group.

Figure 1: IP diagram with a sample master IP group and its members

..

IP Groups

!

Master IP Group
| I I
=

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

1.3.1.3 LDAP Domain Groups

An LDAP (Lightweight Directory Access Protocol) domain on a network server is comprised of LDAP
groups and their associated members (users), derived from profiles on the network’s authentication server.

The LDAP group type is represented in the tree by the LDAP icon . This branch will only display if
authentication is enabled. Using the tree menu, the global administrator adds and maintains LDAP

domains dgu and assigns designated group administrators (Sub Admins) access to specific entities
(nodes) within that domain. The group administrator creates and maintains filtering profiles for nodes
assigned to him/her. For Active Directory or “Other” server types, these nodes include primary or static

Introduction
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and users. For Novell eDirectory, Sun One, Sun IPlanet, or Netscape Directory server types, these nodes

also include dynamic groups %E. If users belong to more than one group, the global administrator sets the
priority for group filtering.

Figure 2: LDAP domain diagram, with sample groups and members

ald

-
LOARP GRS
LOAR Dormain
LOARP G LOAP Gl
) ]
(T (T
Lisay E=1

1.3.2 Filtering Profile Types

A filtering profile is used by all users who are set up to be filtered on the network. This profile consists of
rules that dictate whether a user has access to a specified Web site or service on the Internet.

The following types of filtering profiles can be created, based on the set up in the tree menu of the Policy
section of the console:

e Global Group

» global filtering profile - the default filtering profile positioned at the base of the hierarchical tree
structure, used by end users who do not belong to a group.

* |P group (Master Group)
« master group filtering profile - used by end users who belong to the master group.
* master time profile - used by master group users at a specified time.
e IP group member
» sub-group filtering profile - used by a sub-group member.
* individual filtering profile - used by an individual IP group member.
» time profile - used by a sub-group/individual IP group member at a specified time.

* Authentication filtering profiles

Introduction
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* LDAP group filtering profile - used by an LDAP group.

»  LDAP workstation filtering profile - used by an LDAP workstation in an LDAP domain. This is a
static profile that is tied to the IP address of a given workstation and not to a particular user.

* LDAP member filtering profile - used by an LDAP group member.
*  LDAP container filtering profile - used by an LDAP container in an LDAP domain.
* LDAP time profile - used by an LDAP entity at a specified time.

»  Other filtering profiles

» override account profile - set up in either the global group section or the master group section of
the console.

Note: An override account set up in the master IP group section of the Web Filter Administrator console
takes precedence over an override account set up in the global group section of the console.

* lock profile - set up under X Strikes Blocking in the Filter Options section of the profile.

* Radius profile - used by end users on a Radius accounting server if the Radius server is con-
nected to the Web Filter and the Radius authentication feature enabled.

1.3.2.1 Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and include profiles for master IP groups and their
members.

1.3.2.1.1 Master IP Group Filtering Profile

The master IP group filtering profile is created by the global administrator and is maintained by the group
administrator. This filtering profile is used by members of the group—including sub-group and individual IP
group members—and is customized to allow/deny users access to URLs, or warn users about accessing
specified URLs, to redirect users to another URL instead of having a block page display, and to specify
usage of appropriate filter options.

1.3.2.1.2 IP Sub-Group Filtering Profile

An |IP sub-group filtering profile is created by the group administrator. This filtering profile applies to end
users in an IP sub-group and is customized for sub-group members.

1.3.2.1.3 Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the group administrator. This filtering profile applies
to a specified end user in a master IP group.

1.3.2.2 Active Filtering Profiles

Active filtering profiles include the global group profile, LDAP authentication profile, override account pro-
file, time profile, and lock profile.
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1.3.2.2.1 Global Filtering Profile

The global filtering profile is created by the global administrator. This profile is used as the default filtering
profile. The global filtering profile consists of a customized profile that contains a list of library categories to
block, open, add to a white list, or assign a warn setting, and service ports that are configured to be
blocked. A URL can be specified for use instead of the standard block page when users attempt to access
material set up to be blocked. Various filter options can be enabled.

1.3.2.2.2 LDAP Filtering Profiles

A filtering profile for an LDAP group, workstation, member, or container is created by the group administra-
tor assigned to that entity within a domain.

For group profiles, if users belong to more than one group, all groups to which they belong must be ranked
to determine the priority each filtering profile takes over another.

For workstation profiles, the profile remains at a given workstation set up within an LDAP domain, so that
any user who logs into that workstation will use the same profile as the previous user who logged onto that
machine.

1.3.2.2.3 Override Account Profile

If any user needs access to a specified URL that is set up to be blocked, the global administrator or group
administrator can create an override account for that user. This account grants the user access to areas
set up to be blocked on the Internet.

1.3.2.2.4 Time Profile

A time profile is a customized filtering profile set up to be effective at a specified time period for designated
users.

1.3.2.2.5 Lock Profile

This filtering profile blocks the end user from Internet access for a set period of time, if the end user’s pro-
file has the X Strikes Blocking filter option enabled and he/she has received the maximum number of

strikes for inappropriate Internet usage.

WFR Administrator Guide for additional information on the Override Account Profile, Time Profile, and

@ Note: Refer to the Trustwave Web Filter Administrator Guide, or the Web Filter portion of the Trustwave
Lock Profile.

1.3.3 Filtering Profile Components
Filtering profiles are comprised of the following components:

« library categories - used when creating a rule, minimum filtering level, or filtering profile for the global
group or any entity

« service ports - used when setting up filter segments on the network, creating the global group (default)
filtering profile, or establishing the minimum filtering level

» rules - specify which library categories should be blocked, left open, assigned a warn setting, or white
listed
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» filter options - specify which features will be enabled: X Strikes Blocking, Google/Bing/Yahoo!/Ask/AOL
Safe Search Enforcement, Search Engine Keyword Filter Control, URL Keyword Filter Control

* minimum filtering level - takes precedence over filtering profiles of entities who are using a filtering pro-
file other than the global (default) filtering profile

» filter settings - used by service ports, filtering profiles, rules, and the minimum filtering level to indicate
whether users should be granted or denied access to specified Internet content

1.3.3.1Library Categories

A library category contains a list of Web site addresses and keywords for search engines and URLs that
have been set up to be blocked or white listed. Library categories are used when creating a rule, the mini-
mum filtering level, or a filtering profile.

1.3.3.1.1 Trustwave Supplied Categories

Trustwave furnishes a collection of library categories, grouped under the heading “Category Groups”
(excluding the “Custom Categories” group). Updates to these categories are provided by Trustwave on an
ongoing basis, and administrators also can add or delete individual URLs within a specified library cate-
gory.

1.3.3.1.2 Custom Categories

Custom library categories can be added by either global or group administrators. As with Trustwave sup-
plied categories, additions and deletions can be made within a custom category. However, unlike Trust-
wave supplied categories, a custom category can be deleted.

Note: Trustwave cannot provide updates to custom categories. Maintaining the list of URLs and keywords
is the responsibility of the global or group administrator.

1.3.3.2 Service Ports

Service ports are used when setting up filter segments on the network (the range of IP addresses/net-
masks to be detected by the Web Filter), the global (default) filtering profile, and the minimum filtering
level.

When setting up the range of IP addresses/netmasks to be detected, service ports can be set up to be
open (ignored). When creating the global filtering profile and the minimum filtering level, service ports can
be set up to be blocked or filtered.

Examples of service ports that can be set up include File Transfer Protocol (FTP), Hyper Text Transfer Pro-
tocol (HTTP), Network News Transfer Protocol (NNTP), Secured HTTP Transmission (HTTPS), and
Secure Shell (SSH).

1.3.3.3 Rules

A rule is comprised of library categories to block, leave open, assign a warn setting, or include in a white
list. Access to an open library category can be restricted to a set number of minutes. Each rule that is cre-
ated by the global administrator is assigned a number. A rule is selected when creating a filtering profile for
an entity.
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1.3.3.4 Minimum Filtering Level

The minimum filtering level consists of library categories set up at the global level to be blocked or opened,
and service ports set up to be blocked or filtered. If the minimum filtering level is created, it applies to all
users in IP and LDAP groups, and takes precedence over filtering settings made for group, member, and
workstation filtering profiles.

The minimum filtering level does not apply to any user who does not belong to a group, and to groups that
do not have a filtering profile established.

@ Note: If the minimum filtering level is not set up, global (default) filtering settings will apply instead.

If an override account is established at the IP group level for a member of a master IP group, filtering set-
tings made for that end user will override the minimum filtering level if the global administrator sets the
option to allow the minimum filtering level to be bypassed. An override account established at the global
group level will automatically bypass the minimum filtering level.

1.3.3.5 Filter Settings
Categories and service ports use the following settings to specify how filtering will be executed:

* block - if a category or a service port is given a block setting, users will be denied access to the item
set up as “blocked”

* open -if a category or the filter segment detected on the network is given an open (pass) setting, users
will be allowed access to the item set up as “opened”

@ Note: Using the quota feature, access to an open category can be restricted to a defined number of
minutes.

» always allowed - if a category is given an always allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

Note: A category that is allowed will override any blocked settings except if the minimum filtering level is
set to block that category.
* warn - If a category is given a warn setting, a warning page displays for the end user to warn him/her
that accessing the intended URL may be against established policies and to proceed at his/her own
risk

« filter - if a service port is given a filter setting, that port will use filter settings created for library catego-
ries (block or open settings) to determine whether users should be denied or allowed access to that
port

* ignore - if the filter segment detected on the network has a service port set up to be ignored, that ser-

vice port will be bypassed

1.3.4 Filtering Rules
Individual User Profiles - A user in an LDAP domain can have only one individual profile set up per domain.
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Filtering Levels Applied:

1.

The global (default) filtering profile applies to any user under the following circumstances:
the user does not belong to a master IP group
the user has not been assigned a domain default profile from an LDAP authentication domain

If a minimum filtering level is defined, it applies to all master IP groups (and their members) and LDAP
groups who have been assigned filtering profiles after authenticating. The minimum filtering level
combines with the user’s profile to guarantee that categories blocked in the minimum filtering level are
blocked in the user’s profile.

For master IP group members:

a. A master IP group filtering profile takes precedence over the global profile.

b. A master IP group time profile takes precedence over the master IP group profile.

For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over the IP sub-group profile.

For individual IP members:

a. Anindividual IP member filtering profile takes precedence over the IP sub-group’s time profile.
b. An individual IP member time profile takes precedence over the individual IP member profile.

For LDAP users, if a user is authenticated, settings for the user’s group or individual profile from the
LDAP domain are applied and take precedence over any IP profile.

a. If the user belongs to more than one group in an authentication domain, the profile for the user is
determined by the order in which the groups are listed in the Group Priority list set by the global
administrator. The user is assigned the profile for the group highest in the Group Priority list.

@ Note: In an LDAP domain, if a user belongs to a container, that profile takes precedence over the group

profile for that user.

b. If auser has an individual profile set up, that profile supersedes all other profile levels for that user.
The user can have only one individual profile in each domain.

c. A profile for a workstation takes precedence over a user’s individual profile.

d. If the user has a time profile, that profile takes precedence over other profiles. A container time
profile takes precedence over a domain time profile, and a group time profile takes precedence
over a container time profile. An individual time profile takes precedence over a group time profile,

and a workstation time profile takes precedence over an individual time profile.

authentication profiles in the precedence hierarchy.

@ Note: A Radius profile is another type of authentication profile and is weighted the same as LDAP
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7. An override account profile takes precedence over the above profiles. This account may override the
minimum filtering level—if the override account was set up in the master IP group tree, and the global
administrator allows override accounts to bypass the minimum filtering level, or if the override account
was set up in the global group tree.

Note: An override account set up in the master IP group section of the Web Filter Administrator console
takes precedence over an override account set up in the global group section of the console.

8. An X Strikes lockout profile takes precedence over all filtering profiles. This profile is set up under Filter
Options, by enabling the X Strikes Blocking feature.

Figure 3: Sample filtering hierarchy diagram
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Group Group
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1.4 Authentication Solutions

1.4.1 LDAP Authentication Protocol
The Web Filter supports the authentication protocol Lightweight Directory Access Protocol (LDAP).

LDAP authentication supports all versions of LDAP, such as Microsoft Active Directory, Novell eDirectory,
Sun One, OpenLDAP, and Open Directory.

Introduction
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. 20



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

1.4.2 Web Filter Authentication Tiers and Options

1.4.2.1 Web Filter authentication tiers

The Web Filter authentication architecture for the LDAP authentication protocol is comprised of three tiers.
When using LDAP authentication with the Web Filter, one of these three tiers is selected for use on the
network, depending on the server(s) used on the network and the preferred authentication method(s) to be
employed.

» Tier 1: Single sign-on, net use based authentication for Active Directory domains.
» Tier 2: Time-based, Web authentication for the LDAP authentication method.

« Tier 3: Session-based, Web authentication for the LDAP authentication method.

1.4.2.2 Web Filter authentication options

Depending on the setup of your network, the following authentication options can be enabled to ensure the
end user is authenticated when logging into his/her workstation: Authenticator, and/or Novell eDirectory

Agent.

Note: See Appendix A: Authentication Operations for information on using Tier 1, Tier 2, and Tier 3 on the
network, and configuring Authenticator and Novell eDirectory Agent.

1.4.3 Authentication Solution Compatibility
Below is a chart representing the authentication solution compatibility for a single user:

. Tier 2 Tier 3 .
Tier 1 net ; . . eDirectory
time session Authenticator Adgent
based based 9
Tier 1 - Yes Yes N/R N/A
Tier 2 Yes - Yes Yes Yes
Tier 3 Yes Yes - Yes Yes
Authenticator N/R Yes Yes - N/R
eDirectory Agent N/A Yes Yes N/R -
KEY:

* N/A = Not Applicable
* N/R = Not Recommended

1.4.4 Authentication System Deployment Options
Below is a chart representing authentication system deployment options on a network:

1.4.5 Ports for Authentication System Access

The following ports should be used for authentication system access:
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Authentication System Single Sign-On (SSO) Force Authentication
Sun One None Tier 2 or Tier 3
OpenLDAP
CommuniGate Pro (Stalker)
Windows 2000/2003 Server (both Mixed Tier 1 “net use” Tier 2 or Tier 3
and Native modes) Authenticator for Windows

NOTE: Windows 2008 also can be used
with Authenticator

Novell eDirectory Authenticator for Windows Tier 2 or Tier 3
Novell eDirectory Agent (for
eDirectory server version 8.7 and

higher)
Windows 2000/2003 Server and Novell Authenticator for Windows Tier 2 or Tier 3
eDirectory Mixed environment Novell eDirectory Agent
NOTE: Windows 2008 also can be used
with Authenticator
Open Directory Authenticator for Apple (Macintosh) Tier 2 or Tier 3

Function

TCP 8081 Used between the Web Filter’s transmitting interface and the SSL block
page for Tier 2 or Tier 3 authentication.

TCP 836 Used between the Web Filter’s Virtual IP address and the helper
application (popup) on the user’s workstation for Tier 3 authentication.

TCP 139 Used between the Web Filter and workstations requiring Tier 1 or Tier 3
authentication.

TCP/UDP 137 Used between the Web Filter and workstations requiring Tier 1

authentication.

LDAP 389 Used for communicating with domain controllers in order to bind with

them so that user/group information can be queried/accessed.

LDAPS 636 Used for communicating with domain controllers in order to bind with
them so that user/group information can be queried/accessed.
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1.4.6 Configuring Web Filter for Authentication

1.4.6.1 Configuration procedures
When configuring the Web Filter for authentication, settings must be made in System and Policy windows
in the Administrator console.

Notes:
@ » If the network has more than one domain, the first one you add should be the domain on
which the Web Filter resides.

* The entries described in this section represent entries to be made on a typical network.

1.4.6.1.1 System section

The first settings for authentication must be made in the System section of the Administrator console in the
following windows: Operation Mode, LAN Settings, Enable/Disable Authentication, Authentication Settings,
Authentication SSL Certificate (if Web-based authentication will be used), and Block Page Authentication.

1. Select “Mode” from the navigation panel, and then select “Operation Mode” from the menu.

The entries made in the Operation Mode window will vary depending on whether you will be using the
invisible mode, or the router or firewall mode.

a. Inthe Listening Device frame, set the Listening Device to “LAN1”.
b. In the Block Page Device frame:
» If using the invisible mode, select “LAN2”.
» If using the router or firewall mode, select “LAN1”.
2. Select “Network” from the navigation panel, and then select “LAN Settings” from the menu.

The entries made in this window will vary depending on whether you are using the invisible mode, or
the router or firewall mode. The LAN1 and LAN2 IP addresses usually should be in a different subnet.

» If using the invisible mode: For the LAN1 IP address, select “255.255.255.255” for the subnet
mask.

» If using the router or firewall mode: Specify the appropriate IP address and subnet mask in the
applicable fields.

3. Select “Authentication” from the navigation panel, and then select “Enable/Disable Authentication”
from the menu.

Enable authentication, and then select one of three tiers in the Web-based Authentication frame:

» Tier 1: Choose this tier if you will only be using net use based authentication for Active Directory
servers.

» Tier 2: Choose this tier if you wish to use timed Web-based authentication for LDAP domains. This
tier gives the user a timed session for his/her Internet access. After the timed profile expires, the
user will have to log in again if he/she wants to continue to have Internet access.
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« Tier 3: Choose this tier if you wish to use persistent Web-based authentication for LDAP domains.
This tier gives the user a persistent network connection via a popup window that keeps the user’s
session open until the window is closed, so the user does not have to log in repeatedly.

If you wish to use the tier you specified as a fallback authentication solution, you have the option to
enable any of the following authentication solutions as appropriate to your environment: Authenti-
cator, and/or Novell eDirectory Agent.

4. Select “Authentication” from the navigation panel, and then select “Authentication Settings” from the
menu.

a. Inthe Settings frame, enter general configuration settings for the Web Filter such as IP address
entries.

b. From the NIC Device to Use for Authentication pull-down menu:
« If using the invisible mode: Select “LAN2” as the device to send traffic on the network.
» If using the router or firewall mode: Select “LAN1".

5. Select “Authentication” from the navigation panel, and then select Authentication SSL Certificate from
the menu. This option should be used if Web-based authentication will be deployed on the Web Filter.

Using this option, you create either a self-signed certificate or a Certificate Request (CSR) for use by
the Secure Sockets Layer (SSL). The certificate should be placed on client machines so that these
machines will recognize the Web Filter as a valid server with which they can communicate.

6. Select “Control” from the navigation panel, and then select “Block Page Authentication” from the menu.

In the Block Page Authentication window, select the Re-authentication Options to be used. The items
you select will be listed as options for re-authentication on the Options page, accessible from the stan-
dard block page. If the “Re-authentication” (NET USE) option is selected, enter the login script path to
be used by the Web Filter for re-authentication purposes.

7. Select “Administrator” from the navigation panel to access the Administrator window. Add group
administrator (Sub Admin) accounts in this window. Sub Admin group administrators will later be
assigned to manage entities (nodes) in the LDAP branch of the Policy tree.

1.4.6.1.2 Policy section
In the Policy section of the Administrator console, choose LDAP, and then do the following:

1. Add a domain from the network to the list of domains that will have users authenticated by the Web Fil-
ter.

Note: If the network has more than one domain, the first one you add should be the domain on which the
Web Filter resides.

2. Do either of the following as necessary:

» Assign a group administrator to oversee the newly-added domain and to set up filtering profiles for
all groups and members within that domain
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* Assign Sub Admin group administrators to specific groups and let them create filtering profiles for
their group and its members

3. Set the group priority by designating which group profile will be assigned to a user when he/she logs
in. If a user is a member of multiple groups, the group that is positioned highest in the list is applied.

Introduction
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. 25



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

2 Network Setup

2.1 Network Requirements

* High speed connection from the Web Filter server to client workstations

*  HTTPS connection to Trustwave’s software update server

*  For Administrators, permission to install the Java Runtime Environment, if it is not already installed

2.2 Workstation Requirements

2.2.1 Administrator Workstation

For administrator access to the Web Filter interface, use a current version of a major browser. The browser

is used only to download the Java (JNLP) application.
In addition, verify the following configuration:

¢ Windows 7 SP1 or above

« macOS 10.11 (El Capitan) or 10.12 (Sierra)

» Java Runtime Environment installed

» JavaScript enabled

*  Pop-up blocking software, if installed, must be disabled

2.2.2 End User Workstation

Tested workstation environments and browsers (current versions) for the end user include the following:

Client OS IE Firefox Chrome Safari
Windows 7 ] V] @

Windows 8.1 ) (] &

Windows 10 ) & ]

Macintosh 10.11 (El Capitan) & & &
Macintosh 10.12 (Sierra) o (V] (]

» JavaScript enabled

* Pop-up blocking software, if installed, must be disabled
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Copyright © 2017 Trustwave Holdings, Inc. All rights reserved.

26



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

2.2.3 End User Tablet Devices
Tested tablet environments for the end user include the following:

Device Type

iPad 2

Chromebook

Windows tablets

Voyager

Note: Access and filtering may work with other Operating System, software, and device versions.
However, use of untested versions is at the customer’s responsibility.

2.3 Set up the Network for Authentication

The first settings for authentication must be made in the System section of the console in the following win-
dows: Operation Mode, LAN Settings, Enable/Disable Authentication, Authentication Settings, Authentica-
tion SSL Certificate (if Web-based authentication will be used), and Block Page Authentication. Entries for
customizing the block page and/or authentication request form are made in the Common Customization,
Authentication Form Customization, and Block Page Customization windows.

View Log File can be used for troubleshooting authentication setup.

2.3.1 Specify the operation mode
Click Mode and select Operation Mode from the menu to display the Operation Mode window.

Figure 4: Operation Mode window and non-WFR Web Filter

web Fiter P& Trustwave®

System : Mode : Operation Mode &/ ||| &= 201310322 31415126 £DT

System Tode
Control
Network @ invisible (" Router € Firewal i € IcAP (" Bridge € Mobie
Administrator
Secure Logon Listening Device Block Page Device
:ﬂmﬂm bedce [z =] Device to send block page [LaN1 7]
Software Update
Synchronization Block Page Delivery Method
junde Protocal Methods:

Authentication
BackupRestore
Reset Block Page Route To'
Radius Authentication Settings.
SHIP

Hardware Failre Detection e P
X Strikes Blocking

Warn Option Setting CumentuAC Address [
Customization

Quota Setting
UISSL Certificate.

¥ Send Block Page via ARP Table (" Send Block to Specified Host MAC Address.

& Default Gateway

Host Name: WF.example.ocl. | _IP: 132.188.1.248. | . Version: Web Filier 5.1.00.172
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The entries made in this window will vary depending on whether you will be using the invisible, router,
Bridge, or firewall mode.

LT TS

In the Mode frame, select the mode to be used: “Invisible”, “Router”, “Firewall”, or “Bridge”.

Note: See the Trustwave Mobile Security Client Guide for information about configuring and using the
mobile mode option.

2.3.1.1Invisible, Router, or Firewall Mode

1. In the Listening Device frame, set the Device to “LAN1".
2. Inthe Block Page Device frame:

» If using the invisible mode, select “LAN2”.

» If using the router or firewall mode, select “LAN1".

If using the invisible mode, the Block Page Delivery Method frame displays. Choose from either of the
two Protocol Methods:

*  “Send Block Page via ARP Table” - this option uses the Address Resolution Protocol method to
find the best possible destination MAC address of a specified host, usually the Web Filter gateway.

»  “Send Block to Specified Host MAC Address” - using this preferred method, the block page will
always be sent to the MAC address of a specified host, usually the Web Filter gateway.
Choose from either of the two Block Page Route To selections:

» “Default Gateway” - this option indicates that the default gateway on your network will be used for
sending block pages.

»  “Alternate IP Address” - this option should be used if block pages are not being served.

Enter the IP address of the router or device that will serve block pages.
3. Click Apply.
2.3.1.2 Bridge Mode
In the Bridge Settings frame:
1. In the IP Address field, specify the IP address of the Bridge interface.
2. Inthe Subnet mask field, specify the mask for the subnet of the Bridge interface.

3. Inthe Default gateway field, specify the gateway for the subnet.

Note: You can also configure one or more VLANs with Bridge mode. See the instructions for Bridge mode
in the Administrator Guide. The authentication virtual IP must be within the VLAN range.

2.3.2 Specify the subnet mask, IP address(es)
Click Network and select LAN Settings from the menu to display the LAN Settings window.
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Figure 5: LAN Settings window
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The entries made in this window will vary depending on whether you are using the invisible mode, router or
firewall mode. Bridge mode settings are configured on the Mode screen (see above)

Note: If the gateway IP address on the network changes, be sure to update the Gateway IP address in
this window.

2.3.2.1 Invisible mode
For the LAN1 IP address, select “255.255.255.255” for the subnet mask, and click Apply.

2.3.2.2 Router or firewall mode

1. Enter the following information:

* Inthe LAN1 IP field of the IP/Mask Setting frame, enter the IP address and specify the corre-
sponding subnet of the “LAN1” network interface card to be used on the network.

* Inthe LAN2 IP field, enter the IP address and specify the corresponding subnet of the “LAN2” net-
work interface card to be used on the network.

g Tip: The LAN1 and LANZ2 IP addresses usually should be placed in different subnets.

* Inthe Primary IP field of the DNS frame, enter the IP address of the first DNS server to be used
for resolving the IP address of the authentication server with the machine name of that server.

* Inthe Secondary IP field of the DNS frame, enter the IP address of the second DNS server to be
used for resolving the IP address of the authentication server with the machine name of that
server.
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* Inthe Gateway IP field of the Gateway frame, enter the IP address of the default router to be used
for the entire network segment.

2. Click Apply to apply your settings.

Note: Whenever modifications are made in this window, the server must be restarted in order for the
changes to take effect.

2.3.3 Enable authentication, specify criteria

1. Click Authentication and select Enable/Disable Authentication from the menu to display the
Enable/Disable Authentication window:
P\ Web Fi

=i
web Fiter P Trustwave:

(% || &= 2007405118 14:54:50.POT
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Control
Network Authentication mode: Enabled Enable
Administrator
Secure Logon Web-based Authentication
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Alert € Tier 1: Web-based Authentication disabled (Net Use enabled)
Software Update
Synchronization € Tier 2: Use time-based profies. Timeout minutes: |30
Hode:
uthentication @ Tier 3: Use persistent logins via a popup window
BackupRestore
‘Radius Authentication Setting | | 7er 2& 3 Mote: I 30 Grganization with more than S000 users, durng the icat n Vb Fiter with 30 SSL accelerator card installed, Please
SNUP contact Trustwave for more information.

Failure Detscti Map. ion Name Across All Domain Labels
X Strikes Bocking 0056 o
Wram Option Setting
Customization Trustwave Authenticator
Quota Setting & on C off
nine Certificate

Download Trustwave. Kit

that the feator aption be turned'on atal fmes.
Novell eDirectory Agent
C on @ off
Sending Keep Alive
& on C off Inactive session ifetime (in minutes): [20160.

< | ¥

Host Name: wir-80 tn.mé8.Jocal | IF. 172.20.81.90 | Vesion: 520410

2. Click Enable to enable authentication.

3. Select one of three tiers in the Web-based Authentication frame:

Notes:
@ » See information on the following pages for details about each of the tiers, and for steps that must be
executed to enable your tier selection.

» See Appendix A for more information about each tier and for configuring various authentication options.

4. Enable the following authentication options, as pertinent to your environment:

» If using LDAP authentication and workstation profiles, click “On” in the Map Workstation Name
Across All Domain Labels frame to enable the Web Filter to search other domain labels if it can’t
find the workstation’s NetBIOS name under a specified domain label, based on the user’s full Dis-
tinguished Name.

* In the Authenticator frame, be sure the Authenticator is “On"—unless the Novell eDirectory Agent
option will be used instead. Enabling the Authenticator option, and then downloading, installing,
and configuring the Authenticator Deployment Kit on a Windows machine results in the deploy-
ment of a platform-specific package that can be installed on a network share accessible by an
Active Directory domain controller, a Novell eDirectory server, or on a Windows or Macintosh
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workstation joined to a domain via Active Directory or OpenDirectory. When installed on a worksta-
tion, the Authenticator automatically authenticates the end user when the user logs into the work-
station. If installing the deployment kit in a Macintosh environment, an Open Directory server
should be used. The end user will be automatically authenticated when logging into the worksta-
tion.

» If you have a Novell eDirectory server and the Authenticator will not be used, turning “On” Novell
eDirectory Agent will enable end user logon and logoff events to be logged. To use this option, the

LDAP domain must be set up and activated in the Policy tree.

Caution: When enabling Novell eDirectory Agent, the agent will immediately begin scanning Novell
eDirectory-based domain labels.

5. Ifusing Tier 1, in the Sending Keep Alive frame, click “On” to specify that keep alives should be sent on
a connection to verify whether it is still active. Click “Off” to specify that the end user's session will be
kept alive based on the number of minutes entered in the text box.

6. Click Apply.

2.3.3.1 Net use based authentication

2.3.3.1.1 Tier 1: Web-based Authentication disabled

Choose Tier 1 if you will be using net use based authentication for Active Directory.

1. Click “Tier 1”.

2. Inthe Sending Keep Alive frame, click the radio button corresponding to the option to be used:

*  “On” - This option specifies that keep alives should be sent on a connection to verify whether it is
still active.

»  “Off” - This option specifies that the end user's session will be kept alive based on the number of
minutes entered in the text box.

* Inthe Inactive session lifetime (in minutes) field, enter the number of minutes the end user’s
session will be kept alive.

3. Click Apply to open the alert box that confirms your selection.

2.3.3.2 Web-based authentication

Choose either Tier 2 or Tier 3 if Web-based authentication will be used.

users, slowness may be experienced during the authentication process. In this scenario, Trustwave
recommends using a Web Filter with an SSL accelerator card installed. Please contact Trustwave for
more information.

@ Note: If selecting either Tier 2 or Tier 3, please be informed that in an organization with more than 5000
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2.3.3.2.1 Tier 2: Use time-based profiles

Choose this tier if using LDAP authentication, and you want the user to have a time limit on his/her Internet
connection. This option uses an authentication servlet that lets the user log into either domain with no per-
sistent connection between the client PC and the Web Filter.

1. Click “Tier 2”.

2. In the Timeout minutes field, enter a whole number for the duration of time the user will retain his/her
Internet connection; 30 minutes displays by default.

3. Click Apply to open the alert box that confirms your selection.

Note: See “Set Tier 2 timeout minutes” on page 87 if you wish to define a customized number of timeout
minutes for a domain, group, or user authentication profile.

2.3.3.2.2 Tier 3: Use persistent logins via a helper application

Choose this tier if you are using LDAP authentication, and you want the user to maintain a persistent net-
work connection.

This option opens a popup window that uses a small helper application.

2§ Authenticator - Keep l]pcli_{!'_.'::; = | EI.I.

1

Username: JSmith

Keep this wimdow mimming fo mrair autihesticatea

The profile window must be kept open during the user’s session in order for the user to have continued
access to the Internet.

2.3.4 Enter network settings for authentication

1. Click Authentication and select Authentication Settings from the menu to display the Authentication
Settings window:
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— : webFiter P Trustwave®

5% || &-201708421.20:33529 pOT

mode is Enabled
Wb Fiter NetBI0S Name Wwir350g3-1-201 |

NIC Devies to Use for Authentication [am -

Virtual P Address to Use for Authentication (1235 |

Radius Authentication Settin
SNHP

Hardware Failure Detection
X Strikes Blocking

‘Warn Option Setting
Customi

Quota 5
UISSL Certificate.

|

Host Name: wir350g3-1-201.m86 jooal.. . IF:182.168,1.201. | Vession: 5.2.0.450.

2. In the Settings frame, at the Web Filter NetBIOS Name field the NetBIOS name of the Web Filter
displays. This information comes from the entry made in the Host Name field of the LAN Settings
window.

3. Inthe Virtual IP Address to Use for Authentication field,”1 .2 . 3.5 displays by default. If using Tier
1 or Tier 3, enter the IP address that from now on will be used for communicating authentication
information between the Web Filter and the PDC. This must be an IP address that is not being used,

on the same segment of the network as the Web Filter.

Caution: If the IP address entered here is not in the same subnet as this Web Filter, the net use
connection will fail.

4. From the NIC Device to Use for Authentication pull-down menu:

» if using the invisible mode, select “LAN2” for sending traffic on the network—in particular, for trans-
ferring authentication data.

» if using the router or firewall mode, select “LAN1”.

5. Click Apply to apply your settings.

2.3.5 Create an SSL certificate

Authentication SSL Certificate should be used if Web-based authentication will be deployed on the Web
Filter. Using this feature, a Secured Sockets Layer (SSL) self-signed certificate is created and placed on
client machines so that the Web Filter will be recognized as a valid server with which they can communi-
cate.

Click Authentication and select Authentication SSL Certificate from the menu to display the Authentication
SSL Certificate window.
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Figure 6: Authentication SSL Certificate window

web Fiter - P& Trustwave:

(8 201000718 16138144

System : Authentication : Authentication SSL Certificate &/

(8 systen The Web Filter uses a S5L certificate to secure its communic ations with clients for Web-based Authentication, After creating a self-signed certificate or a Certficate Request (CSR), the DNS name of the Web Fiter
Conirol should not be changed. IF the DS name: changes, a new certificate must be ereated and possibly added to each client workstation's brusted certificate list,
Network
Administratar Self Signed Certificate | Third Party Certificate | Download/view Delete Certificate |
‘Seeure Logon Create Self Signed Certificats to generate a self-signed SSL certificate for the Web Fiker,
Diagnostics
Alert Creste Self Signed Certificate

Software Lpdate
‘Synchronization
Mode

Reset
‘Readius Authenticetion Setting
SHP

Harduware Failure Detection
X Strikes Blocking

W¥arn Option Setting
Customization

Quota Setting

UISSL Certificate

. e

Host Name: IFR-BLE-20-77.qc.8efnet | IF: 10921852077 | Version: WFR 20,0011

This window is comprised of three tabs: Self Signed Certificate, Third Party Certificate, and Down-
load/View/Delete Certificate. These tabs are used to create, view, upload, and/or delete self-signed or third
party SSL certificates.

2.3.5.1 Create, Download a Self-Signed Certificate

1. On the Self Signed Certificate tab, click Create Self Signed Certificate to generate the SSL
certificate.

2. Click the Download/View/Delete Certificate tab:

WebFiter - P& Trustwave:
System : Authentication : Authentication SSL Certificate & 1% ‘%ﬂ 2010/03/18 16140108
= System

The trebs Filter uses a 5L certificate to secure its communications with clients for Web-based Authentication. After creating a self-signed certificate or a Certificate Request (CR), the DS name of the Web Fiter

Sonitrol should not be changed. IF the DS name changes, a new certificate must be created and possibly added to each dient workstation's trusted certificate st

Tetwark

Administrator Selt Sianed Certiicate | Third Party Certificate Downloadfview Delete Certificate:

‘Secure Logon Click Downinadiee: Certficate to save a copy of the Weh Fiter's current SSL certficate file to your workstation. This wil alow you to ohtin the Web Fiter's certficate 50 vou can distributs It b clisnt workstations,
Diagnostics

Alert Click Delets Certifieate ko erase the Web Fiter's cument S certficate, This should be done ORLY F the DNS name: af the Weh Fiter has changed, After deleting the curment certificate, vou wil need o create a new
Software Update certificate or CSR and distribute it to any workstation that will use the Web Filter's Web-based Authentication.

Synchronization

Mode |SSL Ceificate ;I Darvernloac/view Delete

BackupRestore

Reset

Radius Authentication Setting

“SHMP

Harduware Failure Detection
X Strikes Blocking

W¥arn Option Setting
Customization

Quota Setting

UISSL Certificate

. e

Host Name: IFR-BLE-20-77.qc.8efnet | IF: 10921852077 | Version: WFR 20,0011
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3. Select the type of certificate from the pull-down menu: “SSL Certificate” or “Intermediate Certificate”.
An intermediate certificate is a signing certificate for an SSL certificate. In most cases the only
certificate that you need to download and distribute is the Intermediate Certificate.

4. Click Download/View Certificate to open the File Download dialog box where you indicate whether
you wish to Open and view the file, or open the Save As window so that you can Save the certificate to
a specified folder on your workstation.

certificate is via the Authentication Request Form, when prompted by the Security Alert warning message

@ Note: While the certificate can be downloaded on a Macintosh computer, the best method to import the
to add the certificate to the trusted certificate store.

Once the certificate is saved to your workstation, it can be distributed to client workstations for users
who need to be authenticated.

Tip: Clicking Delete Certificate removes the certificate from the server. This option is very rarely used
and should ONLY be used with caution.

2.3.5.2 Create, Upload a Third Party Certificate

2.3.5.2.1 Create a Third Party Certificate
1. Click the Third Party Certificate tab

webFiter P& Trustwave:

System : Authentication : Authentication SSL Certificate %)@ 20100918 1614051
S system
Cortrol
Hetwork
Administrator Self Signed Certificate  Third Party Certificate | pownload/vievwDelete Certificate |

‘Secure Lagon Create a Third Party Certificats Request (CSR):
Disgrostics Click Create CSR. to generate a request for a Third Party Certficate Authority.

‘The Wb Filter uses a S5L certificate to secure its commurnications with clients for Web-based Authentication. After creating a self-signed certificate or a Certificate Request (C5R), the DS name of the Web Filer
shauid not be changed. IF the DNS name changes, a new certficate must be created and possibly added to each client workstatiar's trusted certificate fit.

Blert Click Dot ¥iew CSR to display the: existing requsst for dowrinad,
Software Update Click Upload Certificate to save the completed Third Party Certificate to the Web Fiter.
% eoriciin Click Deleks; CSR ta claar the Intal CSR request.,

Crests CSR Downlaad/View CSR Upload Certificate Delste CSR

BackupRestore

Reset

Raius Authertication Setting
P

Harchware Feilure Detection
¥ Strikes Blocking

Warn Option Sefting
Custonization

Quota Setting

LI SSL Certificate

4] i

Host Name: IFR-BLA-20-77,qe.8e0.net | IF- 1921882077 | i WFR 2,0.00.11

Note: If a third party certificate has not yet been created, the Create CSR button is the only button
activated on this tab.

2. Click Create CSR to open the Create CSR window:
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Create CSR !

Common Mame (Host Name)
Email Address

Organization

Organization Unit

Locality

State or Province

Country (2 character country coce)

|

logo.com

piohnson@logo.com

(Relcie)

aciminiztration

Crange

California

us

3. The Common Name (Host Name) field should automatically be populated with the host name. This
field can be edited, if necessary.

© © N o a &

Enter your Email Address.

Enter the name of your Organization, such as Trustwave.

Enter an Organizational Unit code set up on your server, such as Corp.
Enter Locality information such as the name of your city or principality.
Enter the State or Province name in its entirety, such as California.

Enter the two-character Country code, such as US.

10. Click Create to generate the Certificate Signing Request.

Note: Once the third party certificate has been created, the Create CSR button displays greyed-out and
the Download/View CSR, Upload Certificate, Delete CSR buttons are now activated.

2.3.5.2.2 Upload a Third Party Certificate

1. In the Third Party Certificate tab, click Upload Certificate to open the Upload Signed SSL Certificate
for Web Filter window:

Authentication S5L Certificate 3

u

Mo File Selected

S5L Certificate for Web Filter

Upload Intermediate Certificate for VWeb Filter if Any

Browse
Mo File Selected

__Upload |

]|

In the Upload Signed SSL Certificate for Web Filter window, do one of the following, as appropriate:

» Click Browse... in the Upload Signed SSL Certificate for Web Filter section if the certificate to be
uploaded is an SSL certificate.
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* Click Browse... in the Upload Intermediate Certificate for Web Filter if Any, if an intermediate cer-
tificate is required for signing an uploaded SSL certificate.
Clicking the Browse... button opens the Choose file window.

2. Select the file to be uploaded.
3. Click Upload File to upload this file to the Web Filter.

2.3.5.2.3 Download a Third Party Certificate Signing Request
1. In the Third Party Certificate tab, choose either “SSL Certificate” or “Intermediate Certificate.”

2. Click Download/View CSR to save a file that contains the CSR. In the Save dialog, select a location
and then click Save.

Tip: If you will not be submitting the CSR for signing, you can click Delete CSR to remove the certificate
from the server. You should not delete a CSR that has been sent for signing.

2.3.6 Specify block page settings

Click Control and select Block Page Authentication from the menu to display the Block Page Authentica-
tion window:

webFiter - P Trustwave:

%) [ 201001407 21526125

Details

Re-authentication Options.

Logon Seript Path =0:\\omputerniame shar

| [ epnty |
11:20:170.0.860nst, | _IF: 192.108.20.1 Jons PR Z.0.00.9

2.3.6.1Block Page Authentication

1. In the Re-authentication Options field of the Details frame, all block page options are selected by
default, except for Web-based Authentication. Choose from the following options by clicking your
selection:

*  Web-based Authentication - select this option if using Web authentication with time-based pro-
files or persistent login connections for the LDAP authentication method.
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* Override Account - select this option if any user has an Override Account, allowing him/her to
access URLs set up to be blocked at the global or IP group level.

» Re-authentication - select this option for the re-authentication option. The user can restore
his/her profile and NET USE connection by clicking an icon in a window to run a NET USE script.

Tip: Multiple options can be selected by clicking each option while pressing the Ctrl key on your keyboard.

Notes:

© O

» See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR
Administrator Guide for information about the Override Account feature.

» The Re-authentication option only supports Internet Explorer browsers. End users who are using other
browser types (Firefox, Safari, Chrome, etc.) will not be able to re-authenticate themselves.

2. If the “Re-authentication” option was selected, in the Logon Script Path field,
“\PDCSHARE\scripts”displays by default. In this field, enter the path of the logon script that the
Web Filter will use when re-authenticating users on the network, in the event that a user's machine
loses its connection with the server, or if the server is rebooted. This format requires the entry of two
backslashes, the authentication server’s computer name (or computer IP address) in capital letters, a
backslash, and name of the share path.

3. Click Apply to apply your settings.

2.3.6.1.1 Block page

When a user attempts to access Internet content set up to be blocked, the block page displays on the
user’s screen:

Network Setup
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. 38



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

rustwave Web Filter - Windows Internet Explorer (=] S|
J File Edit Mew Favorites Tools  Help |
J ¢aBack » = - (G Zat | iQsearch  [FFavorites £ 4Histary | By S E |
J.quress |@ w,coors,comBIP=200, 10, 100,75 81 S AT=ALCORISER=L OG0 Domain®s20AdminsiE LANG j @G0 |J Links *
=
ACCESS DENIED! HELP
Internet access to the requested website has been denied based on your user profile
and organization’s Internet Usage Policy.
UserMachine: LOGODomain AdminsiGLANG
IP: 20010101140
Categony:  Alcohol
Blocked URL:  hitp: ity coors coms
For further options, click here,
To submit this blocked site for review, click here. For ist; iy tact your A
Trustwave Web Filter provided by Trustwave. Copyright 2013. All rights reserved.
2
|&] | mternet &

Notes:

@ » See “Block Page Customization” on page 46 for information on adding free form text and a hyperlink at
the top of the block page. Appendix B: Create a Custom Block Page from the Trustwave Web Filter
Administrator Guide or the Web Filter portion of the Trustwave WFR Administrator Guide for information
on creating a customized block page using your own design.

« If using the Mobile Security Client (MSC), block pages served from the mobile server do not include the
options link.

By default, the following data displays in the User/Machine frame:

* User/Machine field - The username displays for the LDAP user. This field is blank for the IP group
user.

» |IPfield - The user’s IP address displays.

» Category field - The name of the library category that blocked the user’s access to the URL displays.
If the content the user attempted to access is blocked by an Exception URL, “Exception” displays
instead of the library category name.

* Blocked URL field - The URL the user attempted to access displays.

By default, the following standard links are included in the block page:

* HELP - Clicking this link takes the user to Trustwave’s Technical Support page that explains why
access to the site or service may have been denied.

* Trustwave - Clicking this link takes the user to Trustwave’s Web site.

By default, these links are included in the block page under the following conditions:
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* For further options, click here. - This phrase and link is included if any option was selected at the
Re-authentication Options field in the Block Page Authentication window. Clicking this link takes the
user to the Options window, described in the Options page sub-section that follows.

* To submit this blocked site for review, click here. - This phrase and link is included if an email
address was entered in the Submission Email Address field in the Common Customization window.
Clicking this link launches the user’s default email client. In the composition window, the email address
from the Submission Email Address field populates the “To” field. The user’'s message is submitted to
the global administrator.

2.3.6.1.2 Options page

The Options page displays when the user clicks the following link in the block page: For further options,
click here.

& Trustwave Web Filter - Windows Internet Explorer
J File Edit ‘iew Favorites Tools Help |

J B L | at | iQhsearch [G|Favorites £ 4History ||%v = e
| address |@ http: /{200, 10,100, 75:81 jcgifblock cgi x| P |JLinks »

=
OPTIONS HELP

UserMachine: LOGCDomain AdminsiGLANG
IP:  20010.101.140
Categony:  Alcohol
Blocked URL:  hitp: itwvwnewy coors comi

Option1:  Click here for secure YWeb-hazed authentication.

Option 21 If you have an override sccount, enter your username and password.

Username: I

Password: I Cwerride |

Warning! The averride gccount aption will not tion if antt up software s inst: an
Your system.

Option 31 If the above profile is incorrect or there has been an error, you can:
= Re-gtart your system and re-login or
= Try re-authenticating your user profile

2
|&] pone |_|_|° Internet v

The following items previously described for the Block page display in the upper half of the Options page:

«  BACK and HELP links

e User/Machine frame contents

The frame beneath the User/Machine frame includes additional options, based on settings made in the
Block Page Authentication window. These options are described in the following sections.

2.3.6.1.3 Options page, Web-based Authentication

This option is included in the Options page if “Web-based Authentication” was selected at the Re-authenti-
cation Options field in the Block Page Authentication window. The following phrase/link displays:
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Click here for secure Web-based authentication.

When the user clicks the link, the Authentication Request Form opens:

/2 wieb Access Authentication - Windows Internet Explorer = iy = = ___IEI x|
J Fle Edit View Favorites Tools Help ‘
e~ | 4 | @search [efFavortes (AHistory | EN- S S
JAddrsss-|@ hitps:jr3000a.0¢c |ocal:a08 1 fAuthenticationServer fAuthenticationForm  jsp?LIRL=152. 16820, 10indesx. htrriadP=192. 168,20, B0RCAT=SPORTSALISER=DEFALLT j o
B
WEB ACCESS AUTHENTICATION HELP
Please log in to access the Internet.
tion Login
Username: ItJDnES
Password: I"“’“‘“""“‘
Domain |Movell (LDAP)
Alias IQC?Server -
Lagln |
Trustwave Web Fitter provided by Trustwave. Copyright 2013. All rights reserved.
E
&7 oene R 7

Note: See “Authentication Form Customization” on page 44 for information on adding free form text and a
hyperlink at the top of the Authentication Request Form.

2.3.6.1.4 Options page, Override Account

This option is included in the Options page if “Override Account” was selected at the Re-authentication
Options field in the Block Page Authentication window.

This option is used by any user who has an override account set up for him/her by the global group admin-
istrator or the group administrator. An override account allows the user to access Internet content blocked
at the global or IP sub-group level.

The user should enter his/her Username and Password, and then click Override to open the Profile Con-
trol window. This window must be left open throughout the user’s session in order for the user to be able to
access blocked Internet content.

Notes:
@ » See Appendix E: Override Pop-up Blockers for information on how a user with an override account can
authenticate if a pop-up blocker is installed on his/her workstation.

» See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR
Administrator Guide for information about the Override Account feature.
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2.3.6.1.5 Options Page, Re-Authentication

The following phrase/link displays, based on options selected at the Re-authentication Options field in the
Block Page Authentication window:

* Re-start your system and re-login - This phrase displays for Web-based Authentication, whether or
not either of the Re-authentication Options (Re-authentication, or Web-based Authentication) was
selected in the Block Page Authentication window. If the user believes he/she was incorrectly blocked
from a specified site or service, he/she should re-start his/her machine and log back in.

* Try re-authenticating your user profile - This link displays if “Re-authentication” was selected at the
Re-authentication Options field, and an entry was made in the Logon Script Path field. When the user
clicks this link, a window opens:

& netlogon on LOGOO - Microsoft Internet Explorer =10] x|

By -d e @

ool logonFa. bat
netlogon

This folder is Online,

Select an item to view its
description,

Network Logon Script s

Zapacity: 3,99 GB
[ used: 2,26 GB

O Free: 1.72 GE

|

* The user should click the logon.bat icon to run a script that will re-authenticate his/her profile on the
network.

Note: If the end user is using a non-IE browser type (i.e. Firefox, Safari, or Chrome) he/she will see a
message specifying that IE is the only browser type supported for re-authentication.

2.3.6.2 Common Customization

Common Customization lets you specify elements to be included in block pages and/or the authentication
request form end users will see.

Click Customization and then select Common Customization from the menu to display the Common Cus-
tomization window:
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web Fiter P& Trustwave®

|75} 201000113, 25:25142

ion : Block Page C:

4

~Radius Authertication Setting
- ShVP
“Hardvvare Failre Detection

@ o
UISSL. Ceriificate

Details

Hearer [sccess penen

Irternet access tothe recuested website has been deried based on your user profile and organizatior's internet Usage Policy.

Deseription

Lirk Text [

Link URL [

.
,

Host Name. T120218.qc.8e6.net | IF:192.168.20.218 | Varsien: IFR2.0.004

By default, in the Details frame all elements are selected to display in the HTML pages, the Help link points
to the FAQs page on Trustwave's public site that explains why access was denied, and a sample email
address is included for administrator contact information. These details can be modified, as necessary.

2.3.6.2.1 Enable, disable features

1. Click “On” or “Off” to enable or disable the following elements in the HTML pages, and make entries in
fields to display customized text, if necessary:

Username Display - if enabled, displays “User/Machine” followed by the end user’s username in
block pages

IP Address Display - if enabled, displays “IP” followed by the end user’s IP address in block
pages

Category Display - if enabled, displays “Category” followed by the long name of the blocked cate-
gory in block pages

Blocked URL Display - if enabled, displays “Blocked URL” followed by the blocked URL in block
pages

Copyright Display - if enabled, displays Trustwave Web Filter copyright information at the footer

of block pages and the authentication request form

Title Display - if enabled, displays the title of the page in the title bar of the block pages and the
authentication request form
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* Help Display - if enabled, displays the specified help link text in block pages and the authentica-
tion request form. The associated URL (specified in the Help Link URL field described below) is

accessible to the end user by clicking the help link.

@ Note: If enabling the Help Display feature, both the Help Link Text and Help Link URL fields must be
populated.

* Help Link Text - By default, “HELP” displays as the help link text. Enter the text to display for the
help link.

* Help Link URL - By default, “http://www.trustwave.com/support/r3000/accessde-
nied.asp” displays as the help link URL. Enter the URL to be used when the end user clicks the
help link text (specified in the Help Link Text field).

» Submission Review Display - if enabled, displays in block pages the email address of the admin-
istrator to receive requests for a review on sites the end users feel are incorrectly blocked. The
associated email address (specified in the Submission Email Address field described below) is

accessible to the end user by clicking the click here link.

Note: If enabling the Submission Review Display feature, an email address entry of the designated
administrator in your organization must be made in the Submission Email Address field.

*  Submission Email Address - By default, “admin@company.com” displays in block pages as the
email address of the administrator to receive feedback on content the end user feels has been
incorrectly blocked. Enter the global administrator's email address.

2. Click Apply to save your entries.

g Tip: Click Restore Default and then Apply to revert to the default settings.

2.3.6.3 Authentication Form Customization

To customize the Authentication Request Form, click Customization and select Authentication Form from
the menu:
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web Fiter P Trustwave®

8 system Details
~-Control
PNetwork Header IVVEE ACCESS AUTHENTICATION
~Administrator
~Secure Logon
~-Diagnostics.
dlert

~Software Update
~-Synchronization
~Mode Link Text
~dthentication
~BackupRestore

~Reset

~Radius Authentication Setting
~SNMP

~Hardware Failure Detection
3 Strikes Blocking

Please lng into access the Internet

Deserigtion

Link URL

= ing
~UI SSL Certificate

« 5,

Hast Name: [FR-20-170. 9586008t | IP:192,185.20.170 | Vamion: [FR 2.0,005

Note: This window is activated only if Authentication is enabled via System > Authentication >
Enable/Disable Authentication, and Web-based Authentication is specified.

Tip: An entry in any of the fields in this window is optional, but if an entry is made in the Link Text field, a
corresponding entry must also be made in the Link URL field.

1. Make an entry in any of the following fields:

* In the Header field, enter a static header to be displayed at the top of the Authentication Request
Form.

* In the Description field, enter a static text message to be displayed beneath the Authentication
Request Form header.

* Inthe Link Text field, enter text for the link's URL to be displayed beneath the Description in the
Authentication Request Form, and in the Link URL field, enter the corresponding hyperlink in plain
text using the http:// or https:// syntax.

Any entries made in these fields will display centered in the Authentication Request Form, using the
Arial font type.

2. Click Apply.
g Tip: Click Restore Default and then Apply to revert to the default text in this window.

2.3.6.3.1 Preview sample Authentication Request Form

1. Click Preview to launch a separate browser window containing a sample Authentication Request
Form, based on entries saved in this window and in the Common Customization window:
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3 web Access Authentication - Microsoft Internet Explorer N _10l x|
J File Edit Wew Favorites Tools Help |

J d=piack - = - 74 | Qsearch [Favorites EiMeda (4 | B-S A

Jnddrass IEhttps:p’,iZUU‘1El.IUU.?S:BUBIp’Authentlcat\on5erver,iPrewewAuthentlcatmnForm‘]sp j ﬁGn H Links >
WEB ACCESS AUTHENTICATION HELP

Please log in to access the Internet

Authentication Login

Username : I

Password :

Domain |LOGSYS (WT) =
Alias | Disabled 'I

| Log In I
Trustwave Web Filter provided by Trustwave. Copyright 2013. All rights reserved.

=
SED AR

By default, the following data displays in the frame:

* Username field - The username displays.

» Password field - The user’s IP address displays.

* Domain field - All LDAP domain names set up on the Web Filter display in the pull-down menu.

» Alias field (optional) - All alias names associated with the LDAP domain specified in the field
above display in the pull-down menu, if the account names were entered for that LDAP domain.

By default, the following standard links are included in the Authentication Request Form:

* HELP - Clicking this link takes the user to Trustwave’s Technical Support page that explains why
access to the site or service may have been denied.

*  Trustwave - Clicking this link takes the user to Trustwave’s Web site.

2. Click the “X” in the upper right corner of the window to close the sample Authentication Request Form.

Customization window, and then click Preview in this window again to view a sample Authentication

g Tip: If necessary, make edits in the Authentication Form Customization window or the Common
Request Form.

2.3.6.4 Block Page Customization
To customize the block page, click Customization and select Block Page from the menu:
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web Fiter P& Trustwave®

ion : Block Page C: ization ) |75} 201000113, 25:25142

System Details
~Cortral
e etwark Header IACCESS DEMED!

~Acministrator
~Securs Logan
~Diagrnostics
~aiert

- Software Update
~Synohranizatian
~Mode Lirk Text [
~Authenticatian

- BackupRestore KR [
~Reset

-~ Raius Authenticsion Setting
=

- Hardware Fallrs Detection
- Sirkes Bocking

n Seting

Irternet access tothe recuested website has been deried based on your user profile and organizatior's internet Usage Policy.

Deseription

ing
Ul SSL Certificate

, .
: ,

Host Name. T120218.qc.8e6.net | IF:192.168.20.218 | Varsien: IFR2.0.004

Note: See Appendix B: Create a Custom Block Page from the Trustwave Web Filter Administrator Guide
or the Web Filter portion of the Trustwave WFR Administrator Guide for information on creating a
customized block page using your own design.

Tip: An entry in any of the fields in this window is optional, but if an entry is made in the Link Text field, a
corresponding entry must also be made in the Link URL field.

1. Make an entry in any of the following fields:
* Inthe Header field, enter a static header to be displayed at the top of the block page.

* In the Description field, enter a static text message to be displayed beneath the block page
header.

* Inthe Link Text field, enter text for the link's URL to be displayed beneath the Description in the
block page, and in the Link URL field, enter the corresponding hyperlink in plain text using the
http:// or https:// syntax.

Any entries made in these fields will display centered in the customized block page, using the Arial font
type.

2. Click Apply.
g Tip: Click Restore Default and then Apply to revert to the default text in this window.

2.3.6.4.1 Preview sample block page

1. Click Preview to launch a separate browser window containing a sample customized block page,
based on entries saved in this window and in the Common Customization window:
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7} web Access Authentication - Microsoft Internet Explorer N (=] 3]

File Edt Yew Favortes Tools Help |

d=Bak - = - @ [A A | @oearch [GaFavortes @reda B | BN & =1 5

Address I@ https:{f200,10,100,75:808 1 JAuthenticationServer/PreviewAuthenticationFarm, jsp j @Gu “L\n)s 2
WEB ACCESS AUTHENTICATION HELP

Please log in to access the Internet

Authentication Login

Username : ‘

Password :
Domain [LOGSYS (HT) =]
Aliag m
| Log In I

Trustwave Web Filter provided by Trustwave. Copyright 2013. All rights reserved.

N [EX

&) Done [ 5 [@ meernet

By default, the following data displays in the User/Machine frame:

* User/Machine field - The username displays for the LDAP user. This field is blank for the IP group
user.

* |IPfield - The user’s IP address displays.

» Category field - The name of the library category that blocked the user’s access to the URL dis-
plays. If the content the user attempted to access is blocked by an Exception URL, “Exception”
displays instead of the library category name.

* Blocked URL field - The URL the user attempted to access displays.
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By default, the following standard links are included in the block page:

* HELP - Clicking this link takes the user to Trustwave’s Technical Support page that explains why
access to the site or service may have been denied.

* Trustwave - Clicking this link takes the user to Trustwave’s Web site.
By default, these links are included in the block page under the following conditions:

*  For further options, click here. - This phrase and link is included if any option was selected at
the Re-authentication Options field in the Block Page Authentication window. Clicking this link
takes the user to the Options window, described in the Options page sub-section.

* To submit this blocked site for review, click here. - This phrase and link is included if an email
address was entered in the Submission Email Address field in the Common Customization win-
dow. Clicking this link launches the user’s default email client. In the composition window, the
email address from the Submission Email Address field populates the “To” field. The user’s mes-
sage is submitted to the global administrator.

2. Click the “X” in the upper right corner of the window to close the sample customized block page.

Tip: If necessary, make edits in the Block Page Customization window or the Common Customization
window, and then click Preview in this window again to view a sample block page.

2.4 Set up Group Administrator Accounts

The global administrator creates group administrator (Sub Admin) accounts so that these group adminis-
trators can be assigned to manage specific LDAP entities (nodes) set up in the Policy tree. Sub Admin
group administrator accounts are set up in the Administrator window from the System section of the con-
sole.

are created. See Chapter 2: Policy screen from the Global Administrator Section of the Trustwave Web
Filter Administrator Guide or the Web Filter portion of the Trustwave WFR Administrator Guide for
information on creating IP groups.

@ Note: IP group administrator accounts are set up in the IP branch of the Policy tree when new IP groups

2.4.1 Add Sub Admins to manage nodes
Click Administrator to display the Administrator window:
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== = web Fiter P& Trustwave®

|7 18 z01003i07 a5:23:42

System : Administrator &)

System
Cantrol

Administrator Accounts

Current User
Account Name Type
dmin [Adimin
~Diggnestics lcochau |Admin
~hert cpike Suls clmin
-~ Software Update ot IHelp Desk
~Synehronization
~Mode
~Authertication
~ BackupRestare
-~ Reset
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~ShvP
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El| | »

Host Name: |FRE420.77.90.8e5.net | IP:192,188.20.77 | Varsion:IFR 2.0.00.4

2.4.1.1 Add a group administrator account

To add an LDAP group administrator (Sub Admin) account:

1.
2.

In the Account Details frame, enter the username in the Username field.

In the Password field, enter eight to 20 characters—including at least one alpha character, one
numeric character, and one special character. The password is case sensitive.

Make the same entry again in the Confirm Password field.
Select “Sub Admin” from the Type pull-down menu.

Click Add to include the username and account type in the Current User list box.

2.4.1.2 Update the group administrator's password

1.

Select the username from the Current User list box; this action populates the Account Details frame
with data.

In the Password field, enter eight to 20 characters for a new password—including at least one alpha
character, one numeric character, and one special character. The password is case sensitive.

Enter the same new password again in the Confirm Password field.

Click Modify to apply your settings.

2.41.3 Delete a group administrator account

To delete an administrator account:

1.

Select the username from the Current User list box.
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2. Click Delete to remove the account.

Note: If a group administrator assigned to an LDAP node is deleted, that group administrator must be

@ removed from assignment to that node and another group administrator set up for assignment to manage
that node. See Chapter 4: Manage Nodes for information on assigning and re-assigning a node for
management.

2.5 View Log Results

Use the View Log File window if you need to troubleshoot any problems with the authentication setup pro-
cess.

1. Click Diagnostics and select View Log File from the menu to display the View Log File window:

= wepFiter - P Trustwave®

|58 201001408 03.12:04

Log File Details

Lag File [euthentication Mocule Log (authmodute log) = |
Last Number of Lines o =
View

Quota Setting
UI'SSL Certificate

4 | x|

Host Name: FR4-20.77 qo 8sbnet | IP:182.185.20.77 | Vesion IFR2.0004

Note: In this Guide, only authentication-related options will be addressed. For information about all other
@ options, see the View Log File window in the Trustwave Web Filter Administrator Guide or the Web Filter
portion of the Trustwave WFR Administrator Guide.
2. Inthe Log File Details frame, select the type of Log File to view:

»  “User Name Log (usage.log)” - used for viewing the time and date a user logged on and off the
network, along with the user's profile information.

»  “Authentication Log (AuthenticationServer.log)” - used for viewing information about the authenti-
cation process for users, including SEVERE and WARNING error messages.

e “Admin GUI Server Log (AdminGUIServer.log)” - used for viewing information on entries made by
the administrator in the console.

» “eDirectory Agent Debug Log (edirAgent.log)” - used for viewing the debug log, if using eDirectory
LDAP authentication.
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“eDirectory Agent Event Log (edirEvent.log)” - used for viewing the event log, if using eDirectory

LDAP authentication.

“Authentication Module Log (authmodule.log)” - used for viewing information about SEVERE error

messages pertaining to LDAP authentication connection attempts.
3. Choose the Last Number of Lines to view (100-500) from that file.

4. Click View to display results in the Result window:

web Fiter P& Trustwave:
Result :I

jan 18, 2010 3:38:56 PM FINE: (Thread|Thread-2,5,main]) - Current ProfileD Name: String: Nowell30201 INDIVIDUALVSERS_CA_USA_chao
jan 18, 2010 3.38:56 PM FINER: (Thread[Thread-2,5,main]) - RETURN com 13000 server authentication AuthManager findFrofieByDomain
jan 18, 2010 3:38:56 PM FINEST: (Threac] Threack-2,5,main]) - Frasing Connection: com.r3000.server common il dap.comnectionimpl LDA
jan 18, 2010 3:38:56 PM FINEST: (Threac] Threac-2,5,main]) - Into the Pook org apache.commons poolimpl GenericObjsctPool @caa0ca(ar
/an 18, 2010 3:38:56 PM FINER: (Thread[Threac-2,5 main]) - RETURN com. 3000 server authentication Authhanager findProfisByLDAPDN
jan 18, 2010 3:38:56 PM FINE: (Threac|Thread-25,main]) - Loaking for workstation profile...

/an 18, 2010 3:38:56 PM FINE: (Threac|Thread-2,5,main]) - User autherticated using eDirectory Agent

/an 18, 2010 3.38:56 PM FINE: (Thresc|Thread-2,5,main) - eDirectary Agert workstation authentication is disabled. VWil OT look for wor
jan 18, 2010 3.38:56 PM FINEST: (Threac] Threac-2,5,main) - ¥orkstation profite lookup took 1 mills

jan 18, 2010 3:38:56 PM FINE: (Thread|Thread-2,5,main]) - LogonHandler Setting Profile

/an 18, 2010 3:38:56 PM FINE: (Threac]Threac-2,5,main]) - Authianager Attempting t Set Profile (Rule, ,0x#) for NovelI30201 INDIVIDUE
/an 18, 2010 3:38:56 PM FINE: (Thraac]Threat-2,5,main]) - Proflle Being Vi tten ks IPRPA 0 LGON

ontent-Length:196

Di=Hovel30361
I=cr=chan ou=USERS, 0u=Ca, ou=LIS A, 0=0C-ORG
D=LU
[TP=1
Li=cn=chan ou=UISERS ou=CA, pu=USA,0=0C-ORG
Li=chao
Lii=howell 30951 INDIVIDUALWSERS_CA_USA_chan
P=192.195.10.116
ET=0x0

jan 18, 2010 3:38:56 PM FINE: (Thread|Thread-25 main]) - The result back from the dasmon is IPNPA 01 OK

jan 18, 2010 3:38:56 PM FINE: (Threac]Threac-2,5,main]) - Resut string is OK

/an 18, 2010 3:38:56 PM FINE: (Threac]Threac-2,5,main]) - LogonHandler Writing Response...

/an 13, 2010 338:56 PM FINER: (Thread{Threacl-2,5 main]) - RETURN com.r3000.server authentication fopervice LogonHandler process
/an 18, 2010 3:38:56 PM FINE: (Threac|Thread-2,5,main]) - AuthRecuest Writing OutpLt...

4 | o

5. Click the “X” in the upper right corner of the window to close it.
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3 LDAP Authentication Setup

You can use LDAP to authenticate users.

LDAP server. To check connectivity, in the navigation panel click LDAP and then select Domain Status.
You can also expand the tree and check status for any individual domain. Sub Admins can only see
domain status for their assigned domains.

g Tip: For LDAP authentication to function correctly, the Web Filter server must be able to connect with the

3.1 Create an LDAP Domain

In the Policy section of the console, add an LDAP domain that contains entities to be authenticated.

3.1.1 Add the LDAP domain

1. Click LDAP in the navigation panel to open the menu, and select Add Domain to open the Create
LDAP Domain dialog box:

Create LDAFP Domain ll

LDAP Server IPMHostname [190.160.20.54
LDAP Server Port 359
LDAP Dammain Label ADMative

2. Inthe LDAP Server IP/Hostname field, enter either the IP address or the hostname of the authentica-
tion server.

3. Inthe LDAP Server Port field, enter the LDAP server port number. By default, enter 389.

4. Inthe LDAP Domain Label field, enter the name of the LDAP domain. This entry does not need to
match the NetBIOS name.

in length, and can contain a hyphen (-) and underscore ( _ ), though the hyphen cannot be the first or last

@ Note: The alphanumeric LDAP domain name must be at least two characters but less than 64 characters
character of the name.

5. Click Apply to add the domain to the tree. This action takes you directly to the LDAP domain window
(see View, modify, enter LDAP domain details).

3.1.2 Refresh the LDAP branch

Click LDAP in the navigation panel to open the menu, and select Refresh whenever changes have been
made in this branch of the tree.

3.1.3 View, modify, enter LDAP domain details

Double-click LDAP in the navigation panel to open the LDAP branch of the Policy tree. Select the LDAP
domain you added, and choose Domain Details from the menu to display the default Type tab of the LDAP
Domain Details window:
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web Fiter P Trustwave®

Policy : LDAP ; ADliative : LDAP Server Type &) |5 1E | 2010r03/18 03159138

Type | Gvuun| User

| & Microsoft Active Directory Native Mode

| € Sun One, Sun IPlanet or Netscape Dirsctory Server
| € Novel eDirectary

| " pen Directory

| € cther

Hast Name: [FR-20-77.9¢ Se6unet | IP: 192.168.20.77 | wemsion: IFR2.0.005

The LDAP domain window is comprised of the following wizard tabs: Type, Group, User, Workstation,
Address, Account, SSL, Alias List, and Default Rule. By going through the entire wizard, domain details
are established for the LDAP domain, preparing the LDAP domain for group and user filtering profile setup.
After all entries are made on the wizard tabs, the domain can be activated.

LDAP for Microsoft Active Directory Services. The suggested entries and examples may not be applicable
to all other server types, or if any changes have made to default settings on the LDAP Active Directory
server.

“ Caution: The instructions in this Guide have been documented based on standard default settings in

3.1.31 Type

Based on the entries made when creating the LDAP domain, the Web Filter will attempt to auto-detect the
type of server being used, and if successfully detected, the appropriate LDAP server Type radio button will
be pre-selected on the Type tab.

1. If making a selection on this tab, the following options are available: “Microsoft Active Directory Mixed
Mode”, “Microsoft Active Directory Native Mode”, “Sun One, Sun IPlanet or Netscape Directory
Server”, “Novell eDirectory”, “Open Directory”, and “Other”. If the server type is not detected, “Other”
will be selected.

The server type setting on this tab defines the content that displays on all other tabs of the wizard.

Note: If the server type is changed on this tab, object type settings will be overwritten with the new object
type settings. User settings will not be modified.

2. If a selection was made on this tab, click Save to save your setting.
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3. Click Next to go to the Group tab.

Caution: The contents of the tabs for User and Group do not normally need to be changed. The settings

“ on these tabs are made automatically when you select the server type at the beginning of the setup
process. Unless you have made changes to the Schema of your LDAP server and are sure of the
consequences of altering these settings, do not alter anything in these tabs. The only action you need to
execute on these tabs is to confirm the settings by clicking the Next button at the bottom of the window,
until you reach the Address tab.

3.1.3.2 Group

The Group tab is used for including or excluding group objects in the LDAP domain.

Figure 7: Domain Details window, Group tab

web Fiter P Trustwave®

| B} :G 2010t01/18. 03155148

Type Group | user | vorkstation | server | ssi | acoourt | atas List|

These lists are preloaed with defauls for = server of the selected server type. ish Fier wil treat an entry iy the LDAP database as a Group it contains ANY of the ObjectClass values in the Include List and NOT
ANV af the Chiectlass values i the Excluds List,

LA cludde List el List

Group Remove Remove

Inclute Exclude

Membership Attrbute  [nember

™ Use Primary Group [~ Use Nested Group

Host Name: [FR-20:77.05 Sebinel. | IF: 1921682077 | Wesion IFR2.0.005

By default, this tab is populated as follows:
* The Include List is populated with appropriate group objects, based on the server type.

*  The Membership Attribute field is populated with the name of the LDAP attribute from the group
record that identifies members of the group.

1. Generally, no action needs to be performed on this tab. However, under special circumstances, the fol-
lowing actions can be performed:

* A group object can be added or excluded by making an entry in the appropriate field, and then
clicking the Include or Exclude button.

A group object name can be edited by selecting the group object from the appropriate list box, edit-
ing the name in the field, and then clicking the Edit button.

A group object can be removed by selecting the group object and then clicking Remove.
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2. Based on the selected server type, the following action(s) is/are available for specifying a particular
group profile assignment, if necessary:

» If using Active Directory, the “Use Primary Group” action displays on this tab. You may wish to
check this box to indicate that profiles based on user groups should be assigned to users.

» If using Novell eDirectory or Sun One, the “Use Dynamic Group” action displays on this tab. You
may wish to check this box to indicate that profiles based on dynamic groups should be assigned
to users.

» If using Active Directory Native mode, Sun One, Novell eDirectory, or Open Directory, the “Use
Nested Group” action displays on this tab. This feature saves you time when configuring policies.
After the group policy is configured, all sub-groups within that group will use the same policy and
do not need to be configured, unless a special policy is required for a sub-group and that policy is

given a higher priority than the group policy.

Note: If the options for “Use Dynamic Group” and “Use Nested Group” are both available, Trustwave
recommends using nested groups over dynamic groups for optimum performance of the Web Filter.

3. If any modifications were made on this tab, click Save.
4. Click Next to go to the User tab.
3.1.3.3 User

The User tab is used for including or excluding user objects in the LDAP domain.

Figure 8: Domain Details window, User tab

web Fiter - P Trustwave:

5| & 2010r01/18 09156103

ry in the LDAP database as a Lser it cantains ANY of the CbjectClass values in the Include List and NOT

xclude List
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[ Use Case-Senstive Comparison

Host Name: [FR-20-77.qe Se6net | IF: 192,168.20.77. | Wession: [FR2.0.005

By default, the Include List and Exclude List are populated with appropriate user objects, based on the
server type.
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1. Generally, no action needs to be performed on this tab. However, under special circumstances, the fol-

lowing actions can be performed:

* A user object can be added or excluded by making an entry in the appropriate field, and then click-

ing the Include or Exclude button.

* A user object name can be edited by selecting the user object from the appropriate list box, editing

the name in the field, and then clicking the Edit button.

* A user object can be removed by selecting the user object and then clicking Remove.

» If the user DN cannot be auto-detected during the profile setup process, click “Use Case-Sensitive

Comparison” to perform a manual comparison check.

2. If any modifications were made on this tab, click Save.

3. Click Next to go to the Workstation tab.

3.1.3.4 Workstation

The Workstation tab is used for including or excluding workstation objects in the LDAP domain.

Figure 9: Domain Details window, Workstation tab

P2 Trustwave*
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xclude List

values in the Include List

computer

Inclue

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

By default, the Include List and Exclude List are populated with appropriate workstation objects, based on

the server type.

1. Generally, no action needs to be performed on this tab. However, under special circumstances, the fol-

lowing actions can be performed:

» A workstation object can be added or excluded by making an entry in the appropriate field, and

then clicking the Include or Exclude button.
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* A workstation object name can be edited by selecting the workstation object from the appropriate
list box, editing the name in the field, and then clicking the Edit button.

* A workstation object can be removed by selecting the workstation object and then clicking
Remove.

2. If any modifications were made on this tab, click Save.

3. Click Next to go to the Address tab.

3.1.3.5 Server
The LDAP domain address information populates the Server tab.

Figure 10: Domain Details window, Server tab

web Fiter - P& Trustwave®

%@ | 2010701718 09158129

Type | Group | User | workstation  Server | sst| account | Alias List|

Server DNS Name |WF122-10.868.com

ServerPAddress |122.10.12.11

DNS Domain Name |

NOTE: NETH

NETBI0S Domain Name |

Server LDAPS Port 636

Server LDAP Port |38

LDAPQueryBase | DC=8e6,BC=com

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

Name, and LDAP Query Base fields will not be populated automatically. Functioning forward and reverse
DNS name resolution is one of the requirements for LDAP authentication. Please ensure the correct DNS
settings are set.

@ Note: If the DNS settings are not published in the LDAP directory, the Server DNS Name, DNS Domain

1. This tab includes the following fields, some pre-populated by default, and some that you may wish to
edit:

*  The Server DNS Name field should contain the DNS name of the server. If this field is already
populated, it may need to be edited if there is more than one DNS server available.

Notes:
@ « If your LDAP server’s name is not a resolvable, fully qualified DNS name, you may be able to enter the
domain name.

« If using a Novell server, be sure the Server DNS Name exactly matches the name on the SSL certificate
that will be uploaded to the server.
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* The Server IP Address that displays by default is the one that was entered in the LDAP Server IP
field of the Create LDAP Domain dialog box.

*  The DNS Domain Name should be the DNS name of the LDAP domain, such as logo.com, and
may need to be edited if the entire domain name does not display by default.

Notes:
@  If your LDAP server’s name is not a resolvable, fully qualified DNS name, you may be able to enter the
domain name.

A fully qualified domain name entry is required on a mobile Web Filter using an LDAP server to
authenticate mobile end users.

« If using a Novell server, be sure the DNS Domain Name exactly matches the name on the SSL
certificate that will be uploaded to the server.

* If necessary, the NETBIOS Domain Name can be entered.
* By default, “636” displays in the Server LDAPS Port field.

* By default, the value that was entered in the LDAP Server Port field of the Create LDAP Domain
dialog box displays in the Server LDAP Port field.

* By default, the LDAP Query Base displays the root of the LDAP database to query using the
LDAP Syntax, e.g. DC=domain,DC=com, or o=server-org. The entry in this field is case sensitive
and should be edited, if necessary.

If this field is not populated, enter the LDAP query base exactly as set up on the LDAP server. For
example, if the entry on the LDAP server is DC=QA,DC=local, you must enter
DC=QA, DC=local—not dc=0QA, dc=1local or DC=QA, DC=Local.

2. If any modifications were made on this tab, click Save.
3. Click Next to go to the SSL tab.
3.1.3.6 SSL

SSL settings should be made if your network requires a secure connection from the Web Filter to the
LDAP server.
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Figure 11: Domain Details window, SSL tab

web Fiter - P& Trustwave®

1% G- | 2010701/18.09158:24

Tyve | Group | User | workstation| Server | SSL | account | aias List|
I” Enable Secure LDAP over SSL

[Manually Upload SSL Certificate for LDAPS
Enter the path ta the 551 certificate For your LDAP se
required ko communicate with your LDAP server with P
| The certificate should be a Basetd encaded .der or .cer format 551 Certfficate.

Uglozd

|Automatically Upload SSL Certificate for LDAPS

| R3000 can automatically generate and upload SSL. certiicate for your LDAP server,

Make sure secure LDAR is properly set up and the hostname you specified For your
DAP server is corrsct, Depending on the nebwork snvironment, the b It takes to
| Fetch the certificate can vary. You may wait Up b 15 seconds.

Uploac | wait [3 | seconds for cetificate

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

Note: See Appendix B for information on how to obtain a Sun One server’s SSL certificate, or how to
@ export an Active Directory or Novell server’s SSL certificate to your desktop and then upload it to the Web
Filter.

1. If applicable, click in the “Enable Secure LDAP over SSL” action. This action activates the Upload but-
tons in the Manually Upload SSL Certificate for LDAPS frame and the Automatically Upload SSL Cer-
tificate for LDAPS frame.

2. To automatically upload an SSL certificate, go to the Automatically Upload SSL Certificate for LDAPS
frame and do the following:

a. Inthe Wait __ seconds for certificate field, by default “3” displays. Enter the number of seconds
to wait before the certificate is automatically uploaded.

b. Click Upload to upload the certificate.

To manually upload an SSL certificate, go to the Manually Upload SSL Certificate for LDAPS frame
and do the following:

c. Click the Upload button to open a dialog that allows you to select a certificate.

d. Navigate to and select the Web Filter's SSL certificate.

e. Click Open to upload the SSL certificate to the Web Filter.

Caution: If using a Novell server, be sure the name on the SSL certificate (to be uploaded to the server)
matches the Server DNS Name entered in the Address Info tab.

3. Click Save.

4. Click Next to go to the Account tab.
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3.1.3.7 Account
The Account tab is used for specifying the account information needed for binding to the LDAP database.

©

Figure 12: Domain Details window, Account tab

web Fiter - P& Trustwave®

5| G 2010r01/18 09156154

Tyve | Group| User | workstation| Server  Aceourt | ssi | atas List]|

[] Use Anonymous Bind

LDAP Account Name | CN=Administrator CN=Users DC=adn.DC=8e§,DC=com

Password

Confirm Password

Distinguished Name Auto Discovery
fistinguished name" (&, 0.: CH=administrator, CN=users,DC=xyz,DC=com) must be entered in the "LDAP Account Name'" box above. To find the “distinguished name” for a user, please dick on the: "Find Distinguishad
e butt + the username {e..: Administrator), domain name (f needed), and passwort

Findl Distinguished Matne

Host Name: [FR-20-77.qe Se6net | IF: 192,168.20.77. | Wession: [FR2.0.005

Note: The Distinguished Name Auto Discovery frame only displays if the type of LDAP server is Microsoft
Active Directory.

1. Do one of the following:

If your LDAP database does not require a username to be provided in order to bind to the LDAP
database, click the “Use Anonymous Bind” action to grey out the fields—and Find Distinguished
Name button, if it displays—in this tab.

If you know the authorized user's full LDAP Distinguished Name, enter it in the LDAP Account
Name field. For example, enter the entire string in a format such as:

cn=Administrator,cn=Users,dc=gqc2domain,dc=local
or
cn=admin, o=logo-org

Then enter the password in the Password and Confirm Password fields.

For an Active Directory LDAP server type, if you do not know the authorized user’s full LDAP Dis-
tinguished Name, click Find Distinguished Name in the Distinguished Name Auto Discovery
frame to open the Distinguished Name Auto Discovery box:
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Distinguished Name Auto Discovery i x|

User Mathe

Domain Mame

Pazsword

Confirm Password

[ Find Distinguished Mame ][ Cancel ]

Make entries in the following fields:
i. User Name - administrator’s user name (e.g. administrator).

ii. Domain Name - name of the domain (e.g. 1ogo. company. com). This field displays greyed
out if it was already included on the Address Info tab.

ii. Password and Confirm Password.

Click Find Distinguished Name to perform the search for the LDAP Distinguished Name. If the
administrator’'s user name and password are successfully retrieved, the box closes and the fields
on this tab become populated with appropriate data.

Note: Once the Distinguished Name and password are successfully saved on this tab, the Distinguished
Name Auto Discovery frame will no longer display at the bottom of this tab.

2. Click Save to save your entries.

3. Click Next to go to the Alias List tab.

3.1.3.8 Alias List

The Alias List will be automatically populated if the Account Name was entered in the Account tab. This list
includes all alias names for the domain that will be included in the Alias pull-down menu in the Authentica-
tion Request Form.
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Figure 13: Domain Details window, Alias List tab

web Fiter - P& Trustwave:
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lUsers |Ch=Users,DC=cidap, DC=logo,DC=net

Reload OU List EnableDisable A1

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

However, if there are many alias names to be loaded, the tab initially displays without any data and the
Search in Progress box opens:

Search in Progress N x|

The LDAP server is returning & substantial amount of data.
Please weait while the search is in progress.

After the search is completed, the Search in Progress box closes, and the list displays the Alias Name and
the corresponding LDAP Container Name.

Note: If the alias list does not display, double-check the settings on the other tabs and verify that all of
your settings are correct.

1. The following actions can be performed on this tab:

* An Alias Name can be edited by double-clicking the Alias Name in the designated row, and then
making your modifications.

» If an Organizational Unit (OU) has been deleted from the LDAP directory but has already been
added to the alias list, the list can be reloaded by clicking the Reload OU List button. When click-
ing this button, the Search in Progress box opens and the domain becomes inactive and will need
to be reactivated.

* By default, all items are selected for inclusion in the alias list, as indicated by a check mark in the
Alias Enabled action. To deselect an item, click the action to remove the check mark.

with the same name are included in more than one container. In this situation, de-selecting the

0 Caution: When using Novell eDirectory, you should not de-select Aliases, particularly if users
Alias can cause an incorrect profile to be assigned or an authentication error.
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* To select or deselect all items in the list, click the Enable/Disable All button. This button lets you
toggle between these two operations.

2. After all entries have been made in these wizard tabs, click Activate to activate the domain.

tabs, Activate must be clicked again to re-activate the domain.

Note: To enter profile information for LDAP groups and users, see Create and Maintain Filtering Profiles in

g Tip: After the domain is activated, whenever subsequent modifications are made in any of these wizard
@ Chapter 4.

3.1.4 Delete a domain

To delete a domain profile, choose Delete from the LDAP domain menu. This action removes the domain
from the tree.

3.2 Set up LDAP Domain Nodes

In the navigation panel, the LDAP domain branch of the tree menu includes options for setting up entities
(nodes) in the domain so that filtering profiles can later be created. The following options are used in this
setup process: Manage Profile Objects, Set Group Priority, Manually Add Workstation, Manually Add Mem-
ber, Manually Add Group, and Upload Profile.

3.2.1 Add nodes to the domain tree list
Before you can create filtering profiles for groups, workstations, users, and/or containers in a domain, you
must first add these nodes to the tree list for that domain.

Select the LDAP domain, and choose Manage Profile Objects from the menu to display the LDAP Browser
window.
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Figure 14: LDAP Browser window
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This window is used for retrieving the names of workstations, users, groups, or containers from an LDAP
domain so that a filtering profile can be assigned to each node.

Notes:
@ « If the “Use Dynamic Group” option was specified in the Group tab of Domain Details, “Dynamic Group

Enabled” displays towards the bottom left of this window. If the “Use Nested Group” option was
available in the Group tab of Domain Details, “Nested Group Enabled” or “Nested Group Disabled”
displays towards the bottom left of this window, depending on whether or not this feature was enabled
or disabled in the Group tab.

» See Appendix C if using an OpenLDAP server.

3.2.1.1 Perform a basic search

1.
2.

Specify the type of search by clicking the “Workstation”, “User”, “Group”, or “Container” radio button.

If “User” or “Group” was selected, choose either “cn=" (common name) or “uid=" (user ID) from the
pull-down menu for the attribute type used in the LDAP directory. This menu displays greyed-out if
“Container” was selected.

In the input field that follows the pull-down menu, type in the workstation name, username, group
name, or container name exactly as it was entered on the LDAP server, or enter a partial name fol-
lowed by the asterisk (*) wildcard.

Make a selection from the In pull-down menu to specify the section of the server to search.

Click Search to display rows of results in the grid below. The following information is included for each
entity: Type (WRK, USR, GRP, CTR), Name (as entered on the LDAP server), DN string, Profile (Rule
number, if assigned), View button, and Mark action.
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3.2.1.2 Options for search results
The following actions can be performed on search results:

»  To narrow the number of records returned by your initial query, click the “Within Results” action, modify
your search criteria in the input field, and then click Search.

» To query either the list of groups in which a user is a member, or the list of users who are members of
a Group Record, click the View button in the Members column to display the results in the grid.

* To select or deselect all records in the grid, click Mark/Unmark All.

» To select or deselect all highlighted records in the grid, click Mark/Unmark Selected. This feature
works only if records are first selected in the grid by clicking on them.

*  Multiple records are selected by clicking one record, and then pressing the Ctrl key on your key-
board and clicking another record.

* A block of multiple records is selected by clicking the first record in the block, then pressing the

Shift key on your keyboard, and then clicking the last record in the block.

3.2.1.3 Apply a filtering rule to a profile
To apply a filtering rule to an entity in the grid:

1. Go to the Mark column and click the action for that entity.
2. Select afiltering rule from the drop-down menu.
3. Click Add Rule to display the selected Rule number in the Profile column.

When the LDAP branch of the tree is refreshed, all nodes with rules applied to them appear in the tree.

3.2.1.4 Delete arule

To delete a rule from a profile, the entity must currently display in the grid and have a rule assigned to the
profile.

1. Click the Mark action for the entity.

2. Click Delete Rule to remove the entity’s profile from the tree.

3.2.2 Specify a group's filtering profile priority

1. Select the LDAP domain, and choose Set Group Priority from the menu to display the Set Group Prior-
ity window:
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web Fiter P Trustwave®

:LDAP : ADNative : Set Group Priority &) \&| ‘Eﬁ 2010/01/15 15134123

Y. Group Priori
Global Group . &

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

This window is used for designating which group profile will be assigned to a user when he/she logs in.
If a user is a member of multiple groups, the one that is positioned highest in the list is applied.

Notes:
@ » Groups automatically populate the Profile Group(s) list box, if these groups have one or more identical
users and were added to the tree list via the LDAP Browser window.

» An entry for the Group Priority list is added to the end of the list when the group profile for that group is
added to the Web Filter, and is removed automatically when you delete the profile.

2. To change the order of groups in the list:
a. Select a group from the Profile Group(s) list box.
b. Use the up or down arrow button to move that group up or down in the list.

c. Click Apply to apply your settings.

3.2.3 Manually add a workstation name to the tree

1. Select the LDAP domain, and choose Manually Add Workstation from the menu to open the Manually
Add Workstation dialog box:

Manually Add Workstation i x|
i) Pleaze enter the workstation name

Ok I Cancel |

This dialog box is used for adding a workstation name to the tree list, so that a filtering profile can be
defined for that workstation.
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2. Enter the workstation name in the text box, using the entire Distinguished Name. For example:

cn=engineering, cn=tester, dc=logo, dc=com'

g Tip: LDAP workstation names should be input exactly as entered as entered for the LDAP Distinguished
Name.

3. Click OK to add the workstation name to the domain’s section of the tree.

Note: See Add or maintain a node’s profile under Create and Maintain Filtering Profiles in Chapter 4 for
information on defining the filtering profile for the group.

3.2.4 Manually add a user's name to the tree

1. Select the LDAP domain, and choose Manually Add Member from the menu to open the Manually Add
Member dialog box:

Manually Add Member x|

i) Please enter the user name
Ok I Cancel |

This dialog box is used for adding a username to the tree list, so that a filtering profile can be defined
for that user.

2. Enter the username in the text box.
g Tip: LDAP usernames should be input exactly as entered as entered for the LDAP Distinguished Name.

Examples:

CN=Jane Doe, CN=Users, DC=qgc, DC=local

CN=Public\, Joe Q., 0OU=Users, OU=Sales, DC=qc, DC=local
CN=Doe\, John, CN=Users, DC=qc, DC=local

cn=dyn-grp, ou=progrm, o=nwrd-org

3. Click OK to add the username to the domain’s section of the tree.

Note: See Add or maintain a node’s profile under Create and Maintain Filtering Profiles in Chapter 4 for
information on defining the filtering profile for the user.

3.2.5 Manually add a group's name to the tree

1. Select the LDAP domain, and choose Manually Add Group from the menu to open the Manually Add
Group dialog box:

Manually Add Group x|

i) Please enter the group name
Ok I Cancel |
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This dialog box is used for adding a group name to the tree list, so that a filtering profile can be defined
for that group.

2. Enter the group’s name in the text box, using the entire Distinguished Name format.

3. Click OK to add the group name to the domain’s section of the tree.

Note: See Add or maintain a node’s profile under Create and Maintain Filtering Profiles in Chapter 4 for
information on defining the filtering profile for the group.

3.2.6 Upload a file of filtering profiles to the tree

1. Select the LDAP domain, and choose Upload Profile from the menu to open the Upload User/Group
Profile window:

web Fiter - W@ Trustwave:

Upload Profile

Unload Member Profie: Click Upload
rning:This file will averwrice the current usergroup file

File must be in the following filename and format:

Loap

nf, n,

H=1hn Do, Chi=Lsers, DC=qc, DC=com; RuleD, ,0
H=Publicl, Joe Q.,0U=Sales,DC=qc,DC=local; Ruled, ,0
H=Doe}, John, Chi=Lisers, DC=qc,DC=localA, R CHAT KDPORN GPORN 1,1, ,0

fquota.cont

|CN=John Doe, CH=Lsers,DC=qe, DC=com 0, GEGBNDWDTH; 25, GSTREAM:2S
ICh=Public, Joe Q. ,O=Sales,DC=qe,DC=local 0, FINAM: 1S, TRADING: 15, EMPLI1S
|cN=Doe, John, Chi=Lsers,DC=qe, DC=local 0, EDUICAT: 10, REFERE:12, GNEWS:15

[The wser's name must match the entry on the server. IF the user's name includes characters such as a comma {,}, semicalon {;), equals sign {=), quotatian mark (*), pius sign (+), backslash {1), less than symbol (<), or
lareater than symbol (=), a backslash (1) must be entered before that character,

[f the username contains a backslash, you must enter an additional backslash before that character,
L the user's name is Doe, John you would enter the name in the cont file as Doz, John.

Reload Member Prafile: Click Reload
arning: The uploaded member profile does not take effect unless the Reload button is clicked,

Uplasd Member Proiile | Upload Relaad Member Proflle

Host Name: [FR.-42-25.qeSenel | IF: 192,168.42.28 | wersion: IFR2.0.006

This window is used for uploading a file to the tree with workstation, user, group, or container names
and their associated filtering profiles.

2. Click Upload. A message box warns you that your current profile will be overwritten. Click Yes to open
a file browse window.

3. Select the file to be uploaded, and then click Open.

0 Caution: Any file uploaded to the server will overwrite the existing profile file.

Each profile in the file uploaded to the server must be set up in a specified format in order for the pro-
file to be activated on the server. This format differs depending on whether the profiles are workstation,
user or group profiles, or quota profiles. Based on the type of file format used, the file should have the
following name:
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* |dapwrkstnprofile.conf - if the file contains LDAP workstation profiles
» Idapuserprofile.conf - if the file contains LDAP user profiles

» Idapgroupprofile.conf - if the file contains LDAP group profiles

* ldapcontainerprofile.conf - if the file contains LDAP container profiles

* quota.conf - if the file contains LDAP workstation, user, group, or container profiles with quotas
included. A quota in a profile indicates the user can spend a specified amount of time at a desig-
nated passed library category before he/she is blocked from further accessing URLs in that cate-

gory.

Note: See Appendix D for examples of valid filtering profile formats to use when creating a list of profiles
to be uploaded to the server.

Caution: When uploading a list of profiles to the tree, the user will be blocked from Internet access if the
minimum filtering level has not been defined via the Minimum Filtering Level window. If you have just
established the minimum filtering level, filter settings will not be effective until the user logs off and back
on the server.

O

4. Click Upload File to upload this file to the server. A dialog informs you of the result.
5. On the Upload Member Profile page, click Reload to make the change take effect.

6. If you have added or removed group profiles, to update the menu tree click the LDAP item in the menu,
and then choose Refresh.
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4 Manage Nodes

Once LDAP domains are set up in the Policy tree, the global administrator assigns Sub Admin group
administrators the following entities (nodes) to manage: domains, groups, workstations, members, and/or
containers.

@ Note: For information on creating and managing Sub Admin group administrator accounts, see Section
2.4.

4.1 Assign Sub Admin to an LDAP Node

A group administrator assigned to an LDAP node (domain, group, workstation, member, or container) has
the privileges to add, edit, or delete entities to/from that node to which he/she is assigned. The Sub Admin
can edit details of their assigned domains, but cannot delete the domains.

The Sub Admin group administrator is also responsible for creating and maintaining filtering profiles for
entities in his/her assignment.

1. Click Assign to at any level of the LDAP Policy tree (domain, group, workstation, member, or container)
to open the Assign Access window. In the Assign Access to selected tree nodes frame, the name of
the entity (Node Name) displays, along with that node’s Assignable status. If the node has already
been assigned to a group manager, the username for the Assigned User displays.

2. From the Assign to user field, choose from the list of available Sub Admins:
x|

Assign access to selected tree nodes

Mode Nathe: I Azzignable I Azzigned User I
tester | E | |

[ Unassigned Access Azsign to user I = l

[ Preview Azsign ][ Apply ]

3. To preview the access view for the proposed Sub Admin, click Preview Assign to open the Assign
Access View window:
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Assign Access Yiew x|

View/Preview assign access

Azzign to user - -

System Policy | Library | FReRarting | Help'
g Palicy
=l Loap
Erady o
“ B tester

4. Click the Policy, Library, and Help tabs to view the menu topics, sub-topics, and tree nodes currently
available to that Sub Admin.

5. Click the “X” in the upper right corner of that window to close it.

g Tip: If necessary, another Sub Admin from the Assign to user field can be assigned to that node.

6. Click Apply to assign the Sub Admin to that node and to enter that Sub Admin’s username in the
Assigned User column in the list box:

Assign Access B x|
Assign access to selected tree nodes

Mode Mame I Azsiunahls I Aszsigned User I

tester | |subadmin |

™ Unassigned Access ASSiON to user Isubadmln 'l

[ Preview Assign ]| Lply |

7. Click the “X” in the upper right corner of the Assign Access window to close it.

Apply. To re-assign the node to another Sub Admin, click the Unassigned Access check box again to
remove the check mark from the check box. A different Sub Admin can now be selected from the Assign

to user pull-down menu.

g Tip: To unassign the Sub Admin from that node, click the Unassigned Access check box and then click
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4.2 Create and Maintain Filtering Profiles

If a Sub Admin group administrator is assigned to an LDAP domain, he/she can add groups and members
to that domain. A Sub Admin group administrator assigned to an LDAP group can add members and filter-
ing profiles for all nodes he/she oversees.

The chart below illustrates the options available for filtering profile creation and maintenance for the entity
type:

Domain Container Group Individual Workstation
Details X X Member
Manage Profile Objects X
Set Group Priority X
Manually Add Workstation / X
Member /Group
Upload Profile X
Profile X X X X
Exception URL X X X X X
Time Profile X X X X X
Approved Content X X X X X
Web-based Authentication X X X X
Timeout
Delete X
Remove X X X X
Assign to X X X X X

Tips:
g » For information on changing the assignment of an LDAP node to another Sub Admin, see Section 4.1.

» For information on setting up groups in an LDAP domain, see Section 3.2.

4.2.1 Add a group member to the tree list
From the domain, select the group and choose Group Member Details from the menu to display the
Group/Member Details window.
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Figure 15: Group Member Details window, LDAP group
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This window is used for viewing profile information about a group, and for adding members to a group.

In the Group Details frame, the following details display: Group name, Full Name (Distinguished Name) of

the group, Domain name, and Domain Type. Members that belong to the group display in the Members

list box in the Group Members frame.

To add a member to the tree list so that a profile can be created for that member:

1. Select the entity from the Members list box.

2. Click Add.

4.2.2 View Container Details

From the Policy tree, select the domain and choose Container Details from the menu to display the Con-

tainer Details window.
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Figure 16: Container Details window
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This view only window provides the following information about the container:
» Container - Name assigned to the container on the LDAP server
*  Full Name - Distinguished Name for the container

*  Domain - Name of the domain in which the container belongs

4.2.3 Add or maintain a node’s profile

From the domain, select the node and choose Profile from the menu to display the default Category tab of
the Profile window.
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Figure 17: Group Profile window, Category tab, LDAP group
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The Profile option is used for viewing/creating the filtering profile of the defined node (LDAP static or
dynamic group, workstation, user member, or container). Entries made in the Category, Redirect URL, and
Filter Options tabs comprise the profile string for the entity.

4.2.3.1 Category Profile

Category Profile is used for creating the categories portion of the filtering profile for the entity.

accessible from the Global Group options, and the minimum filtering level should already be established.
The minimum filtering level is set up in the Minimum Filtering Level window, accessible from the Global
Group options. See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the
Trustwave WFR Administrator Guide for more information about these windows.

@ Note: In order to use this tab, filtering rules should already have been set up via the Rules window,

By default, “Rule0 Minimum Filtering Level” displays in the Available Filter Rules pull-down menu, and
the Minimum Filtering Level box displays “Child Pornography” and “Pornography/Adult Content”. By
default, Uncategorized Sites are allowed to Pass.

BYPASS”, “Rule2 BLOCK Porn”, “Rule3 Block IM and Porn”, “Rule4 Trustwave CIPA Compliance”, and

@ Note: By default, the Available Filter Levels pull-down menu also includes these five rule choices: Rule1
“Rule5 Block All”.

To create the category portion of the entity’s filtering profile:

1. Select a filtering rule from the available choices in the Available Filter Rules pull-down menu. This
action automatically populates the Pass, Allow, Warn, and/or Block columns in the Rule Details frame
with filter settings for each category group/library category in the Category Groups tree.

Tip: In the Category Groups tree, double-click the group envelope to open that segment of the tree and to
view library categories belonging to that group.
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column for the category group), one or more library categories within that group has a setting in a column
other than the filter setting designated for all collective library categories within that group. For example, if
in the Adult Content category group some of the library categories have a block setting and other library
categories have a warn setting, there would be no category group filter setting, since all library categories
do not have the same filter setting.

@ Note: If a category group does not display any filter setting (i.e. the check mark does not display in any

2. To change the filter setting for a category group/library category, double-click the column (Pass, Allow,
Warn, Block) in the row corresponding to that category group/library category to move the check mark
to that column:

* Pass - URLs in this category will pass to the end user.
* Allow - URLs in this category will be added to the end user’s white list.

* Warn - URLs in this category will warn the end user that the URL he/she requested can be
accessed, but may be against the organization’s policies. The end user can view the URL after
seeing a warning message and agreeing to its terms.

* Block - URLs in this category will be blocked.

Tips:
g Multiple categories can be assigned the same filter setting by clicking each category while pressing the
Ctrl key on your keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by clicking the first category, and then
pressing the Shift key on your keyboard while clicking the last category, and then double-clicking in the
appropriate column.

3. Make a selection from the Uncategorized Sites pull-down menu to specify how to handle a URL that
has not yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access to a passed library group/category, do the fol-
lowing:

* In the Quota column, enter the number of minutes the user will be able to access the library
group/category. The minimum number of minutes is “1” and the maximum is “1439” (one day
minus one minute). The number of minutes entered here combines with the seconds per hit (mini-
mum one second to maximum 3600 seconds) defined in the Quota Settings window to determine

when the end user will be blocked from further access to URLs in that library group/category.

Tip: If a quota entry is made for a category group, all library categories in that group will show the same
number of quota minutes.

Administrator Guide or the Web Filter portion of the Trustwave WFR Administrator Guide for more

@ Note: See the Quota Settings window in Chapter 1: System screen of the Trustwave Web Filter
information on configuring quota settings and resetting quotas for end users currently blocked by quotas.

The Overall Quota field becomes enabled if a quota is entered for any library group/category. By
default, the enabled Overall Quota is turned “Off”. If turned “On”, enter the number of minutes in

the Min field to indicate when the end user’s access to passed library groups/categories with quo-
tas will be blocked. If the end user spends this amount of time at URLs in any quota-marked library
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group/category, the Overall Quota overrides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings at the entity’s filtering level.

4.2.3.2 Redirect URL
Click the Redirect URL tab to display the Redirect URL page of the Profile window.

Figure 18: Group Profile window, Redirect URL tab, LDAP group
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€ Custom URL:

Hast Name: [FR-20-170.90.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

Redirect URL is used for specifying the URL to be used for redirecting users who attempt to access a site
or service set up to be blocked.

1. Specify the type of redirect URL to be used: “Default Block Page”, or “Custom URL”.

If “Custom URL” is selected, enter the redirect URL in the corresponding text box. Users will be redi-
rected to the designated page at this URL instead of the block page.

2. Click Apply to apply your settings.

4.2.3.3 Filter Options
Click the Filter Options tab to display the Filter Options page of the Profile window.
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Figure 19: Group Profile window, Filter Options tab, LDAP group
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Filter Options is used for specifying which filter option(s) will be applied to the entity’s filtering profile.

1. Click the check box(es) corresponding to the option(s) to be applied to the filtering profile: “X Strikes
Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement”, “Search Engine Key-
word Filter Control”, “URL Keyword Filter Control”, and “Extend URL Keyword Filter Control”.

Note: See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR
Administrator Guide for information about Filter Options.

2. Click Apply to apply your settings.

4.2.4 Add an Exception URL to the profile
From the domain, select the node and choose Exception URL from the menu to display the Exception URL
window.
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Figure 20: Exception URL window, LDAP group
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This window is used for blocking group members’ access to specified URLs and/or for letting group mem-
bers access specified URLs blocked at the minimum filtering level.

maintained by the global administrator. See the Trustwave Web Filter Administrator Guide or the Web
Filter portion of the Trustwave WFR Administrator Guide for information on configuring and using the
minimum filtering level.

@ Note: Settings in this window work in conjunction with those made in the Minimum Filtering Level window

4.2.4.1 Valid URL entries
The following types of URL entries are accepted in this window:

» formats such as: http://www.coors.com, www.Coors.com, Of COOrs.com
* IPaddress-e.g."209.247.228.221"inhttp://209.247.228.221

» octal format-e.g. http://0106.0125.0226.0322

* hexadecimal short format - e.g. http://0x465596d2

* hexadecimal long format - e.g. http://0x46.0x55.0x96.0xd2

* decimal value format-e.g. http://1180014290

* escaped hexadecimal format - e.g.
http://%57%57%57.%41%44%44%49%43%54%49%4E%47%47%41%4D%45%53.%43%4F%4D

* querystring - e.g. http://www.youtube.com/watch?v=3 Wfnjl1l1lMU

@ Note: The pound sign (#) character is not allowed in this entry.
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» case-specific entries - these entries are used by the Approved Content feature that blocks or allows
end user accessibility to specific YouTube video URLs

» wildcard entry format that uses an asterisk (*) followed by a period (.) and then the URL, such as:

*.coors.com

*.yahoo.com) and the maximum number of levels is six (e.g.

g Tip: The minimum number of levels that can be entered for a wildcard entry is three (e.g.
*.mail.attachments.message.yahoo.com).

4.2.4.2 Add URLs to Block URL or ByPass URL frame
To block or bypass specified URLs, in the Block URL or the ByPass URL frame:

1. Type the URL to be blocked in the Block URLs field, or the URL to be bypassed in the ByPass URLs
field.

2. Click Add to open the Add Block URLs / Add Bypass URLs window to view all corresponding URLs
found by the query:

| 4| Add ByPass URLs [ =]
Add ByPass URLs

Mouseover table row for messages on conflicts and warnings

Add Match case  URL Status.

HTTP:fyoutube. com’ o |-
v HTTP.4i74.125.224 174/ MM
[l HTTP:4iT4 125224 173/
] HTTP:474.125.224.169/
v HTTP.4i74.125.224.164/
[l HTTP:4T4 125224 171/ =
] HTTP:474.125.224.165/

HTTP:4ive ww youtubergom! 0
I HTTP:/74.125 2241655 [Thiz URL cannat be added becamse & already exists in the same list |
W HTTP:474.125.224. 166/
v HTTP./i74.125.224.163/ I
[l HTTP:4iT4 125224 172/
] HTTP:474.125.224. 162/
v HTTP.4i74.125.224.161/
[l HTTP:4iT4 125224 175/ -
CheckiUncheck Al "Add" [7] checkiUncheck Al 'Match case’

& URL can be added, but conflicting URLs will be removed l
URL cannot be added due to conflicts
[ Add Selected ] [ Cancel ]

This window includes the pre-populated “Add” check box preceding each URL in the table. Uncheck
any check box corresponding to a URL you do not want to include in your list.

Tips:
g Click the “Check/Uncheck All ‘Add’” check box at the bottom of this window to toggle between selecting or
de-selecting all Add column check boxes in this window.

See the subsequent Status column messages and icons sub-section for information regarding conflicting
URLSs found by the query.

If a multi-level URL query was executed (as in http://yahoo.com/mail), the Match case column contains
an empty check box for each entry in the table. Check the check box corresponding to a URL entry you
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want to designate as being case-specific. The URL entry made by the end user must exactly match
this entry in order for the URL to be blocked or bypassed, as set up in this window.

Tips:
g Click the “Check/Uncheck All ‘Match case™ check box at the bottom of this window to toggle between
selecting or de-selecting all Match case column check boxes in this window.

Click Cancel to close this window without making any selections.

3. Click Add Selected to close the window and to add your selection(s) in the appropriate URL list box.

4.2.4.2.1 Status column messages and icons

If conflicting URL entries are found by the query, the following message displays at the top of the query
results window: “Mouseover table row for messages on conflicts and warnings”.

In the Status column of a URL with a conflict, one of two icons displays: either the yellow warning triangle
containing an exclamation point, or the red circle with a line through it. Mousing over the affected URL dis-
plays a tooltip message indicating the URL already exists in the list, and the type of action that can be per-
formed, if any.

URL conflict types are identified by the legend at the bottom of the window:

*  “URL can be added, but conflicting URLs will be removed” - Preceded by the yellow warning triangle
icon containing an exclamation point, this type of conflict indicates the URL entry found by the query is
already included in the other frame of the Exception URL window (ByPass URL or Block URL).

When a URL is found in both bypass and block lists, the “Ignore warnings and add URL” check box
displays to the left of the Add Selected button at the bottom of the window:

] Add Block URLs = ]
Add Block URLs

Mouseover table row for messages on conflicts and warnings

Add Match case  URL Status
[l [l HTTP:1174.125.238.3/watchPv=KMUOtzLwhbE & |-
Fd Fl HTTP:/i74.125.239. Thwatch?v=KMUOtzLwhbE T
[ F HTTP:/74.125.239.15/watch ?v=KMUQtzLwhbE N
[l [l HTTP./i74.125.238.11/watch?v=KMUtzLwhbE 4
Fd Fl HTTP:/74.125.239.12/watch ?v=KMUOtzLwhbE
[ F HTTP:/74.125.239.10/watch ?v=KMUQtzLwhbE N
[l [l HTTP.1i74.125.238.1/watch?v=KMUOtzLwhbE 4 =
Fd Fl HTTP:/74.125.239.1 4iwatch ?v=KMUOtzL whbE
[ F HTTP:/74.125.239.9/watch ?v=KMUQtzL whbE N
[l [l HTTF./i74.125.238.5/watch?v=KMUOtzLwhbE 4
il El HTTP-iiyoutube. com/watch Pw=KMUOtzLwhbE
[ F HTTP:#74.125.239.6/watch ?v=KMUOtzL whbE N
JWARNING: This URL exists in the other list. Selecting this URL will cause the URL to be moved from other list to this list
[E| || [HTTP:/fws v w._youtube.com/watch?v=KMUDtzLwhbE [ &
[E [HTTP:174.125.239 4fwatch?v=KMUOtzLwhbE & |-
Check/Uncheck Al Add" [7] check/Uncheck All ‘Match case’

& URL can be added, but conflicting URLs will be removed
URL cannot be added due to conflicts

D Ignore warnings and add URL Add Selected

Clicking this check box activates the Add Selected button. Clicking Add Selected closes the window
and moves the selected URLs to the opposite frame in the Exception URL window.

*  “URL cannot be added due to conflicts” - Preceded by the red circle icon with a line through it, this type
of conflict indicates the URL is already included in the Exception URL list.

Manage Nodes
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved. 82



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

If a URL found by the query results is already included in the current list, it will not include a check box
in the Add column since it cannot be added again.

4.2.4.3 Remove URLs from Block URL or ByPass URL frame
To remove URLs from the Block URL or the ByPass URL frame:

1. Select a URL to be removed from the Block URL / ByPass URL list box; your selection populates the
Block URLs field / ByPass URLs field.

g Tip: Choose a non-IP address URL to maximize results to be returned by the URL query.

2. Click Remove to open the Remove Block URLs / Remove ByPass URLs window to view all corre-
sponding URLs found by the query:

| 2] Remove Block URLs [ =]

Remove Block URLs

Remove Match case URL

¥ HTTP v v VEGAS.COM/
HTTP./i184.87.164.127/

HTTPANVEGAS COM/ I
HTTP:4i182.5.73.104/

BEEEE
| ]

CheckiUncheck Al

{ Remove Selected 1 [ Cancel ]

This window includes the pre-populated “Remove” check box preceding each URL in the table.
Uncheck any check box corresponding to a URL you do not want to remove from your list.

Tip: Clicking the “Check/Uncheck All” check box at the bottom of this window toggles between selecting
or de-selecting all check boxes in this window.

3. Click Remove Selected to close the window and to remove your selection(s) from the appropriate
URL list box.

4.2.4.4 Apply settings
Click Apply to apply your settings after adding or removing a URL.

4.2.5 Create a Time Profile for the node
From the domain, select the node and choose Time Profile from the menu to display the Time Profile win-
dow.
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Figure 21: Time Profile window, LDAP group
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This window is used for setting up or modifying a filtering profile to be activated at a specified time.
The Current Time Profiles list box displays the Name and Description of any time profiles previously set up

for the entity that are currently active.

4.2.5.1 Add a Time Profile
To create a time profile:

1. Click Add to open the Adding Time Profile box:

Adding Time Profile =]
;;'JE‘ Please enter profile name:
“5% Junch |
Lok J[ cance |

2. Type in three to 20 alphanumeric characters—the underscore ( _ ) character can be used—for the pro-
file name.

3. Click OK to close the box and to open the Adding Time Profile window that displays the name of this
profile at the top of the Time Profile frame:
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|£] Adding Time Profile
Time Profile: lunch

Recurrence: | Ruie | Redirect URL | Fiter Options | Exception

Recurrence duration time

Recurrence pattern

@ Daily | Every D day(s)
() Weekly

() Monthly

(0 Yearly

Range of recurrence

Start 01/17/11 |

-

@ No end date

© Enavy Pyl v

4. In the Recurrence duration time frame, specify Start and End time range criteria:

a. Select from a list of time slots incremented by 15 minutes: “12:00” to “11:45”. By default, the Start
field displays the closest 15-minute future time, and the End field displays a time that is one hour

ahead of that time. For example, if the time is currently 11:12, “11 : 15” displays in the Start field,

and “12:15” displays in the End field.

b. Indicate whether this time slot is “AM” or “PM”.

c. Today’s date displays using the MM/DD/YY format. To choose another date, click the arrow in the

date drop-down menu to open the calendar box:

4 January 2010 L3
Su Mo TuWe Th Fr Sa

i

i 11 12 13 14 15 16
17 18 19 20 21 22 Z3
24 25 26 27 28 29 30

31
Toudsy

In this box you can do the following:

»  Click the left or right arrow at the top of this box to navigate to the prior month or the next month.

*  Double-click a date to select it and to close this box, populating the date field with that date.
» Click Today to close this box, populating the date field with today’s date.
5. In the Recurrence pattern frame, choose the frequency this time profile will use:

- Daily - If this selection is made, enter the interval for the number of days this time profile will be

used. By default, “1” displays, indicating this profile will be used each day during the specified time

period.
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If “5” is entered, this profile will be used every five days at the specified time.

*  Weekly - If this selection is made, enter the interval for the weeks this time profile will be used, and
specify the day(s) of the week (“Sunday” - “Saturday”). By default, “1” displays and today’s day of
the week is selected. If today is Tuesday, these settings indicate this profile will be used each
Tuesday during the specified time period.

If »2” is entered and “Wednesday” and “Friday” are selected, this profile will be used every two
weeks on Wednesday and Friday.

*  Monthly - If this selection is made, first enter the interval for the months this time profile will be
used, and next specify which day of the month:

» If Day is chosen, select from “1” - “31”.

« If a non-specific day is chosen, make selections from the two pull-down menus for the follow-
ing:
1. week of the month: “First” - “Fourth”, or “Last’
2. day of the month: “Sunday” - “Saturday”, “Day”, “Weekday”, “Weekend”.

By default, “1” displays and today’s Day of the month is selected. If today is the 6th, these settings

indicate this profile will be used on the 6th each month during the specified time period.

If “3” is entered and the “Third” “Weekday” are selected, this profile will be used every three
months on the third week day of the month. If the month begins on a Thursday (for example, May
1st), the third week day would be the following Monday (May 5th in this example).

* Yearly - If this selection is made, the year(s), month, and day for this time profile’s interval must be
specified:

First enter the year(s) for the interval. By default “1” displays, indicating this time profile will be
used each year.

Next, choose from one of two options to specify the day of the month for the interval:

*  The first option lets you choose a specific month (“January” - “December”) and day (“1” - “317).
By default the current month and day are selected.

*  The second option lets you make selections from the three pull-down menus for the following:
* week of the month: “First” - “Fourth”, or “Last”
» day of the month: “Sunday” - “Saturday”, “Day”, “Weekday”, “Weekend”
* month: “January” - “December”.

* By default “First” “Sunday” of “January” are selected.
If “2 is entered and the “First” “Monday” of “February” are selected, this profile will be used
every two years on the first Monday in February. For example, if the current month and year

are January 2011, the first Monday in February this year would be the 7th. The next time this
profile would be used will be in February 2013.
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6. Inthe Range of recurrence frame, the Start date displays greyed-out; this is the same date as the Start
date shown in the Recurrence duration time frame. Specify whether or not the time profile will be effec-
tive up to a given date:

* No end date - If this selection is made, the time profile will be effective indefinitely.

7. Click each of the tabs (Rule, Redirect URL, Filter Options, Exception) and specify criteria to complete
the time profile. (See Category Profile, Redirect URL, Filter Options, and Exception URL in this sub-
section for information on entries to make in these tabs.)

8. Click Apply to activate the time profile for the IP group at the specified time.

9. Click Close to close the Adding Time Profile window and to return to the Time Profile window. In this
window, the Current Time Profiles list box now shows the Name and Description of the time profile that
was just added.

Caution: If there is an error in a time profile, the Description for that time profile displays in red text. Select
that time profile and click View/Modify to make any necessary corrections.

4.2.6 Set Tier 2 timeout minutes
From the domain, select the node and choose Web-based Authentication Timeout from the menu to dis-
play the Web-based Authentication Timeout window.

Figure 22: Web-based Authentication Timeout window, LDAP group

web Fiter P& Trustwave®

(%) (8 2013005128 13:52:42

o I
a8 Loep © Inherit global authentication timeout minutes: |1
[E]

Qs :
& (®) Use specific authentication timeout minutes: |60 |

Host Name: WF-82-1.90.8e6,0ef, | _IF:172.20.821 | Version: Web Filier4.2.00.102.

@ Note: This window is only active if “Tier 2” is enabled in the Enable/Disable Authentication window.

This window is used to set the number of minutes the end user’'s Web-based authentication filtering profile
will be active.
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To set the duration of Internet usage for this profile:
1. Choose one of the following options by clicking its corresponding radio button:

* Inherit global authentication timeout minutes - By default this option is selected, and timeout
minutes set in Enable/Disable Authentication for the selected tier type display greyed-out in the
field to the right. The default setting is 30 minutes.

Applying this option to the entity’s profile will immediately activate the number of timeout minutes
set for the tier type in Enable/Disable Authentication. The entity will inherit any modified settings if
the tier type or number of minutes is modified in that window.

+ Use specific authentication timeout minutes - Selecting this option lets you configure the num-
ber of timeout minutes for the end user to access the Internet via his/her authentication profile.

2. After making modifications in this window, click Apply.
4.2.7 Remove a node’s profile from the tree

To remove a group, workstation, user member, or container’s profile from the tree, select the profile in
order to open the menu, and choose Remove.

4.3 Verify that an LDAP Profile is Active

The Active Profile Lookup window is a useful tool for the global administrator to use to find out whether or
not an LDAP profile is active.

1. In the System section of the user interface, select Diagnostics | Active Profile Lookup to display the
Active Profile Lookup window
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= 7 web Fiter P Trustwave®

|7 18 2010030z 2033142

ics : Active Profile Lookup ()

System
“Cortrol User P adaress [10.1.0.254
“Hetwork

~eministrator
= Lagon
ics

et
~Software Update
~Synehranization

~ode

~#uthertication
~Backup/Restare

~Reset

~Radius Authertication Setting
- ShVP

“Hardvvare Failre Detection
X Stries Blocking

~Warm Option Setting
“Customization

“Quta Setting

“UI SSL Certificate

El| | »

Host Name: FRE4.20-77 90.8e8net | IP:192,188.20.77 | Varsion IFR 20,004

the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR
Administrator Guide for information about other looking up other types of filtering profiles. In order to use
this diagnostic tool, LDAP domains and nodes must be set up in the Policy section of the Web Filter, and
each node must have a filtering profile.

@ Note: Only filtering profile lookups for LDAP nodes will be addressed in this sub-section. Please refer to

2. Inthe User IP Address field, enter the IP address of the end user.
3. Click Lookup to verify whether or not an LDAP profile is active for that IP address.
If an LDAP filtering profile is active, a box opens containing the Result frame that displays profile set-
tings applied to the profile:
Bactiveprofietookn x|

Result for IP Address 10.1.0.254

{Loin Summary | Fuie Detais | Blocked Ports | Rediect URL | Fiter Options |

Damain name: jaciministratars
Profile name: jacministratars
Rule name: [Fule0

Prafile Type: |_:|'

The default Login Summary tab displays the following information:
* Domain name - LDAP domain name.

*  Profile name - Distinguished Name for the LDAP profile.
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* User login name - path of the LDAP profile on the domain. For a workstation profile, this path
includes the workstation name.

* Rule name - if this profile uses a non-custom rule, the rule number displays.
* Profile Type - “Regular profiles” displays greyed-out.

4. Click the following tabs to view information in that tab: Rule Details, Blocked Ports, Redirect URL, Filter
Options.

* Rule Details - In the Rule Details frame, the Category Groups tree displays group and library cat-
egories with filter settings that determine whether or not the end user can access URLs set up for

that category group/library category.

Tip: In the Category Groups tree, double-click the group envelope to open that segment of the tree and to
view library categories belonging to that group.

A check mark inside a green circle displays in the Pass, Allow, Warn, Block column for the filter
setting assigned to the category group/library category for the end user. These filter settings indi-
cate the following:

* Pass - URLs in this category will pass to the end user.
* Allow - URLs in this category will be added to the end user’s white list.

* Warn - URLs in this category will warn the end user that the URL he/she requested can be
accessed, but may be against the organization’s policies. The end user can view the URL after
seeing a warning message and agreeing to its terms.

* Block - URLs in this category will be blocked.

* Quota - If a number displays in this column, the corresponding category group/library category
was set up as passed but with a time limit, as defined by the number of minutes in that column.
After spending 75 percent of the allotted time visiting URLSs in that group/category, the user
receives a quota warning message; after spending100 percent of the allotted time visiting
URLSs in that group/category, he/she receives a quota block page.

column for the category group), one or more library categories within that group has a filter setting in a
column other than the filter setting designated for all collective library categories within that group. For
example, if in the Adult Content category group some of the library categories have a block setting and
other library categories have a warn setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

@ Note: If a category group does not display any filter setting (i.e. the check mark does not display in any

At the bottom of the Rule Details frame, Uncategorized Sites are set to “Pass”, “Warn”, or “Block”,
indicating that the selected setting applies to any non-classified URL. If the Overall Quota field is
enabled, the user is restricted to the number of minutes shown here for visiting URLs in all
groups/categories collectively in which a quota is specified.

- Blocked Ports (optional) - ports that have been set up to be blocked, if established.

» Redirect URL (optional) - the URL that will be used for redirecting the user away from a page that
is blocked, if established.
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* Filter Options (optional) - filter options to be used in the user’s profile: “X Strikes Blocking”,
“Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement”, “Search Engine Keyword Fil-
ter Control”, and/or “URL Keyword Filter Control” with/without the “Extend URL Keyword Filter

Control” option selected.

5. Click the “X” in the upper right corner of the box to close it.
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5 Authentication Deployment

This final step of the authentication setup process includes testing authentication settings and activating
authentication on the network.

5.1 Test Authentication Settings

Before deploying authentication on the network, you should test your settings to be sure the Authentication
Request Form login page can be accessed. If properly set up, the Authentication Request Form opens on
a user’s workstation if the user has been blocked from accessing specified Internet content. This form
allows the user to authenticate him/herself in order to access Web content permitted by his/her filtering
profile.

Figure 23: Authentication Request Form

{2 Vieb Access Authentication - Windows Internet Explorer

Fle Edt Wiew Favorites Tools Help
SEatk -+ = - @ [8] & | Qearch [eiFavories (BHsory | By S W 1E]
Address [&] local:051 ionForm jsp?URL=192. 168,20, 10/ind ~152.168.20.806CAT=SPORTSBUSER=DEFAULT | @60 ‘

|

WEB ACCESS AUTHENTICATION

Please log in to access the Internet.

username: [tjones
Password: [

Domain novell (LD&P) =

Alias [QC_Server -

Loglh

Trustwave Web Fiter provided by Trustwave. Copyright 2013. Allrights reserved.

|
Y

[&]pore E
@ Note: In order to complete the test process, you should be sure you have your own filtering profile set up.

To verify that authentication is working, do either of the following, based on the Tier you selected:

« If Tier 2 or Tier 3 Web-based authentication will be used: Go to the Test Web-based authentication set-
tings sub-section for instructions on testing the Authentication Request Form login page from a single
workstation. For this test, you will create an IP profile for the test machine’s IP address, and set the
Redirect URL for the profile to access the Authentication Request Form.

System | Authentication | Authentication SSL Certificate window (in Chapter 2) is placed on all
workstations of users who will be authenticated. This ensures that users will not receive the Security Alert
warning message from the server.

@ Note: Before testing Web-based authentication settings, be sure the SSL certificate you created via the
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» If Tier 1 net use based authentication will be used: Go to the Test net use authentication settings sub-
section for instructions on testing the net use based login command to see if you can access the
assigned profile.

If you (the administrator) can be successfully authenticated in the domains that were set up, the test pro-
cess is complete, and you are ready to activate authentication on the network (see Activate Authentication
on the Network).

users who have been authenticated, and their usage of the Internet. See Usage Graphs from the
Reporting screen section of the Web Filter section of the Trustwave WFR Administrator Guide for more
information about this reporting tool.

@ Note: On WFR units, the Usage Graphs window can be used for viewing and analyzing the number of end

5.1.1 Test Web-based authentication settings
To verify that authentication is working properly, make the following settings in the Policy section of the
console:

5.1.1.1 Create an IP Group, “test”
1. Click the IP branch of the tree.

2. Select Add Group from the menu to open the Create New Group dialog box:

Bcreote ewirop

Group Mame test

Pazsword [rr—

Confirm Passwore m

3. Enter test as the Group Name.
4. Enter the password in the Password and Confirm Password fields.

5. Click OK to add the group to the tree.

5.1.1.2 Create a Sub-Group, “workstation”
1. Select the IP Group from the tree.

2. Click Add Sub Group in the menu to open the Create Sub Group dialog box:
|

Group Mame %

on

3. Enterworkstation as the Group Name.

4. Click OK to add the Sub-Group to the IP Group.
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5.1.1.3 Set up “test” with a 32-bit net mask

1. Select the IP Group named “test” from the tree.

2. Click Members in the menu to display the Members window:

web Fiter P Trustwave®

=B R
---?wwma\mn

=g Loap

Add membershy & P suncroup

IP Members

When using IP addresses to identify groups on the network, the IP address and netmask or IP range for the designated member must first be entered in the Range to Detect global group nindaw. A member I is added in
this frame by entering the IP address and netmask or IP start znd IP end, and then cicking Add, Use the Calculator to calculate IP ranges without overlaps. Once a member is added, 3 sub-group €an be ereated and
defined

Current Members

130160 20 80732

Remove

New Members
@ Source P [ s =] | colcustor
' Source P Stat End

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. Click the radio button corresponding to “Source IP”.

4. Enter the Source IP address of the workstation, and select 255.255.255.255 as the subnet mask.

5. Click Add to include the IP address in the Current Members list box.

5.1.1.4 Give "workstation” a 32-bit net mask

1. Select the IP Sub-Group “workstation” from the tree.

2. Click Members in the menu to display the Members window:
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web Fiter P Trustwave®

Add membershy P & SubGroup

Sub Group Member
To add or update an IP member, enter the TP address ant its netmask or IP ranges in the fields below. To avoid overlapping of TP addresses, use the calculator tool by dicking on the Calaulator button.

1P Address

@ Member P [rs01802060 ¢ fpss 255255285 =] | caleulator
© Wember P Start End

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. Click the radio button corresponding to “Member IP”.

4. In the Member IP fields, enter the |IP address of the workstation, and select 255.255.255.255 as the
subnet mask.

5. Click Modify.

5.1.1.5 Block everything for the Sub-Group

1. Select the IP Sub-Group “workstation” from the tree.

2. Click Sub Group Profile in the menu to display the Sub Group Profile window:

web Fiter - W@ Trustwave:

Category | Redirect URL | Fiter options |
Group: workstation. Current Profile:Custom Profile

Available Filter Rules Minimum Filtering Level
(Child Pornagraphy
Custom Profile = Pormograpty/sdut Cortert

Rule Details

Category. Guta |

) Gateqory Groups
At Cortert
Bandwit

it
Eclucation

Poltics

HeativFitness

Information Technoing

Internet

Internet Productivi
Mise

Securt:
Shopping
ety L ety

Custom Categories

Uncategorized Stes  [Blosk ¥ Overalqusta [0 7| Jo mn
Apply

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

Authentication Deployment
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved.



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

3. Inthe Category Profile page, select “Block All” from the Available Filter Levels pull-down menu.

Tip: Blocks of category groups can be moved by clicking the first category group, and then pressing the
Shift key on your keyboard while clicking the last category group, and then clicking in the Block column.

4. For Uncategorized Sites, select “Block”.

5. Click Apply.

5.1.1.6 Use Authentication Request Page for redirect URL
1. Click the Redirect URL tab to display the Redirect URL page:

web Fiter - P Trustwave®

Category Redirect URL | Fiter Options |
Specify a redirect URL:
" Defaul Black Page

@ muthentication Request Form

€ Custom URL:

Hast Name: [FR-20:170.q0.8e5.08t | IP:182.185.20.470 | Wamion: [FR 20,005

2. Select “Authentication Request Form”.

Form, not the IP address. Be sure a forward/reverse DNS entry for the Web Filter is made on the DNS

@ Note: The host name of the Web Filter will be used in the redirect URL of the Authentication Request
server.

3. Click Apply.

5..1.7 Disable filter options
1. Click the Filter Options tab to display the Filter options page:
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web Fiter P Trustwave®

o Fiter Options
.8 cional crow cmegurv| Redirect URL i |
1P Filter Options

I i Strikes Blocking
I Googlemingfshooli¥outubel/Ask/A0L Sate Search Enforcement
™ Search Engine Keyweord Fiter Cortral
™ URL Keyword Fiter Cortral
I Extend URL Keyword Fiter Cortral

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

2. Uncheck all the check boxes: “X Strikes Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement”, “Search Engine Keyword Filter Control”, “URL Keyword Filter Control”, and
“Extend URL Keyword Filter Control”.

3. Click Apply.
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5.1.1.8 Attempt to access Web content

@ Note: For this step, you must have your own profile set up in order to complete the test process.

1. Launch an Internet browser window supported by the Web Filter:

/& Trustwave Web Filter - Internet Explorer o [

v 2 s twave.com/suppor /] 0 x| 8 trustwave roldngs, inc, [Us] \5\ s 853

P2 Trustwave Web Fitter

tes Iools telp

= R Trustwave' Qs

Support Share in f v &

Web Hiter

Customer Forums
This page is your starting place for Web Filter resources.

Knowledge Base
If you cannot locate the resource you need, or if you require personal assistance,
contact Trustwave Support.

Downloads /
Documentation

supportoy Prosuct - Search Support Resources

* Support Services Search Knowledge Base and Forum items for Web Filter specific content
» Activate Web Filter
‘ Search for...
. Search
Web Filter
Database
» Checka listing Downloads and Submit a Site
» Submita site Documentation Let us know about a website that we
= VifudiProdict Dowiloads & ion‘l yet have categorized or let us .
- Sofware Downloads now \fj/ve should change a website's
P categorization. Submit a Site.
SUpportAcconnt Current Hardware Specifications
Login w Forum
Email Address Visit the customer forums for informal i

2. Enter a URL in the Address field of the browser window.

@ Note: The URL should be one that begins with “http”—not “https”.

3. After clicking Go, the Authentication Request Form should open:
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{2 web Access Authentication - Windows Internet Explorer

Fle Edt Wew Favorites Tools Help
Back = & - @D [ A | @Search [GFavorices BHisory | EY- S i 5]
Addrss;la local:a081, rm, jspPURL=192,16%, 20, 10/inds =192,168,20, B08CAT=SPOR T SBUSER=DEFALLT ;I PG ‘
WEB ACCESS AUTHENTICATION
Please log in to access the Internet.
: |tiones
Wovell (LDAP)  x
s [oC_server -
Logln
Trustwave Web Fiter provided by Trustwave. Copyright 2013. All rights reserved.
[&7oene [ 5 @ mkemer A

4. Enter the following information:
e Username
* Password
If the Domain and Alias fields display, select the following information:
* Domain you are using
»  Alias name for that domain (unless “Disabled” displays and the field is greyed-out)

5. Click Log In to authenticate or re-authenticate yourself on the network.

The test process has been completed successfully if you are now able to access the content for the URL
you entered at step 2 in this section.

5.1.2 Test net use based authentication settings
1. From the test workstation, go to the NET USE command line and enter the NET USE command using
the following format: NET USE \\virtualip\R3000$

For example: NET USE \\192.168.0.20\R3000$

The entry you make should initiate a connection with Tier 1.

Authentication field in the Authentication Settings window (see Chapter 2: Network Setup, Enter network

g Tip: The virtual IP address should be the same as the one entered in the Virtual IP Address to Use for
settings for authentication).

2. Make a Web request to a site you can access, based on your filtering profile.

The test process has been completed successfully if you are now able to access the content for the URL
you entered at step 2 in this section.
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5.2 Activate Authentication on the Network

After successfully testing authentication settings, you are now ready to activate authentication on the net-
work.

To verify that authentication is ready to be activated on the network, do either of the following, based on the
Tier you selected:

» If Tier 2 or Tier 3 Web-based authentication will be used: There are two options for Web-based authen-
tication: IP Group authentication, and Global Group Profile authentication. Select the option you wish
to use on your network. Go to the Activate Web-based authentication for an IP Group sub-section for
instructions on setting up an IP Group profile for authentication. Go to the Activate Web-based authen-
tication for the Global Group sub-section for instructions on setting up the Global Group Profile for

authentication.

@ Note: An accelerator card is recommended if using Web-based authentication.

« |f Tier 1 net use based authentication will be used: Go to the Activate net use based authentication
sub-section for instructions on testing the login script and modifying the Global Group Profile for
authenticating users.

5.2.1 Activate Web-based authentication for an IP Group
IP Group authentication is the preferred selection for Web-based authentication—over the Global Group
Profile authentication option—as it decreases the load on the Web Filter.

5.2.1.1 Create a new IP Group, “webauth”
1. Click the IP branch of the tree.

2. Select Add Group from the menu to open the Create New Group dialog box:

Bcreateven orow Y

Group Marme webalth

Pazsward | [——

Zonfirm Password m

3. Enter webauth as the Group Name.
4. Enter the password in the Password and Confirm Password fields.

5. Click OK to add the group to the tree.

5.2.1.2 Set "webauth" to cover users in range

1. Select the IP group “webauth” from the tree.

2. Click Members in the menu to display the Members window:
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web Fiter P Trustwave®

E. Palicy
P crona crow Add membershy & P € oo

IP Members

When using IP addresses to identfy aroups on the network, the IP address and netmask or [P range for the designated member must fist be entered in the Range to Detect global orup nindow, A member IP is added
in this frame by entering the IP address and netmask or [P start and [P end, and then dicking Add. Use the Calculator to calcuate IP ranges without overlaps. Once a member is added, a sub-group can be created and
defined,

Current Members

01020524

Remove

New Members

& Source P [ J [rs52ss2ssn 7] [ calcustor
' Source P Stat End

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. Click the radio button corresponding to “Source IP”.

4. Enter the Source IP address of the workstation and specify the subnet mask for the range of user IP
addresses of users to be authenticated.

5. Click Add to include the IP address range in the Current Members list box.

5.2.1.3 Create an IP Sub-Group

1. Select the IP Group “webauth” from the tree.

2. Click Add Sub Group in the menu to open the Create Sub Group dialog box:
x|

Group Mame

Enter the Group Name of your choice.
Click OK to add the Sub-Group to the IP Group.

Select the IP Sub-Group from the tree.

o g &~ »w

Click Members in the menu to display the Members window:
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web Fiter P Trustwave®

Add membershy P & SubGroup

Sub Group Member
To add or update an IP member, enter the TP address ant its netmask or IP ranges in the fields below. To avoid overlapping of TP addresses, use the calculator tool by dicking on the Calaulator button.

IP Address

@ wemeere finiozos ¢ [sszss2ssn 7] [ caleustor
€ Member P Start End

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

7. Click the radio button corresponding to “Member IP”.

8. Inthe Member IP fields, enter the IP address range for members of the Sub-Group, and specify the
subnet mask.

9. Click Modify.

5.2.1.4 Block everything for the Sub-Group
1. Select the IP Sub-Group from the tree.

2. Click Sub Group Profile in the menu to display the Sub Group Profile window:

web Fiter - W@ Trustwave:

Category | Redirect URL | Fiter options |
Group testsub Currert ProfiCustom Profie

Available Filter Rules Minimum Filtering Level
(Child Pornagraphy
Custom Profile = Pormograpty/sdut Cortert

Rule Details
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Apply

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005
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3. Inthe Category Profile page, select “Block All” from the Available Filter Levels pull-down menu.

Tip: Blocks of category groups can be moved by clicking the first category group, and then pressing the
Shift key on your keyboard while clicking the last category group, and then clicking in the Block column.

4. For Uncategorized Sites, select “Block”.

5. Click Apply.

5.2.1.5 Use Authentication Request Page for redirect URL
1. Click the Redirect URL tab to display the Redirect URL page:

web Fiter - P Trustwave®

Category Redirect URL | Fter Options |
Specify a redirect URL:
" Defaul Black Page

@ muthentication Request Form

€ Custom URL:

Hast Name: [FR-20:170.q0.8e5.08t | IP:182.185.20.470 | Wamion: [FR 20,005

2. Select “Authentication Request Form”.

Note: Since the Authentication Request Form radio button selection uses the host name of the server—
not the IP address—be sure there is a DNS resolution for the host name.
3. Click Apply.

As a result of these entries, Web-based authentication takes effect immediately, and any user in this Sub-
Group will be sent to the Authentication Request Form if he/she attempts to access content on the Internet.
After filling out this form and being authenticated, the user will be able to access Internet content based on
his/her filtering profile.

5.2.1.6 Disable filter options
1. Click the Filter Options tab to display the Filter options page:
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web Fiter - P& Trustwave®

Cetegory | Redirect URL  Fiter Options: |
Filter Options
I i Strikes Blocking
I Googlemingfshooli¥outubel/Ask/A0L Sate Search Enforcement
™ Search Engine Keyweord Fiter Cortral
™ URL Keyword Fiter Cortral
I Extend URL Keyword Fiter Cortral

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

2. Uncheck all the check boxes: “X Strikes Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement”, “Search Engine Keyword Filter Control”, “URL Keyword Filter Control”, and
“Extend URL Keyword Filter Control”.

3. Click Apply.

5.2.1.7 Set Global Group to filter unknown traffic

1. Click Global Group in the tree to open the menu.

2. Select Global Group Profile to display the Category tab of the Profile window:

web Fiter P& Trustwave®

%) (6 2012/20/25.09:23:00 P07

Category | Port | Redirect URL | Fiter Options

Group: GlobalGroup  Current Profile: Custom Profie

Rule Details

Catsgory

Category Groups
L Adut Content
L. Bandwidth

]

C ity/On

"]
L. Education
X

"] awPoliics
L. HealthfFitness

| llegalQuestionabt

L. Information Technology
L. Internet C:

L. Internet Productivity
] Hisc.

L. Securty
L. Shopping
| SocietylLifestyk:

C000E ©000eCe0eeeoe

L. Custom Categories

overalQuota (01t = | [0 | uin

Apply

Hosi Name: WF.52-1.qc.8e5.net. |, IP172.20.52.1. | Verion; Web Filter 5.0.20.417.
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a. Inthe Category Profile page, select categories to block, pass, white list, or assign a warn setting,
and indicate whether uncategorized sites should pass, trigger a warn message for the end user, or
be blocked.

b. Click Apply.
3. Click the Port tab to display the Port page:

web Fiter - P& Trustwave®

Category Port | Rediect URL | Fiter options |

Block Port(s)
50
o

a. Inthe Port page, enter the Port number to be blocked.

b. Click Add to include the port number in the Block Port(s) list box.After entering all port numbers to
be blocked, click Apply.

4. Click the Default Redirect URL tab to display the Redirect URL page:
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web Fiter P Trustwave®

Categary | Port Rediect URL | Fiter optians |
Specity a redrect URL
@ Defau Block Page

' authentication Request Form

€ Custom URL:

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

a. Select “Default Block Page”.
b. Click Apply.
5. Click the Filter Options tab to display the Filter Options page:

web Fiter - W@ Trustwave:

Cotegary | port| Redrect URL Fiter Optons |
Filter Options
I i Strikes Blocking
W Googlemingtshool/¥outube/Ask/A0L Sate Search Enforcement
™ Search Engine Keyweord Fiter Cortral
™ URL Keyword Fiter Cortral
I Extend URL Keyword Fiter Cortral

Apply

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

a. Select filter options to be enabled.

b. Click Apply.

As a result of these entries, the standard block page will display—instead of the Authentication Request
Form—when any user in this Sub-Group is blocked from accessing Internet content.
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5.2.2 Activate Web-based authentication for the Global Group

This selection of Web-based authentication creates more of a load on the Web Filter than the IP Group
selection, and should only be used as an alternative to IP Group authentication.

5.2.2.1 Exclude filtering critical equipment

This step involves the identification of equipment—such as backup servers—you wish to be excluded from
being served the Authentication Request Form page.

For this step, you must choose one of two options:

* Block Web access only — Select this option if you do not want to log traffic for a machine that you set
up to be excluded from filtering on the network. Using this option, you exclude the IP address of a
machine via the Range to Detect window. If you select this option, go to Step 1A.

« Block Web access and log traffic — Select this option if you wish to log traffic for a machine that you
set up to be excluded from filtering on the network. Using this option, you create an IP profile for the
machine via the Sub Group Profile window. If you select this option, go to Step 1B.

5.2.2.2 Block Web access, logging via Range to Detect

@ Note: Segments of network traffic should not be defined if using the firewall mode.

5.2.2.2.1 Range to Detect Settings

1. Click Global Group in the tree to open the menu.

2. Select Range to Detect to display the Range to Detect Settings window:

web Fiter - P& Trustwave®

(s st hosi
lsrc host 192.168 30.75

Mandatory Setiings |

[t (host 192,166 20170 r host 192,168 20171
Inot (host 1.2.3.5)
op

3. Inthe Current Ranges frame, click Add to go to the next Settings page:
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web Fiter - P& Trustwave:

Range to Detect Setup Wizard

This wizare wil help guide you through the steps nesded to establish
a itering rule that the Web Fiter wil use when fitering traffic. Click on
"Start the Setup Wizard" in order to begin the SetupWizard,

‘Start the Setup Wizard
Advanced Settings Window

Opening the Advanced Settings Window slows & User to erter their Setings manusly
This aption requires knowlege of topdump syntax. Not reommendes for those users unfamiliar
with netwaork settings

Advanced Settings

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

4. Click Start the Setup Wizard to display Step 1 of the Range to Detect Setup Wizard:

5.2.2.2.2 Range to Detect Setup Wizard

1. Inthe first step of the wizard, enter the IP address and specify the Netmask, or enter the Individual IP
address of the source IP address(es) to be filtered.

web Fiter - P& Trustwave:

Step 1 - Source IPs to Detect

Welzome to the v¥eh Filter Range to Detect Setup iz
traffic. Mote that any enfri red here will aut lly be included as entries In Step 4 as Destination [P s that should be excluded from fiftering,
Use the test fields below in orderto enter the Saurce IP(3) that the Web Filter shoud filter
Examale Input
6130

Source IP

010100024

Remove

IP I Netmask i 5

Calculator
Incividusl P Addd

Host Name: [FR-20:170.q0.8e5.n8t | IP:182.165.20.170. | Wamion: [FR 20,005

2. Click Next to go to Step 2 of the Wizard:
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Web Filter

P2 Trustwave*

Step 2 - Destination IPs to Include for Detection

Use the tet fields helow in order to enter the Destination IP(s) that the Weh Filter should fiter. Enter your proxy IF (<) here
Example Input
5,55.16/26

55590

Destination IP

lio10.40.43/32

Remove

IP { Netmask ! ¥
Caleulstar
Individual P Add

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. An entry for this step of the Wizard is optional. If there are destination IP address(es) to be filtered,
enter the IP address and specify the Netmask, or enter the Individual IP address.

4. Click Next to go to Step 3 of the Wizard:

Web Filter

P2 Trustwave*

Step 3 - Source IPs to Exclude from Detection

Use the text fields below in order to enter the Source [P(s) that the WWeb Filter should exclude fram filtering.
E;
s
4,
5

Source IP

[10.10.10.34/32

Remove

P Netmask ; -
Calouator
Inclvicusi P Add

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005

5. An entry for this step of the Wizard is optional. If there are source IP address(es) to be ignored, enter
the IP address and specify the Netmask, or enter the Individual IP address.

6. Click Next to go to Step 4 of the Wizard:
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web Fiter P Trustwave®

Step 4 - Destination IPs to Exclude from Detection

Use the text fields below in order to enter the Destination [P (<) that the Web Filter should exclude from filtering, Note that any entries added in Step 1 are automatically entered here.
Example Input
65565120
55516128
55590
Destination IP

(1010.10.0024
Modify

IP { Netmask fless 2552550 v
Caleulstar
Individual P Add

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

7. An entry for this step of the Wizard is optional. If there are destination IP address(es) to be ignored,
enter the IP address and specify the Netmask, or enter the Individual IP address.

8. Click Next to go to Step 5 of the Wizard:

web Fiter - P Trustwave®

Step 5 - Destination Ports to Exclude from Detection

Use the text fields below in order to enter the Destination Pori(s) that the Yweb Filter should exclude from filtering:

Example Input
22

Destination Port

64

Remove

Incivicusl Port

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005

9. An entry for this step of the Wizard is optional. If there are ports to be excluded from filtering, enter
each port number in the Individual Port field, and click Add.

10. Click Next to go to the final step of the Wizard:
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web Fiter P Trustwave®

Step 6 - Recap

Belov s 2 tecap of the entered information. Review for accuraty and click
the "Finish bution to acceptthe entered infarmation
Source IP

inclue IP Exclude P

M00.40. 024 Moty 10,1010 34132 Modify

Destination IP

inclue IP Exclude P

finA0anazm2 Modty o 10100724 Modify

Destination Port IP / Netmask Calculator
Exclude Port

IP I Nettmask 2552552550 ¥
54 Modify
Calculatar

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

11. After review the contents in all list boxes, click Finish to accept all your entries.

As a result of these entries, the IP address(es) specified to be excluded will not be logged or filtered on the
network.

Skip to Section 5.2.2.4 to complete this process.
5.2.2.3 Block Web access via IP Sub-Group profile
@ Note: This step assumes that the IP Group and Sub-Group have already been created.

1. Select the IP Sub-Group from the tree.

2. Click Sub Group Profile in the menu to display the Sub Group Profile window:
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web Fiter P Trustwave®

Category | Redirect URL | Fiter options |

Group admin Currert ProfieMinimum Fikering Level

Available Filter Rules Minimum Filtering Level
(Child Pornagraphy
IFuledt Minimum Fitering Level Pormograpty/sdut Cortert

Rule Details

Category. Guta |

8
8

) Gateqory Groups
At Cortert
Bandwit

it
Eclucation

Poltics

HeativFitness

Information Technoing

Internet

Internet Productivi
Mise

Securt:
Shopping
ety L ety

616/6/0/6/6/0/0/6/6/0/010/6/6/e10[0(8|

Custom Categories

Uncategorized Stes  [Pass ¥ Overalqusta [0 7| Jo mn
Apply

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

3. Inthe Category Profile page, create a custom profile by selecting categories to block, pass, white list,
or assign a warn setting, and indicating whether uncategorized sites should pass, trigger a warn mes-
sage for the end user, or be blocked.

4. Click Apply.
5. Click the Redirect URL tab to display the Redirect URL page:

web Fiter - W@ Trustwave:

Categary  Redirect URL | Fiter options |
T

Specity a redrect URL

@ Defau Block Page

' authentication Request Form

€ Custom URL:

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

6. Select “Default Block Page”, and then click Apply.
7. Click the Filter Options tab to display the Filter Options page:
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web Fiter - P& Trustwave®

Cetegory | Redirect URL  Fiter Options: |
Filter Options
[  strikes Blocking
[ GongleBingahoolYoLtubelAskA0L Sate Search Enforcement
¥ Search Engine Keyword Fiter Cortrof
™ URL Keyword Fiter Cortral
I Extend URL Keyword Fiter Cortral

Hast Name: [FR-20-170.95.8e0.net | IP:192,185.20.170 | Vemion: [FR.2.0,005

8. Select filter options to be enabled.

As a result of these entries, the machine will not be served the Authentication Request Form, and will use
the default block page instead.

5.2.2.4 Modify the Global Group Profile

1. Click Global Group in the tree to open the menu.

2. Select Global Group Profile to display the Category tab of the Profile window:

web Fiter P& Trustwave®

%)) 2012433408 20:00:23 PST

Category | Port | Redirect URL | Filter Options

Group: GlobalGroup  Current Profile: Custom Profile

Rule Details

Category Pass Allow Warn Block Quota
| Category Groups.
L Adutt Content
L. Bandwidth
K
k c ityl0
. Education

b aw/Folics
. HealthiFiness.

 information Technology
_ Internet C
_ Internet Productiviy

Misc.

. Shopping
. Society/Lifestyle:

k
i
!
k
1. Security
A
ke
!

. Custom Categories

Uncstogorzed Ses[Blck v overatausta [0 +| 0| in
Apply
o o W2 et | P 7220 Voo Ve 5025158

a. Block all categories and specify that uncategorized sites should be blocked.
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b. Click Apply.

3. Click the Port tab to display the Port page:

web Fiter - P& Trustwave®

Category Port | Rediect URL | Fiter options |
Block Port(s)
50

Host Name: [FR-20-170.q0.8e8.08t | IF:182,158.20.170. | Varion: [FR2.0,00.5

a. Enter the Port number to be blocked, and then click Add to include the port number in the Block
Port(s) list box.

b. After entering all port numbers to be blocked, click Apply.
4. Click the Redirect URL tab to display the Redirect URL page:

web Fiter P Trustwave®

Category | port Redirect URL | Fitsr options |
Specify a redirect URL:

' Detault Block Page

@ fuhentication Resuest Form

€ Custom URL:

Host Name: IFR-20-170.q0.8ef.net | IP:192.185.20.170 | Vemion: [FR2.0,005
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a. Select “Authentication Request Form”.

Note: Since the Authentication Request Form radio button selection uses the host name of the server—
not the IP address—be sure there is a DNS resolution for the host name.

b. Click Apply.

5. Click the Filter Options tab to display the Filter Options page:

web Fiter - P& Trustwave®

Cotegory | Port| Redirect URL ~ Fiter opions |
Filter Options
™ 3 Strikes Blocking
[# GonglerBingr shoolYoLtube/ASKAOL Sate Search Enforcement
I search Engine Keyward Fiter Cantrol
I URL Keyword Fiter Cortrol
I Extend URL Keyward Fiter Cartral

Hast Name: [FR-20:170.q0.8e5.08t | IP:182.185.20.470 | Wamion: [FR 20,005

a. Select filter options to be enabled.

b. Click Apply.

As a result of these entries, a user who does not have a filtering profile will be served the Authentication
Request Form so he/she can be authenticated.

5.2.3 Add Net Use command to Login Scripts

After testing the NET USE command, the next step is to add the NET USE command to users’ login
scripts. We recommend that you add the 3-try login script to the existing domain login script.

The 3-try login script is used for attempting to log in the user to the authentication server in three separate
attempts, in case of a login failure.

5.2.3.1 Modify the 3-try login script

Place a copy of the 3-try login script in the netlogon folder on your Domain Controller. Note that this sample
script should be modified to use your own Virtual IP address instead of the IP address (192.168.0.20) in
the sample script. This script lets users be re-authenticated from the block page without re-running the
whole domain login script.

The script is as follows:

echo off
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:start
cls
net use \\192.168.0.20\r3000$ /delete

ttryl

echo "Running net use..."

net use \\192.168.0.20\r3000$

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

ttry2

echo Running net use...

net use \\192.168.0.20\r3000$

if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

ttry3

echo Running net use...

net use \\192.168.0.20\r3000$

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

rerror
if errorlevel 1 echo code 1: Failed!

:end

Once this updated login script has been added to the domain, each time users log in to Windows they will
also log in to the Web Filter. Users will be blocked according to the profiles set up on the domain.

5.2.3.2 Modify the Global Group Profile
The last step of the activation process is to adjust the Global Group Profile to set the policy for members of
an IP-based profile, or for users who are not authenticated.

If you set a restrictive profile, unauthenticated users will not be able to obtain access until they are suc-
cessfully authenticated.

If you set up a less restrictive profile to allow access, a user can still be authenticated, but won't be
prompted to authenticate him/herself unless attempting to access a site that is blocked. Since the login
script will automatically run when the user logs in, a less restrictive profile might be used to allow logging
with the user’s name without forced blocking.

1. Click Global Group in the tree to open the menu.

2. Select Global Group Profile to display the Category tab of the Profile window.
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3. Inthe Category Profile page, select categories to block, pass, white list, or assign a warn setting, and
indicate whether uncategorized sites should pass, trigger a warn message for the end user, or be
blocked.

4. Click Apply.
5. Click the Port tab to display the Port page.

6. Enter the Port number to be blocked, and then click Add to include the port number in the Block
Port(s) list box.

7. After entering all port numbers to be blocked, click Apply.

8. Click the Default Redirect URL tab to display the Default Redirect URL page. Your options on this tab
will vary, based on whether your network will be using net use based authentication only, or both Web-
based and net use based authentication.

9. Click the Filter Options tab to display the Filter Options page. If necessary, select appropriate filter
options to be enabled, and click Apply.
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Glossary

ADS

Active Directory Services is a Windows 2000/2003/ 2008 directory service that acts as the central authority for network
security, by letting the operating system validate a user's identity and control his or her access to network resources.

attribute

A component of a group base or Distinguished Name (DN) that has a type and value. Attribute types include “cn” for
common name, “dc” for domain component, and “ou” for organizational unit.

authentication method
A way to validate users on a network. LDAP is the method used by the Web Filter.

authentication server
The domain controller on a domain. This server is used for authenticating users on the network.

block setting

A setting assigned to a service port or library category when creating a rule, or when setting up a filtering profile or the
minimum filtering level. If an item is given a block setting, users will be denied access to it.

bridge mode
A Web Filter set up in the bridge mode will filter all requests as with Invisible mode. Bridge mode also filters HTTPS
content for Google and YouTube, using a built-in proxy to decrypt the HTTPS traffic for these sites only.

common name (cn)
An attribute type entered for a username and group when using LDAP.

container

An LDAP server object that can be comprised of containers, organizational units, or domains. Container objects can
also “contain” other objects, such as user objects, group objects, and computer objects.

directory
This information source on a server contains attribute-based data relevant to a DN entry.

directory service

Uses a directory on a server to automate administrative tasks for storing and managing objects on a network (such as
users, passwords, and network resources users can access). ADS, DNS, and NDS (Novell Directory Services) are
types of directory services.

Distinguished Name (DN)

A string of “cn” and “d¢” attribute types comprised of the username and group name, domain name, and DNS suffix.
For example: “cn=admin_user, cn=admin, dc=yahoo, dc=com”. The “ou” attribute type also could be a part of the DN.
For example: “cn=Joe Smith, ou=users, ou=sales, dc=acme, dc=com”.

DNS

Domain Name Service is a distributed Internet directory service. DNS is used mostly for making translations between
domain names and IP addresses.
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domain
An entity on a network comprised of servers, workstations, and peripherals.

domain component (dc)
An attribute type entered for a domain name and DNS suffix when using LDAP.

domain controller
An authentication server that answers logon requests from workstations in a Windows domain. There are two types of
domain controller servers: Primary Domain Controller (PDC) and Backup Domain Controller (BDC).

dynamic group
a virtual LDAP group that does not contain names of its members but is derived automatically by matching certain user
data criteria. (See also “static group”.)

entry

A collection of attribute types that comprise a Distinguished Name (DN). Each attribute type of the Distinguished Name
has a type and one or more values. These types are mnemonic strings, such as “cn” for common name, "dc" for
domain component, or “ou” for organizational unit.

filter setting
A setting made for a service port. A service port with a filter setting uses filter settings created for library categories
(block, open, or always allow settings) to determine whether users should be denied or allowed access to that port.

firewall mode
A Web Filter set up in the firewall mode will filter all requests. If the request is appropriate, the original packet will pass
unchanged. If the request is inappropriate, the original packet will be blocked from being routed through.

global administrator

An authorized administrator of the network who maintains all aspects of the Web Filter, except for managing master IP
groups, LDAP domains, and each member’s associated filtering profile. The global administrator configures the Web
Filter, sets up master IP groups and LDAP domains, and performs routine maintenance on the server.

group administrator

An authorized administrator of the network who maintains a master IP group or LDAP domain/group, and sets up and
manages members within the group/domain. This administrator also adds and maintains customized library categories
for group/domain members.

group name
The name of a group set up for a domain on an Windows Active Directory server. For example: “production” or “sales”.

invisible mode

A Web Filter set up in the invisible mode will filter all connections on the Ethernet between client PCs and the Internet,
without stopping each IP packet on the same Ethernet segment. The unit will only intercept a session if an
inappropriate request was submitted by a client.

LDAP
The authentication method protocol used by the Web Filter. Lightweight Directory Access Protocol (LDAP) is a
directory service protocol based on entries (Distinguished Names).
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LDAP host
The LDAP domain name and DNS suffix. For example: “yahoo.com” or “server.local”.

login (or logon) script
Consists of syntax that is used for re-authenticating a user if the network connection between the user’s machine and
the server is lost.

machine name
Pertains to the name of the user’s workstation machine (computer).

minimum filtering level

A set of library categories and service ports defined at the global level to be blocked or opened. If the minimum filtering
level is established, it is applied in conjunction with a user’s filtering profile. If a user does not belong to a group, or the
user’s group does not have a filtering profile, the default (global) filtering profile is used, and the minimum filtering level
does not apply to that user. If the minimum filtering level is set up to block a library category, this setting will override an
always allowed setting for that category in a user’s profile. Minimum filtering level settings can be overridden by profile
settings made in override accounts, exception URL settings, and use of the “bypass all” Rule setting.

name resolution

A process that occurs when the Web Filter attempts to resolve the IP address of the authentication server with the
machine name of that server. This continuous and regulated automated procedure ensures the connection between
the two servers is maintained.

net use
A command that is used for connecting a computer to—or disconnecting a computer from—a shared resource, or
displaying information about computer connections. The command also controls persistent net connections.

NetBIOS
Network Basic Input Output System is an application programming interface (API) that augments the DOS BIOS by
adding special functions to local-area networks (LANs). Aimost all LANs for PCs are based on the NetBIOS.

NetBIOS name lookup
An authentication method used for validating a client (machine) by its machine name.

open setting
A setting assigned to a service port or library category when creating a rule, or when setting up a filtering profile or the
minimum filtering level. If an item is given an open (pass) setting, users will have access to it.

organizational unit (ou)
An attribute type that can be entered in the LDAP Distinguished Name for a user group.

override account

An account created by the global group administrator or the group administrator to give an authorized user the ability to
access Internet content blocked at the global level or the group level. An override account will bypass settings made in
the minimum filtering level.
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PDC
A Primary Domain Controller functions as the authentication server on a Windows Active Directory domain. This server
maintains the master copy of the directory database used for validating users.

profile string
The string of characters that define a filtering profile. A profile string can consist of the following components: category
codes, service port numbers, and redirect URL.

protocol
A type of format for transmitting data between two devices. LDAP is a type of authentication method protocol.

proxy server

An appliance or software that accesses the Internet for the user’s client PC. When a client PC submits a request for a
Web page, the proxy server accesses the page from the Internet and sends it to the client. A proxy server may be used
for security reasons or in conjunction with caching for bandwidth and performance reasons.

quota
The number of minutes configured for a passed library category in an end user’s profile that lets him/her access URLs
for a specified time before being blocked from further access to that category.

router mode

A Web Filter set up in the router mode will act as an Ethernet router, filtering IP packets as they pass from one card to
another. While all original packets from client PCs are allowed to pass, if the Web Filter determines that a request is
inappropriate, a block page is returned to the client to replace the actual requested Web page or service.

rule

A filtering component comprised of library categories set up to be blocked or opened. Each rule created by the global
administrator is assigned a number and a name that should be indicative of its theme. Rules are used when creating
filtering profiles for entities on the network.

search engine
A program that searches Web pages for specified keywords and returns a list of the pages or services where the
keywords were found.

service port

Service ports can be set up to blocked. Examples of these ports include File Transfer Protocol (FTP), Hyper Text
Transfer Protocol (HTTP), Network News Transfer Protocol (NNTP), Secured HTTP Transmission (HTTPS), and Other
ports such as Secure Shell (SSH).

static group
An LDAP group that contains names of its members. (See also “dynamic group”.)

Sub Admin
An LDAP group administrator assigned to a specific domain, group, workstation, member, or container. This group
administrator manages the profiles of entities (nodes) assigned to him/her.

sub-group
An entity of a master IP group with an associated member IP address, and filtering profile.
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time-based profile
A user profile used by the LDAP authentication method to give a user a time limit on his/her Internet access to
specified library categories.

time profile
A customized filtering profile set up to be effective at a specified time period for designated users.

tiers
Levels of authentication methods. Tier 1 uses net use based authentication for LDAP. Tier 2 uses time-based profiles
for the LDAP authentication method, and Tier 3 uses persistent login connections for the LDAP authentication method.

URL

An abbreviation for Uniform Resource Locator, the global address of Web pages and other resources on the Internet.
A URL is comprised of two parts. The first part of the address specifies which protocol to use (such as “http”). The
second part specifies the IP address or the domain name where the resource is located (such as “203.15.47.23” or
“trustwave.com”).

virtual IP address
The IP address used for communicating with all users who log on the network.

warn setting

A setting assigned to a library category or uncategorized URLs when creating a rule, or when setting up a filtering
profile. This designation indicates URLs in the library category or uncategorized URLs may potentially be in opposition
to the organization’s policies, and are flagged with a warning message that displays for the end user if a URL from that
library category or an uncategorized URL is requested.

Web-based
An authentication method that uses time-based profiles or persistent login connections.

white list
A list of approved library categories for a specified entity’s filtering profile.
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Appendices

Appendix A: Authentication Operations

When enabling authentication in the interface, there are three tiers from which to select based on the type
of server(s) used on the network, and various authentication options can be used with each of these tiers.

A.1 Authentication Tier Selections
Web Filter authentication is designed to support the following server types for the specified tier(s):

A1 Tier 1: Net use based authentication

@ Note: Login scripts must be used for net use based authentication.

Using NetBIOS:

*  Windows 2003 / 2008 Server in mixed/legacy mode
Using LDAP:

*  Microsoft Active Directory Mixed Mode

*  Microsoft Active Directory Native Mode
A.1.2 Tier 2, Tier 3: Web-based authentication
1. Using an LDAP domain:

*  Windows Active Directory 2002 and 2003

* Novell eDirectory

*  Sun One directory server

*  Open Directory server

A.2 Tier 1: Single Sign-On Authentication

A.2.1 Net use based authentication process

The following diagram and steps describe the operations of the net use based user authentication process.
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Figure 24: Net use based authentication module diagram

Authentication Server

Web Filter

User (Client, Machine)

1. The user logs on the network from a Windows workstation (also known as “client” or “machine”).

2. The authentication server on the network sends the user’s workstation a login script containing a net
use command.

3. The execution of this net use command causes the Windows workstation to create an “IPC share”
(command exchange) with the Web Filter as a shared network device.

@ Note: When the IPC share is created, no drives are mapped in this share.

4. Upon creating the IPC share, the software in the Web Filter queries the network authentication server
with the user's login name and password sent by the workstation.

5. Once the user is successfully authenticated, the Web Filter matches the user’s login name or group
name with a stored list of profile settings in the Web Filter. As a result of this process, the user is
assigned the appropriate level of filtering.

6. The matched profile is set for the user's IP address. The IPC connection is completed and maintained
with periodic “keep-alives.”

7. When the user logs off, changes IP addresses, loses the network connection, or in any way causes the
IPC connection to be altered or deactivated, the Web Filter senses this change and returns the IP
address to the configured global filtering level.

Caution: Authentication will fail if a Network Address Translation (NAT) device is set up between the
0 authentication server and end user clients.
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A.2.1.1 Re-authentication process
1. The user loses his/her user profile after one of the following incidences occurs:

« the server is rebooted, or

» the connection from the user’s machine to the server is dropped (as with a faulty network cable)
2. A block page displays for the user.

3. Inorder to re-access the Internet, the user must re-authenticate him/herself by clicking a link in the
block page to generate a login script that re-authenticates the user’s profile.

A.2.2 Tier 1authentication method

Tier 1 supports the LDAP authentication method. LDAP is a directory service protocol that stores entries
(Distinguished Names) in a domain’s directory using a hierarchical tree structure. The LDAP directory
service is based on a client/server model protocol to give the client access to resources on the network.

When a client connects to a server and asks it a question, the server responds with an answer and/or with
a pointer to the server that stores the requested information (typically, another LDAP server). No matter
which LDAP server the client accesses, the same view of the directory is “seen.”

The LDAP specification defines both the communication protocol and the structure, or schema, to a lesser
degree. There is an Internet Assigned Network Authority (IANA) standard set that all LDAP directories
should contain. Novell and Microsoft both have additional schema definitions that extend the default
setups.

Most server operating systems now support some implementations of LDAP authentication. The Microsoft
Active Directory LDAP-based model became available with the release of Windows 2000.

A.2.3 Name resolution methods

The name resolution process occurs when the Web Filter attempts to resolve the IP address of the
authentication server with the machine name of that server. This continuous and regulated automated
procedure ensures the connection between the two servers is maintained.

When using an LDAP server, the name resolution process occurs when a Domain Name Service (DNS)
entry is made. In order to accommodate this request, the LDAP server must have a valid DNS entry or the
IP address must be added to the Web Filter hosts file.

A.2.4 Configuring the authentication server

When configuring authentication, you must first go to the authentication server and make all necessary
entries before configuring the Web Filter.

The following authentication components must be set up or entered on the console of the authentication
server:

¢ domain name

* usernames and passwords
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e user groups

* login scripts

A.2.4.1 Login scripts

Login (or logon) scripts are used by the Web Filter for reauthenticating users on the network.

The following syntax must be entered in the appropriate directory on the authentication server console:

A.2.4.2 Enter net use syntax in the login script

The virtual IP address is used by the Web Filter to communicate with all users who log on to that server.
This address must be in the same subnet as the one used by the transmitting interface of the Web Filter.

» For testing, user information can be specified on the command line as follows:
NET USE \\virtualip\R3000$ /user:DOMAINNAME\username password
Example: NET USE \\192.168.0.20\R3000$/user:LOGO\jsmith xyz579

*  The command to disconnect a session is: NET USE \\virtualip\R3000$ /delete

A.2.4.3 View login script on the server console

The login script can be viewed on the authentication server console. This script resides in the following
location on the Windows 2003 / 2008 server:

\\servername.suffix\sysvol\domainname.suffix\
policies\{guid}\user\scripts\logon
c:\winnt\sysvol\sysvol\domainname.suffix\scripts

c:\winnt\sysvol\domainname\scripts

The login script must be specified either in the user’s domain account or in the Active Directory Group
Policy Object so that it runs when the user logs into the domain.

A.2.4.4 Block page authentication login scripts

In addition to the use of login scripts in the console of the authentication server, a login script path must be
entered in the Block Page window of the Web Filter Administrator console. This script is used for
reauthenticating users on the network.

The following syntax must be used:
\\SERVERNAME \netlogon
or

\\IPaddress\netlogon

@ Note: See Block Page Authentication for more information about these entries.
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A.2.5 LDAP server setup rules

LDAP for Microsoft Active Directory Services. The use of other server types, or any changes made to

0 Caution: The instructions in this Guide have been documented based on standard default settings in
these default settings, must be considered when configuring the Web Filter for authentication.

If LDAP will be used, the following items should be considered:

*  The administrator in charge of the LDAP server should create a user for the Web Filter in order to give
that user full read access to the groups and users in the directory.

»  Since the LDAP directory is structured as a tree, data needs to be retrieved the same way. Additionally,
the order of the syntax is reversed compared to how it appears in normal file system folders. The deep-
est layer is listed first, in a similar manner as a DNS domain name: e.g. “engineering.company.net”. In
LDAP, a directory entry would look like this: “ch=engineering,dc=company, dc=net”.

* Make sure all network configuration settings are correct (such as DNS, IP, etc.) before configuring
LDAP settings.

@ Note: All filtering profiles are stored on the Web Filter.

A.3 Tier 2: Time-based, Web Authentication

The following diagram and steps describe the operations of the time-based authentication process.

Figure 25: Web-based authentication module diagram

Authentication Server

— .
‘/@/'> Web Filter

User (Client, Machine)

1. The user makes a Web request by entering a URL in his/her browser window.
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2. The Web Filter intercepts this request and sends the user the Authentication Request Form, request-
ing the user to log in with his/her login ID and password.

3. The Web Filter verifies the user’s information with the authentication server (Domain Controller, Active
Directory, LDAP, etc.).

4. The authenticated user is allowed to access the requested URL for the time period specified by the
administrator.

A.3.1 Tier 2 implementation in an environment

In an environment where Tier 2 time-based profiles have been implemented, end users receive filtering
profiles after correctly entering their credentials into a Web-based Authentication Request Form. A profile
remains active for a configurable amount of time even if the user logs out of the workstation, changes IP
addresses, etc.

Tier 2 time-based profiles do not call for the Web Filter to maintain a connection with the client machine, so
the Web Filter cannot detect when the user logs off of a workstation. In order to remove the end user’s
profile, one of two scripts detailed in this sub-section should be inserted into the network’s login and/or
logoff script.

The Tier 2 Script should be used if Tier 2 is the only tier implemented in an environment. The Tier 1 and
Tier 2 Script should be used if Tier 2 is implemented along with Tier 1 in an environment. Since both sets of
scripts use the NET USE command, the client machine must already have the ability to connect to the Web
Filter via NET USE in order for the profile to be removed in either environment.

A.3.1.1 Tier 2 Script

If using Tier 2 only, this script should be inserted into the network’s login script. If the network also uses a
logoff script, Trustwave’s script should be inserted there as well. The inclusion of this script ensures that
the previous end user’s profile is completely removed, in the event the end user did not log out
successfully.

echo off

:start

cls

net use \\10.10.10.10\LOGOFFS$S /delete

ttryl

NET USE \\10.10.10.10\LOGOFFS

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

ttry2

NET USE \\10.10.10.10\LOGOFFS

if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

:try3
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NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

rerror
if errorlevel 1 echo code 1: Failed!

:end
net use \\10.10.10.10\LOGOFFS$ /delete

A.3.1.2 Tier 1and Tier 2 Script

In an environment in which both Tier 1 and Tier 2 are used, this version of Trustwave’s script should be
inserted into the network’s login script. Trustwave’s script attempts to remove the previous end user’s
profile, and then lets the new user log in with his/her assigned profile.

echo off

:startremove

cls

NET USE \\10.10.10.10\LOGOFFS$ /delete

:tryremovel

NET USE \\10.10.10.10\LOGOFFS$

if errorlevel 1 goto :tryremove?2

if errorlevel 0 echo code 0: Success
goto :endremove

tryremove?

NET USE \\10.10.10.10\LOGOFFS$

if errorlevel 1 goto :tryremove3

if errorlevel 0 echo code 0: Success
goto :endremove

:tryremove3

NET USE \\10.10.10.10\LOGOFFS$

if errorlevel 1 goto :removalerror
if errorlevel 0 echo code 0: Success
goto :endremove

:removalerror
if errorlevel 1 echo code 1: Failed to send removal request!

:endremove
net use \\10.10.10.10\LOGOFFS$ /delete

ttryl

NET USE \\10.10.10.10\R3000$%

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

ttry2
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NET USE \\10.10.
if errorlevel 1
if errorlevel 0
goto :end

ttry3

NET USE \\10.10.
if errorlevel 1
if errorlevel O
goto :end

rerror
if errorlevel 1

:end

10.10\R3000s
goto :try3
echo code 0: Success

10.10\R30008
goto :error
echo code 0: Success

echo code 1: Failed!

in environments that use both Tier 1 and Tier 2, if a logoff script is used on the network, the Tier 2 Script
should be inserted into the network’s logoff script.

A.4 Tier 3: Session-based, Web Authentication

Figure 25 and the steps below describe the operations of the session-based authentication process:

1. The user makes a Web request by entering a URL in his/her browser window.

2. The Web Filter intercepts this request and sends the user the Authentication Request Form, request-

ing the user to log in with his/her login ID and password.

3. The Web Filter verifies the user’s information with the authentication server (Domain Controller, Active
Directory, LDAP, etc.).

4. A popup window opens on the user’s workstation while the original window loads the requested URL.

The user will continue to be authenticated as long as the window remains open.

A.5 Authenticator

The Authenticator ensures the end user is identified on his/her workstation, via an executable file that

launches during the login process. To use this option in a Windows environment, the Authenticator client
can be installed on the user’s workstation or launched from a network share during login. In a Macintosh

environment, the application should be installed on the client machine, where it will be automatically

launched when the user logs in.

Tips:
g * When installing this application on multiple Macintosh workstations simultaneously, the Apple Remote

Desktop product can be used to deploy the Authenticator in bulk.

+ See http://www.trustwave.com/software/8e6/hlp/auth/auth.html for online help.
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A.5.1 Workstation requirements

Note: If using the Authenticator in a Citrix Virtual Desktop Infrastructure (VDI) environment, see
http://www.trustwave.com/software/8e6/hlp/auth/auth-citrix.html for setup information.

A.5.1.1 Windows environment

The Authenticator client works with the following Windows operating systems:
*  Windows 7 (all editions except Home and Starter)

e Windows 8.1

* Windows 10

Notes:
@ » Windows 7 Home/Starter Editions can be used if the Novell eDirectory client and Authenticator are
installed in a Novell network environment.

» Terminal Services must be enabled on Windows for Fast User Switching support.

» Remote Desktop Connections are not supported.
A.5.1.2 Macintosh environment
The following minimum workstation components are required when using a Macintosh:

*  Mac0OS10.11 or 10.12

* Intel processor

A.5.2 Enable, download Authenticator

Downloading, installing and configuring the Authenticator Deployment Kit on a Windows machine results in
the creation of a platform-specific package that can be installed on a network share accessible by an
Active Directory domain controller, a Novell eDirectory server, or on a Windows or Macintosh workstation
joined to a domain via Active Directory or OpenDirectory.

When installed on a workstation, the Authenticator automatically authenticates the end user when the user
logs into the workstation. If installing the deployment kit in a Macintosh environment, an Open Directory
server should be used. The end user will be automatically authenticated when logging into the workstation.

1. To enable the Authenticator, in the Web Filter user interface, navigate to System | Authentication |
Enable/Disable Authentication.
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2. In the Authenticator frame, click “On”.

3. To download the Authenticator, click Download Trustwave Authenticator Deployment Kit to launch
the Authenticator Web page where you select the Authenticator file you wish to download.

A.5.3 Authenticator Deployment Kit

The Authenticator Deployment Kit, used for configuring the Authenticator for deployment via the Package
Editor, is comprised of the following resources:

» Unconfigured packages containing the Authenticator software
» Atool for setting or modifying Authenticator packages (the “package editor,” CfgTool.exe)
* A script for uninstalling the Authenticator from a Macintosh workstation (Uninstall-Authenticator.sh)

* Link to an online help file providing an overview of this product
A.5.4 Work flow in environments

The administrator downloads and then installs the Authenticator Deployment Kit on his/her machine. Then
he/she uses the Package Editor application to configure packages for a Windows or Macintosh
environment.

A.5.4.1 Windows environment

1. Once the Authenticator client package for Windows is configured, the administrator installs that pack-
age on target workstations, or deploys it via a network logon script.

2. Using a Windows machine, an end user logs on the Active Directory domain, or logs on the eDirectory
tree via a Novell client.

3. The Authenticator is launched in one of the following methods, based on the installation mode setup:

a. Netlogon Mode - If the Authenticator is deployed via a network login script, the script invokes
Authenticat.exe from a network share.
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b. User Mode - If installed in User Mode, Authenticator is launched from the user’s local \Program
Files tree via a startup registry key.

c. Service Mode - If installed in Service Mode, Authenticator starts with Windows, and detects the
user login dynamically.

@ Note: The Service Mode is not supported in Novell Client for Windows.

4. Authenticator determines the authentication environment, then retrieves the username and related
identifying information using either Windows or Novell APIs, and sends this information (via LOGON
event) to the Web Filter.

5. The Web Filter looks up the group memberships for the user (via Windows AD, PDC, or eDirectory
through LDAP), and determines the profile assignment.

6. The Web Filter sets the profile for the end user with username (including the group name, if it is avail-
able) and IP.

7. The Authenticator client periodically sends a “heartbeat” packet to the Web Filter to sustain the con-
nection and profile as long as the user is logged in and connected to the network.

8. The end user logs off, and the Authenticator client sends a LOGOFF event to the Web Filter. The Web
Filter removes the user's profile.

A.5.4.2 Macintosh environment

1. Once the Macintosh package is configured, the administrator installs the package on target worksta-
tions.

2. An end user logs on the domain, and MacOS launches Authenticator.

3. Authenticator identifies the end user by using MacOS Directory Services, retrieving the username and
related identity information, which it sends to the Web Filter (via a LOGON event).

4. The Web Filter looks up the user’s group memberships and determines the profile assignment.

5. The Web Filter sets the profile for the end user with username (including the group name, if it is avail-
able) and IP.

6. Authenticator client continually sends a “heartbeat” to the Web Filter until the end user logs off or dis-
connects.

7. If the user logs off, Authenticator sends a LOGOFF event to the Web Filter. The Web Filter removes
the user’s profile.

A.5.5 Download and install the Deployment Kit

1. In the Web Filter user interface, go to System | Authentication | Enable/Disable Authentication
window.

2. In the Authenticator frame, click Download Authenticator Deployment Kit to launch the Trustwave
Web page where you can select the Authenticator Deployment Kit file to download to your machine.
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3. Once the deployment kit .msi file is downloaded to your machine, click that file to launch the Authenti-
cator Deployment Kit Setup Wizard, with the End User License Agreement displayed:

{ MB6 Security Authenticator Deployment Kit Setup ; =10] x|
End-User License Agreement
Please read the following license agreement carefully
END USER LICENSE AGREEMENT ﬂ

Ver. 02Apri2

This END USER LICENSE AGREEMENT, together with all Exhibits (the
“Agreement”) is an agreement between the purchaser of Trustwawve
Products (the "Customer™) and Trustwave Holdings, Inc., a Delaware
corporation with a place of business at 70 W. Madison St., Suite 1050,
Chicago, IL 60602 ("Trustwave"). The terms and conditions of this
\Agreement apply to the Trustwawe Products provided by Trustwave,
hereunder.

Trustwave is willing to license the Software and the Documentation to
Customer on the condition that Customer accepts all of the terms in this
|Agreement. By entering Customer’s initials in the acceptance box, Dr;l

™ T accept the terms in the License Agreement!

4. Atfter reading the EULA, click the check box corresponding to “l accept the terms in the License Agree-
ment”, and then click Next to go to the Choose Setup Type step:

i:.a M86 Security Authenticator Deployment Kit Setup ] o ] [F3

Choose Setup Type
Choose the setup bype that best suits your needs

Typical

Installs the most comman program Features, Recommended For most users,

Custaom |

Allows users ta choose which program Features will be installed and where
they will be installed, Recommended For advanced users.

Complete |

All pragram Features will be installed. Requires the mast disk space.

Bark | et | Cancel |

5. Select the setup option for installing the Authenticator (“Typical”, “Custom”, “Complete”), and then click
Next to proceed with the option you selected for installing the application. If you chose the Custom
option, you will need to specify where or how the main executable and support files will be installed on
your machine, and/or where or how Windows and Macintosh packages for the Authenticator will be
installed for distribution to user workstations.

6. When your machine is ready to install the Deployment Kit, the page that confirms the installation pro-
cess is ready to begin displays:
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{% M86 Security Authenticator Deployment Kit Setup i =10l x|

Ready to install M36 Security Authenticator Deployment Kit @

Click Install ko begin the installation. Click Back to review or change any of your
installation settings. Click Cancel ko exit the wizard,

Back I Install I Cancel |

7. Click Install to begin the installation process. The following page displays when the installation pro-
cess is complete:
=IEix]

i’;‘ M86 Security Authenticator Deployment Kit Setup

Completed the MB6 Security
Authenticator Deployment Kit Setup
Wizard

Click the Finish button ta exit the Setup Wizard.

Eack I Finish I Carics] |

8. Click Finish to close the wizard dialog box.

A.5.6 Access the Deployment Tool window

Once the Authenticator Deployment Kit is installed on your machine, the Authenticator Deployment Tool
window and Authenticator Package Configuration window are used for configuring packages for Windows
or Macintosh.

The Authenticator Deployment Tool window is accessible via Start | All Programs | M86 Authenticator
Deployment Kit | Package Editor.

The Authenticator Deployment Tool’s package editor log window displays the operations performed when
creating and configuring packages.

save all entries you intend to save for packages you’ve configured. To exit the Authenticator Deployment

@ Note: Before exiting the Authenticator Deployment Tool and Package Configuration windows, be sure to
Tool window, with the Package Configuration window closed, go to File | Exit.

A.5.7 Configure a New Package set

1. In the Authenticator Deployment Tool window, go to File | New Package... to open the Choose Prod-
uct Version dialog box:
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Choose Package Yersion x|

The Fallowing package versions are available Far
deployment. Choose one:

Cancel | Ok I

2. Select the Authenticator software version from the available choices, and then click OK to close the

Choose Product Version dialog box and to open the Package Configuration window:

Authenticator Package Configuration

x|

File

r~Package Information

Path: [ CiFroaram Flesif198 Securty\AUthenticakor Deploymert Kt PackagsPototrpesiz 0.1

Configuration revision; |0 ™ Save as defaults Config. schema version : 2
-~ Client Options

REQUIRED (e.q. "2.0.1.0" or
"RA" = R3000 S Addr H
S I 104,77, 126,52; 209,38,112.11")
Name | Yalue [ class [ catenory Description E
RP 139 Basic Server communication Server host port number,
F Basic Miscellanzaus Path on client camputer £ configuration File with additional aptian settings - Windaws anly, (May be UG
L 1 Basic Logging Log werbosity level: 0 = nathing, 4 = max detail
uQ Advanced  UserjiComputer identity Template used For generating user LDAP Distinguished Hame. '%1' is replaced with raw ussmame
UM Advanced  UserfComputeridentity  Template used For generating computer LDAP Distinguished Name. ‘%1 is replaced with raw computer n
LG Advanced  UserfComputer identity  Enviranment type: 255=Autoldefault), G=indaws, 1=Navell, 2=3un, 3=0penDir, 4=AD_via_0D, 5=05%
RH 42000 Advanced  Server communication Interval (MS) at which heartbeat pings are sent to the server
RX 40000 Advanced  Server communication Logon timeout (M) ta recsive logon ack From server after sending request
RW 60000 Advanced  Server communication Iriial retry time windaw size (M) For random selection during server cangestion mitigation
RM 2000000 Advanced  Server communication Window resize muliplier - used ta expand RW windew with cach successive logon ack timeout
E o advanced  Logaing Use Windows event log instead of Ioafils (iindows anly, 1 or 0)
IF Advanced  Logaing Log file path on client computer (Windows anly) P
T Advanced  Logging Bitmap of logging categaries ta enable (Windaws only. -1 = )
w Advanced  UsarfComputeridentity  User name ovarride. (lanored in release buids)
Uy Advanced  UserfComputeridentity  Display name averride. (Tanored in relsase buids)
s et ettt e it oo oo e _,;I
»

3. The Package Configuration window is comprised of the Package Information and Client Options

frames.

©

Note: To exit the Package Configuration window at any time before saving your edits, select File | Cancel

from the menu.

A.5.7.1 Specify Package criteria

The Package Information frame includes the following information: Path on the system where the current
package is located, Configuration revision number, Configuration schema version number, and package

version

numbers.

The following fields are editable:

« Configuration revision: This number is automatically incremented by “1” each time changes made to
the package configuration are saved. When deploying the Authenticator to end user workstations, the
installer uses this revision number to determine whether a newer configuration is already installed on

the

O

Appendic

workstation.

Tip: To ensure updates to end user workstations are properly applied, if you are making configuration-only

changes, it is better to edit the previous package rather than create a new one.

€S

Copyright © 2017 Trustwave Holdings, Inc. All rights reserved.

136



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

» Save as defaults: By checking this box, your configuration will be saved in a central defaults file for
use in the next “Save” command.

Tip: By enabling this feature, if creating a new package you can apply these saved default settings to the
g new package by choosing File | Apply Defaults from the menu.

A.5.7.2 Specify Client Options
The Client Options frame includes fields used for specifying configuration settings.

1. Inthe field “RA” | R3000 Server Address(es) enter the virtual IP address(es) of the Web Filter
server(s), separating more than one IP address by a semi-colon (;). Typically this entry is just a single
IP address for each server, but the full syntax is:

{server spec};{server spec};..
server spec= {hostname or IP addr} [: port]

2. Review the Basic class parameter fields and make any necessary modifications in the corresponding

Value fields:
Name Value Category Description
RP 139 Server communication Server host port number: This value is used for
any server_spec which does not contain an
explicit port number. If this value is changed from
the default value, the new port number must be
entered via a command line change in the Web
Filter. (Contact Technical Support for assistance
in making this change in the Web Filter.)
CF Miscellaneous Path on client computer to configuration file with
additional option settings; Windows only. (May be
UNC)
LD 1 Logging Log verbosity level: 0 = nothing, 4 = max detail.
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3. For advanced users, if necessary, make modifications in the corresponding Value field for any of these

Advanced class parameters:

Name Value Category Description

uQ User/Computer identity Template used for generating user LDAP Distin-
guished Name. '%1' is replaced with raw user-
name.

UM User/Computer identity Template used for generating computer LDAP
Distinguished Name. '%1' is replaced with raw
computer name.

uT 255 User/Computer identity Environment type: 255=Auto(default),
0=Windows, 1=Novell, 2=Sun, 3=OpenDir,
4=AD_via_OD, 5=0SX

RH 42000 Server communication Interval (MS) at which heartbeat pings are sent to
the server.

RX 40000 Server communication Logon timeout (MS) to receive logon ack from
server after sending request.

RW 60000 Server communication Initial retry time window size (MS) for random
selection during server congestion mitigation.

RM 20 Server communication Window resize multiplier: Used for expanding RW
window with each successive logon ack timeout.

LE 0 Logging Use Windows event log instead of lodfile.
(Windows only, 1 or 0)

LF Logging Log file path on client computer. (Windows only;
operates from the command line)

LC -1 Logging Bitmap of logging categories to enable.

(Windows only. -1 ="all')

A.5.7.3 Save configuration settings, download files

In the Package Configuration window, the following options are available from the File menu for saving the

package configuration:

» Save - Saves the current package

» Save as... - Launches the Save Package window in which you specify the Package Name, click
OK and then Yes in a dialog box to close both the box and window

» Save and Quit - Saves your edits and closes the Package Configuration window

When the package is saved the Configuration revision number in the Package Configuration window is
automatically incremented to the next sequential number, and the Authenticator Package Contents local
Web page launches, providing a summary of package contents with links to various components

generated in the package.
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Figure 26: Authenticator Package Contents page
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The Authenticator Package Contents page includes the following information, with links to files generated
for the package:

Windows Installer - User Mode (Authenticator.msi): This package installs Authenticator in “user
mode” as a normal application that runs under the user's identity from the local machine. It puts the
Authenticat.exe program into the appropriate location under Program Files along with your configura-
tion data, and adds an entry to the registry to launch Authenticator when the user logs in.

Windows Installer - Service Mode (Authenticator-Service.msi): This package installs Authenticator
as a Windows service that runs under the LocalSystem account on the user's workstation. It puts the
Authenticat_s.exe program into the appropriate location under Program Files along with your configu-
ration data, and registers it with the Service Control Manager.

Windows - Logon script Mode (Authenticator-Netdeploy.zip): The .zip file contains files for deploy-
ing Authenticator on a Windows network share. It contains the Authenticat.exe binary, a configuration

file, and a VB script (.vbs) which is invoked during user login to a Windows domain. With this package,
nothing is permanently copied on the user's workstation.

Mac Installer (M86Authenticator.pka.tar): This package installs Authenticator on the client computer
so that it is launched when the user logs in. If multiple users are logged in, each user gets his/her own
running instance.

Configuration - Package configuration Options and their corresponding Values and Descriptions.

@ Note: More information about these tools is provided in subsequent pages in this section of the Guide.

A.5.8 View Package Configuration contents

In addition to viewing a summary of package contents using the Authenticator Package Contents page,
actual package contents are accessible via the Authenticator Deployment Tool window.
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1. From the Authenticator Deployment Tool window, select File | Explore packages... to launch the
Authenticator Deployment Kit's Packages folder containing all packages created for the Authenticator:

@ C:'Documents and Settingsidota) Application DataiM86 Security' Authenticator Deployment ke B ] B34
File Edit Wiew Favorites Tools Help ‘ 'F,*

Qe - ) - (F| O mach [ raers | [~

Address I[E:] CiiDocuments and SettingsidotaiApplication DatalMas SecurityiAuthenticator Deployment KitiPackages j Go

Folders X | _Mame =« | size | Type | pate Hodified
(5 Adobe 5| [S)New Package 1 File Folder 6/21/2010 3:45 PM

(5 AdobeUrM

(5 Ahead

[ Apple Computer

(5 Audacity

|5 com.adobe. mauby . 487SE0ZDIFE

1 Corel

[C5) EDrawings

[ Google

(5 GTek

125 Help

[ T

(23 TeoFy

[ 1dentities

[ nterTrust

13 Intuit

1 Lavasaft

() Leadertach

() Ma6 Security

= 155 Authenticator Deployment Kil
S)]

Pz
1) Mew Package 1
1) Temp | hd

Al EI ] | ]

Tip: The Packages folder is also accessible from the Select Package window by clicking the Explore
packages... button.

2. Double-click the selected package to display its contents.

3. When you are finished, click the “X” in the upper right corner of the folder to close it.
A.5.9 Edit a Package Configuration

1. From the Authenticator Deployment Tool window, select File | Edit Package... to open the Select
Package window:

Select Package - L. x|

Packages Path : IE:\D ocuments and Settingshdatabipplication DatatMB6 SecuritybAuthenticator Deplapment KitPac

Package Name : INEW Package 1

Ok

[
Cancel
|

Packages:

Explore packages

2. From the Packages list box, choose the package to be edited; this action populates the Packages Path
and Package Name fields with pertinent criteria about the package.

Tip: Click Explore packages... to open the Authenticator Deployment Kit's Packages folder and choose
the package to be edited from the available selections.
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3. Click OK to close the Select Package window and to launch the Authenticator Package Configuration
window displaying the last saved edits made for the package.

@ Note: The “Configuration revision” is incremented to the next sequential revision number.

4. After making your edits, choose a Save option for saving the configuration package.

A.6 Novell eDirectory Agent

Novell eDirectory Agent provides Single Sign-On (SSO) authentication for a Web Filter set up in a Novell
eDirectory environment. Using Novell eDirectory Agent, the Web Filter is notified by the eDirectory server
when an end user logs on or off the network, and adds/removes his/her network IP address, thus setting

the end user’s filtering profile accordingly.

A.6.1 Environment requirements

A.6.1.1 Novell eDirectory servers

The following eDirectory versions 8.7 or higher with Master, Read/Write, Read replicas have been tested:
« eDirectory 8.7 in RedHat Linux 9.0

» eDirectory 8.7 in NetWare 6.5 SP5

A.6.1.2 Client workstations

To use this option, all end users must log in the network. The following OS have been tested:
*  Windows 2003 / 2008 Professional/

*  Windows XP / Vista / 7

*  Macintosh

A.6.1.3 Novell clients

The following Novell clients have been tested:

*  Windows: Version 4.91 SP2

¢ Macintosh: Prosoft NetWare client Version 2.0

A.6.1.4 Windows minimum system requirements

The following minimum server components are required when using NetWare eDirectory server 6.5:
»  Server-class PC with a Pentium Il or AMD K7 processor

512 MB of RAM

e Super VGA display adapter

*  DOS partition of at least 200 MB and 200 MB available space
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* 2 GB of available, unpartitioned disk space outside the DOS partition for volume sys:
*  One network board

e CDdrive

The following Windows server components are recommended for optimal performance when using
NetWare eDirectory server 6.5:

»  Server-class PC with two-way Pentium IIl, IV, or Xeon 700 MHz or higher processors
« 1GBof RAM

*  VESA compliant 1.2 or higher display adapter

*  DOS partition with 1 GB of available space

* 4 GB of available, unpartitioned disk space outside the DOS partition for volume sys:
*  One or more network boards

» Bootable CD drive that supports the El Torito specification

* USB or PS/2* mouse

A.6.1.5 Macintosh minimum system requirements

The following minimum server components are required when using a Macintosh:
+ 0SX10.5

e Intel processor

e Super VGA display adapter

*  One network board

e CDdrive

A.6.2 Novell eDirectory setup

The eDirectory Agent uses the LDAP eDirectory domain configuration setup in the Web Filter
Administrator console. The eDirectory Agent receives notification from the eDirectory server regarding
logon and logoff events by end users. The Novell client must be installed on each end user’s workstation in
order to handle logons to the eDirectory network. In this setup, the Novell client replaces the Windows
logon application.

A.6.3 Web Filter setup and event logs

When using a Novell eDirectory server and choosing to use the Novell eDirectory Agent option in the Web
Filter:
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» Enable Novell eDirectory Agent in the Enable/Disable Authentication window.

Notes:
@ « If using an SSO authentication solution, Tier 2 or Tier 3 should be selected as a fallback authentication
operation.

« If applicable, a back up server can be specified in the LDAP domain setup wizard, in the event of a
connection failure to the primary Novell eDirectory server. Email alerts are sent to the administrator in
such events.

*  When choosing the Novell eDirectory Agent option, the Authenticator option must be disabled.

Note: Back up server settings are made in the Default Rule tab of the LDAP Domain Details window,
@ described in Chapter 3: LDAP Authentication Setup.

* Once the Novell eDirectory Agent option is set up, the View Log File window can be used to view end
user logon/logoff events and the debug log.

log until he/she logs in again. Until that time, the user will be logged by his/her current filtering profile,

@ Note: After the Novell eDirectory Agent is enabled, an individual's username will not display in the event
which most likely would be IPGROUP or DEFAULT user.

Appendix B: Obtain, Export an SSL Certificate

When using Web-based authentication, the LDAP server’s SSL certificate needs to be exported and saved
to the hard drive, then uploaded to the Web Filter so that the Web Filter will recognize LDAP server as a
trusted source.

This appendix provides steps on exporting an SSL certificate from a Microsoft Active Directory or Novell
server—the most common types of LDAP servers. Also included is information on obtaining a Sun One
server’s SSL certificate.

B.1 Export an Active Directory SSL Certificate

B.1.1 Verify certificate authority has been installed

1. From the console of the LDAP server, go to Start | Programs | Administrative Tools | Certification
Authority to open the Certification Authority window:

{23 Certification Authorit!

i ¥
| aton o || = |Bim DB(@] > -

Tree |

Na [ Description [
Tqf2damain.local Certification Authority

ge2domain.local

(1) Revoked Certificates
([ 1ssued Certificates
+-[2] Pending Requests
(2 Falled Requests
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2. Verify that the certificate authority has been installed on this server and is up and running—indicated
by a green check mark on the server icon.

B.1.2 Locate Certificates folder

1. Go to Start | Run to open the Run dialog box. In the Open field, type in mmec.exe to specify that you
wish to access the Microsoft Management Console:

Run T b

Type the name of a program, Folder, document, or
Intermet resource, and Windows will open it For you,

2. Click OK to open the Console window:

"Hi Console1

=lol x|
J Console  Window  Help “ O=zE |

-lolx|
J Action  Wiew  Favorites “ Lo | ml X

MName I

3. From the toolbar, click Console to open the menu. Select Add/Remove Snap-in to open the
Add/Remove Snap-in dialog box.

4. Click Add to open the Add Standalone Snap-in dialog box:
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Add Standalone Snap-in - 21x|

Available Standalone Snap-ins:

Snap-in I “endor I‘
Active Directory Domaing and Trusts  Microsaft Corparation
WADUVE Directory Sites and Services  Microsoft Corparation
@Actwe Directory Users and Computers  Microsoft Corporation p
glflActweX Contral

Certificates Micrasoft Corporation
@3 Certification Authority Microsoft Corporation
Companent Services Microzoft Corporation
Q Computer Management Micrasoft Corporation
Device Manager Microsoft Corporation
§ DHCP Microzoft Corporation LI
Description

The Certificates snap-in allows you to browse the contents of the
cerlificate stores for yourself, a service, or a computer,

] [

5. Select Certificates, and click Add to open the Certificates snap-in wizard dialog box:
certificatessnapin |

Thiz snap-in will always manage certificates for:
My user account
" Service accourt

& Computer account

« Back I Mext » I Cancel |

6. Choose “Computer account”, and click Next to go to the Select Computer wizard page:
Select Computer x|

Select the computer you want this Snap-in to manage

Thiz snap-in will always manage:

¢ Local computer; (the computer this consale is funning on)

" Another computer: I Browse:.

[~ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back I Finish I Cancel |

7. Choose “Local computer: (the computer this console is running on)”, and click Finish to close the wiz-
ard dialog box.

8. Click Close to close the Add Standalone Snap-in dialog box. Click OK to close the Add/Remove Snap-
in dialog box.

9. Notice that the snap-in has now been added to the Console Root folder:
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"fi Console1 - [Console Root'Certificates (Local Computer)Personal\Certificates]

|y Console  window  Help

~=lolx|

[IIN= = =l

|J Zction  View  Favorites “ & = | ‘ " 2

Tree IFavnntEs | [1ssued 10+ [ 1ssued B

[ Expiration Date [ 1t

23 Coneole Ract (= 2000q¢server.qc2darain. ocal arzdamainlocal

=& Certficates (Lacal Computer) (= qezdomain.local qrzdornain.local

- Personal
R

e <

& Trusted Rook Certification Authoritie
(3 Enterprise Trust

-] Intermediate Certification Autharitie
Trusted Publishers

(13 Untrusted Certificates

Third-Party Root Certification Autho
Trusted People

[ Certificate Enrollment Requests
-] 5PC

. |l |

6/712006
6/712024

Cli
<

[Personal store contains 2 certificates, [

B.1.3 Export the master certificate for the domain

1.
added.

Go to the right panel of the Console and select the master certificate for the domain that you just

2. Right-click the certificate to open the menu, and select All Tasks | Export:

"fti Console1 - [Console Root' Certificates (Local Computer)'Personal'Certificates]

| % Console  Window  Help

|0 =1 -lex

-iolx

| action  view Eavorites H = -t|\ $B(XETR 2

Tree | Favories | [1ssued 10~ [ 1ssued e

| Expiration Date | 1nt

1 Console Roak
) Certificates {Local Computer)
=] Persanal

Oqcserver.qezdomain, acl

4 Certificates Open |
(23 Trusted Roat Certification Authoritie T
&3 Enterprise Trust cut Request Certificate with Mew Key. .
(] Inkermediats Certification Authoritis SoRY Regues Genifieiondn Sia (.
[0 Trusted Publishers Delste Renew Cetificate with Mew Key...

{20 Unkrusted Certficates TS Renew Certificate with Same Key. ..
-] Third-Parky Rant Certification Autho [ .

(23 Trusted People

(L) Certificate Entolment Requests
-1 5PC

Help

< | ElE] |

Clir

[Export a certiicate [

This action launches the Certificate Export Wizard:

Appendices
Copyright © 2017 Trustwave Holdings, Inc. All rights reserved.

146



Trustwave Web Filter 5.2.00 Authentication Guide - November 1, 2017

Certificate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store ta your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. A certificate stare is the system area where
certificates are kept,

To continue, click Mext,

= Back I Next > I Cancel |

3. Click Next to go to the Export Private Key page of the wizard:

Certificate Export Wizard x|

Export Private Key
ou can choose to export the private key with the certificate.

Private keys are password pratected, IF you want to export the private key with the
certificate, you must type a password on a later page.

Do you want ta expart the private key with the certificate?
" Yes, export the private key

¢ Mo, do not export the private key

< Back I et = I Cancel |

4. Select “No, do not export the private key”, and click Next to go to the Export File Format page of the
wizard:

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a varigty of file Formats,

Select the Format you want to use:

" DER encoded binary %.508 {.CER)

% Base-64 encoded ¥.509 (.CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)
™ Include allicertificates in the certification path if possible

€| Personal Infarmation Exchange - FRES #12 (,PFX)
I™ Include allicertificates in the certification path if possible
I™ Enable strong protection (requires IE 5,0, KT 4.0574 or sbove)

I™ Delete the private key if the export is successtul

< Back I et = I Cancel |

5. Select “Base-64 encoded X.509 (.CER)” and click Next to go to the File to Export page of the wizard:
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Certificate Export Wizard ll

File to Export

Specify the name of the File you want to export

File name:

E:ldomain.cer Browse...

< Back I et = I Cancel |

6. Enter the File name of the file to be exported, followed by the .cer extension. Click Next to go to the
final page of the wizard:

Certificate Export Wizard g =

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

‘fou have specified the following settings:

File: Mame Esidom
Export Keys Mo
Include all certificates in the certification path Mo
File Format Basetd
4 i

< Back I Finish I Cancel |

7. Notice that the specified settings display in the list box, indicating the certificate has been successfully
copied from the console to your disk. Click Finish to close the wizard dialog box.

8. Close the Console.

The certificate can now be uploaded to the Web Filter.

B.2 Export a Novell SSL Certificate

1. From the console of the LDAP server, go to the tree in the left panel and open the Security folder to
display the contents in the Console View (right panel):
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KD My Worlet
@ § nDS
@ ¥ QC-TREE.
B 806
@ %3 Engineering
g Marketing
2 Programming

| B Security Policy
/| €2 Authorized Login Met..
| €@ Login Policy

%8 ac | €@ Authorized Past Logi

%3 Sales
B rRHSLDAPZ
i

2. Find the tree’s folder and right-click it to open the menu. Select Properties to open the Properties dia-
log box:

3. Click the Certificates tab to go to the Self Signed Certificate page.
4. Click Export to open the Export A Certificate window:

Export A Certificate =

5. Select “File in binary DER format” for the Output format. The path of the certificate displays in the File-
name field.
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6. Click Export to open another window that asks where you would like to save the certificate—the most
convenient place would be your desktop.

The certificate can now be uploaded to the Web Filter.

B.3 Obtain a Sun One SSL Certificate

Unlike Microsoft or Novell, the Sun One LDAP directory does not have a tool for exporting an SSL
certificate once it has been imported to the LDAP server.

Therefore, a copy of the root certificate—in the .cer or .der format—that was used to sign the LDAP
server’s certificate must be uploaded to the Web Filter. This certificate can be an internally generated root
certificate (if you have a certificate authority to generate the certificate), or can be the root certificate used
by the external signing authority.

Appendix C: LDAP Server Customizations

The Web Filter has been tested on common types of standard LDAP servers with default settings.
However, due to the number of LDAP servers available, and the limitless ways in which any type of LDAP
server can be configured, customizations may need to be made on such an LDAP server that fits either

description.

Note: Please contact technical support for assistance in implementing any of the changes described in
this appendix.

C.1 OpenLDAP Server Scenario

C.1.1 Not all users returned in LDAP Browser window

In this scenario, a query is performed in the LDAP Browser window on an OpenLDAP server, and not all
users are returned.

To resolve this problem, do the following:
1. Change the current directory to /usr/local/shadow/etc/ldapgroup

2. Find the subdirectory bearing the name of the LDAP domain, and change the current directory to that
subdirectory.

3. Open the file “Idapobjectdef.conf” for editing.

4. Search for the line “LDC LDAP query name prefix CN=’
5. Replace “cN=" with “uid="and save these changes.

6. Restart the Web Filter.
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Appendix D: Profile Format and Rules

The file with filtering profiles you upload to the server must be set up in a specified format, with one
complete profile per line. This format will differ depending on the type of profiles in the file: Workstation,
user, group, container, or quota.

Each non-quota filtering profile in the file must contain the following items:
1. The workstation name, username, group name, or container name.
2. Filtering profile criteria:
* Rule number (Rule0, Rule1, etc.), or
e rule criteria:
i. Ports to Block or Filter
ii. Categories to Block or Open
iii. Filter Mode
3. Redirect URL (optional).

4. Filter Options (optional).

An LDAP quota filtering profile is set up in the following format:
1. Enter the workstation name, username, group name, or container name.
2. Press the Tab key on your keyboard to leave a space.

3. Enter the quota string.

D.1 Username Formats

go to

@ Note: For examples of valid username entries, see File Format: Rules and Examples in this appendix, or
http://www.trustwave.com/software/8e6/hlp/r3000/files/2group_textfile_user.html

D.2 Rule Criteria

Rule criteria consists of selections made from the following lists of codes that are used in profile strings:
e Port command codes:

A = Filter all ports

B = Filter the defined port number(s)

| = Open all ports

J = Open the defined port number(s)

M= Set the defined port number(s) to trigger a warn message

Q = Block all ports
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R = Block the defined port number(s)

*  Port Numbers:
21 =FTP (File Transfer Protocol)
80 = HTTP (Hyper Text Transfer Protocol)
119 = NNTP (Network News Transfer Protocol)
443 = HTTPS (Secured HTTP Transmission)
Other

»  Filter Mode Values:
1 = Default, Block Mode
2 = Monitoring Mode
4 = Bypassing Mode

» Category command codes:

Category command codes must be entered in the following order: J, R, M, I. “PASSED” should either
be entered after J, R, or M, or after a string of category codes following J, R, or M.

J = Positioned before the category/categories defined as “always allowed.”
R = Positioned before the category/categories defined as “blocked.”

M = Positioned before the category/categories defined as containing URLs potentially against the
organization’s policies, and accompanied by a warning message.

| = Positioned at the end of a profile string, indicating that all other categories should “pass.”

PASSED = When positioned at the end of a string of categories or after a category command code,
this code indicates that unidentified categories will follow suit with categories defined by that code: J
(pass), R (block), or M (receive warning message).

» Category Codes:

For the list of category codes (short names) and their corresponding descriptions (long names), go to
http://www.trustwave.com/software/8e6/hlp/r3000/files/2group_textfile_cat.html#cat

addition of new categories and modification of current categories. For explanations and examples of cate-
gory items, go to
https://www.trustwave.com/web-security/web-filtering/database-categories

@ Note: The list of library category codes and corresponding descriptions is subject to change due to the
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Filter Option codes:

*  0x1 = Exception URL Query (always enabled)

* 0x2 = X Strikes Blocking

*  0x4 = Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement
e 0x100 = Search Engine Keyword

+  0x200 = URL Keyword

*  0x1000=Extend URL Keyword Filter Control

which means that 0x1307 should be entered at the end of the profile string. To disable all filter codes,
enter 0x1 at the end of the profile string.

@ Note: To enable multiple filter codes, add the codes together—i.e. 1 +2 + 4 + 100 + 200 + 1000 = 1307—

Quota format

A separate file—apart from the LDAP profile fle—must be used in order to include quotas in the LDAP
group/user profile. In this file, each quota profile must be entered on a separate line in the following
manner:

a. Type in the username.
b. Press the Tab key on your keyboard to leave a space.

c. Type in the quota string using this format: Overall Quota minutes, a comma (, ), the first library
category code, a colon ( : ), the number of quota minutes, and a comma between each quota.

@ Note: See http://www.trustwave.com/soft-

ware/8e6/hlp/r3000/files/2group_textfile_format_Idap.html for examples of LDAP filtering profile
entries. Quota profile entries are included in these pages.

D.3 File Format: Rules and Examples

When setting up the file to upload to the server, the following items must be considered:

Each profile must be entered on a separate line in the file.

Category Codes must be entered in capital letters.

Port and category command codes must be entered in capital letters.
A redirect URL cannot exceed 200 characters in length.

The string must end with “Ox1” if no filter options will be enabled.

If quotas are to be used in filtering profiles, these must be entered in a separate file from the LDAP pro-
file file.

D.3.1 LDAP Profile List Format and Rules

When setting up the “ldapwrkstnprofile.conf” file, “Idapuserprofile.conf” file, “ldapgroupprofile.conf” file, or
“ldapcontainerprofile.conf” file, each entry must consist of the Distinguished Name (DN), with each part of
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the DN separated by commas (,). The DN should be followed by a semicolon (;), and then a rule number or
rule criteria (port, category, and filter mode specifications). A redirect URL can be included, if a specific
URL should be used in place of the standard block page. If a redirect URL is not included, a blank space
should be entered in its place in the profile string. Each segment of the profile string following the
semicolon for the DN should be separated by commas (,). “0x1” should be placed at the end of a profile
string without any filter options enabled.

D.3.1.1 Workstation profile list format
Here are examples of workstation profile entries in an Idapwrkstnprofile.conf file:

CN=R3KWRK1l, CN=Computers, DC=logo, DC=net; R 21 A, J R KDPORN GPORN M PASSED
I,1, , 0Ox1

CN=WIN2003-79AHM, OU=Domain Controllers, DC=logo, DC=net; RuleO, , 0x1306
bute type, and the domain and DNS suffix “DC” (“domain component”) attribute type. The “OU” (“organiza-

tional unit”) attribute type also can be included. Each attribute type should be followed by an equals sign
(=), and separated by a comma (,).

@ Note: The DN format must contain the workstation name and LDAP group “CN” (‘common name”) attri-

When translated, these strings of code mean:

« profile for a workstation named “R3KWRK1”, LDAP group “Computers”, domain “logo”, DNS suffix
“.net”: Block port 21 and Filter all other ports, Block Child Pornography and Pornography/Adult Con-
tent, Warn on Uncategorized URLs, and Pass all other categories, use filter mode 1, use redirect URL
http://www.cnn.com in place of the standard block page, no filter options enabled.

»  profile for a workstation named “WIN2003-79AHM”, organizational unit “Domain Controllers”, domain
“logo”, DNS suffix “.net”: Block all ports, use minimum filtering level, use filter mode 1, use standard
block page, enable all filter options.

D.3.1.2 User profile list format

Here are examples of user profile entries in an Idapuserprofile.conf file:

CN=Jane Doe, CN=Users, DC=gc, DC=local; R 21 A, J R KDPORN GPORN M PASSED
I,1, , Ox1

CN=Public\, Joe Q., OU=Users, OU=Sales, DC=qc, DC=local; Rule(O, , 0x1306
and the domain and DNS suffix “DC” (“domain component”) attribute type. The “OU” (“organizational unit”)

attribute type also can be included. Each attribute type should be followed by an equals sign (=), and
separated by a comma (,).

@ Note: The DN format must contain the username and user group “CN” (“common name”) attribute type,

When translated, these strings of code mean:

»  profile for a user with username “Jane Doe”, user group “Users”, domain “qc”, DNS suffix “.local”:
Block port 21 and Filter all other ports, Block Child Pornography and Pornography/Adult Content, Warn
on Uncategorized URLs, and Pass all other categories, use filter mode 1, use redirect URL
http://www.cnn.com in place of the standard block page, no filter options enabled.
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» profile for a user with username “Public\, Joe Q.”, organizational units “Users” and “Sales”, domain
“qc”, DNS suffix “.local”: Block all ports, use minimum filtering level, use filter mode 1, use standard
block page, enable all filter options.

D.3.1.3 Group profile list format
Here is an example of a group profile entry in an Idapgroupprofile.conf file:
CN=Sales, CN=Users, DC=qgc, DC=local; Rulel, 1, http://www.cnn.com, 0x1
name”) attribute type, and the domain and DNS suffix “DC” (“domain component”) attribute type. The “OU”

(“organizational unit”) attribute type also can be included. Each attribute type should be followed by an
equals sign (=), and separated by a comma (,).

@ Note: The DN format must contain the group name—and, if applicable—user group “CN” (“common

When translated, this string of code means:

»  profile for group with ID “Sales”, user group “Users”, domain “qc”, DNS suffix “.local”: Bypass all cate-
gories, use filter mode 1, use redirect URL http://www.cnn.com in place of the standard block page, no
filter options enabled.

D.3.1.4 Container profile list format

A container profile entry in an Idapcontainerprofile.conf file will be similar to entries made in workstation,
user, and group profile files, however the Distinguished Name will be slightly different, based on how
containers are set up in your organization.

D.3.2 LDAP Quota Format and Rules

When setting up the “quota.conf” file, each entry must consist of the Distinguished Name (DN), a Tab
space, and quota criteria. A zero (0) should be used if no Overall Quota minutes are included. For
example:

CN=Admin, CN=Users, DC=tc, DC=local 0, PARNML:15, RELIG:15
CN=Sales, CN=Reps, DC=tc, DC=local 10, GNEWS:5, SPORTS:5, TRAFIC:10
name”) attribute type, and the domain and DNS suffix “DC” (“domain component”) attribute type. The “OU”

(“organizational unit”) attribute type also can be included. Each attribute type should be followed by an
equals sign (=), and separated by a comma (,).

@ Note: The DN format must contain the group name—and, if applicable—user group “CN” (‘common

When translated, these strings of code mean:

* quota profile for “Admin”, user group “Users”, domain “tc”, DNS suffix “.local”’: No Overall Quota min-
utes, and 15 quota minutes for each category listed.

* quota profile for “Sales”, user group “Reps”, domain “tc”, DNS suffix “.local”: 10 Overall Quota minutes,
5 quota minutes for the first two categories listed, and 10 quota minutes for the last category listed.
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Appendix E: Override Pop-up Blockers

An override account user with pop-up blocking software installed on his/her workstation will need to
temporarily disable pop-up blocking in order to authenticate him/herself via the Options page:

/& Trustwave Web Filter - Windows Internet Explorer = IEI x|
J File Edt ‘Miew Favorites Tools  Help |
J B | &t ‘ iQh5earch  [GalFavorites & @History ‘ - S e
| address @] hetp:/t200.10.100.75:81 jeaifblack.cai | @a |J Links
=
OPTIONS HELP
UserMachine: LOGODomain Admins\GLANG
IF; 20010101140
Category:  Alcohol
Blocked URL:  http: fhwwwy coors comd
Option 1:  Click here for secure \Weh-hased authertication.
Option 2 If you have an ovettide account, enter your username and password
Username; I
Password: I Crerride
Warningl The override account optios wiil not function If antbpopup software is instalied on
your system.
Option 3:  If the above profile is incorrect or there has been an error, you can:
» Re-start your systemn and re-login or
» Try re-authenticating your user profile
-]
|&] Done | Internct 4

This appendix provides instructions on how to disable pop-up blocking software for current versions of the
supported browser types (Internet Explorer, Firefox, Chrome, and Safari) and the Google Toolbar.

E.1 Browser Pop-up Blockers

EA1 Internet Explorer

1. Inthe Internet Explorer toolbar, navigate to Tools | Pop-up Blocker (or from the “gear” menu at top right
of the window, select Internet options | Privacy).

2. If you want to disable all pop-up blocking, be sure the Turn Off Pop-up Blocker selection is enabled, or
uncheck the box “Turn on Pop-up Blocker”.

3. If you want to block all pop-ups except those from URLs you choose to whitelist, enable Turn On Pop-
up Blocker and then navigate to Pop-up Blocker Settings, adding the SR's URL in the Allowed sites list
box.

E.1.2 Edge
1. From the menu (...) at the top right of the window, click Settings.

2. Click View advanced settings.
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3. Inthe Advanced settings menu, click the Block pop-ups slider to disable all pop-up blocking

Note: If you want to use a whitelist to allow pop-ups from sites you specify, use Internet Explorer to
configure the settings. These settings will also apply in Edge.

E.1.3 Mozilla Firefox

1. In the Firefox menu bar (or menu at the top right of the window), navigate to Tools | Options | Content
tab.

2. Uncheck the “Block pop-up windows” check box, or click Exceptions... and then add the desired URL
in the Allowed Sites - Pop-ups window.

E.1.4 Google Chrome
1. From the menu at the top right of the window, navigate to Settings | Show advanced settings.
2. Under Privacy, click Content settings and scroll to the Pop-ups section.
3. Choose either:
» Allow all sites to show pop-ups
or

* Do not allow any site to show pop-ups (recommended) | Manage exceptions..., adding the SR's
URL to the Pop-up Exceptions box.

E.J.5 Safari

In the Safari toolbar, navigate to Preferences | Security, and de-select “Block pop-up windows” to disable
pop-up blocking.

E.2 Google Toolbar Pop-up Blocker

To add a site to the allowed list so that pop-ups will be permitted, while viewing the site go to the Google
Toolbar and click the Pop-up blocker button.

(=5 Bl

£ - 8 0[ 1 Trustwove Securiy Reporigr T | A

)2 ttps: 3/
O R e ssi

x Google|

Security Reporter B Trustwave®

eeeeee
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