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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes Ul control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the
product.

Caution: This symbol highlights a warning against using the product in an unintended
manner.

@O 0®
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1Introductory Section

1.1 Security Reporter

The Security Reporter (SR) from Trustwave consists of the best in breed of the company’s Professional
Edition reporting software consolidated into one application, with the capability to generate productivity
reports of end user Internet activity from Trustwave Web Filter appliance(s) or Trustwave Secure Web
Gateway applicance(s).

Logs of end user Internet activity from the SWG or Web Filter appliances are fed into SR, giving you an
overall picture of end user productivity in a bar chart dashboard, and the ability to interrogate massive
datasets through flexible drill-down technology, until the desired view is obtained. This “view” can be
memorized and saved to a user-defined report menu for repetitive, scheduled execution and distribution.

Web Filter logs provide content for dynamic, graphical snapshots of network Internet traffic. Drilling down
into the URL categories quickly identifies the source of user-generated Web threats. SWG logs provide
content for bar charts detecting security threats on the network so that prompt action can be taken to
terminate them before they become a liability on your network.

Using the SR, threats to your network are readily targeted, thus arming you with the capability to take
immediate action to halt the source, secure your network, and protect your organization against lost
productivity, network bandwidth issues, and possible legal problems that can result from the misuse of
Internet and intranet resources.

1.2 About the Administrator Guide

The Security Reporter Administrator Guide primarily addresses the network administrator designated to
configure and manage the Security Reporter application on the network. This administrator is referred to
as the “global administrator” throughout this Administrator Guide. In part, this Administrator Guide also
addresses administrators who manage user groups on the network. These administrators are referred to
as “group administrators” throughout this Guide. Additional information is provided for administrators of
networks that use the SR with the Trustwave Web Filter or Secure Web Gateway to obtain logs from the

applications for generating productivity reports and security reports.

information on the Web Filter. See the Secure Web Gateway User Guide at

@ Note: See the Web Filter User Guide at http://www.trustwave.com/support/wf/documentation.asp for
http://www.trustwave.com/support/Secure-Web-Gateway/Documentation.asp for information on the SWG.

This Administrator Guide is organized into the following sections:

* Introductory Section - This section introduces the SR product, explains how to access and use the
SR and this Guide, and provides information on how to contact the Trustwave Technical Assistance
Center.

« System Configuration Section - This section pertains to information on configuring and maintaining
the administrator console of the SR application.

Introductory Section
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Report Manager Administration Section - This section pertains to configuring and maintaining the
administration side of the SR’s Report Manager application.

Reports Section - Refer to this section for information about generating reports based on the log
feeds from Web Filter or SWG.

Appendices - Appendix A explains how to disable pop-up blocking software. Appendix B provides
information on how to perform hardware maintenance and troubleshoot RAID on the SR chassis.
Appendix C explains how to use the SR in the evaluation mode, and how to switch to the registered
mode.

Index - This section includes an index of subjects and the first page numbers where they appear in this
Guide.

1.2.1 Terminology

The following terms are used throughout this Administrator Guide. Sample images (not to scale) are
included for each item.

accordion - One of at least two or more like objects, stacked on top of each
other in a panel, that expands to fill a box in a panel or collapses closed when
clicked.

alert box - A pop-up box that informs you about information pertaining

to the execution of an action. Q) et e e e
button - An object in a dialog box, alert box, window, or panel that can

be clicked with your mouse to execute a command.
check box - A small square in a dialog box, window, or panel used for indicating I‘_,rl Blocked

whether or not you wish to select an option. This object allows you to toggle
between two choices. By clicking in this box, a check mark or an “X” is placed, indicating that you
selected the option. When this box is not checked, the option is not selected.

dialog box - A box that opens in response to a command made in [ conrirm

a window or panel, and requires your input. You must choose an Are you sure you vant to delets this user group?
option by clicking a button (such as “Yes” or “No”, or “Next” or -

“Cancel”) to execute your command. As dictated by this box, you
also might need to make one or more entries or selections prior to clicking a button.

field - An area in a dialog box, window, or panel that either accommodates G OIIE
your data entry, or displays pertinent information. A text box is a type of field. |

Introductory Section
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- frame - A boxed-in area in a dialog box, window, or panel that can
include a group of objects such as fields, text boxes, list boxes, but-
tons, radio buttons, check boxes, accordions, tables, tabs, and/or
tables. Objects within a frame belong to a specific function or group. A
frame often is labeled to indicate its function or purpose.

* icon - A small image in a dialog box, window, or screen that can be
clicked. This object can be a button or an executable file.

« list box - An area in a dialog box, window, or panel that accommodates
and/or displays entries of items that can be added or removed.

* panel - The central portion of a screen that is replaced by a ===

different view when clicking a pertinent link or button. A sub- %
panel is a boxed-in section within a panel.

(Ltmwnepon J oo

Password Security Options:
Password Expiration:

@ Never

C After Days

Lockout by Username: ¢ on & oFF

Lockout by IP Address:  on & oFF

Allowable Number of Failed Password Attempts:

Failed Password Attempts Timespan (in minutes):

Assigned User Groups
Al

Reportetnts

*  pop-up box or pop-up window - A box or window that

Proxy Server

Name: Prozy

opens after you click a button in a dialog box, window, or panel. This box or win- |Jeece e seer

1P: proxy company.com
Port: 8050

dow may display information, or may require you to make one or more entries. e

Unlike a dialog box, you do not need to choose between options.

* pull-down menu - A field in a dialog box, window, or panel that contains a
down arrow to the right. When you click the arrow, a menu of items displays

from which you make a selection.

» radio button - A small, circular object in a dialog box, window, or screen used for
selecting an option. This object allows you to toggle between two choices.

Proxy Switch: off

[ Username

.'--\.
By clicking a -

Al

radio button, a dot is placed in the circle, indicating that you selected the option. When the circle is

empty, the option is not selected.

* re-size button - Positioned between two boxes in a panel, this button enlarges a section or
makes that section narrower when clicked and dragged in a specific direction.

Introductory Section
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* screen: A main object of an application that displays across [FEEE im0 =
your monitor. A screen can contain panels, sub-panels, win-
dows, frames, fields, tables, text boxes, list boxes, icons, but-
tons, and radio buttons.

s (50l 8 e

Y Trustwave

« tab: One of at least two objects positioned beside one another that display content

as specified by its label when clicked. A tab can display anywhere in a panel, usu-
ally above a box or list box.

» table - An area in a window or screen that contains items pre- [,

viously entered or selected. (Fipsanons 0000 =il

172.20.0.0/16 0.0.0.0 =]

* text box - An area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of field.
(See “field”.)

¢« window - Can contain frames, fields, text boxes, list boxes, T ||

Savein: [ sciipts 5 O E-

icons, buttons, and radio buttons. Types of windows include
ones from the system such as the Save As window, pop-up win-
dows, or login windows.

New Text Document. bt
[ tartray20.bat

“ltartrayz2.bat

-
MyNetwork 3003 | |
Places

Saveastpe:  [AlFies

Encodng |ANSI =

1.3 Overview

The Security Reporter is comprised of System Configuration administrator console and Report Manager

application.

Using System Configuration screens, a global administrator configures the SR to function on the network.

Using the Report Manager, a global administrator sets up group administrator accounts and grants these
users access to designated sections in the Report Manager—and to the System Configuration console, as

applicable—for managing and reporting on end user Internet and/or network activity.

1.4 Components and Environment

1.4.1 Components

1.4.1.1 Hardware
» High performance server equipped with RAID

Introductory Section
Copyright © 2016 Trustwave Holdings, Inc. All rights reserved.
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*  Two or four high-capacity hard drives

*  Optional: One or more attached “NAS” storage devices (e.g. Ethernet connected, SCSI/Fibre Channel
connected “SAN”)

Note: RAID is not used on an SR running as a virtual machine. The number of hard drives specified above
is not applicable.

1.4.1.2 Software
*  TrustOS® hardened Linux-based Operating System

*  Administrator Graphical User Interface (GUI) console utilized by an authorized administrator to config-
ure and maintain the SR application

*  MySQL database

1.4.2 Environment

1.4.2.1 Network Requirements

*  Power connection protected by an Uninterruptible Power Supply (UPS)
e HTTPS connection to Trustwave’s software update server
* High speed access to the SR server by authorized client workstations

e Ports 8443 and 8843 must be available for the SR user interface to use

1.4.2.2 Administrator Workstation Requirements
The following browsers are tested and fully supported for access to the SR web interfaces:

* Internet Explorer 11

* Edge 14

»  Firefox (current versions)

*  Google Chrome (current versions)

e« Safari9and 10

Tip: Previous browser versions can generally be used for access to the Report Manager. The System
Configuration interface requires a HTML5 compliant browser.

Also be aware of the following requirements:
» JavaScript enabled

»  Session cookies from the SR server must be allowed in order for the System Configuration console to
function properly.

Introductory Section
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»  Pop-up blocking software, if installed, must be disabled.

@ Note: Information about disabling pop-up blocking software can be found in Appendix A.

1.5 Getting Started

1.5.1 Initial Setup

To initially set up your Trustwave Security Reporter (SR), the administrator installing the unit should follow
the instructions in the SR Appliance Installation Guide packaged with your SR appliance, or the SR Virtual
Installation Guide if the SR image will be run as a virtual machine. The Installation Guide explains how to
perform the initial configuration of the SR so that it can be accessed via an IP address or hostname on
your network, and communicate with the Web access logging device(s) (Web Filters or SWGs) to receive
logs of end user Internet/network activity.

Caution: In order to prevent data from being lost or corrupted while the SR is running, the server should
0 be connected to a UPS or other battery backup system.

Once you turn on the SR server, DO NOT interrupt the initial boot-up process. This process may take from
five to 10 minutes per drive. If the process is interrupted, damage to key files may occur.

1.5.2 Procedures for Logging In, Out

Note: A maximum of eight users can use the SR user interface simultaneously. However, for optimum
results, Trustwave recommends no more than four users generate reports at the same time.

1.5.2.0.1 Enter Report Manager's URL in the Address field

After the SR is set up on the network, the designated global administrator of the server should be able to
access the unit via its URL on the Internet, using the username and password registered during the wizard
hardware installation procedures.

1. Launch an Internet browser window supported by the SR.

2. In the address line of the browser window, enter the address of SR:

“https://”, the SR server’s IP address or hostname, a colon “:” and port number “8443” for a secure
network connection. For example:

e Ifthe IPv4 address is 210.10.131.34, type in https://210.10.131.34:8443.

* If the IPv6 address is 2001:db8:8:4::2, type in https://[2001:db8:8:4::2] :8443.

g Tip: IPv6 addresses must be enclosed in square brackets, as shown, with the port number outside the
brackets.

* If the hostname is logo.com, type in https://logo.com:8443.

With a secure connection, the first time you attempt to access the SR’s user interface in your browser
you will be prompted to accept the security certificate. In order to accept the security certificate for your
browser, follow the instructions at: http://www.trustwave.com/software/8e6/ts/wf-sec-cert.html
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3. Press Enter or click Go to open the login window of the SR user interface:

security Reporter P Trustwave:

Username

Password

Forgot your password?

| Loan

1.5.21LogIn

1. In the Username field, type in your username (the default username is admin). Logging in as the
global administrator for the first time, enter the username registered during the wizard hardware
installation procedures. If you are logging in as a group administrator, enter the username set up for
you by a global administrator.

g Tip: In any box or screen in the application, press the Tab key on your keyboard to move to the next field.
To return to a previous field, press Shift-Tab.

2. Inthe Password field, type in your password (the default password is testpass). Logging in as the
global administrator for the first time, enter the password registered during the wizard hardware
installation procedures. If you are logging in as a group administrator, enter the password set up for
you by a global administrator.

their account password. Administrator usernames and passwords are modified in Report Manager:

g Tip: Trustwave recommends administrators who access this application for the first time should change
Administration | Admin Profiles.

If you forgot your password, clicking the Forgot your password? link lets you reset your password (see
Forgot Your Password in this sub-section).

3. Click Login to display the Summary Reports panel of the Report Manager user interface:

Introductory Section
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e

- Security Reporter
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until the SR server is configured, a log generating filter (Web Filter or SWG) is added to the device registry
(via Reporter Manager: Administration | Device Registry), logs are transferred to the SR, and the
database is built.

Building the database could take about 24 hours. If a software update was recently applied on an existing
server, it could take several hours before data is available.

@ Note: On a newly installed unit, SR reporting data is inaccessible and will not display in the dashboard

1.5.2.1.1 Re-login

Each session is timed so that it remains active as long as there is activity in the user interface within an
eight hour period. You need to log into the application again after an eight hour period of inactivity, or in the
event that the SR server was restarted.

If your session in the application is timed out, when you click a button, thumbnail, or menu item in the
Report Manager, an alert box opens with a message notifying you that the session timed out.

To log in again, click OK to close the alert box; this action displays the Security Reporter login window
where you will need to log in again.

1.5.2.1.2 Expired Passwords

If your password has been set by a global administrator to expire after a specified number of days (System
Configuration: Database | Optional Features), upon clicking the Login button, the Update Password
window opens:

Introductory Section
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Update Password

The passuard for your account has expired. Flease
create a new passnrd

SR Login:
adiministrator
Old Password:

Password:

Confirm Password:

Save
Cangel

1. Beneath your username displayed in the SR Login field, enter your Old Password.

2. Inthe Password and Confirm Password fields, enter eight to 20 characters for the new password,
including at least one alpha character, one numeric character, and one special character. The
password is case sensitive.

3. Click Save to close the window.

4. In the Security Reporter login window, enter your Username and new Password, and then click Login
to access the user interface.

1.5.2.1.3 Forgot Your Password
If you forgot your password, you can reset it on demand.

1. Click the Forgot your password? link in the login window to open the Forgot Your Password?
window:

ecurity Reporter B Trustwave-

Forgot Your Password?

Username iadminislralur ]

[ submit_| [_cancel

Tip: At any point during the password reset process, if you wish to cancel this request, click Cancel to
cancel this request and display the original login window.

2. Enter your Username and then click Submit to open an alert box informing you that “An email has
been sent with instructions to reset your password.”

3. Click OK to close the alert box and then check your email account (set up for your profile in Report
Manager: Administration | Admin Profiles) for the “Security Reporter password reset” message.

@ Note: The action of clicking “OK” displays the original login window.
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4. Click the link in the email message to launch the Reset Your Password login window; the Username
field displays your username greyed-out:

Eféeuritv Repoter M@ Trustwave:

Reset Your Password

Passwords must contain at least one alphabetical character,
one numerical character, and one special character.
Passwords must be between 8 to 20 characters in length

Username jadministrator

Hew Password I I

Confirm Password |

Submit Cancel

5. Enter a password comprised of eight to 20 characters (using at least one alpha, one numeric, and one
symbol character) In the New Password and Confirm Password fields.

6. Click Submit to access the Security Reporter user interface.

1.5.2.1.4 Single Sign-On Access

If SR is configured with a Web Filter, the Single Sign-On (SSO) access feature is available for the global
administrator account set up during the wizard hardware installation process. To enable this feature, be
sure this same username and password combination is saved in the Web Filter (System | Administrator)
for an ‘Admin’ account type. Also be sure the hostname for the SR server and Web Filter are entered in the
hosts file. Thereafter, whenever accessing the Web Filter via the menu link in the SR user interface, the
Web Filter splash screen displays, bypassing the Web Filter login window.

Filter) from within the SR in your browser you may encounter a connection warning. This may occur if you

g Tip: With a secure connection, the first time you attempt to access the Web Filter (Administration > Web
have not accessed the WF with that browser and accepted the security certificate.

To resolve this issue, navigate directly to the Web Filter user interface in your browser. You will be
prompted to accept the security certificate. For details of how to accept the security certificate for your
browser, follow the instructions at: http://www.trustwave.com/software/8e6/ts/wf-sec-cert.html

1.5.2.1.5 Default Usernames and Passwords

Without setting up Single Sign-On access for the global administrator account, default usernames and
passwords for the SR application and Web Filter are as follows:

Application Username Password
Security Reporter admin testpass
Web Filter admin user3

Note that since the default username for both the SR and Web Filter are identical (admin), but the
passwords are dissimilar, the SSO feature will not function. Thus, in order to use SSO, Trustwave
recommends setting up an administrator account in the Web Filter that matches the global administrator
account set up in the SR.
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1.5.2.2 User Interface Navigation

Once you have logged into the Report Manager, use the navigation toolbar at the top of the screen to
navigate to the section of the user interface you wish to use.

This toolbar provides a menu link to access the System Configuration administrator console (if you are a
global administrator). If a Trustwave Web Filter is set up to send logs to this SR, a link to Web Filter is also
available via a menu link.

Clicking “Security Reporter” or the Trustwave logo in the banner accesses the Trustwave Web site.

converting the application to registered mode.

@ Note: See Appendix C for information about using the Security Reporter in evaluation mode and/or

1.5.2.2.1 Links in the Report Manager Navigation Toolbar

The navigation toolbar at the top of the Report Manager screen consists of the following links and menu
topics for configuring and using the Report Manager:

Reports - Hover over this link to open the Reports menu. Global and group administrators can click
any Report menu item to view or generate a report, or schedule a report to run.

Administration - Hover over this link to view menu options for setting and maintaining administrator
profiles and groups, maintaining the Report Manager, and managing the SR.

Help - Hover over this link to view menu options for assisting you in configuring this SR:

* Online Help - Clicking this link accesses the Web page at trustwave.com containing links to the
latest documentation for this application in the .pdf format.

* About... - Clicking this link opens a pop-up window containing information about the current soft-
ware Version, and hardware Serial number if this SR is running on a Trustwave SR appliance. This
criteria can be copied and pasted into an email or online form to be submitted to Trustwave for
troubleshooting purposes. Click “Close” to close the pop-up window.

Logout - Click this link to log out of the SR (see Log Out for details on log out procedures).

1.5.2.2.2 Navigation Tips and Conventions
The following tips and list of conventions will help you navigate the Report Manager user interface:

Move a window - Click the toolbar of a window and simultaneously move your mouse to relocate the
window to another area in the current browser window.

Scroll up and down, and across a list - If available, use the scrollbar to the right or along
the bottom of a list box to view an entire list.
An extensive list can be viewed in its entirety by clicking the Previous and Next buttons. J

Tab to the next field - Press the Tab key on your keyboard to advance to the next field in
a panel.
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Expand, contract a column - Columns can be expanded or contracted by first

hovering over the divider in the column header to display the arrow and double @ ddress
line characters (<-Il->). A column is then expanded or contracted by left-clicking

the mouse and dragging the column bar to the right or left.

Browser back button, refresh button - Clicking either the back button in the browser window or the
refresh button in your browser will refresh the SR user interface and log you out of the application.

Select multiple items in specified windows - In specified panels, when moving several items from
one list box to another, or when deleting several items, the Ctrl and Shift keys can be used to expedite
this task.

»  Ctrl Key - To select multiple items from a list box, click each item while pressing the Ctrl key on
your keyboard.

- Shift Key - To select a block of consecutive items from a list box, click the first item, and then
press the Shift key on your keyboard while clicking the last item.

Once the group of items is selected, click the appropriate button to perform the action on the items.

Sort records by another column header - Records can often be sorted by a different column header
by clicking the header for that column. This action sorts the records that display in descending order by
that column. Clicking the same column header again sorts the records in ascending order by that col-
umn.

“r

View tooltip information - To view information about any object that has a circled “i” icon @
beside it, hover over the icon to display tooltips that explain how to use that button or field.

1.5.2.2.3 Wildcard Searches

1.

When performing a search with wildcard(s), enter text in the following format: $x%, $X, or x% (in which
“X” represents a partial or complete user IP address, username, site URL, or other specified search
query item).

Examples:

e UserlIP:%200.10.100.51%,%100,0r192.168.%

* Username: $jsmith%, %t, or $ga

e Site: $yahoo%, %z, or cnn%

Click the designated button to perform the wildcard search.

Make your selection from records returned by the search.

1.5.2.2.4 Links in the System Configuration Navigation Toolbar

The navigation toolbar at the top of the System Configuration screen consists of the following menu topics
and selections for configuring and using the SR:

Network - Select a menu item to access its corresponding page used for creating and maintaining net-
work configuration settings on the SR server.
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» Server - Select a menu item to access its corresponding page used for managing the SR server’s
hardware and software.

» Database - Select a menu item to access its corresponding page used for maintaining the SR data-
base and Report Manager.

* Help - Click this link to launch a separate browser window or tab displaying the page containing links to
the latest user guides (in the .pdf format) for this application.

* Logout - Click this link to log out of the SR (see Log Out for details on log out procedures).

1.5.2.3 Log Out
To log out of the SR, click the Logout button in the navigation toolbar; this action re-displays the login
window.

Click the “X” in the upper right corner of the logout window or tab to close the window/tab.

Exiting the SR application will log you out of the user interface, but will not log you out of the SR server, nor
turn off the server.

screen sub-section under the Server Menu section in the System Configuration Section of this Guide.

Caution: If you need to turn off the SR server, follow the shut down procedures outlined in the Shut Down
0 Failure to properly shut down the server can result in data being lost or corrupted.

1.5.3 Technical Support / Product Warranties
For technical assistance or warranty repair, please visit http://www.trustwave.com/support/
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2 System Configuration Section

2.1 Introduction

This section of the Administrator Guide provides instructions to assist a global administrator with the tasks
required to configure and manage the SR server.

A global administrator of the SR server is responsible for integrating the server into the existing network,
configuring and maintaining the server. To attain this objective, the administrator performs the following
tasks:

» Executes Installation procedures defined in the Installation Guide
* Provides a suitable environment for the server, including:
* High speed, HTTPS link to the current logging device
*  Power connection protected by an Uninterruptible Power Supply (UPS)
* High speed access to the server by authorized client workstations
»  Sets up and maintains networking for the SR, update servers, and log sources
*  Optionally configures email settings and SNMP settings for automatic alerts to administrators
» Updates the server with software updates supplied by Trustwave
* Analyzes server statistics

» Utilizes diagnostics for monitoring the server status to ensure optimum functioning of the server

To perform configuration, a Global Administrator uses the System Configuration Console, the Device
Registry, and other screens available from the Administration menu of the Report Manager.

2.2 System Configuration Console

If your account profile is set up as a Global Administrator, you can access the System Configuration
administrator console by navigating in the Report Manager to Administration | System Configuration.

The System Configuration user interface launches in a separate window/tab and provides access to
configuration screens. By default the Software Update screen displays.

@ Note: See Section 2.2.7 for information about this screen.

The System Configuration administrator console provides access to a number of basic configuration and
diagnostic items. To access an item, select it using the menu at the top of the screen. The menu is
organized as follows:

* General: Network (routing and diagnostics), Self-Monitoring, SNMP.
» Application: Settings (page views and definitions), Lockouts, Password Security, Software Update.

System Configuration Section
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* Support: RAID Array status, Tools (Database diagnostics, Support package generation).
» Restart: Options to restart system services.

e Shutdown: Options to shut down the system.

* Help: Access to the latest documentation for SR.

* Logout: Option to log out of the System Configuration and Report Manager web applications.

2.2.1 Network screen
To open the Network screen, select Network from the General menu.

The Network screen includes routing table setup and network diagnostics. To access these screens, select
Network from the General menu. To switch between the Routing Table and Diagnostics, click the tabs at
the top of the panel.

2.2.1.1 Routing Table tab

This tab allows you to view, build, and maintain a list of routers that the server will use to communicate with
other segments of the network. You will only need to set up a routing table if your local network is
interconnected with another network. Each entry in the table is defined as a destination network (IP range
in CIDR notation), and the IP address of the gateway for that network. You can use both IPv4 and IPv6
networking, as required.

Secuity Reporter P Trustwave:

Network

Routing Table ‘ Diagnostics

IPVA/CIDR Destination  IPv4 Gateway IPV6/CIDR Destination 1PV6 Gateway

Destination Gateway Destination Gateway

189.254.0.016 0.0.00 = 2620:0:420:1::84 -
172200016 0.000 = 2620:0:020:1:/84 =
fe80:/64 —

TeB0:/64 =

i feB0:209:11F 037158 =

0 1eB0::209:111.1e03:7158 =

1128 -

2620:0:020:1:200:29 11 fee3: 787128 =]

2620:0:020:1:200:291Tfee3: 182128 -

7eB0::20C:291f. fee:1978/123. =)

2.2.1.1.1 View a List of Routes

The tab displays two lists of routes (IPv4 and IPv6). Each route that was configured in the routing table
displays as a separate row in the table. The Destination column shows the network definition in CIDR
notation. The Gateway column shows the IP address of the portal that will transfer data packets to and
from the destination network.

2.21.1.2 Add a Route
You can add an IPv4 or IPv6 route using boxes at the top of the corresponding list.
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1. In the IP/Destination field, enter the IP range of the network that can be reached via this route This
information should be entered as an address and CIDR prefix (for example, 10.10.10.0/24).

2. In the Gateway field, enter the IP address of the portal to which data packets will be sent when
addressed to the destination network.

3. Click the |+] button to include your entry in the table. If you have another route to add, follow steps 1-4.

g Tip: The data you enter must be in the correct format. The button will be disabled if the data is not well
formed.

2.2.1.1.3 Delete a Route

1. Click the @@ button of the row corresponding to the route you wish to remove from the routing table.

2.2.1.2 Diagnostics tab

The Diagnostics tab provides two tools that can help you to identify and resolve problems with your
network configuration: ping and traceroute.

g Tip: To switch between the Routing Table and Diagnostics, use the tabs at the top of the Network panel.

The ping utility is used for verifying whether the server can communicate with a machine at a given IP
address within the network, and the speed of the network connection.

The Trace Route tool records each “hop” (trip from one router to another) the data packet made, identifying
the IP addresses of gateway computers where the packet stopped en route to its final destination, and the

length of time of each hop.

Note: The trace route utility can be used after your routing table has been set up. To set up a routing table,
see the Routing Table screen sub-section under the Network menu.

To use this tab:
1. Enter a hostname or IP address in the field at the top of the tab.

2. If you entered an IPv6 address, or to contact a host over IPv6, check the box IPv6. Otherwise, clear
this box.

3. Click the Ping button to display the results found by the server, as shown on the sample screen:
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Genoral | Application | Support | Restart | Shutdown | Help | Logout Security Reporter P2 Trustwave*
Network
Routing Table Diagnostics

ame or Paddress: I 1Pv6

Ping | TraceRoute | Glear

As indicated by the results for the sample entry, the server was able to communicate with the machine
at the IP address 108.61.56.35. (This is one of the NTP servers configured in the SR by default). The
statistics show that three (3) data packets were transmitted by the server, and three (3) packets were
received by the designated machine, for a total of zero (0) percent packet loss.

Tip: If the machine cannot be contacted, be sure that the machine is configured to respond to ping
requests and that any intermediate firewall devices are configured to pass ping requests.

4. Click the Trace button to display the results found by the server, as shown on the sample screen:

General | Appicaton | support | Restart | shutdown | Help | Logout Security Reporter P& Trustwave:

Network

Routing Table | Diagnostics

Enter Hostname or IP address: [ IPvG
108.61.56.35 Ping Trace Route Clear

Res

As indicated by the results for the sample entry, the packet made 12 hops. For each line in the report,
the hop number displays, followed by the IP address or hostname; the IP address in parentheses; and
the maximum, minimum, and average response time in milliseconds.

To check another name or address, click Clear and then follow the steps above.

2.2.2 Self-Monitoring screen
To open the Self-Monitoring screen, select Self-Monitoring from the General menu.

The Self-Monitoring screen is used to set up and maintain a list of e-mail addresses of contacts who will
receive automated notifications about problems with the SR server, as well as system shutdown and
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restart progress notifications. Possible alerts include situations in which a daemon stops running, software
fails to run, corrupted files are detected, or a power outage occurs. Notifications are also sent periodically
during system shutdown or restart procedures that take an extended time to complete.

Security Reporter D Trustwave:

‘sent o one o more email addresses for problems.
resses may be specified below.

Email Address:|Ti@example.com (+]

Email Address

admin@example.com =

As the administrator of the server, you have the option to either activate or deactivate this feature. When
the self-monitoring feature is activated, an automated e-mail message is dispatched to designated
recipients if the server identifies a failed process during its hourly check for new data.

@ Note: This service depends on correct SMTP server settings. See Section 2.3.3.

2.2.2.1 View a List of Contact E-Mail Addresses
If this feature is currently activated, the configured email addresses display.

2.2.2.2 Set up and Activate Self-Monitoring
1. Check the box Enable Self-Monitoring.

2. Enter an email address, and then click |+ to add the address to the list.
3. To add additional addresses, repeat step 2. Up to five addresses can be entered.

4. Click the Save button to activate self-monitoring.

2.2.2.2.1 Remove Recipient from E-mail Notification List

To stop sending alerts and notifications to an e-mail address set up in the list, click the [ next to the
address, and then click the Save button.

2.2.2.3 Deactivate Self-Monitoring
1. Clear (uncheck) the box Enable Self-Monitoring.

2. Click the Save button to deactivate self-monitoring. The list of addresses is retained, but no messages
will be sent.
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2.2.3 SNMP screen

To open the SNMP screen, select SNMP from the General menu.

The SNMP screen lets a global administrator use a third party Simple Network Management Protocol
(SNMP) product to monitor and manage the working status of the SR over the network.

: - Secuity Reporter A Trustwave:
SNMP -

F Enable Monitoring

Community Token for Public Access: [public

s [+
P
- =]

10202071 =

The following aspects of the SR are monitored by SNMP: data traffic sent/received by a NIC, CPU load
average at a given time interval, amount of free disk space for each disk partition, time elapsed since the
SR was last rebooted, and the amount of memory currently in use.

2.2.3.1 Enable SNMP

SNMP monitoring is disabled by default. To enable SNMP, check the box Enable Monitoring and, after
making entries in the other fields as described below, click Save.

2.2.3.2 Set up Community Token for Public Access

Enter the password to be used as the Community token for public access. This is the password that the
management console must use when requesting access.

2.2.3.3 Create, Build the Access Control List

1. In the IP address field, enter the IP address of a device that is allowed to access SNMP data on this
SR.

2. Click [t/ to include the entry in the Access control list box.
Repeat steps 1 and 2 for each IP address to be included in the list.

3. After all entries are made, click Save.

2.2.3.4 Maintain the Access Control List

To remove an IP address from the list, click the [ next to that address, and then click Save.

2.2.3.5 Disable SNMP
To disable SNMP, clear (uncheck) the box Enable Monitoring and then click Save.
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2.2.4 Settings screen
To open the Settings screen, select Settings from the Application menu.

The Settings screen allows you to configure two settings that affect reporting: Page View elapsed time, and
Page definition. If this SR provides reporting for Web Filter, the Settings screen also allows you to specify
whether to import Objects log records.

Security Reporter P Trustwave®

Settings

Page View Elapsed Time: Page Definition:
EapsedTime:| 10 | = |seconds Page definition may be modified by adding or removing page
— types below. All page types. must be specified in the J000C
format (for example, .himi}.

New Page Type: +

2.2.4.1 Page View Elapsed Time panel

The Page View Elapsed Time panel allows to set a time value that is used when reporting the length of a
user’s stay at a given Web site, and the number of times the user accesses that site.

2.2.4.1.1 Elapsed Time Rules

Each time a user on the network accesses a Web site, this activity is logged as one or more visit(s) to that
site. The amount of time a user spends on that site and the number of times he/she accesses that site is
tracked according to the following rules:

* Auserwill be logged as having visited a Web site one time if the amount of time spent on any pages at
that site is equivalent to the value entered at the Elapsed Time field, or less than that value.

For example, if the value entered at the Elapsed Time field is 10 seconds, and if the user is at a site
between one to 10 seconds—on the same page or on any other page within the same site—the user’s
activity will be tracked as one visit to that Web site.

Each time the user exceeds the value entered at the Elapsed Time field, the user will be tracked as
having visited the site an additional time.

For example, if the value entered at the Elapsed Time field is 10 seconds and the user remains at a
Web site for 12 seconds, two visits to that site will be logged for him/her.

» Each session at a Web site is tracked as one or more visit(s), depending on the duration of the ses-
sion. A session is defined as a user’s activity at a site that begins when the user accesses the site and
ends when the user exits the site.

For example, if the value entered at the Elapsed Time field is 10 seconds and the user spends five
seconds on a Web site, then exits, then returns to the same site for another 15 seconds, the user will have
two sessions or three visits to that site logged for him/her (5 seconds = 1 visit, 15 seconds = 2 visits, for a
total of 3 visits).

System Configuration Section
Copyright © 2016 Trustwave Holdings, Inc. All rights reserved. 30



Trustwave Security Reporter 3.5.0 Administrator Guide - December 20, 2016

2.2.4.1.2 Establish the Unit of Elapsed Time for Page Views

1. Inthe Elapsed Time field, enter the number of seconds that will be used as the value when tracking a
user’s visit to a Web site.

2. Click the Save button.

2.2.4.2 Page Definition panel

The Page Definition panel allows you to specify the types (file extensions) that will be considered as
“pages.” This setting is used to distinguish between page and object requests in the database. This setting
affects calculations for Page Count and Object Count. It also determines which requests will be included in
the detail report for Page searches.

2.2.4.2.1 View the Current Page Types
The Page Types list box displays the extensions of files that are considered as pages.

2.2.4.2.2 Remove a Page Type
To remove a page type from the list:

1. Click the @ next to the page extension in the Page Types list box.
2. Click Save.

2.2.4.2.3 Add a Page Type
To add a page type to the list:

1. Enter the New Page Type extension.

2. Click [t+] to include the extension in the Page Types list box.

3. Click Save.

2.2.4.3 Web Filter Pages or Objects Import

WF Pages/Objects Import:

This sefting specifies the type(s) of data to be imported
from the Web Filter. All netwaork transactions are
categorized as being either page or object transactions. The
definition for page can be viewed and modified under the
Page Definition panel on the left. Objects are defined as all
other data not included in the Page Definition settings.
Choosing "Pages Only” allows data storage for a larger
date scope. Choosing "Pages and Objects” allows all
netwaork transactions to be used for reporting, but
consumes more database space and limits the date scope.

® Pages Only & Pages and Objects

If the SR is configured to report on Web Filter data, in the WF Pages/Objects Import frame, indicate
whether drill down, Time Usage reports, and scheduled custom reports will include Web page hits only, or
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both Web page and object hits. Objects include images, graphics, multimedia items, and text item object
files.

period in which this option was enabled. Even if there were objects accessed by end users during that

“ Caution: If “Pages only” is selected, all records of objects accessed by end users will be lost for the time
time period, zeroes (“0”) will display for object activity in generated reports.

1. Select one of two radio buttons to specify the type of hits to be included in drill down, Time Usage
reports, and scheduled custom reports:

*  “Pages only” - Choose this option to include only Web page hits in reports.
*  “Pages and Objects” - Choose this option to include both Web page and object hits in reports.

2. Click the Save button on the parent frame to apply your setting.

2.2.5 Lockouts screen
To open the Lockouts screen, select Lockouts from the Application menu.

The Lockouts screen is used for unlocking accounts or IP addresses of administrators currently locked out
of the SR user interface.

oot SecurityReporter - PR Trustwave®

Lockouts

Locked-out Admin Accounts: Locked-out IP Addresses:
o There is no P address currently locked out
‘GroupAdmin' Unlock

[ Uniock Al |

the Password Security screen (see Section 2.2.6), and a user has made the specified number of failed

@ Note: An account or IP address becomes locked if the Password Security Options feature is enabled in
password attempts within the designated timespan.

2.2.5.1View Locked Accounts, IP addresses
The frames in this screen display the following messages if there are no users currently locked out:

* Locked-out Admin Accounts: There is no administrator account currently locked out.

* Locked-out IPs: There is no IP currently locked out.

If there are any locked accounts/IP addresses in a frame, each locked username/IP address displays on a
separate line followed by an Unlock button. An Unlock All button displays at the bottom of the frame.

2.2.5.2 Unlock Accounts, IP addresses
To unlock an account/IP address in a frame:
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1. Click the Unlock button corresponding to the username/IP address.

g Tip: To unlock all accounts/IPs in a frame, click Unlock All.

2. Click Unlock to unlock the specified accounts/IPs.

2.2.6 Password Security screen
To open the Password Security screen, select Password Security from the Application menu.

In the Password Security Options frame, passwords for accessing the SR user interface can be set to
expire after a specified number of days, and the application can be set to lock out the user from accessing
the SR after a specified number of failed password entry attempts within a defined interval of time.

Note: User accounts can be manually unlocked via System Configuration: Network | Lockouts | Locked-
out Accounts and IPs (see Section 2.2.5).

1. Enable any of the following options:

» At the Password Expiration field, click the radio button corresponding to either password expira-
tion option:

* Never: Choose this option to set passwords to never expire.

« After ‘x’ Days: Choose this option to set passwords to expire after the set number of days.

@ Note: The maximum number of days that can be entered is 365.

If a user’s password has expired, when he/she enters a Username and Password in the login screen and
clicks Login, he/she will be prompted to re-enter his/her Username and enter a new password in the
Password and Confirm Password fields.

+ Atthe Lockout by Username field, click the radio button corresponding to either of the following
options:

»  ON: Choose this option to lock out the user by username if an incorrect password is entered—
for the number of times specified in the Allowable Number of Failed Password Attempts field—
within the interval defined in the Failed Password Attempts Timespan (in minutes) field.

»  OFF: Choose this option if the user will not be locked out by username after entering the incor-
rect password.

* Atthe Lockout by IP Address field, click the radio button corresponding to either of the following
options:

*  ON: Choose this option to lock out the user by IP address if an incorrect password is
entered—for the number of times specified in the Allowable Number of Failed Password
Attempts field—within the interval defined in the Failed Password Attempts Timespan (in min-
utes) field.

*  OFF: Choose this option if the user will not be locked out by IP address after entering the
incorrect password.
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* Allowable Number of Failed Password Attempts: With the Lockout by Username and/or Lock-
out by IP Address option(s) enabled, enter the number of times a user can enter an incorrect pass-
word during the interval defined in the Failed Password Attempts Timespan (in minutes) field
before being locked out of the SR user interface.

@ Note: The maximum number of failed attempts that can be entered is 10.

* Failed Password Attempts Timespan (in minutes): With the Lockout by Username and/or Lock-
out by IP Address option(s) enabled, enter the number of minutes that defines the interval in which
a user can enter an incorrect password—as specified in the Allowable Number of Failed Password
Attempts field—before being locked out of the SR application.

@ Note: The maximum number of minutes that can be entered is 1440.

2. Click Save to apply your settings.

2.2.7 Software Update screen

To open the Software Update screen, select Software Update from the Application menu. This screen is
the default view when the System Configuration window opens.

The right (Software Update) panel of this screen allows you to update the SR with software updates
supplied by Trustwave, verify the download and/or installation of software updates on the SR, and view a
list of software updates currently available and/or previously installed on the SR. This screen is also used
to accept and apply Limited Availability (LA) and/or Beta updates, if you choose to preview software
features to be included in the General Availability (GA) release distributed to all SRs.

The left panel of this screen includes two sections. The Proxy Settings section allows you to configure a
proxy server that will be used to check for and downloads software updates. The Software Update
Settings section allows you to choose the types of optional updates that the SR will download and offer for
installation. Optional updates include LA and Beta updates.
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Figure 1: Software Update Screen

- secuiyReporter  BATrustwave:

Software Update

Proxy Settings: Software Update:

[J Enable P e ]
e Available Updates | Update History | InstallatonLog  Download Log

Proxy

Sirer proxy.company.com

Date Name. Type  Description
tw-50.3.5.0.181.20161024

Proxy Port: | 2
— Apply Now | View Readme

10n47016 LA Securiy Reporter s3.5.0.181

Username: userid
Password: Downioad Available Updates

Software Download Settings: | | s;¢rare Update Types:
| Beta
Official sofware release and is recommended for production systems
e

functionaify. NOT for production use. Production-ready software made available in advance of an official sofware release. This can be usedin a

production enviranment
Pre-felease sofware made available for reviewing new features in an upcoming softwars release. Itis not
recommended for use in  production environment.

! Limited Availability

Release candidate software thatis
production ready and made avaiable in
sdvance of official release.

Save

Note: Definitions for Software Update Types (GA, LA, and Beta) are provided on the Available Updates
@ tab of the Software Update panel.

General Availability (GA) software updates are supplied to all current SR units. Limited Availability (LA)
and/or Beta software updates are available to SR units that have the feature to download LA and/or Beta
software updates enabled, as described in Section 2.2.7.10.

2.2.7.1 View Available Updates

Any software update available for installation on the SR server displays on the Available Updates tab. The
following information is included for each software update: Date the software update was made available;
software update Name; Type of update (GA, LA, or Beta), and Description (software version number and

Prerequisite software version for installing the software update).

g Tip: The SR checks for updates on a regular schedule. To check for updates manually, see Section
2.2.7.5.

The Apply Now and View Readme buttons display beside the software update Name. (See the next
section for information about these buttons.)

2.2.7.2 Install a Software Update.

Note: Be sure to terminate all reports that are currently running or are scheduled to run before applying a

“ Caution: In most cases, all software updates must be installed in order from oldest to newest.
@ software update.

The steps in this sub-section apply to the installation of General Availability software updates, and the
application of LA/Beta software updates following the initial LA/Beta software download acceptance
procedures (described in Section 2.2.7.3).

In the SR Software Updates frame, two buttons are available: View Readme and Apply Now.
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1. Click README to open a window containing information about the software release.

| Readme

The 3.5.0 software release includes new features, enhancements to existing features, and resoived known issues. For more
information, click here to view the release notes.

NOTE 1: SR 3.5 0 supports reporting for either SWG or Web Filter appliances, but not a mix of both types of appliances. If you
are currently running version 3.3.15 and have a mix of SWG and Web Filter appliances configured in your SR, you must remove
either all Web Filter appliances or all SWG appliances from the SR configuration before applying this update.

NOTE 2: I you are currently running version 3.3.15, SR 3.5.0 no fonger includes reporting on the Vulnerabillty Ant dote (VAD)
data generated by some earlier versions of SWG. All historical data related to VAD will be removed from the SR database
during the SR 3.5.0 upgrade.

NOTE 3: The SR will automatically restart twice while instaling the SR 3.5.0 update. Do not turn the SR on or off manually
during the installation process.

NOTE 4: If the SR s currently processing a significant volume of logs, it could take up to ten hours for this software update to be.
installed.

[Yes][No]

After reading the contents of the software release, click Close to close the window.

2. Click Apply Now to open the EULA dialog box:

| Software Update EULA

Serollto the bottom to proceed

END USER LICENSE AGREEMENT

Ver. 4APR16

This END USER LICENSE AGREEMENT, together with all Exhibits (the "Agreement") is an agreement between the purchaser
and/or licensee of Trustwave Products (the "Customer’) and Trustwave Holdings. Inc., a Delaware corporation with a place of
business at 70 W. Madison St Suite 1050, Chicago, IL 60602 (*Trustwave"). The terms and conditions of this Agreement apply to the
Trustwave Products provided by Trustwave, hereunder.

Trustwave is willing to license the Software and the Documentation to Customer on the condition that Customer accepts all of the
terms in this Agreement By entering Customer's initials in the acceptance box, or downloading, installing, copying or using the
accompanying version of the Software, Customer is consenting to be bound by the terms of this Agreement. The person indicating
Customer's assent to the terms of this Agreement represents that he or she has the authority to bind Customer to this Agreement. If
Customer has entered into a separate, pen-signed agreement with Trustwave governing Customer's rights to the Trustwave Products
indicated in the Purchase Order, then that pen-signed agreement (and not this Agreement) will govern Customer's rights to the

1. Definitions. Unless otherwise defined herein, capitalized terms as used in this Agreement have the meanings set forth in Exhibit B
attached hereto

2. License.

2.1 License Grant. Subject fo the terms and conditions of this Agreement, and to the extent all fees are paid, Trustwave grants to
Customer a worldwide, non-exclusive, non-transferable, limited, personal license, without the right to grant sublicenses, for the
Term set forth on a Purchase Order or in the online purchasing console, to reproduce the Software and Documentation solely as
necessary to install and use the Software, and solely (i) for fts intended an permitted use as identified by Trustwave, (i) in
accordance with the Documentation and this Agreement (including the limitations on the number of Workstations andjor User
licenses set forth on a Purchase Order or in the online purchasing console), (i) for Customer's internal business purposes. and (iv)
in compliance with all applicable laws. Customer may make one (1) copy of the Software solely for backup or archival purposes:
provided, however. that Customer shall reproduce, on any such copy of the Software, Trustwave's copyright notice and any other
proprietary rights notices or logos that appear in the original Software

2.2 Restrictions on Use. Customer acknowledges that the Software and s structure, organization, and source code constitute
valuable trade secrets of Trustwave and its suppliers. Accordingly. Customer shall not, nor shall it permit, assist or encourage any
third party to: (i) modify, adapt, after, transiate, or create derivative works from the Software or Documentation: (i) merge the

3. After reading the contents of the End User License Agreement, scroll to the bottom and click Yes if you
agree to its terms.

| Software Update EULA

- v v g v
Maintenance, and which include any (i) Major Release, (if) Minor Release, (iil) Maintenance Release o (iv) Hotfix Release generally *
made available by Trustwave during the term of such Maintenance. The term Software Release shall not include any product which
Trustwave licenses separately and does not make generally available to s customers

24. "Support Hours" means 8:30 A M. o 5:30 PM. (Central Time), Monday through Friday, excluding Trustwave holidays.

25. "Statement of Work" or "SOW" means the fully executed documentation that describes Professional Services Trustwave will
provide to Customer.

26. "Supported Environment" means the configuration of the hardware and the operating system(s) for which the Software is
created to operate or depend
27."Supported Program” means the then-current Major Release and the immediately preceding Major Release of the Software.

26, "Term" means the term of Customer's license to use the Software as set forth in a Purchase Order or in the online purchasing
order.

29. "User" means an individual accessing Customer's electronic network.

30. "Trustwave Information” means all information relating to the Software, the Documentation and any information concerning
Trustwave's technology or business that is furnished to Customer hereunder.

31. "Trustwave Products” means all product offerings offered by Trustwave including, but not limited to, the Software, Maintenance.
Professional Services and Trustwave Training.

32. "Trustwave Training" means the Software-related training courses offered by Trustwave

33. "Trustwave Training Fees" means the fees payable by Customer. or by a Reseller on behalf of Customer to Trustwave for any
Trustwave Training provided to Customer under this Agreement.

34."Warranty Period" means the ninety (90) day period immediately following the Effective Date

35. "Workstation" means a single end-user computer device that is generally intended to be accessed by one person at a time

Do you accept the conditions of the Trustwave End User License Agreement? | Yes | [No |

4. This action closes the EULA dialog box and begins the software update application process, launching
a window showing the progress of the software installation.
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A successful software installation restarts the Report Manager. You will need to log in again when
prompted:

Note: After installing the software update, if a message displays that informs you to reboot the server, you
should select the Restart Software option on the Restart menu.

2.2.7.3 LA/Beta Software Install Procedures
Installation of Limited Availability or Beta software updates requires additional steps.

1. On the Available Updates tab, two buttons are available for the LA/Beta software update: View
Readme and Apply Now.

Click Apply Now to open the Software Update Installation Key window:

| Software Update Installation Key x |

For Limited Availability and Beta releases, a special
installation key is required in order to install the software
update. This installation key is different from your product
activation key and is specific to this release

Enter the installation key:

Ifyou do not have an installation key, click here.

2. Ifyou have an installation key for this software version, enter the key in the field and then click Enter. If
you do not have an installation key, click the link (click here) to open the Trustwave Web site where

you will need to log in and request an installation key.

version (for example, 3.4.0). You will only need to enter this key once (even if you do not complete the

@ Note: The LA or Beta installation key is specific to each software release Major.Minor.Maintenance
update).

3. Click Enter to launch the applicable dialog box for accepting the software update type.

Figure 2: Beta acceptance dialog box

Readme x

The 3.5.0 software release includes new features, enhancements to existing features, and resolved known issues. For more information, click
here to view the release notes.

NOTE 1: SR 3.5.0 supports reporting for either SWG or Web Filter appiiances, but not a mix of both types of appliances. If you are currently
running version 3.3.15 and have a mix of SWG and Web Filter appliances configured in your SR, you must remove either all Web Filter
appiiances or all SWG appliances from the SR configuration before applying this update

NOTE 2: If you are currently running version 3.3.15, SR 3.5.0 no fonger includes reporting on the Vulnerabillty Anti dote (VAD) data generated
by some earler versions of SWG. All historical data related to VAD will be removed from the SR database during the SR 3.5.0 upgrade.

NOTE 3: The SR will automatically restart twice while installing the SR 3.5.0 update. Do not turn the SR on or off manually during the
installation process.

NOTE 4: I the SR Is currently processing a significant volume of logs, it could take up fo ten hours for this software update to be installed.

Limited Availability versions are fully tested and production ready releases. These versions have had imited exposure in production
environments.

Customers interested in gaining early access to new features and functionality prior to general availabilly are encouraged to install and use
these early releases.

Technical support for Limited Availabilty is provided through the normal support channels.
([ 1 understand and wish to proceed

Are you sure you want to apply the change(s)?
[No

4. Read the description for the software type to be installed (LA or Beta), and then click the check box
corresponding to “l understand and wish to proceed”.

5. Click Yes to close the software acceptance dialog box and to open the End User License Agreement
dialog.
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6. Once you have read the contents of the End User License Agreement, click Yes if you agree to its
terms. This action closes the EULA dialog box and begins the software update application process,
launching a window showing the progress of the software installation.

A successful software installation restarts the Report Manager. You will need to log in again when

prompted.

2.2.7.4 Uninstall the Most Recently Applied Update
On the Update History tab, the most recently applied software update can be unapplied by clicking Undo.
This action removes the software update from the server.

Note: The Undo button may not be available for some updates. For instance, the update from 3.3.15 to
3.4.0 cannot be reversed.

2.2.7.5 Download Available Updates

1. Click Download Available Updates on the Available Updates tab to check for the latest software
updates. The button is disabled briefly as the check is requested.

2. The check can take several minutes to complete, particularly if new updates are available. You can

perform other tasks and return to the Software Update screen in a few minutes or the next day.

2.2.7.6 View Software Download Log

1. To determine whether software updates are being downloaded to the SR, click the Download Log tab.

Ganera || Appliation | Support | Restart | Shutdown | Help | Logout Security Reporter B Trustwave:

Software Update

Proxy Settings: Software Update:

I Enable Proxy

Available Updates  Update History  Installation Log | Download Log

Proxy

roxy:company.com
Server: TSNP

Proxy Port: i
Username: |userd

Password:

Software Download Settings:
 Beta

Technical preview for features and
functionalky. NOT for production use.
F Limited Availability

Releass candidate software thatis
producton ready snd made avaible i
agvance of offical release

Save

@ Note: To refresh this log view, select Software Update from the main menu and then click the tab.

2.2.7.7 View Update History

Information about software updates previously installed on the server displays in the Update History frame.
For each installed software update, the following displays: Date installed; software update Name; Type of
update (GA, LA, or Beta), and Description.
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2.2.7.8 View Installation Log

1. To determine whether the latest software update has been successfully applied to this SR, click the
Installation Log tab:

General ‘ Application | support | Restart || shutdown | Heip | Logout Security Reporter ']Trustwave‘
Software Update

Proxy Settings: Software Update:

I” Enable Proxy

Available Updates  Update History | Instaliation Log | Download Log

Proxy

roxy:company.com
Server:  (PZEELEONPRN.

Proxy Port: .
Username: userd

Password:

Software Download Settings:

F Beta

chnical
funclonalty. NOT for procucton use.
F Limited Availability
Release candidate software ttis

production ready and made avaiiabie in
advance of of ficil release

save

2.2.7.9 Specify Proxy Settings
You can specify a proxy server if required to download updates.

1. In the Proxy Setting section of the Software Update screen (Figure 1), check the box Enable Proxy if
the server is in a proxy server environment.

In the Proxy Server field, enter the hostname of the proxy server.
In the Proxy Port field, enter the port number of the proxy server.

In the Username field, enter the username for the proxy account.

o ~ w0

In the Password field, enter the password for the proxy account.

Tip: When you are finished making edits to this screen, click Save (below the Software Download Settings
section) to save your settings.

2.2.7.10 Software Download Settings

The Software Download Settings section allows you to specify whether or not this SR will receive Limited
Availability (LA) and/or Beta software updates. These types of software updates provide previews of
software features currently being tested prior to the General Availability software release.

By default, the “Limited Availability” check box is enabled, indicating this SR will receive software updates
recommended for use in a production environment only. With this feature enabled, the latest LA software

update will automatically download and be available via the Available Updates tab on the Software Update
screen.

To change the LA or Beta settings:

1. Click the “Limited Availability” check box to enable or disable visibility of LA updates.
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2. Click the “Beta” check box to enable or disable visibility of Beta software updates. Beta updates should
only be applied for an SR used in a non-production environment.

3. Click Save to save your settings.

2.2.8 RAID Array Status screen
To open the RAID Array Status screen, select RAID Array Status from the Support menu.

The RAID Array Status screen displays the status of each drive on the RAID server. If a RAID array
requires a rebuild (for instance if a drive was replaced on Equus hardware), you can start rebuilding from
this screen.

Note: If you are running the SR as a virtual machine, this screen displays the following message only:
@ “RAID is not available on Virtual Machines.”

For more information on troubleshooting RAID, refer to Appendix B: RAID and Hardware Maintenance.

2.2.8.1View the Hard Drive Status on Equus Models
The current RAID Array Status displays for all Equus model hard drives:

«  HD 1 and HD 2 for 300 series Equus models
e HD 1 through HD 4 for 500 and 700 series Equus models

If all hard drives are functioning without failure, the text “OK” displays for each corresponding drive number
listed at the right of the screen, and no other text displays.

If any of the hard drives has failed, the message “FAIL” displays for the corresponding drive number listed
at the right of the screen.

To replace the failed drive:
1. Identify the failed drive based on the information provided on the GUI.
Replace the failed drive.

Click on the “Rebuild” button on the GUI.

A w0 D

To return a failed drive to Trustwave or to order additional replacement drives, please call the
Trustwave Technical Assistance Center.
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RAID Array Status

RAID Array: RAID Status:

« HD1: 0K
« HD2: FAIL

Figure 4: RAID Array Status screen, 500, 700, 730 model

.........

\ [FSort [ it | st . seouiyReporer MR Trustwave

RAID Array Status

RAID Array: RAID Status:

« HD 1:0K
« HD 2 FAIL
« HD 30K
« HD4: 0K

1. dentify the faled drive based on the
i .

2.2.8.2 View the Hard Drive Status on IBM Models
The current RAID Array Status displays for IBM model hard drives:

e Drives 0 and 1 for the 505 IBM model

*  Drives 0 through 7 for 700 series IBM models (the diagram includes eight hard drives, even though the
appliance only uses drives 0 through 3 for running SR, with drive 4 used as a backup drive in the event
of a hard drive failure).

Optimal status: The text “RAID Volumes Optimal” displays if all pre-configured Physical Disks are
functioning in their slots without failure. For each corresponding drive number listed at the right of the
screen, the “Online” status displays followed by the hard drive type, manufacturer name, and serial
number.

Degraded status: The text “RAID Volumes Degraded” displays if any pre-configured SR hard drive has
failed or is missing from its slot—the former status refers to a hard drive that ceases to operate or fails to
rebuild upon insertion in the carrier, and the latter status refers to a hard drive that is missing because it
was either removed from its carrier or the hard drive bay is unoccupied by default.
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For each corresponding drive number listed at the right of the screen, the “Fail” or “Missing” status—as
appropriate to the hard drive’s status—displays followed by the hard drive type, manufacturer name, and
serial number.

To replace the failed drive:
1. Identify the failed drive based on the information provided on the GUI.
Replace the failed drive.

After replacing the drive, the rebuild process will begin automatically.

A w N

To return a failed drive to Trustwave or to order additional replacement drives, please call the
Trustwave Technical Assistance Center.

Figure 5: RAID Array Status screen, 505 IBM model

P2 Trustwave®

RAID Array Status

RAID Array: RAID Status:

« HD 0: Failed ATA ST22000644NS BE28.

SIMEXZAW1

 HD 1: Online ATA ST32000644NS BE23.
(63075 1

1. Identify the faied drive based on the
information provided on the GUL

2. Repiace the failed drive. Contact the Trustwave.
Technical Assistance Center for ordering
replacement drives

3. After replacing the drive, the-rebuid process
wil begin automaticaly.

4. Contact the Trustwave Technical Assistance
Center for returning failed drives,

Figure 6: RAID Array Status screen, 705 or 735 IBM model
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2.2.9 Temporary System Access screen

To open the Temporary System Access screen, select Temporary System Access from the Support
menu. This screen is primarily used by Trustwave Technical Assistance Center representatives to perform

maintenance on your server, if your system is behind a firewall that denies access to your server.

@ Note: By default, temporary system access expires and is de-activated after 30 minutes.

Figure 7: Temporary System Access screen

P2 Trustwave’

Temporary System Access

This function can be used by Trustwave Support to temporarily gain system access
for hrase is required o enable.

™ Enable System Access

Public Key:

g
2

2.2.9.1 Activate Temporary Access
1. Check the box Enable System Access.
2. Enter the Public Key and Passphrase (confidential to Trustwave).

3. Click Save.

2.2.9.2 Terminate Temporary Access
After maintenance has been performed on the server, it is good practice to de-activate access.

1. Clear (uncheck) the box Enable System Access.

2. Click Save.

2.2.10 Tools screen
To open the Tools screen, select Tools from the Support menu.

The Tools screen allows you to view diagnostic reports and system logs. These logs can help you to
troubleshoot problems with the Report Manager application. This screen also includes an option to
generate a report package that may be requested by Technical Support as required to investigate any
problems with the software.
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Tools
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The following options are available on this screen:

» Diagnostic Reports

. Database Status

»  Technical Support Report Package

2.2.10.1 Diagnostic Reports
Click one of the following buttons to view the selected diagnostic report in the Results panel:

» Table Status: This report contains a list of Client table names, and columns of statistics on each
table, such as type, size, number of rows, and time created and updated.

* Tables: This report contains a list of the names of tables currently in the database.

2.2.10.2 View Database Status Logs

Click one of the following buttons to view the selected database status log in the Results panel:

* db Tool: This log shows information about system checks performed on disk usage, free memory,
unprocessed files, and daemons.

» db Traffic: This log provides information about the daily traffic table.

* MySAQL Log: This log provides information about the MySQL server.

» Partitioner: This log displays results of server partitioning for database expiration.

* Summarization: This log shows a summarization of activities from the summarizer database tool.

*  SWG Log Importing: For a SR providing reporting for SWG, this log displays results of SWG
archive log import.

*  WF Log Importing: For a SR providing reporting for Web Filter, this log displays results of Web
Filter log file import.
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2.2.10.3 Generate Technical Support Report Package

When troubleshooting the SR unit with Trustwave Technical Support, a diagnostic report can be generated
and submitted to Trustwave for further analysis. This report contains files with information about the
‘health’ of the unit.

1. In the Technical Support Report Package section, click Generate to begin generating the report
package.

2. After the package has been generated, a Download button displays. Click Download to download the
.tgz package to your workstation.

3. Email the package to the Trustwave Technical Assistance Center as instructed by your Trustwave
technical support representative.

2.2.11 Restart Menu
The Restart menu allows you to request restart of the system or selected processes. The options are:

* Report Manager: Restarts the Report Manager software. Any report generation that is currently in
progress will be interrupted.

» Software: Restarts the Report Manager and database software. This option should be selected if dae-
mons fail to run and/or the database needs to be started again. When this option is selected, the
MySQL database is restarted. All data processing that is currently in progress, including summariza-
tion and report generation, will be interrupted.

the system waits for the database to complete current tasks so that it can be stopped safely. This action
can take several hours to complete. During this time, status messages are sent by email to the addresses
configured on the Self-Monitoring screen (see Section 2.2.2).

@ Note: When the Restart Software option is selected, the server can take several hours to restart, because

» System: Restarts the hardware and operating system. All data processing will be interrupted. This
option should be selected if a change was made that requires restart (for example, when applying cer-
tain hardware configurations). You will also need to use this option if you changed the IP address of

the SR (in the SR panel of the Device Registry).

the system waits for the database to complete current tasks so that it can be stopped safely. This action
can take several hours to complete. During this time, status messages are sent by email to the addresses
configured on the Self-Monitoring screen (see Section 2.2.2).

@ Note: When the Restart System option is selected, the server can take several hours to restart, because

During the Hardware Restart process, log files normally transferred to the server are routed to a prob-
lem directory in the logging device. When the server is running again, these files are transferred to the
server

To perform a restart, select one of the options from the Restart menu. On the warning pop-up, click Yes to
confirm.

2.2.12 Shutdown Menu
The options on the Shutdown menu allow you to shut down the server. This action should only be selected
if the server’s hardware must be completely shut down (for example, if the server will be physically
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relocated). When you perform a shutdown, the server shuts off. Log files normally transferred to the server
will be routed to a problem directory in the logging device. When the server is rebooted, these files will be
transferred to the server.

To perform a shutdown, select Quick Shutdown or Graceful Shutdown from the Shutdown menu. On the
warning pop-up, carefully read the description of the selected shutdown type. If you want to proceed, click

Yes to confirm.

* Quick shutdown can result in data corruption, because database activity is terminated without

“ Caution: Each type of shutdown has advantages and disadvantages.
waiting. However, this action normally completes in 15 minutes or less.

» Graceful shutdown is a safer option because the system waits for the database to complete current
tasks so that it can be stopped safely. This action can take several hours to complete. During this time,
status messages are sent by email to the addresses configured on the Self-Monitoring screen (see
Section 2.2.2).

2.3 Device Registry

The Device Registry panel is used to view information about devices connected to the SR, to edit
application settings, and to add or delete an SWG, a LDAP server, or a Web Filter device to/from the
registry.

This function is available to global administrators.

@ Note: SR can be used to produce reports from either SWG data or Web Filter data, but not both at the
same time.

At least one SWG policy server or Web Filter must be added to the device registry to produce reports. If no
SWG or Web Filter was specified during the wizard installation process, you can add devices on this
panel.

A LDAP server can be added if required for use with SWG.
In the unlikely case that you want to change between SWG and Web Filter:

» To change the data source from SWG to Web Filter, delete all SWG and LDAP server devices before
adding a Web Filter.

» To change the data source from Web Filter to SWG, delete all Web Filter devices before adding a SWG.
Caution: When you remove a SWG or Web Filter device from Device Registry, all associated reporting

data and reports are removed from the SR.

To display the Device Registry screen, from the main menu of the Report Manager, choose
Administration > Device Registry.
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Seourity Reporter P& Trustwave®

Device Registry

Security Reporter SMTP Software Update Proxy NTP SWe

(=-r =T = = = i =N = * — T = O — S = =]

Edit Edit Delete View View Edit Edit Delete

Refresh View_| [ iew SW Policy server | [ Hew LDAP Server
e

Each icon on this screen represents a device or external service that can communicate with the SR. All
device icons include at least one of the following links: View, Edit, Delete.

At the bottom of the panel the following buttons display:
» Refresh View: Click this button to update the list of icons.
*  New SWG Policy Server: Click this button to add an SWG policy server to the device registry.

added to the device registry. If an SWG policy server was not specified during the wizard installation

@ Note: SWG policy servers are the source of data for SR reports. At least one SWG policy server must be
process, please add this device now.

* New LDAP Server (enabled only if an SWG has been added to the device registry): Click this button
to add an LDAP server to the device registry.

*  New SMTP Server (Available if no SMTP server is present in the device registry): Click this button to
add a SMTP server to the device registry.

*  New Web Filter: Click this button to add a Web Filter to the device registry.

2.3.1SR device

The Security Reporter device entry allows you to view and edit basic network settings for the SR server.
These settings include names, IPv4 and IPv6 addresses, and DNS settings.

Go to the SR server icon in the Device Registry panel and click Edit to open the Security Reporter window:
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Security Reporter x
Dovice Type:
Name:
Security Reporter
Hostname:
SRVM-50-1.qc.Be6.net
IPv4 Address (with CIDR Prefix): IPv6 Address (with CIDR Prefix):
172.20.50.1116
IPv4 Gateway: IPv6 Gateway:
172.20.0.1
DNS:
IPv4/IPv6 Address: +
DNS |Remove
172.20.168.200 ﬁ
172.20.04 (%)
ey Ciemore ree o s

2.3.1.1 Set up/Edit Names
In the Name field, enter a friendly name for this SR appliance.

In the Host Name field, enter the address or URL that will be used for accessing the SR application. This
entry should normally include the fully qualified domain name and the host name for the server (for
example, reporter.example.com).

Tip: Ensure that the name is resolvable through DNS. You can use a simple hostname (without domain
parts) as long as this is resolvable within the network.

2.3.1.2 Set up/Edit IP Addresses
You can use either or both of IPv4 and IPv6 networking with the SR.

Tip: In order for the server to effectively communicate with your system, be sure all fields contain accurate
information before saving your settings.

1. Enter or edit an IPv4 or IPv6 address in each appropriate field:

* Inthe IPv4 Address field, enter the IPv4 address of the SR server on your Local Area Network
(LAN 1), and the network mask (in CIDR notation) for the local segment. For example,
172.20.50.1/16 indicates the IP address (172.20.50.1) and a class B network (16 bits or
255.255.0.0 in netmask notation).

* Inthe IPv4 Gateway field, enter the IPv4 address for the default router that will be the main gate-
way for the network segment.

* Inthe IPv6 Address field, enter the IPv6 address of the SR server on your Local Area Network
(LAN 1), and the network mask (in CIDR notation) for the local segment. For example,
2001:db8:85a3::85a4/64 indicates the IP address (2001:db8:85a3:0:0:0:0:85a4) and an IPv6
lan of 64 bits.
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* Inthe IPv6 Gateway field, enter the IPv6 address for the default router that will be the main gate-
way for the network segment.

* In the DNS section, enter the IPv4 or IPv6 address of the primary Domain Name System (name

server) in the address field, and then click [+]. You can repeat this action to enter two additional
fallback DNS server addresses.

Note: Enter the addresses in order with the primary server first. The system tries to resolve names using
the first server listed, and only uses other entries if the first server does not respond within a set time.

* Toremove a DNS server address, click the corresponding @ button.

2. Be sure each IP address is correct, and then click Save.

Note: When you save these changes the system will restart Report Manager. You will be redirected to the
login page and you must log in again.

2.3.2 Date and Time Settings
The Date and Time Settings pop-up displays when you edit the NTP item in the Device Registry.

Date and Time Settings x|
Changing any of these fields will impact any kind of schedules.
ﬂ For better NTP accuracy, please include at least4 servers.
Timezone: l USIPacific - J Set Timezone |

Server Date: |05/26/2014 [ ServerTime: | 7 : 01 07 PM | T4 SetDateMlime |

NTP:
New NTP Server: =+

NTP Server .Remove
0.8eftech.pool.ntp.org
1.8e6tech.pool.ntp.org
2.8e6tech.pool.ntp.org

2.8e6tech.pool.ntp.org

[ save TP List || Resetto DefaultNTPs || Sync Using NTPs |

|-

4

This pop-up allows you to specify the time zone, server date and time, and network time servers to
maintain accurate time.

@ Note: The time zone set for the SR should be the same one set for each Web access logging device to be

used by the SR. These “like” settings ensure consistency when tracking the logging times of all users on
the network.

2.3.2.1 Specify the Time Zone

1. From the Timezone menu, select your region, country and zone from the available choices.
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2. To apply your change, click Set Timezone.

take several hours to complete. You should apply this setting at an appropriate time. For more details of

“ Caution: Setting the timezone initiates a Software Restart as described in Section 2.2.11. This action can
the restart action and available notifications, see Section 2.2.11.

2.3.2.2 Set the Server Date and Time
The date and time currently set on the server display in the Server Date and Server Time fields.

1. To set the date, click the Server Date field to open a calendar control.

* Navigate the control using the arrows, and click the correct date to enter it in the field.
2. To set the time, click any number in the Server Time field to highlight it.

* Enter the new value, or use the arrows to the right of the field to change the value.

* Repeat the process for each value you want to change.

3. To apply changes, click Set Date/Time.

“ Caution: Your changes will not be applied until you click this button.

2.3.2.3 Specify Network Time Protocol Servers

NTP is a time synchronization system for computer clocks throughout the Internet. Your SR server will
update its time setting by getting the time from the NTP servers you select.

Hostnames or IP addresses of servers running Network Time Protocol (NTP) software display in a list.
Four server names are entered by default. The time update will use the first available server in the list.

If you wish to use different NTP servers, follow these steps:

1. To add a server, in the New NTP Server field, enter the IP address or DNS name of a NTP server. Click
the [+] to add the server to the list.

2. Toremove a server, click the @ for its entry in the list.

3. To save changes to the list, click Save NTP List.

To restore the default list of servers, click Reset to Default NTPs.

To update the time immediately using the servers listed, click Sync Using NTPs.

2.3.3 SMTP Server Setting screen

The SMTP Server Setting screen displays when you click New SMTP Server or edit the SMTP item in
Device Registry. This screen allows you to specify settings for the email connection that can be used to
send alert messages to specified administrators.
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SMTP Server x

This SMTP Server will be used for sending

email alert messages to specified
administrators.

IP/Hostname: ‘mail .example.com
o =
Queue Size: 50 ‘ij

From Email Address: | sRalertsi@example.com

Authentication: (_) Enable (=) Disable
Username:

Password:

Test Settings:

Send Email To: Jest |

2.3.3.1 Enter, Edit SMTP Server Settings

1. In the IP/[Hostname field, enter the IPv4 or IPv6 address, or resolvable host name of the SMTP
Server that should be used.

Tip: Some examples are:
g e IPv4:10.10.0.1
e IPv6: 2001:db8::££00:42:8329

* Hostname (DNS): mail.example.com

2. By default, the SMTP Port number used for sending email is 25. Change this port if required to match
the settings on the server you selected.

3. By default, the email Queue Size is 50. You can alter this setting as required to specify the maximum
number of requests that can be placed into the queue awaiting an available outbound connection.

4. Inthe From Email Address field, enter the email address you want to appear as the source of email
messages to designated administrators.

5. By default, Authentication is disabled. If a username and password are required for logging into the
SMTP server, click Enable. This action activates the Username and Password fields. Enter a valid
username and password.

6. Click Save to apply your settings.

2.3.3.2 Verify SMTP Settings
To verify that email messages can be sent to a specified address:
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1. Enter the email address in the Send Email To field.

2. Click Test to process your request. If all SMTP settings are correct, the test email should be received
at the specified address.

2.3.3.3 Remove SMTP Settings

If you do not want to send any email from this SR, you can remove the SMTP server settings. To remove
the settings, click Delete on the SMTP Server item in Device Registry. When the SMTP server is removed,
the New SMTP Server button displays at the bottom of the Device Registry screen so that you can add
settings if required.

2.3.4 SWG Policy Server Device Management
You can use SR to report on data from one or more SWG policy servers.

Any LDAP servers used with the SWG(s) should also be added to the device registry. See Section 2.3.5.

Adding the first SWG Policy Server (if one was not added during the installation process) requires
additional steps that are not required when adding additional SWG Policy Servers.

Caution: Trustwave recommends backing up and saving current SR data in a location off the server
before adding or removing an SWG device in the device registry.

2.3.4.1 Add the first Policy Server to the device registry

1. If no SWG Policy Server was added during the SR Wizard installation process and none has been
subsequently added to this device registry, click New SWG Policy Server at the bottom of the Device
Registry panel to open the New SWG Policy Server window:

New SWG Policy Server x

To enable communication between your SWG
and this SR, please provide the SWG path and
common password. Infarmation about
configuring the SWG can be found in the

SWG User Guide

Path: /1192.168.20.78/2

Device Type: IS

Name:

Description:

Feeding SWG Logs requires a password:
Password

Confirm Password

|_seve | [ Cancsl

The following information displays and cannot be edited: Path, Device Type (SWG).

Tip: Make a note of the Path. You will need this information when you configure the SWG to send
reporting data to this SR.

2. Enter a Name for the device and/or a Description for the device.
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3. Enter the Password this SR will use for communicating with this SWG and any other SWG
subsequently added to the device registry. Make this same entry again in the Confirm Password field.

4. Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the SWG device you added now displays.

2.3.4.2 Add another Policy Server to the device registry

1. If you are adding an additional SWG Policy Server to the device registry, click New SWG Policy
Server at the bottom of the Device Registry panel to open the New SWG Policy Server window:

Hews SWG Policy Server

x

commeon password. Information about
configuring the SWG can be found in the
SWG User Guide

Path: 11192.168.20.78/3

Device Type:

Hame:

Description:

save || Cancal

To enable communication between your SWG
and this SR, please provide the SWG path and

The following information displays and cannot be edited: Path, Device Type (SWG).

reporting data to this SR.

g Tip: Make a note of the Path. You will need this information when you configure the SWG to send

2. Enter a Name for the device and/or a Description for the device.

3. Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the SWG device you added now displays.

2.3.4.3 Edit Policy Server criteria, change password

1. Go to the SWG server icon in the Device Registry panel and click Edit to open the Edit SWG Policy

Server window:
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Edit SWG Policy Server X

To enable communication between your SWG
and this SR, please provide the SWG path and
common password. Information about
configuring the SWG can e found in the

SWG User Guide

Path: /192.168.20.78/2

Device Type:

Hame:

Box 166

Description:

192.168.20.166

Enter the password to be used by all SWG
servers feeding logs to this SR, as perthe
SWG User Guide

Change Common Password

(. save | [ cancal ]

The following information displays and cannot be edited: Path, Device Type (SWG).
2. The following actions can be performed in this window:
* Make entries or edits in the following fields:
* Name: Name for the device.
» Description: Description of the device.

* Click Change Common Password to open the Change SWG Policy Server(s) Password window:

Change Common SWG Policy Server(s) Password

Enterthe password to be used by all SWG servers
feeding logs to this SR, as perthe
SWG User Guide

Device Type:

Password

Confirm Password

|, Shange Password | | Cancel

i. Enter the Password this SR will use for accessing any SWG server entered in this device

registry. The password must be comprised of eight to 20 characters, and include at least one
alpha, numeric, and special character.

i. Enter the same password again in the Confirm Password field; this action activates the
Change Password button.

iii. Click Change Password to save your entries, close this window, and return to the Edit SWG
Policy Server window.

3. Click Save to save your edits and to close the window.
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2.3.4.4 Delete a Policy Server from the device registry

Caution: If you remove an SWG device, all data from that device for Time Usage Reports, Summary
0 Reports, Summary Drill Down Reports and Detail Drill Down Reports will be purged.

Trustwave recommends backing up and saving current SR data in a location off the server before adding
or removing an SWG device in the device registry.

1. Go to the SWG server icon in the Device Registry panel and click Delete to open the CONFIRM dialog
box with a message asking if you want to delete this device.

2. Click Yes to delete the SWG device from the registry, and to remove the SWG server icon from the

Device Registry panel. Click No if you do not want to delete the device.

2.3.5 LDAP Server Device Management
Any LDAP servers used with the SWG(s) should be added to the device registry.

2.3.5.1Add an LDAP Server to the device registry
1. At the bottom of the Device Registry panel, click New LDAP Server to open the LDAP server window:

" New LDAP Server x

All fields are required.
=
LDAP Type:
(@) Active Directory (_) Open Directory (_) Sun
() Movell eDirectory () Custom
Name Hostname or IPv4/IPve Address
Base DN User
Password User Identifier Attribute
sAMAccountilame
User Object Filter Group Identifier Attribute
Group Object Filter Connection Timeout (seconds)
{objectolass=group} 10
Member
member
Save

2. Make entries in the following fields:
* LDAP Type: Active Directory, Open Directory, Sun, Novell eDirectory, Custom
* Name: Label assigned to the LDAP server

- Base DN: Root of the LDAP database to be queried using the LDAP syntax, e.g.
DC=domain,DC=com, or o=server-org. The entry in this field is case sensitive.

* Password: LDAP server password
* User Object Filter: Identify user objects, if necessary
*  Group Object Filter: Identify group objects, if necessary

* Member: Specify membership attributes, if necessary
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Hostname or IPv4/IPv6 Address: The resolvable name, or IPv4 or IPv6 address, of the LDAP

server.

User: Enter the authorized user's full LDAP Distinguished Name. For example, enter the entire
string in a format such as:

cn=Administrator,cn=Users,dc=ga,dc=local

or

cn=admin, o=logo-org

User Identifier Attribute: Specify attributes used for identifying a user, if necessary

Group ldentifier Attribute: Specify attributes used for identifying a group, if necessary

Connection Timeout (seconds): Default is 10 seconds for connecting to the LDAP server

3. Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the LDAP server device you added now displays.

2.3.5.2 Import LDAP Group profiles

1. Go to the LDAP server icon in the Device Registry panel and click Import to begin importing group
profiles from the LDAP server.

2. After the alert box opens to specify whether or not the LDAP group importation process was
successful, click OK to close the box.

g again.

Tip: If the importation process failed, make edits in the LDAP server window and run the import process

2.3.5.3 View, edit LDAP Server device criteria

1. Go to the LDAP server icon in the Device Registry panel and click Edit to open the window:

Edit LDAP Server

x

All fields are required.

Device Type: @

LDAP Type:

() Active Directory (8) Open Directory (_) Sun

() Movell eDirectory (_) Custom
Name

od-t

Base DN

de=od, de=example,do=com

Password

User Object Filter

Hostname or IPV4/IPVE Address
182.168.0.4

User

User Identifier Attribute
uid

Group Identifier Attribute

Group Object Filter

Connection Timeout (secends)

Member

memberllid

g |10
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The Device Type image for the LDAP server displays, along with entries previously made and saved in
this window.

2. Edit any of the fields in this window.

3. Click Save to save your edits and to close the window.

2.3.5.4 Delete an LDAP Server from the device registry

1. Gotothe LDAP servericon in the Device Registry panel and click Delete to open the CONFIRM dialog
box with a message asking if you want to delete this device.

2. Click Yes to delete the LDAP server device from the registry, and to remove the LDAP server icon from
the Device Registry panel.

2.3.6 Web Filter Device Maintenance

2.3.6.1 Add a Web Filter to the device registry

@ Note: You cannot add a Web Filter if an SWG or LDAP server is currently configured.

1. At the bottom of the Device Registry panel, click New Web Filter to open the New Web Filter window:

New Web Filter x

All fields are required. Incorrect IPs will resultin
link mismatches; please verify your entries
before proceeding

poc o (R

Name:
1P:

Set this as your Source Web Filter?

|| Source Web Filter

2. Enter the server Name.
3. Enter the IP address of the server.

4. If this Web Filter will be the source server, click the Source Web Filter check box.

Click Save to save and process your information, and to return to the Device Registry panel where an icon
representing the Web Filter device you added now displays.

2.3.6.2 View, edit Web Filter device criteria

1. Go to the Web Filter server icon in the Device Registry panel and click Edit to open the Web Filter
window:
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" Web Filter x

All fields are required. Incorrect IPs will result in
link mismatches: please verify your entries
before proceeding

Device Type: m

Name:

box74

IP:

182.168.20.74

Set this as your Source Web Filter?

V| so

_save | [ Cancel

The Device Type (WF) displays and cannot be edited.
2. Edit any of the following:

* Name: Name of the application.

« IP: IP address of the server.

»  Source Web Filter: If this check box is not populated and the Web Filter will now be the source
Web Filter, click in the check box to place a check mark here.

3. Click Save to save your edits and to close the window.

2.3.6.3 Delete a Web Filter from the device registry

Caution: If you remove a device, all data from that device for Time Usage Reports, Summary Reports,
“ Summary Drill Down Reports and Detail Drill Down Reports will be purged.

Trustwave recommends backing up and saving current SR data in a location off the server before adding
or removing a Web Filter device in the device registry.

1. Go to the Web Filter server icon in the Device Registry panel and click Delete to open the CONFIRM
dialog box with a message asking if you want to delete this device.

2. Click Yes to delete the Web Filter device from the registry, and to remove the Web Filter server icon

from the Device Registry panel.

Filter as the source server before deleting the Web Filter currently designated as the source server. A

g Tip: If you want to change the current source Web Filter, use the edit function to specify a different Web
source Web Filter cannot be deleted until all target Web Filters have been removed.

2.3.7 View Other Device Criteria

The Device Registry panel also includes view only access for the Software Update server and Proxy
Server.

To view a summary of configuration for either of these items, click the View link for that item.

To configure the Proxy Server (used to access software updates), see the Software Updates item in
System Configuration.

Software Update settings cannot be changed by customers.
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2.4 HTTPS Configuration

By default the SR provides a self-signed Secure Sockets Layer (SSL) certificate to allow secure HTTPS
communications between the SR and administrator workstations. A global administrator uses the HTTPS
Configuration panel to perform the following tasks:

* To generate a customized self-signed SSL certificate
» To create a request for a trusted SSL certificate and then upload the signed certificate

* To download the installed certificate so that it can be distributed to administrator workstations (to allow
trust for self-signed certificates where the workstations cannot determine if the certificate is trusted)

Caution: If the DNS name of the SR changes, a new certificate must be created and possibly added to
each client workstation's trusted certificate list.

In the navigation toolbar, hover over the Administration menu link and select HTTPS Configuration to
open the HTTPS Configuration window. The left panel shows the currently installed certificate.

-~ Securty Reporter P& Trustwave-

HTTPS Configuration

Current Certificate: Self-Signed New Certificate

tis certficate by siicking Download.
O SeltSigned () Signed Externally
Common Name

Organization Name

Organizational Unit Name
Locality (City) rvine
State or Province Name Catitornia
Country
Email

Issued By

2.4.1 Download the Installed Certificate
To download the current SSL certificate from the SR to your workstation, on the left panel click Download.

You can distributed the downloaded certificate to administrator workstations as a trusted certificate.
2.4.2 Generate a Self-Signed Certificate for the SR

You can generate a self-signed Secure Socket Layer certificate for the SR to match the identity of the SR
server and your organization.

changes, a new certificate must be created and possibly added to each client workstation's trusted

Caution: Generating the self-signed certificate will restart the Report Manager. If the DNS name of the SR
0 certificate list.

1. On the right panel of the HTTPS Configuration window, click Self-Signed.
2. Complete all fields using appropriate values.

«  Common Name: Hostname of the server, such as sr.example.local.
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* Organization Name: Name of your organization, such as Example.

» Organizational Unit Name: Name of your department, such as Administration.
* Locality (City): Name of your organization’s city or principality, such as Orange.

» State or Province Name: Full name of your state or province, such as California.
» Country: Two-character code for your country, such as US.

*  Email: Network administrator email address.

3. Click Apply. Accept the warning presented. The SSL certificate will be stored on the SR, and the
Report Manager will be restarted. All connections to the SR will now use this certificate. Administrators
who connect must install the certificate as trusted on their workstations (or make a security exception)
in order for their machines to communicate with the SR website.

Note: Although the Security Reporter login window may re-display right away, the service will take a few
@ minutes to restart.

If you do not want to generate and apply the certificate, click Back or navigate away from the page.

4. Once the SR has restarted, log in and navigate to the HTTPS panel to download the certificate for
distribution to workstations.

2.4.3 Use a Third Party Certificate for the SR

You can use a certificate signed by a Certificate Authority that matches the identity of the SR server and
your organization. Using a signed certificate allows administrator workstations to recognize the certificate
automatically.

2.4.4 CreateaCSR
1. On the right panel of the HTTPS Configuration window, click Signed Externally.

Security Reporter P& Trustwave®

HTTPS Configuration

Current Certificate: Self-Signed New Certificate: Signed Externally

this certficate by olicking Download. Pending Certificate Signing Request (CSR)

ccccc

Common Name. Signing. Click Delets to delete the CSR.

Organization Name

Organizational Unit Name Administration Common Name sr.example com
Locality (City) Organization Name Example Company.
State or Province Name Organizational Unit Name Administration

Country Locality (City)

State or Province Name

Issued By sr.example local Country

us
(oowsa) | Emal sdmin@example.c om

Upload Signed Certificate

ertifcate that willreplace the current certificate on your SR.

e —

2. Complete all fields using appropriate values.
« Common Name: Hostname of the server, such as sr.example.com.

» Organization Name: Name of your organization, such as Example.
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* Organizational Unit Name: Name of your department, such as Administration.
* Locality (City): Name of your organization’s city or principality, such as Orange.

» State or Province Name: Full name of your state or province, such as California.
*  Country: Two-character code for your country, such as US.

¢« Email: Network administrator email address.

3. Click Generate to generate the Certificate Signing Request

@ Note: If you do not want to generate a CSR, click Back or navigate away from the page.

2.4.4.1 Download the CSR, Submit to Certificate Authority

1. On the New Certificate: Signed Externally panel (shown above), click Download to download the CSR
that you created to your machine. Select a location.

2. Click Save CSR to save the CSR to your machine.
Tip: If you do not want to use the CSR, click Delete to remove the CSR from the SR.

Do not delete a CSR that you have submitted to a CA for signing, because the CSR must be present in
order to upload the signed response from the CA.

3. Submit the CSR to a Certificate Authority authorized to sign SSL certificates..

g Tip: Trustwave is a Certificate Authority. See https://ssl.trustwave.com/

2.4.4.2 Upload the Signed SSL Certificate to SR
When you receive the signed SSL certificate, prepare a certificate file and upload it to the SR.

1. On your workstation, launch a text editor such as Notepad.

2. Copy and paste the contents of the certificate into a text file in the following order:
a. SSL certificate received from the CA.
b. Intermediate certificate(s) as provided by the CA.

c. Root certificate of the CA. (You might not need to paste the Root Certificate, because most CA root
certificates are already available with major web browsers).

3. Save the contents of the text file with a .cer or .crt extension.
4. On the Upload Signed Certificate panel, click Browse, and browse to the file you just saved.

5. Click Apply to load the certificate on the SR.

0 Caution: Applying the certificate will restart the Report Manager.
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6. Once the SR has restarted, log in and navigate to the HTTPS panel to verify that the certificate has
been updated. In most cases a CA signed certificate will be trusted by workstations with no further
action.

=1olx]
=@ ] o 75 &

[29 webstte Identification

HTTPS Configuration

Current Certificate: Signed Externally. New Certificate

O Self-Signed () Srgwer

Organizational Unit Name
Locality (City)

State or Province Name
Country

Email

Issued By

7. You can click Download to retrieve the certificate and distribute it to workstations if required.

2.5 Reset to Factory Defaults panel

A global administrator uses the Reset to Factory Defaults panel, if necessary, to restore the SR to default
settings for the application as originally shipped by Trustwave. (Any software updates that you may have
been applied will be removed.)

In the navigation toolbar, hover over the Administration menu link and select Reset to Factory Defaults to
display the Reset to Factory Defaults panel:
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Enter your Admin password:

Enter the above characters:

By clicking the button below you acknowledge
the implications of resetting this appliance to
factory presets. This is an irreparabie action.

| ufissetsn Factory Detauts

- :§ecurity Reporter

P Trustwave:

Caution: This process deletes all settings and data from the SR.

» All settings made on the SR, including administrator and group configuration, will be purged and

cannot be restored. The SR will also be set to evaluation mode.

» All data in the reporting database will be purged and cannot be recovered.

* The reset action is irreversible.

2.5.1 Reset SR to factory defaults

1.
2.

4. Atfter reading the contents of the EULA, click Yes to accept it and to go to the Wizard Login window:

Enter your Admin password that was created during the SR wizard hardware installation process.

Enter the above characters displayed beneath the Admin password security characters.

EULA Agreement

Ol —— 3 000®L__128

END USER LICENSE AGREEMENT
Ver. 02Apr12

This END USER LICENSE AGREEMENT, together with ail Exhibits (the “Agreement”) is an agreement between the
purchaser of Trustwave Products (the "Customer”) and Trustwave Holdings, Inc., a Delaware corporation with a place of
business at 70 W. Madison St., Suite 1050, Chicago, IL 60602 ("Trustwave"). The terms and conditions of this Agreement
apply to the Trustwave Products provided by Trustwave, hereunder.

Trustwave is willing to license the Software and the Documentation to Customer on the condition that Custemer accepts all
of the terms in this Agreement. By entering Customer's initials in the acceptance box, or downloading, installing, copying or
using the accompanying version of the Software, Customer is consenting to be bound by the terms of this Agreement. The
person indicating Customer’s assent to the terms of this Agreement represents that he or she has the authority to bind
Customer to this Agreement. If Customer has entered into a separate, pen-signed agreement with Trustwave governing
Customer’s rights to the Trustwave Products indicated in the Purchase Order, then that pen-signed agreement (and not this
Agreement) will govern Customer's rights to the Software,

1. Definitions. Unless otherwise defined herein, capitalized terms as used in this Agreement have the meanings set
forth in Exhibit B attached hereto.

2. License.

2.1 License Grant. Subject to the terms and conditions of this Agreement, and to the extent all fees are
paid, Trustwave grants te Customer a worldwide, non-exclusive, non-transferable, limited, personal license, without the
right to grant sublicenses, for the Term set forth on a Purchase Order or in the online purchasing console, to reproduce the
Software and Documentation solely as necessary to install and use the Software, and solely (i) for its intended an permitted
use as identified by Trustwave, (ii) in accordance with the Documentation and this Agreement (including the limitations on
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Click Reset to Factory Defaults to reset the SR application and to display the SR’s End User License
Agreement window:
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Wizard Login
Setup!
Username
Password

| Login. |

Security Reporter P Trustwave®

Please login using the Wizard User' oreated during the 'Guick Start

2.5.2 Wizard panel

1. In the Wizard Login window, type in the Username created during the wizard hardware installation

process.

2. Type in the Password created for the Username during the wizard hardware installation process.

3. Click Login to display the wizard panel:

numeric characers.

Username: Email:
globaladmin globaladmin@exampie.com
Password: Confirm Password:

Secure Web Gateway Setup
These settings are used to import log data from

SWG(s).

Name: Description:
Add
Hame: Description
SWG1 172.2011.21
Remove
FTP Login used for feeding log files; see SWG User Guide.
Password (for SWG user): Confirm Password:

Eecumy reporter B Trustwave®

Main Administrator
Register the first administrator. Please make sure you use only aipha-

Glick ‘Save 1o finish setting up your SR

2.5.2.1 Main Administrator

In the Main Administrator section, type in the following information: Username, Email address, Password,

Confirm Password.

@ Note: The username ‘admin’ cannot be used, since it is the default username.
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2.5.2.2 Secure Web Gateway Setup

Note: Secure Web Gateway Setup entries are only required if one or more Secure Web Gateway Policy
@ Servers will be used with this SR.

It is not necessary to enter the SWG information during this Wizard setup process. You can enter or edit it
later in SR device registry, as described in the Device Registry panel sub-section. As a minimum you
should enter the password in the Wizard.

1. In the Secure Web Gateway Setup section, type in the Name and/or Description for the Secure Web
Gateway server, and then click Add to include the server criteria in the list box below.

g Tip: To remove the SWG from the list box, select it and then click Remove.

2. Type in the Password (for SWG user)—which is the password to be used by this SR and any SWG
added to this SR’s device registry—and type this same password again in the Confirm Password
field. The password entered in these fields will be used by all SWG Policy Servers set up in the Device
Registry panel, so the SWGs can send logs to this SR.

Note: The password entered in this field must be added in the user interface of each SWG that will send
@ logs to this SR, as explained in the SWG’s Management Console Reference Guide.

2.5.2.3 Save Entries
Click Save to save your entries and to go to the SR login window:

security Reporter B Trustwave:

Username
Password

Forgot your password?

| kean

2.6 Server Status

The Server Status screen displays when you click Server Status from the Administration menu of Report
Manager. This screen, which automatically refreshes itself every 10 seconds, displays the statuses of
processes currently running on the server, and provides information on the amount of space and memory
used by each process.
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e o esoeecceesescesoeosessaea.

rity Reporter Pa Trustwave®

Memory: 12337476k tofal, 1657443k used, 10680028k free, 808k buffer

Swap: 2097448k total,

SHR s

R A R

Ok used, 2097143k free, 382432k cache

%cPu [%mEm Time+
00 00 00158
00 00 00000
00 0o 0000
00 00 00000
00 00 00000
00 00 00000
00 0o 0000
00 00 00000
0o 00 00000
00 00 00000
00 0o o000z
00 00 00015
00 00 00005
00 00 00005
00 0o 0002
00 00 00000
0o 00 00000
00 00 o000t
00 0o o004z
00 00 00031
00 00 00058

Kblockdo

Kblockd1

Kblogkdz

2.6.1 CPU Utilization

This tab provides global CPU load averages, CPU states,

details for each running process.

2.6.2 Disk Drives and NETSTAT
This screen provides disk drive and network information.

P2 Trustwave®
Server Status
Disk drives status:
Filesystem Size. |used \Available Use% Mounted on
it eeonE |30 = ,
— = o = o
e o o S " o
T o = - e
e s = P
R T 5 = = 5 —
NETSTAT:
pe ey i o s G e
e 5 : T e T
n . — = S
5 3 — — G
= s 5 e —
5 5 — — e

» Disk drives status: provides data on the status of each drive of the operating system

* NETSTAT: displays information about currently active network connections by address and port

2.7 Database Processes List panel

and memory and swap statistics. The list shows

A global administrator uses the Database Processes List panel to view a list of processes currently running
on the SR or to halt a process that is currently running.
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In the navigation toolbar, hover over the Administration menu link and select Database Processes List to
display the Database Processes List panel. To update the information on this panel, click Refresh at the
bottom of the panel.

uiity Reporter M@ Trustwave®

[¥] Display Complete Server info_(_ Reiresh
e

2.7.1 View Full Processes Info

To see more detailed information, check the box Display Complete Server Info at the bottom of the panel,
and then click Refresh.

2.7.2 View Details on a Process

Each row in the list includes the following information: process identification number (ID) on the MySQL
server; Hostname or IP address of the server, and port connected to the database; the state of the last
Command issued by the user (“Query” or “Sleep”); the amount of Time in seconds the process has
remained in its current state, and SQL statement for a process currently running (Server Info). At the end of
each row is the Terminate option.

g Tip: Click the Refresh button to refresh the list of records.

2.7.3 Terminate a Process

Select the process to be terminated and click Terminate.

0 Caution: Be sure that you do not terminate the wrong process.
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3 Report Manager Administration Section

3.1 Introduction

This section of the Administrator Guide provides instructions to a global administrator on configuring and
managing the administration portion of the Report Manager for use with an SWG or Web Filter application,
and to the group administrator on using the SR application to manage end user Internet and network
activity.

Note: Before configuring the Report Manager, a global administrator must fully configure the SR server
(as described in the previous section of this Administrator Guide).

The Report Manager’s Administration menu includes the following functions:

»  System Setup: Device Registry, HTTPS configuration, and reset to factory defaults are covered in Sec-
tion 2.

*  Group and Profile Management: Section 3.2 explains how to set up user groups whose Internet activity
will be monitored by group administrators. Section 3.3 shows how to set up administrator accounts
(global or group administrators).

* Monitoring and database storage: Section 3.4 explains how to view administrator activity; Section 3.5
explains how to view the database storage consumed.

* Report Configuration: Section 3.6 explains how to create and manage Custom Category Groups used
for monitoring end user Internet activity, and configure general report settings.

3.2 User Group Management

This section describes the User Groups panel, accessed from the Administration menu of the Report
Manager.

On this panel, Group Administrators can view groups assigned to them, but they cannot make any
changes. Global Administrators can use all functions described.

On a new SR, the global administrator should first set up user groups to organize the records of users
whose Internet activity will be monitored by group administrators.

1. In the navigation toolbar, hover over the Administration menu link to display topics available to you.

2. Click User Groups to display the User Groups panel:

Report Manager Administration Section
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 Security Reporter P Trustwave®

User Groups

Since other adminisirators could als0 be using them.
Status | Last Rebuit (Group ame Assigned Group Admins
i 0000-00-00 00:00:00 Al (Syseem)

20140525 182421 Accouing (SG) Grouphamint
20140525 192621 Administation (S1G)

20140525 162422 Enginsering (SWE) Grouphdmint
20140525 182422  Faciites (5161

20140525 182422 HR SWO)

20ta0s2 182022 TSW)

20140625 182422 Marketing (SWG)

20140525 182421 New Group 1 (Custom)

20140525 182422  tone (i)

20140525 192422 Produston (SHG)

20140525 182422 QA (SHG)

0 0 0 B B B B B B B O B 2

20140525 182422 Sales (SWG)

View J(_tew ]| £dii || Delete |( RebuildAl || Rebuild |(_Refresh

User groups previously imported or added by the administrator display in the list. For each group
name, the group type (“System”, “Custom”, “LDAP”, or “SWG”) displays in parentheses after the name.

For a global administrator, “All (System)” displays as the first record in the list by default. This user
group includes all users on this SR.

The “Custom” user group type displays for any non-imported user group created by an administrator,
“LDAP” displays for an LDAP user group used by the SWG, and “SWG” displays for an SWG user
group.

Notes:
@ * A global administrator will see all user groups, and a group administrator will only see user groups that
are assigned to him/her.

» The special group “All (System)” that was visible to global administrators in previous versions is no
longer present.

» A Custom user group name appended with “-DUPLICATE” indicates that this SWG user group no
longer exists on the SWG, but was still found on the SR. In this scenario, the administrator should
confirm that this user group record is no longer needed, and then delete it from the list of user groups in
the User Groups sub-panel.

From this panel you can view information about an existing user group, add a user group, modify or
delete an existing user group, rebuild a user group on demand, or refresh the display of the current list.

Note: The SR will import user groups from an SWG using IP group authentication or the following LDAP
@ server types:

 Active Directory
* Novell eDirectory
* Sun One

* Open Directory
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3.2.1 View User Group Information

For each group in the User Groups list, the following information displays: Status icon, Group Name, the
date the user group was Last Rebuilt on demand (YYYY-MM-DD HH:MM) if applicable, and a list of
assigned Group Administrators.

@ Note: User groups are automatically rebuilt daily.

3.2.1.0.1 User group status key
# - The user groups icon indicates the group has been updated and is ready to be rebuilt.

ﬂ - The lock icon indicates the user group is currently being rebuilt.
@ - The user groups icon with an exclamation point indicates the user group cannot be rebuilt on

demand.

3.2.1.1 View a list of members in a user group
To view a list of members that belong to an existing user group:

1. On the User Groups panel, select (highlight) any group.
2. Click View to view the group members.

3. The IP and User panels show the included (or excluded) IP addresses and users.

Notes:
@ In the Selected items, an entry marked with a green + is included in the group. An entry marked with a
red - is excluded from the group.

All entries that originate from imported groups will display in the Users list, including items that are only
known by their IP address.

For more help and examples on the User Group panel see the Learn More link from the text at the top of
the panel.

4. To return to the User Groups panel, click Back.
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urity Reporter P& Trustwave®

User Groups TestGroup

P u:

ser
% 10.130.0.1 % wssuamie Pation

]

3.2.2 Add a User Group
To add a new user group:

1. From the User Groups list, select (highlight) an existing user group to be used as the base group for
creating the new user group.

g Tip: To begin with an empty group, select the All group.

2. Click New.

3. Enter at least three characters for the group Name (at the top of the screen). This action activates the
Save button.

4. On the User Group panel:

Tip: For more help and examples on the User Group panel see the Learn More link from the text at the
top of the panel.

a. Atthe top of the panel, click the IP or User item type tab to work with that item type. A group can
contain items of one or both types.

b. The Selected Items list is initially populated with the IP addresses or Users that are members of
the base group.

c. Inthe search field, enter a search term. You can use the % character one or more times as a
wildcard (matching one or more characters). For the IP type, you can also enter ranges in CIDR
notation (for example, 10.160.0.0/24 or 2001 :db8::/32).

d. Choose a search option (Include or Exclude) to indicate whether you want to find items that match,
or do not match, the search terms.

e. Use the search text in one of two ways:
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» Click Search to perform the query. Results appear in the Available Items list box below. You
can add one or more filters from the list to Selected ltems.

+  Click the |2 button to add the search text directly to Selected Items. The text including any
wildcards will be evaluated each time the groups is used for a report.
f. To add items from Available ltems to Selected ltems, select and drag the items, or click to select,
and then click the single right arrow | 2] to move the filter(s) to the Selected Items list box. Use the

double right arrow |22 | to move all items.

- Security Reporter PR Trustwave®

User Groups 5 Name:

Defined by: P m

A User Group can include IP and/or User items. Select an item type above, enter search text and choose search options, and then ciick Search to display items matching your
criteria in the Available tems pane. To include items in the group, drag them to the Sefected tems pane, You can also click > to use the search expression as a Selected ltem.
You can use the % character as @ wildcard, and also use CIDR notation for IP ranges. With Selected Iltems, highlight an item and use the (+) or (-) below the list to include or
exclude the item from the user group, Click Save to save the user group. Leamn More

3615 Co% Search |[ > Selected items:

2, MesEddie Atking
: 2, MBS Ruthie Abel
Available ltems: & (%, Mee\Garth Cristians.

Options: [ (u) Include () Exclude |

&, MEEBasil Christianson 5 MESICyrus Lawrence
5, Mg iCheri Carisan 5, MEEDanette Adeiman
= 5, MB6Lohnny.Leanardson
| b meswewayne Codd (% meeLarry.Hardy
3, MBS Dolie Clarke MEE\Danz.Coleman 3 2 MBGLenTucker
2 ::fam:‘(:s::ns 5| (% mesChentiormansen
a anel (2
%, wasamerscinien L)
| 8 MEiLestie.Cole <
5, MEsLarin Comstock
5, MEWonte Comstock
| % mesweterCoke
8, MBS\Stevie Christianson
5, M8 Tonia Christizon
5, MEBWeds Comstock
|5, mesiYolanda Cheshire
Currently selected: 0 out of 16 Currently selected: 0 cut of 3 D) @)
== [sve |

g Tip: To remove any item or items from the Selected Items list box, select the items and click the single left

arrow (or click the trash icon @ at the bottom of the list). Use the double left arrow to remove all items.

5. You can include or exclude items matching a Selected Item from the group.

» Toinclude items matching a Selected Item, highlight it and then click the \©J at the bottom of the
list. The item icon shows the green + to indicate it is included.

» To exclude items matching a Selected Item, highlight it and then click the |@) at the bottom of the
list. The item icon shows the red - to indicate it is excluded.

group, +% (include all items) is added automatically. When you add an Included Selected Item, +% is

g Tip: Each group must have at least one Included Selected Item. If you remove all included items from the
removed automatically.

6. When you have finished editing both the IPs and Users lists, click Save to save your edits, and to re-
display the User Groups panel where the user group you added now displays in the list.

3.2.3 Edit a User Group
You can edit Custom groups.
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To edit a user group:
1. From the main User Groups panel, select the user group from the list in the User Groups sub-panel.
Click Edit to display the User Group panel.

Add or remove items as described above.

w0 D

Click Save to save your edits and to return to the User Groups panel.

3.2.4 Rebuild User Group(s)
After editing a user group, you should rebuild it to ensure that all select items are included.

You can also rebuild one or more groups (including imported groups) at any time

Rebuilding an imported group ensures that it reflects any recent changes on the source device.
To rebuild all groups, click Rebuild All at the bottom of the sub-panel.

To rebuild an individual group:

1. In the User Groups sub-panel, select the user group to be rebuilt.

2. Click Rebuild to initiate the rebuild process for that user group.

After a few minutes, click the Refresh button to refresh the display in the panel. Note that the Last Rebuilt
column for user groups you rebuilt now displays the date and time of the rebuild.

3.2.5 Delete a User Group
To delete a user group (except System groups):

1. In the User Groups sub-panel, select the user group from the User Groups list.
2. Click Delete to open the Confirm dialog box asking if you want to delete this user group.

3. Click Yes to confirm the deletion, and to remove the user group from the User Groups list. (Click No to
keep the group unchanged.)

3.3 Admin Profiles panel

As a global administrator, you can create global and group administrators. Global administrators have the
same permissions as the default global administrator and can manage all system functions as well as
working with specific user groups. Group administrators can only work with the specific user groups that
are assigned to them.

As a Group Administrator you can use this panel only to review your own profile and make limited
changes.

In the navigation toolbar, hover over the Administration menu link and select Admin Profiles to display the
Admin Profiles panel:
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If logged in as a global administrator, at the left side of this panel, the Administrators list box in the

Admin Profiles.

Administrators

Admin Detail

.~ Security Reporter Pa Trustwave®

Uss triz

[ Add Admin_| [__Delete Admin_|

accounts. A new administrator requires at
least one adminisirator group.

Full Name: * Username:
Global Admin |admin

* Password:

Gomments:

1 |

{1 T

* User Groups:

* Confirm Password:

Location:

LDAP Username:
|acmin

Domain:

Work Phone:

Username Format:

Domainiisemame | v

Administrators sub-panel displays usernames of all administrator accounts previously set up in this panel.

©

At the right side of this panel is the Admin Detail sub-panel, used for adding an administrator profile,

Note: In addition to seeing usernames set up and saved by the administrator in this panel, a global
administrator will also see the username established during the wizard hardware installation process.

viewing an existing administrator’s account information, and modifying or deleting an administrator profile,

as necessary.

3.3.1 Add an Administrator Profile

1. If you are a Global Administrator, at the bottom of the Administrators sub-panel, you can click Add

Admin to clear and reset the Admin Detail sub-panel.

2. In the Admin Detail sub-panel, make the following entries or selections as appropriate:

o Security Reporter P& Trustwave’
Admin Profiles
G e
g )
Ieast one administrator group. Full Name: Username: Location:
Admin * Type: Password: LDAP Username:
ez * Confirm Password: Domain:
Comments: Work Phone:
Username Format:
s
[ TTTHRRIT T 1]
* User Groups:
pE—
i
l
—

*  Optional: Type in the administrator’s Full Name.
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* Select the administrator Type (Global or Group).
*  Type in the administrator’'s Email address.
*  Optional: Select another report color scheme from the available Graph Colors choices.

* Type in the Username the administrator will use to access the SR user interface. This entry will
display in the Administrators list when the record is saved.

* Type in the Password the administrator will use in conjunction with the Username, and enter that
same password again in the Confirm Password field. These entries display as asterisks for secu-
rity purposes.

*  Optional: Type in any Comments to be associated with the administrator’s account.
»  Optional: Type in identifying information about the administrator’s physical office Location.

*  Optional: If the administrator has an Active Directory LDAP account, username, and domain, type
in the alphanumeric group administrator’'s LDAP Username exactly as set up on the Active Direc-
tory domain in which he/she is registered.

»  Optional: If an entry was made in the LDAP Username field, type in the exact characters for the
LDAP Active Directory Domain name in which the administrator is registered.

*  Optional: Type in the administrator’'s Work Phone number, using digits only.

*  Optional: If necessary, specify the Username Format used on the LDAP server by making a
selection from the available choices—Domain\Username, Username\Domain, Username,
Domain.

3. (For group administrators only) In the User Groups section, select the user group(s) that should be
available to the administrator:

@ Note: This step applies only for group administrators. A global administrator always has access to all
groups.

* Inthe Available User Groups list box, click the user group(s) to highlight your selection(s), and to
activate the Add Group button.

* Click Add Group to include the user group(s) in the Assigned User Groups list box.

Tip: To remove any user group from the Assigned User Groups list box, select the user group(s), and then
click Remove Group to remove the user group(s).

4. Click Save to add the Username for the new administrator to the Administrators list box.

3.3.2 View Admin Details

If you are a Global Administrator, in the Administrators list box, select the administrator’s Username to view
that user’s profile information in the Admin Detail sub-panel:
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‘security Reporter P Trustwave:

T

\dmin Profiles

Admin Detil

Use this
sceounts. A new administrator requires at
least one administrator group. Full Name: * Username: Location:

adnin2 admnz Remote
At 1 Typer * Password: LDAP Username:
admin Global | v EI admin2

* Email: * Confirm Password: Domain:

admin2@srfocal.com example

Graph Colors: Comments: Work Phone:

Username Format:

DomainlUsemame | v

(Lsaasminy] (Losistepinin i)

If you are a Group administrator, you can only view the information for your own account.

3.3.2.1 Edit Account Info
1. In the populated Admin Detail sub-panel:

*  The following information can be updated: Email address, Graph Colors, Username, Password
and Confirm Password entries, Username Format selection, and User Groups selection..

@ Note: A Group Administrator cannot change the groups assigned to them.

*  The following information can be added, modified, or deleted: Full Name, Comments, Location
information, Work Phone number, and LDAP Username or Domain name (if using LDAP).

* A global administrator also has the ability to modify the Administrator Type selection. A global
administrator can change any global administrator to a group administrator, including himself/her-
self. However at least one administrator must be set as a global administrator at all times. If only
one global administrator exists, that account cannot be demoted to group administrator.

2. After making any modifications, click Save to save your edits.

Note: If the administrator whose password was changed is currently logged into SR, he/she will need to
log out and log back in again using the new password.

3.3.3 Delete Admin

Only a global administrator can delete an admin profile.

that administrator. Be sure that these reports and schedules are not required before proceeding. You

“ Caution: Deleting an administrator also deletes any saved reports and schedules that were created by
cannot delete all global administrators; at least one global administrator must be set up at all times.

1. In the Administrators list box, select the administrator’s Username.
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2. Click Delete Admin to open the Confirm dialog box with a message asking if you want to delete this
administrator profile.

g Tip: Clicking Cancel closes the dialog box without removing the administrator profile.

3. Click Yes to close the dialog box and to remove the administrator from the system.

3.4 Activity View panel

The Activity View panel is used for viewing the most recent administrative activity performed on the SR.

Note: A Global Administrator can search for activities performed by all administrators. A Group
Administrator can only search for their own activities.

In the navigation toolbar, hover over the Administration menu link and select Activity View to display the
Activity View panel:

Security Reporter A Trustwave®

Activities Admin Name Activity Target | Timestamp

2 o e @ [ aomin | v | ([ Seacch |

The Activities sub-panel displays to the left and the empty target sub-panel displays to the right. Below
these sub-panels is the Date Range field, the administrator usernames menu, and Search button.

3.4.1 Perform a Search on a Specified Activity
To perform a search on a specified activity:

1. Select the type of Activity from available choices in the list.

@ Note: The Activities list will only display activity types performed on SR within the past 30 days.
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2. In the Date Range field, click the E& calendar icon on the left to open the larger calendar for the
current month, with today’s date highlighted.

Tip: To view the calendar for the previous month, click the left arrow. To view the calendar for the next
month, click the right arrow.

3. Click the starting date to select it and to close the calendar pop-up window. This action populates the
field to the left of the calendar icon with the selected date.

4. Click the B calendar icon on the right to open the larger calendar for the current month, with today’s
date highlighted.

5. Click the ending date to select it and to close the calendar pop-up window. This action populates the
field to the left of the calendar icon with the selected date.

6. To view the activity of a specified administrator (if you are a Global Administrator), select the username
from the pull-down menu.

7. Click Search to display the specified records for the selected dates in the results list:

| mon | bep | togow - security Reporer B Trustwave:

:
H
>
g
3

Activity Target
Admin Login Successful

Admin Login Successful

Device Registry

Admin Login Successtul

3.4.2 Search results

When populated with rows of records, the results list includes data in the following columns: Admin Name
(entry from the Username field in the login window); Activity; Target (administrator group name or group
administrator name, if applicable), and Timestamp (using the YYYY-MM-DD HH:MM:SS format).

The information that displays in these columns differs depending on the type of search performed, and if
an administrator name was selected from the drop-down menu.

The Target field displays information only as applicable for any of the following actions executed by the
administrator (Admin Name), such as:

¢ administrator name for Add/Edit/Delete Admin

e group name for Add/Edit/Delete Admin Group
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3.5 Server Information panel

A global administrator uses the Server Information panel to obtain details about data storage on the SR
Server, the time the Report Manager was last restarted, and the SR Server’s IP address and current
software version number. If the SR is in Evaluation Mode, this panel also provides the Activation
functionality.

In the navigation toolbar, hover over the Administration menu link and select Server Information to display
the Server Information panel:

Security Reporter - B Trustwave®

Server Information

storage Usage: Server Activity:

791,86 B (28 Days) () Wits By Day () Hits By Week () Hits By Month

L fet— —

Wuses W Avaiiabie 472608 -180020m) — | (L] cio

Summarization Status: Report Manager Startup Time:

el 0610812014 4:20:27 P

Apeit 15, 2014 Il surmmarized [lDetai Junes, 2014

The panel includes the following information: Storage Usage, Summarization Status, Server Activity, and
Report Manager Startup Time. In Evaluation Mode, an additional section titled Activation displays, and the
Storage Usage section includes a note about the data available for reporting..

for the server, immediately after midnight. If you do not see appropriate statistics after 24 hours, please
contact your system administrator.

@ Note: If the SR server is newly installed, server statistics will be available after they are initially correlated
3.5.1Registered Mode and Evaluation Mode

Registered Mode is the standard setting for an SR server that has been activated online and registered by
Trustwave. An SR in registered mode will store as much data as allocated for data storage on its hard
drive—and on its attached storage device, if applicable to the hardware model of the SR server. When the
SR is close to reaching its maximum capacity of data storage (as determined by the SR when making its
daily check of available storage space), the oldest week of data (from Sunday through Saturday) is
dropped from the database.

Evaluation mode refers to an SR which has not yet been activated. In Evaluation Mode, data is stored as
for Registered Mode, but a maximum of 14 days of the most recent data is actually available for reporting.

@ Note: See Appendix C for more information about the Evaluation Mode and activation.
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3.5.2 Storage Usage

The Storage Usage section graphically displays the total storage available on the SR, divided into Used
and Available storage. A label above the graph indicates the amount of storage used (in MB or GB), and
the number of days of data included. A label below the graph indicates the total storage, and an estimate of
the total number of days of data that can be stored (based on prior usage).

3.5.3 Summarization Status

The Summarization Status section graphically displays the status of data summarization. Summarized
data is pre-processed to allow quicker generation of reports. Labels on the graph indicate the dates of the
earliest data, the latest summarized data, and the most recent data.

3.5.4 Report Manager Startup Time

The Report Manager Startup Time indicates the last time the Report Manager was restarted.

Note: This information is useful for troubleshooting manually generated reports. If your reports are not
displaying, it may be that the Report Manager has restarted and terminated the report generation process.

3.5.5 Server Activity

In the Server Activity section, specify the type of chart you wish to generate that provides details on the
number of hits within a designated time period. A “hit” is any page and/or object an end user accesses as
the result of entering a URL in his/her browser window.

1. Specify the time period for the chart you wish to draw:
a. Click the radio button corresponding to Hits By Day, Hits By Week, or Hits By Month.

b. Atthe From and To fields, make a selection for the date range using the calendar icons:

«  Click the E calendar icon to open the larger calendar for the current month, with today’s date
highlighted.

Tip: To view the calendar for the previous month, click the left arrow. To view the calendar for the next
month, click the right arrow.

* Click the date to select it and to close the calendar window. This action populates the field to
the left of the calendar icon with the selected date.

2. Click the Draw Chart button to open a window that displays the chart of your selection in the PDF file
format.

The header section includes the title of the chart and date range. The footer section includes the date
and time the chart was generated (shown in the MM/DD/YYYY HH:MM AM/PM format), the login ID of
the person who generated the chart (Generated by) and the Page number and page range.

The chart image includes a graph illustrating the general Number of Hits (in purple) and Number of IPs
that generated those hits (in blue) for each unit of Time in the specified period.
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Rows of report details indicate the time measurement (Day, Week, or Month), the exact Number of Hits
corresponding to each unit of time, and the Total Records.

Depending on the time frame specified, this chart may be several pages in length.

» Hits Per Day: If you selected Hits By Day, days within the date range are plotted on the graph,
grouped into equal time intervals. The summary shows the Number of Hits (in purple) and Number
of IPs (in blue) for a specified Day (MM/DD/YYYY).

% Trustwave:

Daily Traffic Report: Report By Day

Hits Per Day

& Hits - IPs

222111951AM  Generated by: administrator Page 10f3

» Hits Per Week: If you selected Hits By Week, each week within the date range is plotted on the
graph. The summary shows the general Number of Hits (in purple) and Number of IPs that gener-
ated those hits (in blue) for a specified Week (YYYY-WW). Weeks are numbered 01-52. For exam-
ple, 2011-05 indicates the fifth week in the year 2011—or the first week of February 2011, which
included days 1-5.

Security Reporter Feb 01, 2011 - Feb 22, 2011 '] Tru Stwave 2
Daily Traffic Report: Report By Week
Hits Per Week
850,000 894
), 894
894
894
— 894
& -
£ 550 ‘\ 894
500,000 893
893
893
893
\ 893
Time
222/11952AM  Generated by: administrator Page 10f 2

* Hits Per Month: If you selected Hits By Month, each month within the date range is plotted on the
graph. The summary shows the general Number of Hits (in purple) and Number of IPs that gener-
ated those hits (in blue) for a specified Month (Month 'YY). Month names are abbreviated.
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% Trustwave:
Daily Traffic Report: Report By Month
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3. You now have the option to do any of the following:

*  Print the chart: Click the print B icon to open the Print dialog box, and proceed with standard
print procedures.

*  Save the chart: Click the save E icon to open the Save a Copy dialog box, and proceed with
standard save procedures.

*  Close the chart window: Click the “X” in the upper right corner to close the chart window.

» Generate a new chart: Make new entries in the Server Information panel.

3.6 Report Configuration

The following panels from the Administration menu of the Report Manager are described in this section:

Default Report Settings and Custom Category Groups.

3.6.1 Default Report Settings panel

A global administrator uses the Default Report Settings panel to specify various settings to be used in
reports.

In the navigation toolbar, hover over the Administration menu link and select Default Report Settings to

display the Default Report Settings panel:
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= Securty Reporter P& Trustwave:

Default Report Settings.

These settings affect the content presented in the reports.

Default Top 'N' Value [_| Hide Unidentified IPs
° e [¥] Hide Uncategorized Sites
Detail Result Limit || Hide report
fﬁ @ exported reports
[¥] Show User Group Type.
¥/| Include hostname in report links:
L] Hide summary
Reports from Group
Administrators

LI Add secondary sort
on Group By field

3

3.6.1.1Set New Defaults

1.

Enter the Default Top ‘N’ Value (the number of records that will be generated by default for summary
reports). The original default value is 50 records.

Enter the maximum number of records that will be included in a detail report’s Detail Result Limit. If
the number of records from a query exceeds the limit established in this field, the overflow will be
included in the next set of records. The default is 1000 records per set.

By default, the Hide Unidentified IPs check box is de-selected. This setting indicates that activity on
machines not assigned to specific users will be included in reports such as summary, blocked, and
dashboard reports.

If you wish to exclude activity from machines not assigned to specific users, check this box.

@ Note: This setting does not affect drill down reports. You can choose to include or exclude activity from

Unidentified IPs for each drill down report you create.

By default, the Hide Uncategorized Sites check box is selected. This indicates that uncategorized
sites will not be displayed or counted in drill down reports.

If you wish to include uncategorized sites in drill down reports, check this box.

By default, the Hide report generator user ID in exported reports check box is de-selected. This
setting indicates that the username of the person who creates a drill down report will be included in the
footer of generated reports.

If you wish to exclude the username of the reporter from drill down reports, check the box.

By default, the Show User Group Type check box is selected. This setting indicates that for reports in
which user groups are grouped by group name, the type of user group (“System”, “Custom”, “LDAP”,
or “SWG”) will display in parentheses following the name of the user group.

If you wish to exclude user group types from reports grouped by user group names, un-check the box.
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7. By default, the Include hostname in report links check box is de-selected. This setting allows you to
include the hostname of the SR in place of its IP address in the report links for downloaded and
emailed reports. The setting applies only to drill down reports.

If you wish to use the hostname in drill down report links, check the box.

8. By default, the Hide Summary Reports from Group Administrators check box is de-selected. This
setting allows you to block access to all summary reports for all Group Administrators (allowing access
only to Global Administrators).

If you wish to hide the summary reports from Group Administrators, check the box.

9. By default, the Add secondary sort on Group By field check box is de-selected. This setting will
additionally sort report results on the Group By field where they have the same value in the primary
sort field.

If you wish to perform the secondary sort, check this box.

Note: The secondary sort makes report generation slower. Applying the secondary sort ensures that when
a limited number of detail rows is specified, the same items are returned each time a report is generated.
Without the secondary sort, detail records can be in random order. The secondary sort also makes the
results easier to review.

10. Click Save to save your settings in the Default Report Settings panel.

3.6.2 Custom Category Groups panel
The Custom Category Groups option is used for defining a customized group of filter categories, if you
wish to run reports only using certain filter categories.

In the navigation toolbar, hover over the Administration menu link and select Custom Category Groups to
display the Custom Category Groups panel:

P2 Trustwave®

Custom Category Group. Custom Category Group Detail

| =M This screen allows the creation and editef | ' Category Group Name | Custom Group |
f '] Custom Category Groups.

. Member Categories
Available Categories Assigned Categories

Custom Category Group
1 Furniture.

Add.) (LBemove

The Custom Category Groups panel is comprised of two sub-panels used for setting up and maintaining
category groups: Custom Category Group, and Custom Category Group Detail.
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3.6.2.1 Add a Custom Category Group
1. At the bottom of the Custom Category Group sub-panel, click New.

2. In the Custom Category Group Detail sub-panel, type in the Category Group Name.

3. Inthe Member Categories frame, select Available Categories from the list and click Add to move the
selection(s) to the Assigned Categories list box

Note: At least one library category must be selected when creating a group.

Tip: To remove one or more library categories from the Assigned Categories list box, make your
selection(s), and then click Remove to remove the selection(s).

4. Click Save to save your settings and to include the name of the group you added in the Custom
Category Group list.

3.6.2.2 Modify a Custom Category Group

1. Select the Custom Category Group name from the list box by clicking on your choice to highlight it.

2. Make your edits:

*  To modify the Custom Category Group name, edit the Category Group Name in the Custom Cat-
egory Group Detail sub-panel.

»  Toremove an item from the Assigned Categories list box, select the item to select it, and then click
Remove.

* To add an item, select it from the Available Categories list box, and then click Add.

3. Click Update to save your modification(s).

3.6.2.3 Delete a Category Group
1. Select the Custom Category Group name from the list box by clicking on your choice to highlight it.

2. Click Delete to remove the Custom Category Group name from the list box.
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4 Reports Section

4.1 Introduction

This section of the Administrator Guide provides instructions to administrators on how to utilize the Report
Manager to create, view, save and schedule the different types of reports based on the logging data from
one or more data sources (SWG policy servers or Web Filters).

The Report Manager includes the following functionality:

* A High Level Overview: Section 4.2 shows you how to view report data in the Dashboard, and how to
access pre-generated Summary Reports that provide a high level overview of end user Internet and
network activity.

» Drill Down Reports: Section 4.3 provides instructions on using tools to generate summary and detail
Drill Down Reports that give you more information on specific end user activity.

»  Customize, Maintain Reports: Section 4.4 tells you how to generate customized drill down reports
using the Report Wizard, maintain saved drill down reports for ongoing usage, and set up a Report
Schedule for running saved drill down reports on a regular basis.

* Specialized Reports: Section 4.5 informs you of three specialized types of reports you can generate:
Executive Summary Reports, Blocked Request Reports, and Time Usage Reports.

4.2 A High Level Overview

This section describes the Dashboard and Summary Reports accessed from the Reports menu of the
Report Manager. These tools give you a high level overview of how end users are currently using the
Internet and network resources.

4.2.1 Dashboard

The Dashboard provides statistics and bar charts depicting the top end user requests in various drill-down
report categories.

To view the Dashboard, select Reports | Dashboard in the navigation toolbar:
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At the top of the panel, the following information displays for the current period: Total Web Requests, Total
Blocked Requests, Unique IPs/Users, and Date.

The following information displays in the center of the panel:

* Blocked Requests: Top eight blocked library categories requested by end users, and the correspond-
ing number of end user requests.

+ Top Categories by Requests: Top five requested library categories and a bar chart depicting the
number of end user requests.

» Top Security Risks by Requests: Top five requested Security group library categories and a bar
chart depicting the number of end user requests.

* Top Blocked Users by Requests: Top five end users with blocked library category requests and a bar
chart depicting the number of these end user requests.

* Top Users by Requests: Top five end users with library category requests and a bar chart depicting
the number of these end user requests.

g Tip: Hover over each bar in the bar graph to view the title of the graph entry and the exact value of that
entry.

Once you have a high level overview of end user activity on the network, you can use drill-down reports to
obtain more information about specific end user trends and activity.

4.2.2 Summary Reports

Summary Reports use pre-generated data to quickly display bar charts or pie charts of end user
Internet/network activity for a specified report type within a designated period of time prior to today.

Summary Reports are available to all administrators by default. Access for group administrators can be
controlled using a setting on the Default Report Settings panel (see Section 3.6.1).

By default, yesterday’s report view showing the Top 20 Users by Blocked Requests displays in the panel:
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Summary Reports Top 20 Users by Blocked Requests Yesterday -
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Note: On a newly installed SR unit, the panel will not show a report until some data has been imported
and summarized. If there was no activity for a given report type, the message “No Data to display.”
displays in the panel.

g Tip: Hover over each bar in the bar graph to view the title of the graph entry and the exact value of the
entry.

To select a different summary period or summary report type, click the period name or report type name to
view a menu.

4.2.2.1 Summary Report types
To view a menu of summary reports and select a report to view, click the report type name in the title bar.

Available Summary Reports are as follows:

* Application Control (SWG only)

common Web based applications, such as social media. For details of the Application Control feature in

@ Note: These reports provide information about end user activity and SWG blocking of activity related to
SWG, see the SWG Application Control User Brief and other SWG documents.

* Application Usage Summary: Pie chart report depicting the percentages of hits for the different
Applications.

* Top 20 Application Users by Hit Count: Bar chart report depicting each top end user’s total
Application hits (both Blocked and Allowed) as detected by the SWG.

* Top 20 Application Users by Bandwidth Consumption: Bar chart depicting each top end user’s
total Megabytes for bandwidth specific to Application hits.

* Top 20 Users by Blocked Application Actions: Bar chart report depicting each top end user’s
Blocked Count for Application Action requests.

* Top 20 Application Actions: Bar chart report depicting the top Action types.
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Top 20 Blocked Application Actions: Bar chart report depicting the top Action request types that
were blocked by the SWG.

e Category & Category Group

Top 20 Categories by Page Count: Report depicting the total Page Count in the top requested fil-
tering library categories. You can select presentation as a Pie Chart or Bar Chart.

Total Passed vs. Blocked Requests: Pie chart report depicting the total Page Count for all filter-
ing categories Permitted to pass and all filtering categories set up to be Blocked.

Category Group Comparison: Pie chart report depicting the total Page Count in each top scoring
filtering category group.

e Site

Top 20 Sites by Page Count: Bar chart report depicting the total Page Count for the most popular
sites accessed by end users.

Top 20 Sites by Bandwidth: Bar chart report depicting the total Bandwidth consumed for the most
popular sites accessed by end users.

e User & User Group

Top 20 Users by Blocked Requests: Bar chart report depicting each top end user’s total Page
Count for Blocked and Warn Blocked requests.

Top 20 Users by Bandwidth Consumption (SWG only): Bar chart depicting each top end user’s
total Megabytes for bandwidth requests.

Top 20 Users by Page Count: Bar chart report depicting each top end user’s total Page Count.

Top 20 Users by Malware Hit Count: Bar chart report depicting each top end user’s total Malware
Count (both Blocked and Permitted) detected by the filtering device. For Web Filter, the count
includes hits from the following categories in the Security, Internet Productivity, and Internet Com-
munication (Instant Messaging) category groups: BotNet, Malicious Code/Virus, Bad Reputation
Domains, Spyware, Adware, and IRC. For SWG, results reflect library contents mapped to the
Trustwave Supplied Categories.

Top 20 Users by Virus Hit Count (SWG only): Bar chart report depicting each top end user’s total
Virus Count (both Blocked and Permitted) detected by the anti-virus engine.

Top 20 User Groups by Page Count: Report depicting the total Page Count for the top scoring
user groups. You can select presentation as a Pie Chart or Bar Chart.

e Virus

Top 20 Viruses Detected (SWG only): Bar chart report depicting the top viruses and Virus Count
detected by the anti-virus engine.

4.2.2.2 Modify the Summary Report view

The report view displays either a bar chart or pie chart graph based on the selected report type.
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Use any the following tools to modify the report view:

» Date Scope: Use the date menu to display data for another period: Yesterday (default), Last Week,
Last Month, Current Week, Current Month

* Report type: Use the report menu to view another report.

4.2.2.3 Download or Export a Summary Report

At the bottom of the report view, click a Download Report option for PDF, CSV, or PNG to generate a
report in the specified file format (.pdf, .csv, or .png).

4.2.2.3.1 PDF format

Clicking the PDF button opens a separate browser window containing the Summary Report in the .pdf
format:

%A Trustwave

Top 20 Categories by Page Count

Group By: Category | Sort By: Page Count, Descending | Limit: 20

I Foge
Search Engines / Web
News /

Banner

Education

Shopping

Computar Games
Software { Hardware
Music./ Radio Broad...
Web Mail{ Unified M.
Ginema / Telewision
Environment | Climat.
Malware
Spyware
chat
Sports
Financial Services /.
Blogs / Bulletin Boa.
Social Networking
Pornography

500 1000 1500 2000 2500 3000 3500 4000 4500 5000 5500 6000 6500

June 26, 2014, 21949PM  Pacific Daylight Time Generated by: globaladmin Page 1 of 2

The header of the generated report includes the date range, Report Type, and Details criteria.
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The footer of the report includes the date and time the report was generated, administrator login ID
(Generated by), and Page number and page range.

The body of the first page of the report includes the following information:

» Bar chart: Name of category, username, username path, URL or site IP address, user group name, or
blocked user request, and corresponding bar graph. Beneath the bar graph are count indicators and a
label describing the type of Count used in the report.

» Pie chart: Color-coded pie graph showing a maximum of 15 categories or user groups. Any categories

or user groups with page counts totaling less than one percent are grouped together under the “Others
Combined” label.

The body of the pages following the first page of the bar or pie chart report includes the following
information:

* Top 20 Users by Blocked Requests report: User NAME and corresponding BLOCKED REQUEST
COUNT—which includes Blocked and Warn Blocked requests. Total Records and Total Number of
Blocked Requests for this Date Scope display at the end of the report.

* All other reports: Count columns and corresponding totals for all reports. Grand Total and Count dis-
play at the end of the report.

The report can be exported by printing it or saving it to your machine.

4.2.2.3.2 CSV format

Clicking the CSV button opens a separate browser window containing the Summary Report in the .csv
format, or offers to save the file (depending on your browser settings).

| A [ B
|Category Page Count

1
2 ?Ssarch Engines / Web Catalogs / Portals 5801
3 ENEWS]’ Magazines 4964
4 ;GeneralBusiness 4038
5 | Banner Advertisements 3582
6 Education 2629
7 |Shopping 2315
8 ;Computsr Games 2086
9 iSthwsrs,’Hardwsrs 1549
10 |Music / Radio Broadcast 1746
11 ;Web Mail / Unified Messaging 1592
12 Cinema / Television 1208
13 Environment / Climate / Pets 955
14 Malware 810
15 iSpywale 635
16 |Chat 385
17 |Sports 367
18 |Financial Services / Insurance / Real Estate 362
19 Blogs / Bulletin Boards 352
20 |Social Networking 337
21 |Parnography 262

The report includes a row containing column labels, followed by rows of user data with values
corresponding to each column.

No header or footer rows are included, by design. You can import the file directly into a spreadsheet or
database.
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4.2.2.3.3 PNG format

Clicking the PNG button opens a separate browser window containing the Summary Report in the .png
format:

Top 20 Categories by Page Count : Current Month

The generated report includes the report title followed by a graphical chart image:

» Bar chart: Name of category, username, username path, URL or site IP address, user group name, or
blocked user request, and corresponding bar graph. Beneath the bar graph are count indicators and a
label describing the type of Count used in the report.

» Pie chart: Color-coded pie graph showing a maximum of 15 categories or user groups. Any categories
or user groups with page counts totaling less than one percent are grouped together under the “Others
Combined” label.

The report can be exported by printing it or saving it to your machine.

4.3 Drill Down Reports

This section provides information about generating drill down reports that let you query the database to
access more detailed information about end user Internet activity.

The two basic reports that administrators can generate with customizations are the summary drill down
report and the detail drill down report. Report views for these reports are executed via Reports | Drill Down
from the Report Manager user interface:

e Application Control (SWG only): Provides information about end user activity and SWG blocking of
activity related to common Web based applications.

Note: For details of the Application Control feature in SWG, see the SWG Application Control User Brief
and other SWG documents.

+ Category: Features data for sites in each filter category accessed by end users.

+ Content Type: Includes end user Internet access of objects utilizing an excessive amount of network
bandwidth.
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* Rule (SWG only): Includes each instance in which an end user triggered a threshold in an SWG Secu-
rity Policy.

* Spyware: Provides information for each instance in which an end user accessed content containing
spyware.

» Violation: Provides information on each instance in which an end user breached a security policy.

¢ Virus: Includes details for each instance of a blocked virus detected from end user Internet/network
activity.

@ Note: The Report Wizard feature for drill down reports is discussed in detail in Section 4.4.

Once you have generated a drill down report view, you can customize your view, save the view, export the
view, and/or schedule the report to run at a designated time.

section in order to become familiar with available views, and the tools and components used to create
summary drill down reports and detail drill down reports customized to your specifications.

@ Note: Before you begin generating report views for these reports, we recommend that you review this
4.3.1 Generate a Drill Down Report
To generate a drill down report:

1. Choose one of the following report types from the Reports | Drill Down menu for the summary drill
down report you wish to view (depending on logging device): Application Control, Category, Content
Type, Rule, Spyware, Violation, Virus. A report for yesterday’s data will be generated.

generated, if no records are available an alert box opens with a message informing you that no records

@ Note: As the report is generating, the processing message displays. After the report has finished being
were returned.

2. Once the generated summary drill down report has loaded in the panel, use the tools in the panel to
create the desired drill down view. To change the date range and other options, click Report Wizard at
the bottom left of the panel.

Bandwidth (SWG only), Time Count, Blocked Count, or Total Count column corresponding to a specific

@ Note: A detail drill down report view is generated by clicking a link in the Blocked Count, Passed Count,
record displayed in the current summary drill down report view.

3. The drill down view can be exported, saved, modified and re-run, and/or scheduled to run at a
specified time.

4.3.2 Summary Drill Down Report View
Summary drill down report views provide a snapshot of end user activity for a specified report type and
defined date of activity recorded by the SR.

For each report type, the report type name in the breadcrumb navigation section—beneath the navigation
toolbar—includes a drop-down menu for accessing the other reports available from the Drill Down menu.
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The following information displays at the top of the report view: date (using the month name DD, YYYY
format), and Blocked Count and Passed Count key.

Beneath this row, a bar chart depicts the first six sets of records for the current report type.

Note: Hovering over a bar in the chart displays the name of the record along with the total count used in
that record.

Beneath the bar chart is a table containing rows of records. Columns of statistics display for each record.

The bottom portion of the report view panel includes tools for viewing another page of records (if
applicable), or accessing the Report Wizard to download, email, save, or re-run the report.

| cate gory Category

June s, 2016 I eroskeo Count [ Passed Count
5000

5,000
4,000

3,000

2000
- .. . -m ” ..’
o
. Matware General Business

Banner Advertizements Software / Hardware Search Engines /Web Cat. tows | Magazines.

Category, P Count User Count Site Count [Blocked Count ¥ Passed Count Total Count
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Software | Hardware:
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Result Limit 50 records | Gotopage: |1 of 1 totalpages

=

Tip: To refresh the current report view, select the same report name from the report type menu in the
breadcrumb navigation bar.

4.3.2.1 Summary Report View Tools and Tips

4.3.2.1.1 Report type menu

The report type menu lets you choose a summary drill down report to view: Application Control, Category,
Content Type, Rule, Spyware, Violation, Virus.

4.3.2.1.2 Summary Drill Down Report Wizard
Click Report Wizard to access the Report Wizard for the current report type (see Section 4.4.1).

4.3.2.1.3 Report view option icons

Click the following report view icon to change the report view display:

- WL ciick this icon to display only the top six sets of bars:
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Security Reporter P Trustwave:
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4.3.2.1.4 Count columns and links

Count columns display after the column containing the record name. Clicking a specific link in a record’s
Count column gives more in-depth analysis on a given record displayed in the current view. Clicking a link
in the Blocked Count, Passed Count, Bandwidth (SWG only), Time Count, Blocked Count, or Total Count
column generates a detail drill down report view.

e Channel name: The column heading displays the channel name or type of report (such as Category
or Virus). The data for each item is the item name recorded (such as a content category or virus
name).

* IP Count: Displays the number of user IPs pertinent to the record in the report.
* User Count: Displays the number of usernames pertinent to the record in the report.

« Site Count: Displays the number of sites accessed by users for the pertinent record in the report. This
figure is based on the root name of the site. For example, if a user visits www.espn.com,
www.msn.com, and www.fox-sports.com, that user will have visited three pages. If that same user
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additionally visits www.espn.com/scores, the total number of sites visited would still count as three—
and not as four—because the latter page is on the original ESPN site that was already counted.

Blocked Count: Displays the number of blocked pages and/or objects for each record in the table.

By clicking a link in this column for a specific record, the detail report view displays blocked records in
red text, and includes hyperlinks to blocked pages/objects.

one site, but visit 20 pages on that site.

@ Note: The number of blocked pages in a record is the total number of pages visited. A user may visit only

If a user visits a page with pop-up ads, these items would add to the page count. If a page has banner ads
that link to other pages, these items also would factor into the page count. In categories that use a lot of
pop-up ads—porn, gambling, and other related sites—the page count usually exceeds the number of
objects per page.

The number of blocked objects in a record is the number of objects on a Web page. All images, graphics,
multimedia items, and text items count as objects. The number of objects on a page is generally higher
than the number of pages a user visits.

However, if an advertisement or banner ad (an object on the page) is actually a page from another site,
this item would not be classified as an object but as a page, since it comes from a different server.

Passed Count: Displays the number of passed pages and/or objects for each record in the table.

By clicking a link in this column for a specific record, the detail report view displays passed records and
includes hyperlinks to passed pages/objects.

Total Count: Displays the sum of blocked and passed column counts for each record in the table.

By clicking a link in this column for a specific record, the detail report view displays blocked records in
red text—and passed records in black text—for all objects pertinent to that selection, including hyper-
links to pages/objects.

4.3.2.1.5 Bandwidth and Time Count columns

In a summary drill down report view, the Bandwidth and Time Count columns provide additional information
about a record.

Bandwidth (SWG only): This column displays the amount of bandwidth in GB or MB used for each
record.

Time Count (h:mm:ss): For the Category report type, this column displays the amount of time a user
spent at a given site. Each page detected by a user’s machine adds to the count. If a browser window
is opened to a certain page and left there for an extended time period, and that page is refreshed by
either the user or a banner ad, the counter starts again and continues as long as Web activity is
detected. If that Web page contains an active banner ad that refreshes the page every 10 to 30 sec-
onds, a user could show an incredibly high page count and many minutes, even though only one page
was opened by that user.

4.3.2.1.6 Column sorting tips

To sort summary report view records in ascending/descending order by a specified column, click that
column’s header. Click the same column header again to sort records for that column in the reverse order.

Click another column header to sort records by that specified column.
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4.3.2.1.7 Other navigation tips
See Section 4.3.4 for information about navigating the current report view using breadcrumb trails and the
Go to page ‘X’ of ‘x’ total pages field.

4.3.3 Detail Drill Down Report View

Detail drill down report views provide information on pages or objects accessed by end users within a
specific time period. The report view is horizontally organized into a similar format as the summary drill
down report view. The example below is a report on SWG activity:

 Security Reporter P Trustwave®

Category Category (1) Detail

Augusts, 2013

Date. acategory 3 User Action Policy URL
8i6/201312:02:43 A Banner Advertisements 10.130.0.108 MUacquelyn Ready  Hone Load test medium poli... htpi/iads sddunamix
81612013 12:03:02 AM  Banner Advertisements 10.1301.163 MEB\Zane Tollemache  None Load test medium poli... hitpiia websponsors
/612013 12:03:07 AM  Banner Advertisements 10.130.0.9 M88iDeana Coleman  None Load test medium poli... hitp:/icounters honest.
84612013 12:05:05 AM  Banner Advertisements 10.130.1.151 MESAngeline Southers None Load test medium pol... hitpiic? zedo com/ad
81612013 12:0526 A Banner Advertisements 10.130.0.73 MBBIDebbie Boon Block Load test medium poli... hito-/inetwork realme.
84612013 12:05:57 A Banner Advertisements 10.130.0.21 MES\Cathie Bloxham  None Load test medium poli... htpiiadserver yahoo.
180672013 12:06:10 AM  Banner Advertisements 10.130.1.100 MeSUodie Victorson  None Load test medium poli... hitp:iimages trafiomp.
/612013 12:08:47 AM  Banner Advertisements 10.130.0.135 Me8iGaylon Baldwin  None Load test medium poli. . hitp:/lsunch adserver
/612013 12:06:27 A Banner Advertisements 10.130.1.76 r tone Load test medium poli... hitp:intip edae rus.co

8/6/2013 12:06:34 AM  Banner Advertisements 10.130.1.240 Block Load test medium poli. /ipagead? codle..

80612013 12:06:51 A Banner Advertisements 10.130.1.81 M3ETab Benjaminson  Hone. Load test medium poli... hitpiiads adsaq com!
84612013 12:07:38 A Banner Advertisements 10.130.1.58 MEBLeremy Honeysett None Load test medium pol... hitpiiad traficmp. som

81612013 12:07:53 A Banner Advertisements 10.130.0.158 M8GHiram Tyson Block
84612013 12:08:18 A Banner Advertisements 10.130.0.184 MESDanctie Adeiman  None
81612013 12:08:52 AM  Banner Advertisements 10.130.0.161 MBGLJanel| Carter Block
81612013 12:09:27 AW Banner Advertisements 10.130.0.235 MBERandall Scott Block
8i612013.12:10:31 AM  Banner Advertisements 10.130.1.22 M\ Terrence Garrod  Hone
81612013 42:40:46 AM
21612013 12:11:08 AR
862013 12:12:37 A
81612013 12:13:31 A i 10.130.1.55
81612013 12:13:56 AN ents 10.430.1.192

80872013 12:14:58 AM 104304443

8162013 12:15:18 AW nts 10.430.1.207

81672013 12:16:32 AM__ Banner Advertisements 10.130.1.222

Block Load test medium poli.

| Reportwizard

As in the summary drill down report view, the top portion of the detail drill down report view includes the
breadcrumb navigation section with menu for all report types. The date displays below.

4.3.3.1 Detail report columns

Detail reports include the following columns by default: Date, Channel or report type name, IP, User,
Action, Policy, URL. A record displayed in red text indicates a blocked URL request. Other columns,
including a Blocked column (True or False), are available for selection in the Report Wizard Grouping and
Visibility tab.

» Date: Displays the date of the record using the M/D/YYYY HH:MM:SS AM/PM format.

e Channel name: The column heading displays the channel name or type of report (such as Category
or Virus). The data for each item is the item name recorded (such as a content category or virus
name).

* IP: Displays the IP address of the end user for the request.

* User: Displays the username of the end user for the request. The entry in this column might include
the user IP address, or the path and username (e.g. “logo\admin\jsmith”).

» Action: Displays the action (if any) taken by the logging device.

If the data to be reported on comes from an SWG, many actions could be reported, including Block,
Bypass Scanning, Allow content and scan containers, Unknown, None.
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If the data to be reported on comes from a Web Filter, actions and additional details could be shown.
The filtering method could be one of the following: Search KW (Search Keyword), URL KW (URL Key-
word), URL, Wildcard (URL wildcard), Strict HTTPS, Moderate HTTPS, X-Strike, Pattern, File Type.
The additional details would include the URL or keyword for the filtering method applied. For example:
Wildcard:HTTPS://*.google.com

* Policy (SWG only): This column displays the name of the policy used by the SWG for this request.

* URL: Displays the link for the page/object for the end user’s request.

4.3.3.2 Detail Report View Tools and Tips

4.3.3.2.1 Column sorting tips

To sort detail report view records in ascending/descending order by a specified column, click that column’s
header.

Click the same column header again to sort records for that column in the reverse order.

Click another column header to sort records by that specified column.

4.3.3.2.2 URL viewing tip

Click the URL for a specified record to view the page or object currently indexed in the SR’s memory.

Caution: Visiting a URL can present a security risk if the content of the visited page is malicious. Use
caution, particularly when viewing URLs that were blocked for security reasons.

4.3.3.2.3 Truncated data viewing tip

To view the entire text that displays truncated in a detail report view column, you can adjust the width of the
columns by dragging the column separators. You can also hover over the column to view the entire string
of data in the column for a given record:

Search St...

4.3.4 Report View Navigation and Usage

Understanding how to use report view tools is paramount to generating a report containing relevant
content, since the usage of these tools determines the results of your query.

As you will learn from the rest of this section, report view tools along with report view components help you
create the desired report view. This report view can then be exported, saved, and/or scheduled to run at a
specified time.
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4.3.4.1 Report view breadcrumb trail links

When generating a report view and modifying that report view to create another report view, a trail of
breadcrumb links remain in the row beneath the navigation toolbar. Clicking a specified level in the trail link
returns you to that prior report view.

4.3.4.2 Page navigation

If the report has multiple pages of content, you can step through pages using the controls at the bottom
right of the panel.

*  For summary reports, a Go to page control displays.

*  For detail reports, Previous and Next buttons display.

4.4 Customize and Maintain Reports

The following report topics from the Reports menu of the Report Manager are described in this section:
Report Wizard, Saved Reports, and Report Schedule.

4.4.1 Report Wizard
The Report Wizard lets you generate a customized drill down report, querying the database for hits, pages,
or objects viewed by end users.

In the navigation toolbar, hover over the Reports menu link and navigate to Drill Down | Report Wizard to
display the Drill Down Report Wizard panel (the Category report type is selected by default):

Security Reporter P& Trustwave:

Gategory

General Grouping & Visibility Filters.

Name & Description Date Scope

(+) | Yesterday v

W Trustwave

defined in the

Options

g type included in the report content ve
Category. selected from each pair.

Include:
[V] Blocked [] Passed | [ (V] Page [V] Object V] X-Ray [V] Non X-Ray
V] Keniified Ps [V] Unidentified Ps | [ [V] Dynamicaly Categorized [v] Not Dynamically Categorized

Exportformat: | csv | v

bl

4.4.1.1 Basic screen elements

As with the Drill Down report panels, the Report Wizard includes a drop-down menu in the breadcrumb
navigation bar that opens when you hover over the report type name. This menu lets you choose from any
of the other report types (Application Control, Category, Content Type, Rule, Spyware, Violation, Virus) and
upon selecting a report type, the wizard for that report type displays.

Beneath the report type name are the following tabs:
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* General: lets you specify the Date Scope, included content options, Export Format, and report Name
& Description. Also summarizes grouping and filtering selections made in the other two tabs.

* Grouping & Visibility: lets you specify whether the report will be a summary or detail report, set one
or more levels of grouping, choose how content will be grouped and sorted at each level, choose the
number of records to return, and choose which columns will display.

* Filters: lets you limit the report to specific data, or data matching wildcards, for one or more filter
types.
The following buttons are included at the bottom of the screen for all tabs:

*  Back: returns you to the report view from which you accessed the Report Wizard (this button does not
display if the Report Wizard was accessed from the main menu)

+ Download: generates and downloads the report in the Export Format specified in the General tab

« Email: opens the Email Report page to allow you to enter options required to generate and send the
report to specified email addresses

» Save: saves the currently selected report options from all tabs to Saved reports
* Run: generates a report to the screen using the selected options from all tabs. This option is available

only for a report with a single level of grouping

4.4.1.2 Build the report
1. In the General tab:
a. Enter a report Name and optional Description (this information is only used if the report is saved).

b. Optionally limit the report by unchecking a selection from one or more pairs of Options if you do
not wish to include that content in the report. You cannot uncheck both options of a pair. Options
include:

» Blocked/Passed: whether the request was blocked, or allowed
» Page/Object: whether the request was for a page or another type of content

»  X-Ray/Non X-Ray (SWG only): whether the action was applied to the request, or is only shown
as a “what-if” (X-Ray)

» ldentified IPs/Unidentified IPs: whether the source IP was identified with a specific username

* Dynamically Categorized/Not Dynamically Categorized (SWG only): whether the result was
categorized dynamically by TextCensor.

c. Select an Export Format used for download or email. Available selections are CSV (default), PDF,
HTML, or XLS.

Tip: CSV format minimizes the resources needed to generate the report. XLS is the least efficient format.
For more details see Trustwave Knowledge Base article Q16151.
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d. Specify the Date Scope. You can choose a pre-defined selection (Today, Yesterday, Current
Week, Current Month, Current Year, Last Week, Last Weekend, Last Month), or enter a specific
date range using the calendar pop-up boxes in the From and To fields. You can enter a specific
time range if a single-level detail report is set in the Grouping & Visibility tab. The date scope will
be set from the range you specified on the report from which you opened the wizard. For a new
report the date scope is set to “Yesterday”.
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2. In the Grouping & Visibility tab:

a. By default one grouping row displays. You can modify grouping and sorting by selecting another
Group By and/or Sort By option. You can specify the Show Records quantity (All or Limit ‘X’
records).

Tip: Group By menu selections include Category Group and User Group, so you can report on
customized category or user groups.

b. At the end of the first row, indicate whether this report will be a single level detail only report by
clicking the report icon. Choose to create a multi-level report by clicking the ‘+ icon.
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Grouping and Sorting icons:

-
@J This icon indicates the report level will be sorted in ascending order. Click this icon to sort
the report level in descending order.

i
@J This icon indicates the report level will be sorted in descending order. Click this icon to
sort the report level in ascending order.

[iJ Click this icon to add a group/sort level to the report.
tJ Click this icon to remove the group/sort level from the report.
Click this icon to make this report a detail report.

Click this icon to make this report a summary report.

Note:
@ * You can create a summary only report, a summary report with detail, or a detail only report.

The report icon at the end of the row toggles the report selection between a summary and a detail
report.

A summary report with detail is created by clicking the detail report icon after all report levels have been
added.

When you specify a detail report, the report icon toggles to the detail report icon, the Group By field in
the current row displays “Detail” and becomes greyed-out, and the Column Visibility selections change
to accommodate detail report columns. Detail columns generally present information about individual
items. No additional rows can be added below a detail row.

When you specify a summary report, the report icon toggles to the summary report icon, the Group By
field in the current row displays the default selection, and the Column Visibility selections change to
accommodate summary report columns. Summary columns generally present counts of items.
Additional rows can be added.

When you create a summary report with detail or a detail only report, the Search String option on the
Filters tab is activated.

When you create a detail only report, the time range fields in the Date Scope of the General tab are
activated.

c. The Column Visibility list box shows all available column selections for the report. To modify the
report output:

Click the corresponding ‘eye’ icon to the right of a column name to make a column visible
(open eye) or invisible (closed eye).

Click a column name to highlight it and then click the up/down arrow, or drag the column
name, to reposition the column. The order from top to bottom indicates order from left to right
on the report.

Column Visibility icons:
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. @J This icon indicates the column will be included in the report. Click this icon to exclude the
column from the report.

. EJ This icon indicates the column will not be included in the report. Click this icon to include
the column in the report.

Note: No matter where the column name is positioned in this list, only columns with the ‘open eye’ icon
will be included in the report output.

3. Inthe Filters tab:

g Tip: For more help and examples on the Filters tab, see the Learn More link from the text at the top of the
tab.

a. By default, the filter type corresponding to the current report type is selected in the tab row at the
top of the screen. Click any filter type tab to work with that filter type. You can filter on more than
one type.

b. In the search field, enter a search term. You can use the % character one or more times as a
wildcard (matching one or more characters).

@ Note: The search is case sensitive.

c. Choose search options using the radio buttons below the search field. The available options
depend on the filter type. Include/Exclude is always available (used to indicate whether you want
to find items that match, or do not match, the search terms). For details of other options see the
Learn More link.

d. Use the search text in one of two ways:
* Click Search to perform the query. Results appear in the Available Filters list box below. You

can add one or more filters from the list to Selected Filters.

+  Click the | 2] button to add the search text directly to Selected Filters. The text including any
wildcards will be evaluated each time the report is run.
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e. To add items from Available Filters to Selected Filters, select and drag the items, or click to select,
and then click the single right arrow |2 | to move the filter(s) to the Selected Filters list box. Use

the double right arrow [ 22 ] to move all items.

security Reporter  PA Trustwave®

Content Type +
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etk i

pe above, and then clich iteria in the Avail pane To

5 BJ |ssectoaraors:
G HTML Web Page.
G Windows Executable File

>
)
)|
<
Currently selected: 0 out of § ) Currently sslected: 0 out of 2. = )ET)
() oo (aEniie) it it

g Tip: To remove any filter from the Selected Filters list box, select the items and click the single left arrow

(or click the trash icon [C_fiJ at the bottom of the list). Use the double left arrow to remove all items.

4. You can include or exclude items matching a Selected Filter from the report.

* Toinclude items matching a Selected Filter, highlight it and then click the |©J at the bottom of the
list. The item icon shows the green + to indicate it is included.

» To exclude items matching a Selected Filter, highlight it and then click the |@) at the bottom of the
list. The item icon shows the red - to indicate it is excluded.

the group, +% (include all items) is added automatically. When you add an Included Selected Filter, +% is

g Tip: Each filter type must have at least one Included Selected Filter. If you remove all included filters from
removed automatically.

5. Click a button to perform the specified action: Download, Email, Save, or Run. (Run is available only
for a report with a single level of grouping.)

data each time the report is run. This function is useful for reports on use names, malware names, or any
data set that could include new members.

@ Note: Any Selected Filters items that include the wildcard character % will be evaluated for new matching
4.4.1.2.1 Download the report

Click Download to begin the process of exporting the report in the format specified by the Export Format
field on the General tab. When the report is finished being processed, it will be downloaded to your
workstation. The exported report can be printed and/or saved using the tools in the downloaded report file.

Reports Section
Copyright © 2016 Trustwave Holdings, Inc. All rights reserved. 104



Trustwave Security Reporter 3.5.0 Administrator Guide - December 20, 2016

4.4.1.2.2 Email the report

1. Click Email to open the Email Report panel, used for entering email criteria to send the report to the
designated recipient(s):

Securiy Reporter B Trustwave:

Category
Email Report
Recipients

Emaili | dota@twave.com Add

Delivery Mathod: (s) To: () Boo: () Ce:

Email |om Remove:

Message
Subject:

Body:

Delivery Options

(») Attachment () Link

(LBaek | sens |

2. Inthe Recipients section, the Email address for the user logged into the SR displays by default, and
the Delivery Method “To” is selected.

a. Atyour option, select a different Delivery Method (Bcc, Cc).
b. If desired, enter a different Email address.

c. Click Add to include the email address with the specified delivery method in the list box below.

g Tip: Click @ to remove the email address.

3. Inthe Message section:
a. Enter Subject information.
b. At your option, enter text in the Body area box.

4. By default, the Delivery Options section specifies an “Attachment” to the email message. If desired,
select “Link” to include only a hyperlink to the report.

5. Click Send to initiate the process for generating the report and return to the previous screen, or click
Back to return to the previous screen. The report will be emailed—in the Export Format specified in
the General tab of the Report Wizard—after it has been generated.

4.41.2.3 Save the report

After entering all report criteria, including the report Name in the General tab, click Save to save the current
report to the Saved Reports panel. The saved report is accessible via Reports | Saved and can be edited
or deleted at any time.
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4.41.2.4 Run the report

In a single level report, the option is available to click Run to display a Drill Down report view based on
your current settings. This report view can be modified by clicking Report Wizard and making edits to the
settings previously made.

If the report has multiple pages of content, you can step through pages using the controls at the bottom
right of the panel.

*  For summary reports, a Go to page control displays.

*  For detail reports, Previous and Next buttons display.

4.4.1.3 Exported Report Samples

The SR can generate hundreds of different types of reports based on the different criteria specified, in the
CSV, PDF, HTML, and XLS formats. The following are some typical types of reports generated and
exported in the PDF format.

report. PDF has higher presentation quality but consumes additional resources. XLS is the least efficient

g Tip: CSV is the default format because this format minimizes the resources needed to generate the
format. For more details see Trustwave Knowledge Base article Q16151.

4.4.1.3.1 Single level summary report
The single level summary drill down report includes the following information:

* Header: The product name and date; report type name; Group By, Sort By and sort order, and record
Limit

* Chart section: Top six sets of bar charts with a color-coded key

¢« Records section: Column headers, rows of records, Total amounts for each column, and Total Iltems
(records)

* Footer: Date and time, and time zone; Generated by username (if specified for inclusion in the report);
Page number and page range
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Violation

Group By: Violation | Sort By: Blocked Count, Descending | Limit: 50

% Trustwave:

Il siocked B Passed

60
50
40
30
20
m .
0

Default Profile - Sc...

HTML Repair

Vulnerability Anti.d...

November 21,2012 9:15:14 AM  Pacific Standard Time

Generated by: superman

Violation IP Count User Count Site Count Blocked Count  Passed Count Bandwidth Total Count
Default Profile - Script Behavior 10 10 15 64 363 MB 72
HTML Repair 10 10 19 82 742MB 82
Vulnerability Anti dote: Profile 8 8 7 24 415MB 24
Total 28 28 4 170 152 MB 178
Total ltems: 3

Page 1 of 1

4.4.1.3.2 Multiple-level summary report

A multiple-level summary drill down report includes the following information:

* Header: The product name and date; report type name; Group By, Sort By and sort order, and record
Limit for each report level

* Records section: Group By information for each report level, column headers, rows of records, Total
amounts for each column, and Total Items (records)

*  Footer: Date and time, and time zone; Generated by username (if specified for inclusion in the report);
Page number and page range

Security Reporter Noverber 1, 2012 %2 Trustwave*
Violation
Group By: Violation | Sort By: Blocked Count, Descending | Limit: 50
Group By: IP | Sort By: Blocked Count, Descending | Limit: 50
Violation : Default Profile - Script Behavior
P User Count Site Count Blocked Count Passed Count Bandwidth Total Count
192.168.45.1 1 9 2 8 31019 kB 10
1921684234 1 8 1 8 258.35kB 9
192.168.42.14 1 8 1 8 258.35 kB 9
1921684225 1 7 1 7 211648 8
192.168.42.30 1 [ 1 5 192.42kB 6
1921684228 1 [ 1 5 19242kB 6
192.168.42.27 1 [ 1 5 19242 kB 6
192.168.42.13 1 6 0 6 32181kB 6
192.168.45.2 1 6 0 6 321.81kB 6
1921684226 1 5 0 6 143M8 6
Total 10 [ B 64 363MB 72
Total ltems: 10
Violation : HTML Repair
P User Count Site Count Blocked Count Passed Count Bandwidth Total Count
192.168.42.34 1 B 0 B 258.07 kB 8
192.168.42.14 1 10 0 10 60262 kB 10
192.168.42.13 1 8 0 8 666.36 kB 8
1921684225 1 7 0 7 21136 kB 7
192.168.42.30 1 8 0 8 1023.3kB 8
192168452 1 8 0 8 666.36 kB 8
192.168.42.26 1 7 0 8 1.76 MB 8
1921684228 1 8 0 8 1023.3kB 8
November 21,2012 11:11:56 AM  Pacific Standard Time Generated by: superman Page 1 of 2
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Group By: Category | Sort By: Blocked Count, Descending | Limit: 50

Group By: IP | Sort By: Blocked Count, Descending | Limit: 50

Group By: User | Sort By: Blocked Count, Descending | Limit: 50

% Trustwave-
Category

Category : Pornography

P: 192.168.42.14

User Site Count Blocked Count Passed Count Time Count (h:mm:ss) Total Count
192.168.42.14 9 9 0 0:01:30 9
Total 9 9 0 0:01:30 9
Total ltems:

Category : Pornography

IP: 192.168.42.13

User Site Count Blocked Count Passed Count Time Count (h-mm:ss) Total Count
1921684213 9 9 0 0:01:30 9
Total 9 9 0 0:01:30 9
Total Items:

Category : Pornography

IP: 192.168.45.2

User Site Count Blocked Count Passed Count Time Count (h:mm:ss) Total Count

192.168.452

October 25, 2012

9

8:3254AM  Pacific Daylight Time

9

0

Generated by: superman

0:01:30

Page

9

1 of 143

4.4.1.3.3 Summary report with detail
A summary drill down report with detail includes the following information:

* Header: The product name and date; report type name; Group By, Sort By and sort order, and record

Limit for each summary report level; Detail report, Sort By and sort order, and record Limit for each

report level

* Records section: Group By information for each report level, column headers, rows of records with the
associated URL for each record, and Total Iltems (records) in each group. Blocked request records dis-
play in red text.

* Footer: Date and time, and time zone; Generated by username (if specified for inclusion in the report);
Page number and page range
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Security Reporter Mar 17, 2015 1200:00 AM - Mar 17, 2015 11:59:59 PM ') Trustwave‘

Category

Group By: Category | Sort By: Blocked Count, Descending | Limit: 50
Group By: IP | Sort By: Blocked Count, Descending | Limit: 50

Detail | Sort By: Date, Ascending | Limit: 1000

Category : Banner Advertisements

P: 10.130.0.214

Date Category P User Action Policy
317/201501291AM  Banner Advertisements  10.130.0.214 MB6\Eddy. Weaver Block Load test medium policy
http/ad doubleclick net/adiNI349 msn/B1394462 2:57=728x90;c0de=08279:0rd=658

317/2015014544 AM  Banner Advertisements 101300214 MB6\Eddy Weaver Block Load test medium policy
hitp://m?2 doubleclick net/560943/d 05 magnum 051104 300x250. = netclickh=v3

317/2015021650 AM  Banner Advertisements  10.130.0.214 MB6\Eddy Weaver None Load test medium policy
hitp://sel as-us falkag 1S7OM=07732748

3117/20150310:14 AM  Banner Advertisements  10.130.0 214 MB6\Eddy Weaver Block Load test medium policy
http//ad. Vfs-bis JDI )ig

317/2015042733AM  Banner Advertsements  10.130.0.214 MB6\Eddy Weaver Block Load lest medium policy

hilp //rad msn com/ADSAdClient31 diI?GetAd?PG=PROHO2?SC=D1?HM=04544b4 15d4b 105565 157434 14671700a4161511634520d5d525d59470c30530d606a?

LOC=1?TF= NEW?2ID=0006400080F 381722U¢

07PS=83157PI=44364?AP=1090

317/2015051059AM  Banner Advertisements  10.130.0 214 MB6\Eddy. Weaver Block Load test medium policy

http://ad doubleclick net/703245/e 468 070203noinitial, net/click h=v3

3117/2015081752 AM  Banner Advertisements  10.130.0.214 MB6\Eddy Weaver None Load test medium policy

http //c7 zedo com/ads2 151/063 js?5-08q;

317/2015085441 AM  Banner Advertisements  10.130.0.214 MBB\Eddy. Weaver Block Load test medium policy

hitp//ad darts7=167x112.0rd=8617813735823128

317/2015092634 AM  Banner Advertisements  10.130.0.214 MB6\Eddy Weaver Block Load test medium policy

hi msn com/Al G?HM=04544b41504b 1051555752434 14671700a4164511654520d5d525252470c50530d606a?

LOC=I?TF=adframe?ID: 1007PS=63077PI=443647AP=1447

3/17/201509:3942 AM  Banner Advertisements  10.130.0 214 MB6\Eddy Weaver Block Load test medium policy
fastclick netw/qet medi 450 58&d=j&t=n

3M7/2015112025AM  Banner Advertsements  10.130.0.214 MB6\Eddy Weaver Block Load test medium policy

hitp //ad doubledlick net/adi/N2998 TribalF usion/B1392802.abr—lie.sz=728x90,0rd-823078819

March 18, 2015 45512PM  Padific Daylight Time: Generated by: admin

4.4.1.3.4 Single level detail report

The single level detail drill down report includes the following information:

* Header: The product name and date; report type name; Detail report, Sort By and sort order, and

record Limit

« Records section: Column headers, rows of records with associated URL for each record, and Total

Page 1 of 946

Items (records). Blocked request records display in red text.

* Footer: Date and time, and time zone; Generated by username (if specified for inclusion in the report);

Page number and page range

Security Reporter Mar 17, 2015 12:

Detail | Sort By: Date, Ascending | Limit: 1000

015 11:59:59 PM

P2 Trustwave:

Date Rule P User Action Policy

3/17/2015 12.00.04 AM  Block Malicious Content  10.130.1.101 MBB\Anne Studwick Block Load test medium policy
(Malware Entrapment
Engine)

hitp: nbet himi2gs=s=12w=320

3/17/2015 12:00:12AM  Block Known Viruses. 10.130.0.62 Ma6\Sanford.Morrish Block Load test medium policy
(Kaspersky)

hitp:/iview atdmt.com/MSN/i 001728x90XWBCSLF0D1 Wi.728:hi 00/01

3/17/2015 12:00:19AM  Block Known Viruses 10.130.0.160 M86\Jonas. Holt Block Load test medium policy
(Kaspersky)

http://aroups msn D=nFgAAAJBE 4tDJXL7€OcTHECS:!

3/17/2015 12:00:38 AM  Block Access to High-Risk  10.130.0.120 MB86\Salvador.Davis Block Load test medium policy.

Site Categories (1BM)
hitp:/iabs gator.com/gbs/gbs dI?GBL

3/17/2015 12:00:39 AM  Allow Trusted Sites 10.130.0.185 MB6\Lourdes Barnes Bypass scanning Load test medium policy

http:/iwindowsupdate microsoft.com

3/17/2015 12:00:41 AM  Block Known Viruses 10.130.0.27 M86\Kathie Gabriels. Block Load test medium policy
(Kaspersky)

http:/art atwola 1/263715195/a0l?SNM=HIDBF &widith &target=_blank&TZ=300&CT=1

3/17/2015 12:00:44 AM  Block Known Viruses 10.130.0.150 M86\Olie_Stark Block Load test medium policy
(Kaspersky)

hitp://www models net/c pI?page=0; ~FP6

3/17/2015 12:00:49 AM  Block Known Viruses 10.130.0.90 M86\Maureen Arthurson  Block Load test medium policy
(Kaspersky)

hitp:/www. 7id=108

3/17/2015 12:00:59 AM  Block Known Viruses 10.130.1.57 MB6\Andre. Grey Block Load test medium policy
(Kaspersky)

http:/iwindowsmedia.com/redir/QueryTOC .asp riendly=trueg&loc: 0.0.4491&cd=F+96+314A+662F +B5F1+F685+13CBE+1772E

+1BAD3+1FE40+23ACC+290C8+2CD90+3215A+36CEF+3BIF5+3EESA

3/17/2015 12:01:18AM  Block Malicious Content  10.130.1.58 MB86\Les.Senior Block Load test medium policy
(Malware Entrapment

ngine)

http://ar.atwola.com/content/B0/0/H7pTL2Luf0 kw3xmlj8W1sns8a8RRNke8 SAqlzKBa609imULHVa8igFKiL 69KXDI6vXkifJS2kZDINzbCaq Cdieyss2g4zzPzaE2MiOo

March 18, 2015 5:05:38PM  Pacific Daylight Time Generated by: admin
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4.4.2 Use Saved Drill Down Reports
The Saved Reports option lets you view, edit, or copy data in a report, or download, email or delete a
report.

Navigate to Reports | Saved to display the Saved Reports panel:

Please select a report o editidelete/duplicate.

saved Reports

Reports

Hame 4 |Description Report Type Last Updated Format Author
Another Wanthly Category Saved reporton categories  Category

Category

View savedreports for: (a1 | v Ean) [upsiete ] (Loupteste ) (Lpowninss ) (LEman

For Group Administrators, this panel displays any reports created by the logged on administrator.

For Global Administrators, by default this panel displays reports created by the logged on administrator. A
Global Administrator can also view and work with reports created by other administrators.

include ONLY the groups available to the original creator. When a report is saved, the Author does not

@ Note: When a Global Administrator edits a report created by a Group Administrator, the available groups
change.

» To list reports created by others, use the menu at the bottom left of the screen. Choose a specific user
name, or choose “All” to view all saved reports.

@ Note: This menu only displays for Global Administrators.

For each report record listed in the table, the following information displays: report Name, Description (if
entered and saved for the report), Report Type (Application Control, Category, Content Type, Rule,
Spyware, Violation, Virus), Last Updated, Format (such as PDF, HTML, XLS, CSV), and Author.

To perform any action in this panel, select the report name from the list to activate the buttons at the bottom
right corner: Edit, Delete, Duplicate, Download, and Email.

Tip: On the Report Wizard panel discussed in this sub-section, click Back to return to the Saved Reports
panel without saving your edits or performing any other action.
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4.4.2.1 Edit a Saved Drill Down Report

1. With the drill down report name selected in the Saved Reports table, click Edit to display the Report
Wizard panel, populated with settings from the saved report:

e [ o Security Reporter B Trustwave®

nt Type »
General Grouping & Visibility Filters

[

Options

Group By: .
Cantent Type > IP > User » Site selected from sach pair.

Include:
[V] Blocked (] Passed | [ V] page [¥] Obiect | [ [¥] X-Ray [ NonX-Ray ]
V] entifea Ps [ Unidentited s | [ (| Dynamically Categorized (] Not Dynaricaly Categorized

. Policy 1 ExportFormat: | ppF | v
. 1

| e
@ Note: Refer to the Report Wizard sub-section for more information on making entries in the fields in this
panel.

2. After making your edits in the tabs in the Report Wizard, click Save.

4.4.2.2 Copy a Saved Drill Down Report

The copy feature is a great time saver, letting you work with pre-populated settings from a saved drill down
report.

1. With the report name selected in the Saved Reports table, click Duplicate to display the Report
Wizard panel, populated with settings from the saved report.

Note: The Name field displays the text “Copy of ‘X, in which ‘X’ represents the report name of the report
being copied. Edit this text if you wish to modify this report name.

2. After making your selections and entries in the panel, click Save to receive a confirmation specifying
the report was saved.

are available. When a duplicated report is first saved, the author of the copy is set to the administrator
performing this action.

g Tip: When a Global Administrator copies and edits a report that was created by another user, all groups
4.4.2.3 Download a Saved Drill Down Report

With the report name selected in the Saved Reports table, click Download to obtain an on demand copy of
the latest report in the Export Format (PDF, HTML, XLS, CSV) specified in the General tab of the Report
Wizard.
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4.4.2.4 Email a Drill Down Report

1. With the report name selected in the Saved Reports table, click Email to display the Email Report
panel of the Report Wizard:

= | Secuity Reporter M Trustwave:
Category *
Email Report
Recipients
Email: |tiones@logo.com Add
byt Q) T O @ o
EEEEE o pomone
n@logo.com
e
Message
Subject:
cersoseor
Body:
Delivery Options
(s) Attachment () Link
Tt

Note: Refer to the Report Wizard: Email the report sub-section for more information on making entries in
the fields in this panel.

2. Specify criteria for emailing the report, and then click Send to email the report to the designated email
address(es) after the report has been generated.

4.4.2.5 Delete a Drill Down Report
To remove the report from Saved Reports—and Report Schedule, if applicable—table(s):

1. With the report name selected in the Reports table, click Delete to open the Confirmation dialog box
with a message asking if you wish to delete the report, and notifying you that in doing so any
associated event schedule will also be deleted.

2. Click Yes to close the dialog box and delete the report.

the Report Schedule list. See Manage Drill Down Report Scheduling for more information about

@ Note: If a report is scheduled to run via the Report Schedule option, deleting the report removes it from
scheduled reports.

4.4.3 Manage Drill Down Report Scheduling
The Report Schedule option is used for maintaining a schedule for generating and distributing a
customized report.

Navigate to Reports | Report Schedule to display the Report Schedule panel:
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Security Reporter P Trustwave:

Report Schedule

Click on a schedule to edit.

schedue Hame 4 custom Reportfame Frequency ILast ran et Run [autnor

monthly Monthly Category Monthly 0810172013 8:00:00 A acmin

Monthly 05212012 115800 PN Groupt

View schedules for: | a1 | w

—
(R (o) (e,

For Group Administrators, this panel displays any schedules created by the logged on administrator.

For Global Administrators, by default this panel displays reports created by the logged on administrator. A
Global Administrator can also view and work with reports saved by other administrators.

Tip: To list schedules created by others, use the menu at the bottom left of the screen. Choose a specific
user name, or choose “All” to view all saved schedules.

This panel is comprised of a table of report schedule records with buttons at the bottom. The following
columns of information display for each record: Schedule Name, Custom Report Name, Frequency for
running the report, dates and times of the Last Run and Next Run (MM/DD/YYYY H:MM:SS AM/PM time
format), and Author.

Click the Refresh button to refresh the list of records, which de-selects any selected record.

4.4.3.1 Add a Drill Down Report Schedule
1. In the Report Schedule panel, click Add to display the Add Schedule panel:

s | e Securty Reporer P& Trustwave:

Add Schedule

Schedule Settings Recipients
sebie ane: s
)

Reportto Run: Delivery Wethod: (8) To: () Bec: () Co:

ReportHame Repert Type [rormat [ feman o remove |

Cinema report for today Category < poF dota@twave.com To
a) csv
Spyware ) PoF

Content Type ) PoF

|

|

|

|

|

|

| Message
Subject:

|

|

|

|

|
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1 Body:
fr!quenq': Start Tufnz: . Delivery Options
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2. Enter a Schedule Name for the report schedule.
3. Select the Report to Run from the list.

4. Select the Frequency from the pull-down menu (“Daily”, “Weekly”, “Monthly”, or “Once”) for running
the report.

If Daily, specify the Start Time for the report: 1 - 12 for the hour, 0 - 59 for the minutes, and AM or PM.

If Weekly, specify the Day of the Week from the pull-down menu (Sunday - Saturday), and the Start
Time (1 - 12 for the hour, 0 - 59 for the minutes, and AM or PM).

If Monthly, specify the date by either choosing the day of the month from the pull-down menu (1 - 31),
or clicking the Last Day check box.

If Once:

a. Specify the date by either accepting today’s date, or clicking the calendar icon to choose the date
from the calendar pop-up box to populate the field.

b. Select the Start Time for the report: 1 - 12 for the hour, 0 - 59 for the minutes, and AM or PM.

Note: The default Start Time is 8:00 AM. If you wish to run a report today and this time has already
passed, be sure to select a future time.

Tip: Click Cancel to return to the Report Schedule panel without saving your edits.

OO

5. Click Save to add the scheduled event to the Report Schedule.

4.4.3.2 Edit a Drill Down Report Schedule

1. To edit criteria for a report schedule, select the record from the list, and then click Edit to display the
Edit Schedule panel:

e e | T | Security Reporter PR Trustwave:
= S il =
Edit Schedule
Schedule Settings Recipients
G ot
il
o &
Message
oo
o
S reee e
weekly | v Sunday - H kﬁu lﬁm - ® Otk
o) (o
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This panel includes the Schedule Settings section to the left (Schedule Name field, selected schedule
record highlighted in the Report to Run table, and Frequency and Start Time information for running
the report), and email information sections to the right.

2. Edit any of the following criteria:
* Schedule Name
*  Frequency (Daily, Weekly, Monthly, Once) for scheduling the report to run:
* Daily: Choose the Start Time (hour, minute, AM/PM) for running the report
*  Weekly: Select the day of the week (Sunday - Saturday) and Start Time for running the report
*  Monthly: Choose the date (1 - 31), or click the Last Day check box

* Once: The date field is populated with today’s date (MM/DD/YYYY format) and includes the
calendar icon which, when clicked, opens the calendar pop-up box used for choosing a differ-
ent date. Also specify the Start Time for running the report.

g Tip: Click Cancel if you wish to return to the Report Schedule panel without saving your edits.

3. Click Save to display the updated criteria in the Report Schedule panel.

@ Note: When a Global Administrator edits a schedule created by a Group Administrator, the Author does
not change.

4.4.3.3 Delete a Drill Down Report Schedule

1. In the Report Schedule panel, select the report schedule record from the list and click the Delete; this
action opens a dialog box with a message asking if you wish to delete the schedule for running that
report.

2. Click Yes to close the dialog box and remove the scheduled event from the list.

Tip: Click Cancel to return to the Report Schedule panel without deleting the record from the list
of reports scheduled to run.

4.5 Specialized Reports

This section describes Executive Summary Reports, Blocked Request Reports, and Time Usage Reports.

4.5.1 Executive Summary

The Executive Summary option is used to set up daily, weekly, and/or monthly bar and line chart reports
that will be delivered by email to users you specify, showing activity in library category groups or user
groups of your choice.

In the navigation toolbar, hover over the Reports menu link and select Executive Summary to display the
Executive Summary panel:
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== =
Executive Summary

Reports

Report Detals.

Security Reporter

2 Trustwave’

Defiver repart in email as ...

| @ vrLLin

() Attschment includes URL Link)

Email Subject
(&) Exeastive Summery

Hide Unidentified IPs:

] Hice Urideniied Ps:

Email | baity | weekly | Monthly | Remave

This panel contains the Reports sub-panel listing saved report names, and the Report Details sub-panel
used for configuring reports.

4.5.1.1 View, Edit Report Settings

1. In the Reports sub-panel, select the report name to display report setting criteria in the Report Details
sub-panel.

[ S e e R Tustwae

Executive Summary

Report Details

Email Subject

All User Groups (®) Evecutive Summaty

Deliver report in email as .. 1%
|| @ R Hide Unidentified IPs:

() Attachment includes URL Link) ] Hide Unidentiied iPs:

%

eman Tosty_| wieoksy | Honthy | Remave

jamit@loge.com 0o = o 8

(==

The following information displays and can be viewed and edited: Report Name, Email Subject criteria,
Deliver report in email as... selection, Hide Unidentified IPs choice, Email Recipients list and report
delivery schedule, and Category Groups and/or User Groups selection(s).

2. Click Save to update any modifications made to these report settings.

4.5.1.2 Add a New Report

1. At the bottom of the Reports sub-panel, click New Report to clear the panel.

2. At the top of the Report Details sub-panel, enter the Report Name to be used.
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3. Inthe Deliver report in email as... section, by default the “URL Link” option is selected, indicating the
email will only include a URL link to the report.

To specify that both a URL link to the report and an attachment of the report will be included in the
email, choose the “Attachment (includes URL Link)” option.

4. In the Email Subject section, by default the “Executive Summary” option is selected, indicating the
subject line to be used in the email.

To create a custom subject line for the email, select the radio button to the left of the blank field below,
and make an entry in the text box for the subject line to be used in the email.

5. In the Hide Unidentified IPs section, by default the Hide Unidentified IPs check box is de-selected.
This indicates that activity on machines not assigned to specific users will be included in reports.

If you wish to exclude activity from machines not assigned to specific users, click in the check box to
enter a check mark.

of the report labeled “Users.” IP hit counts will be included for all other sections of the report, such as

@ Note: If you enable this feature, the generated report will only hide hit counts for IP addresses in sections
those labeled “Category”, etc.

6. In the Email Recipients accordion, specify the user(s) to receive the report and the frequency of
delivery.

a. Click in the empty field and type in the Email address.
b. Click Add to clear the field and to add the email address in the list box below.

c. By default, checkmarks populate the frequency check boxes: Daily, Weekly, Monthly. This
indicates reports will be emailed to the recipient at the specified intervals. To change these
settings, click the check box to remove the selection.

Follow the steps above to add additional recipients.

Tip: To remove a recipient from the list of users authorized to receive reports, click the ‘X’ in the Remove
column.
7. Click to open the Category Groups and/or User Groups accordion(s) and specify groups for inclusion
in the report:

* In the Category Groups accordion, select the category group(s) from the Available Trustwave Cat-
egory Groups and Custom Category Groups, and then click Add Category Group to move the
selection(s) to the Selected list box.

By default, the following categories are included in the Selected list box: Adult Content, Security,
and lllegal/Questionable.

on your keyboard. Blocks of category groups can be selected by clicking the first category group, and then

g Tip: Multiple category groups can be selected by clicking each category group while pressing the Ctrl key
pressing the Shift key on your keyboard while clicking the last category group.

To remove a category group from the Selected list box, select the category group and then click Remove
Category Group.
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* Inthe User Groups accordion, select the user group(s) from the Available User Groups, and then
click Add User Group to move the selection(s) to the Selected list box.

keyboard. Blocks of user groups can be selected by clicking the first user group, and then pressing the

g Tip: Multiple user groups can be selected by clicking each user group while pressing the Ctrl key on your
Shift key on your keyboard while clicking the last user group.

To remove a user group from the Selected list box, select the user group and then click Remove User
Group.

8. Click Save to save all settings made in this panel and to include the new report in the Reports list box.

4.5.1.3 Sample Executive Summary report

The recipient of the Executive Summary report receives an email containing a link to the report, and a .pdf
attachment of the report, if specified (if the size of the .pdf file is within the limits).

Links are available for the following time frame:
* Daily reports (14 days)
*  Weekly reports (30 days)

*  Monthly reports (90 days)
The header of the generated report includes the title and date range. The footer includes the page number
and page range.

The first page includes statistics for the following: Total Web Requests, Total Blocked Requests, Unique
IPs/Users.

Total Blocked Requests are given for the following library categories: Malicious Code/Virus,
Botnets/Malicious Code Command, Spyware, Bad Reputation Domains, Adult Content, Blended Threats,
Phishing, Web-based Proxies/Anonymizers, Hacking.

@ Note: Blended Threats is not currently used and displays “N/A.”

Bar charts for Top Security Risks (library categories), Top Categories, Top Blocked Users, and Top Users
show the top five categories/users and their corresponding total Requests.
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Security Reporter Dec 11,2016 - Dec 17, 2016 ']Trustwave”

Executive Summary Test

Total Web Requests 1,249,965 Total Blocked Requests: 447,663 Unique IPs/Users: 1113

Blocked Requests

Malicious Code/Virus: 1,652 Blended Threats: N/A
Botnets/Malicious Code Command: 1,472 Phishing: 1,524
Spyware: 2,062 Web-Based Proxies/Anonymizers: 2,020
Bad Reputation Domains: 2,048 Hacking: 2,053
Adult Content: 13,254

Top Security Categories Top Categories

39,870

5000 60000 70000 80000
Requests

Top Blocked Users Top Users
TWOderte Morikawa 1,040 TwiRobin scorace | I > *
wecgarcuicner | [ 5
J rwosir | [ ©
mwieosir | [ ° Twainsrissey | I 25+
rwiretugiaTorer | [ °2° wirwyia partiess | [ | 2598
N ) 245 7 750 w00 Fea0 mew 70
Requests equests
December 18,2016 9:31:00PM Pacific Standard Time Generated By: Admin Page 1 of 9

The second page includes a pie chart depicting Total Web Requests for Trustwave Category Groups. Each
category group in the chart is represented by a pie slice and shows the number of requests and overall
percentage for that pie slice.

Security Reporter Dec 11,2016 - Dec 17,2016 ']Trustwave”

Total Web Requests in Trustwave Category Groups
Total Web Reauests Bv Cateorv Groups.

Internet Productivity, 3.2%, 40,504 —_ _~—Adult Content, 2.9%, 36,990
News/Reports, 3.3%, 41,439 —_ g Security, 2.9%, 36,446

Internet/Intranet Misc., 3.5%, 44,273 Government/Law/Politics, 2.7%, 33,870
Health/Fitness, 2.6%,

lllegal/Questionabl b,
Malware, 2.4%, 30,858
Games, 2.3%, 28,842
Religion/Beliefs, 2.1%, 26,892
Community/Organizations, 1.7%, 21,123

Travel/Events, 3.5%, 44,689

Shopping, 4.1%, 52,105

Bandwidth, 4.2%, 52,650
Others, 4.3%, 53,961

Instant Messaging (IM), 5.2%, 66,054

Education, 5.5%, 69,728 Internet Communication, 11.8%, 149,206

Business/Investments, 5.8%, 73,038

Society/Lifestyles, 6.3%, 79,248 Entertainment, 10.2%, 128,329

Information Technology, 6.8%, 85,825

December 18, 2016 9:31:00 PM Pacific Standard Time Generated By: Admin Page 2 of 9

In Weekly and Monthly reports, the next page provides a line chart for Daily Web Requests by Category
Groups. Each category group in the chart is represented by a colored symbol that can be identified by the
key at the bottom of the page. The range of Requests is shown to the left of the chart, and the days
(M/D/YY) are shown beneath the chart.
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Security Reporter Dec 11,2016 - Dec 17, 2016

Total Web Requests in Trustwave Category Groups

Daily Web Requests By Category Groups
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December 18, 2016 9:31:00 PM Pacific Standard Time Generated By: Admin Page 3 of 9

The remainder of the report provides two pages of information about each Category Group that was

selected for inclusion in the report.

» The first page for each Group is a bar chart depicting Top Web Requests By Categories In Group. Up

to 15 affected library categories in the group are named in the Categories list to the left, and each

library category is represented in the chart by a bar and corresponding number of requests. The range

of Requests is shown beneath the chart.

Security Reporter Dec 11,2016 - Dec 17,2016 '] Trustwave ’
Web Requests in Trustwave Category Group: Adult Content
Top Web Reauests Bv Categories In Group
I Total
Pornography/Adult Co...
Explicit Art
R Rated
Obscene/Tasteless
Child Pornography
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
December 18, 2016 9:31:00 PM Pacific Standard Time Generated By: Admin Page
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* The second page for each group includes one or two items depending on the period covered.

Security Reporter Dec 11,2016 - Dec 17, 2016

Daily Web Requests By Categories in Group

P2 Trustwave’
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~+ RRated - Pomography/AdultContent  —=— Obscene/Tasteless Expiicit Art &~ Child Pomography
Top 10 Users In Trustwave Category Group: Adult Content
User Page Count 1P Count Site Count  Object Count  Category Count  Time Count Total Count
(h:mm:ss)
TW\Dona.Depuy 456 1 2 12 2 1:07:40 468
TWiHanh.Torbit 190 1 2 200 2 0:24:40 390
10.252.87.88 235 1 3 143 2 0:34:20 378
TWuJosefine.Plowman 361 1 2 0 2 0:52:50 361
TWSixta Baldock 358 1 2 0 1 0:55:30 358
TW\Von.Gertsema 161 1 3 7 3 0:25:00 332
TW\Tawnya. Tomlison 203 2 2 120 2 0:30:40 323
TW\Marlin Patricia 0 1 1 304 1 0:00:00 304
TWuJerold Zipfel 169 1 2 118 2 0:25:10 287
TW\Bo.Slot 130 3 3 148 2 0:221:00 218
Total 2263 13 2 1,216 19 5:36:50 3479
Total Items: 10
December 18,2016 9:31:00 PM Pacific Standard Time Generated By: Admin Page 5 of 9

*  Weekly and Monthly reports provide a line chart for Daily Web Requests by Categories in Group.
Each library category in the chart is represented by a colored symbol that can be identified by the

key below the chart. The range of Requests is shown to the left of the chart, and the days

(M/D/YY) are shown beneath the chart.

» All reports provide a table listing the Top 10 Users In Category Group for the period, along with

each user’s corresponding Page Count, IP Count, Site Count, Category Count, Time HH:MM:SS,

and Hit Count.

4.5.2 Blocked Request Reports

The Blocked Request Reports option provides information about blocked URLs that end users attempted

to access within a specified time period.

In the navigation toolbar, hover over the Reports menu link and select Blocked Request to display the

Blocked Request Reports panel:
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Criteria:

Blocked Request Reports Show All Records. Yesterday.

Security Reporter B Trustwave:

Salecta report fype and then specify the Date Scope. the , the longer i gen

(8) Show All Records () Show UserGroup () Show Specific User () Show SpecificlP () Top 20 Users by Blocked Requests
Date Scope: | Yesterday |'v) FromDae: 071202011 ToDate: 0712012011

/- Greaic Report

4.5.2.1 Generate a Blocked Request Report
To generate a Blocked Request Report:

1. In the Criteria sub-panel, specify the type of report to be generated by clicking the radio button
corresponding to that option, and—if necessary—making entries/selections in pertinent fields:

Show All Records: If you select this option, the Date Scope field displays “Yesterday” and yester-
day’s date.

Show User Group: If you select this option, select the user group from the User Group Selection
list box below. The Date Scope field displays “Yesterday” and yesterday’s date.

Show Specific User: If you select this option, enter the username—or a portion of the username
with the ‘%’ wildcard—in the Specific User sub-panel, and then click Preview Users to display
results in the list box below. Select the user, and then make a selection from the Date Scope field
to display the date range for that time period: Yesterday, Last Week, Last Month, Current Week,
Current Month.

Show Specific IP: If you select this option, enter the IP address—or a portion of the IP address
with the ‘%’ wildcard—in the Specific IP sub-panel, and then click Preview Users to display results
in the list box below. Select the user IP address, and then make a selection from the Date Scope
field to display the date range for that time period: Yesterday, Last Week, Last Month, Current
Week, Current Month.

Top 20 Users by Blocked Requests: If you select this option, make a selection from the Date
Scope field to display the date range for that time period: Yesterday, Last Week, Last Month, Cur-
rent Week, Current Month.

2. Click Create Report to generate the report view in the PDF format.
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As with other reports exported in the PDF format, this report can be saved and/or printed.

Note: If there is no data available—or if data is available for only a partial number of days within the date
@ scope range—a message displays indicating that no records are available.

If a new user group with existing usernames or IP addresses was added, data for that user group will not
be available for viewing on the current day. Data for the following viewing options are available according
to this schedule:

* Yesterday: available by the next day

» Current Week, Current Month: shows data up to the previous day
» Last Week: available by the next Sunday

» Last Month: available by the first of next month.

If a new user group with new users was added, by the next day only the “Yesterday” viewing option will
contain data available for viewing. All other viewing options will not be available until the full length of time
indicated by the viewing option has transpired.

4.5.2.2 View the Blocked Request Report

The header of the generated Blocked Request Report includes the date range, Report Type, and criteria
Details.

‘RESULTS FOR: the date’ displays above the NAME column header if the report criteria is other than “Top
20 Users by Blocked Requests”.

In the body of the report, rows of records display beneath the following column headers: end user NAME,
IP address (if the report criteria is other than “Top 20 Users by Blocked Requests”), and Blocked Count
quantity.

If the report was generated for any criteria other than “Top 20 Users by Blocked Requests”, the Total for
Day count displays beneath each section.

The footer of the report includes the Date and Time the report was generated, and Page number.

The Total Count for all blocked requests displays at the end of the report.

Reports Section
Copyright © 2016 Trustwave Holdings, Inc. All rights reserved. 123



Trustwave Security Reporter 3.5.0 Administrator Guide - December 20, 2016

Security Reporter Nov 01,2016 - Nov 30, 2016 ’] Tl'UStWﬁVGE
Blocked Request Report
User Blocked Count
TW\Berenice.Piliero 3272
TW\Bertie Kennamer 2936
TW\Dori Froebe 2,761
TW\Timothy Wawrzyniak 2522
TWiLieselotte Langgood 2,489
TW\Beatriz.Rezai 2472
TW\Cedric.Bucanan 2412
TW\Christia_Jerrell 2371
TW\Wendi.Pinkston 2,321
TW\Gricelda Kibel 2,294
TW\Janene Defoe 2,202
TW\Lynna Grotz 2,182
TW\Scott Riquelme 2,152
TW\Ezra Gamino 2,113
TW\Waldo Sealy 2,049
TW\Damaris_Sevcik 2038
TW\Hong Amauty 2018
TW\Tonie.Consentino 2,012
TW\Gerda.Streeter 1,988
TW\Addie.Pemberton 1,969
Total 46,573
Total Items: 20
December 18, 2016 11:53:10 AM Pacific Standard Time Generated By: Admin Page

4.5.3 Time Usage Reports

The Time Usage Reports summarize end user Internet usage activity for a specified time period, based on

the Time Usage algorithm. This algorithm calculates the amount of time an end user spent accessing a

given page or object, disregarding the number of seconds per hit, and counting each unique minute of Web
time as one minute. Using this algorithm, an end user could never have more than 24 hours of Web time

within a given 24-hour period.

In the navigation toolbar, hover over the Reports menu link and select Time Usage to display the Time

Usage Reports panel:

[ e e Tustvave

Time Usage Reports. Show All Records Yesterday

Criteria:

Seleot 3 report type and then specify the Date Scope. Note that the broader the usar selection, the langer the PDF report might take 1o gensrate

;\7’ (a) Show AllRecords () Show UserGroup () Show Specific User () Show SpecificP () Top 20 Users by Time Usage

Date Scope: | Yesterday v | FromDate: 071202011 ToDate: 071202011
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4.5.3.1 Generate a Time Usage Report
To generate a Time Usage report:

1. In the Criteria sub-panel, specify the type of report to be generated by clicking the radio button
corresponding to that option, and—if necessary—making entries/selections in pertinent fields:

« Show All Records: If you select this option, the Date Scope field displays “Yesterday” and yester-
day’s date.

*  Show User Group: If you select this option, select the user group from the User Group Selection
list box below. The Date Scope field displays “Yesterday” and yesterday’s date.

» Show Specific User: If you select this option, enter the username—or a portion of the username
with the ‘%’ wildcard—in the Specific User sub-panel, and then click Preview Users to display
results in the list box below. Select the user, and then make a selection from the Date Scope field
to display the date range for that time period: Yesterday, Last Week, Last Month, Current Week,
Current Month.

« Show Specific IP: If you select this option, enter the IP address—or a portion of the IP address
with the ‘%’ wildcard—in the Specific IP sub-panel, and then click Preview Users to display results
in the list box below. Select the user IP address, and then make a selection from the Date Scope
field to display the date range for that time period: Yesterday, Last Week, Last Month, Current
Week, Current Month.

* Top 20 Users by Time Usage: If you select this option, make a selection from the Date Scope
field to display the date range for that time period: Yesterday, Last Week, Last Month, Current
Week, Current Month.

2. Click Create Report to generate the report view in the PDF format.

As with other reports exported in the PDF format, this report can be saved and/or printed.

Note: If there is no data available (or if data is not available for all days in the date range you specified), a
@ message displays indicating that no records are available.

If a new user group with existing usernames or IP addresses was added, data for that user group will not
be available for viewing on the current day. Data for the following viewing options are available according
to this schedule:

* Yesterday: available by the next day

» Current Week, Current Month: includes data up to the previous day
» Last Week: available by the next Sunday

» Last Month: available by the first of next month.

If a new user group with new users was added, by the next day only the “Yesterday” viewing option will
contain data available for viewing. All other viewing options will not be available until the full length of time
indicated by the viewing option has transpired.

4.5.3.2 View the Time Usage Report
The header of the generated Time Usage report includes the date range, Report Type, and Details criteria.
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The body of the report includes the end user NAME, TIME USAGE time totals in days, hours, and minutes,

and any other relative criteria, such as username path or IP address.

The Total Records displays at the end of each section.

The footer of the report includes the Date and Time the report was generated, and Page number.

The Total Time for this Date Scope in days, hours, and minutes displays at the end of the report.

Security Reporter Dec 01,2016 - Dec 31, 2016 ’] Trus[wa\/e®
Time Usage Report
User Time Count (h:mm:ss)
TWBerenice.Piliero 18:14:00
TW\Bertie.Kennamer 14:55:00
TW\Cedric.Bucanan 14:05:00
TW\Dor.Froebe 13:46:00
TWATimothy Wawrzyniak 13:09:00
TWiLynna.Grotz 12:26:00
TW\Gricelda.Kibel 12:04:00
TW\Janene Defoe 11:49:00
TW\Beatriz Rezai 11:37:00
TWiLieselotte.Langgood 11:33:00
TW\Bo.Slot 11:28:00
TW\Ezra Gamino 10:57:00
TW\Robbin.Storage 10:53:00
TW\Tonie Consentino 10:43:00
TW\Edgar.Quittner 10:42:00
TW\Alan Brissey 10:31:00
TWiTanika Eibell 10:30:00
TW\Gerda.Streeter 10:28:00
TW\Corazon Wanland 10:24:00
TW\Scott.Riquelme 10:22:00
Total 240:36:00
Total tems: 20
December 18, 2016 11.57.44 AM Pacific Standard Time Generated By: Admin Page 2 of 2

4.5.3.3 Time Usage algorithm

For each end user included in the report, the number of seconds from the log is dropped, and each unique

minute within a given hour counts as one minute.

In the following example, the end user shows a total of seven minutes of Time Usage:

12:00:01lwww.trustwave.com
12:00:10www.abc.com
12:01:00www.trustwave.com
12:02:04www.whitepages.com
12:05:58www.yellowpages.com
12:05:58www.yellowpages.com/714.73sp
12:05:59%www.yellowpages.com/phone number.gif
12:07:03www.google.com
12:07:33www.yahoo.com
12:08:23www.news.com
12:08:30www.usatoday.com
12:08:5%www.usatoday.com/usa.gif
12:09:00www.usatoday.com/ca.gif
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12:09:01www.yahoo.com
12:09:02http://200.100.10.65:88
12:09:03www.abc.com

12:09:04www.nbc.com

The total for this end user is based on a nine-minute time span that includes 17 entries in the log, and
seven unique minute entries: 00, 01, 02, 05, 07, 08, and 09.
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Appendices

Appendix A: Disable Pop-up Blocking Software

An administrator with pop-up blocking software installed on his/her workstation should disable pop-up
blocking in order to best use the System Configuration console.

This appendix provides instructions on how to disable pop-up blocking software for current versions of the
supported browser types (Internet Explorer, Firefox, Chrome, and Safari) and the Google Toolbar.

A.1 Browser Pop-up Blockers

A1 Internet Explorer

1. Inthe Internet Explorer toolbar, navigate to Tools | Pop-up Blocker (or from the “gear” menu at top right
of the window, select Internet options | Privacy).

2. If you want to disable all pop-up blocking, be sure the Turn Off Pop-up Blocker selection is enabled, or
uncheck the box “Turn on Pop-up Blocker”.

3. If you want to block all pop-ups except those from URLs you choose to whitelist, enable Turn On Pop-
up Blocker and then navigate to Pop-up Blocker Settings, adding the SR's URL in the Allowed sites list
box.

A.1.2 Edge
1. From the menu (...) at the top right of the window, click Settings.
2. Click View advanced settings.

3. Inthe Advanced settings menu, click the Block pop-ups slider to disable all pop-up blocking

Note: If you want to use a whitelist to allow pop-ups from sites you specify, use Internet Explorer to
configure the settings. These settings will also apply in Edge.

A.1.3 Mozilla Firefox

1. In the Firefox menu bar (or menu at the top right of the window), navigate to Tools | Options | Content
tab.

2. Uncheck the “Block pop-up windows” check box, or click Exceptions... and then add the SR's URL in
the Allowed Sites - Pop-ups window.

A.1.4 Google Chrome
1. From the menu at the top right of the window, navigate to Settings | Show advanced settings.
2. Under Privacy, click Content settings and scroll to the Pop-ups section.

3. Choose either:
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* Allow all sites to show pop-ups
or

* Do not allow any site to show pop-ups (recommended) | Manage exceptions..., adding the SR's
URL to the Pop-up Exceptions box.

A.1.5 Safari

In the Safari toolbar, navigate to Preferences | Security, and de-select “Block pop-up windows” to disable
pop-up blocking.

A.2 Google Toolbar Pop-up Blocker

To add the SR site to the allowed list so that pop-ups will be permitted, while viewing the site go to the
Google Toolbar and click the Pop-up blocker button.

[ < 0 e 5-ac|mm

x Google|

Security Reporter B Trustwave®

Appendix B: RAID and Hardware Maintenance

This appendix is divided into three parts: Hardware Components, Server Interface, and Troubleshooting—
in the event of a failure in one of the drives, power supplies, or fans.

Note: As part of the ongoing maintenance procedure for your RAID server, Trustwave recommends that
Q you always have a spare drive and spare power supply on hand.

Contact the Trustwave Technical Assistance Center for replacement hard drives and power supplies.

at_http://www.ibm.com/systems/support/ .

@ Note: For help with troubleshooting models 505, 705 or 735, please visit IBM’s Systems Support Web site

Model 505 uses IBM System x3250 M3 hardware, so your query should specify IBM System x | System x3250 M3. IBM
System x3250 M3 Types 4251, 4252, and 4261 Installation and User's Guide contains instructions on viewing and
using LED indicators and buttons on SR model 505. As of July 2011, this document was made available at http://www-
947.ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5082564&brandind=5000008.

Models 705 and 735 use IBM System x3620 M3 hardware, so your query should specify IBM System x | System x3620
M3. IBM System x3620 M3 Type 7376 Installation and User's Guide contains instructions on viewing and using LED
indicators and buttons on SR models 705 and 735. As of July 2011, this document was made available at http://www-
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947.ibm.com/support/entry/portal/docdisplay?brand=5000008&Indocid=MIGR-5084233.

B.1 Part 1: Hardware Components

The chassis of each model consists of the following components:

300 Model 500 Models 700,730 Models
2 hard drives 4 hard drives 4 hard drives
1 power supply 1 power supply 2 power supplies
1 cooling fan 3 cooling fans 4 cooling fans

B.2 Part 2: Server Interface
B.2.1 Front Control Panel on a 300 model

The keypad on the front of the server is used for performing basic server functions.

* Boot up - Depress and hold the checkmark key for 3 seconds.

* Reboot - Depress and hold the checkmark key for 10 seconds.

(0)
» Shut down - Depress and hold the X’ key for 10 seconds.

B.2.2 Front control panels on 500, 700, and 730 models

Control panel buttons, icons, and LED indicators display on the right side of the 500, 700, and 730 model
front panel. The buttons let you perform a function on the unit, while an LED indicator corresponding to an
icon alerts you to the status of that feature on the unit.
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The buttons and LED indicators for the depicted icons function as follows:

UID (button) and U icon — On a 700 model, when the UID button is pressed, a steady blue LED
displays on both the front and rear of the chassis. These indicators are used for easy location of
the chassis in a large stack configuration. The LED remains on until the button is pressed a
second time.

Overheat/Fan Fail (icon) — This LED is unlit unless the chassis is overheated. A flashing red LED
indicates a fan failure. A steady red LED (on and not flashing) indicates an overheating condition,
which may be caused by cables obstructing the airflow in the system or the ambient room
temperature being too warm.

NIC2 (icon) — A flashing green LED indicates network activity on LAN2. On a 500 model, the LED
is a steady green with link connectivity, and unlit if there with no link connectivity.

NIC1 (icon) — A flashing green LED indicates network activity on LAN1. On a 500 model, the LED
is a steady green with link connectivity, and unlit if there with no link connectivity.

@ G B & O

HDD (icon) — In addition to displaying in the control panel, this icon also displays on the front
panel on each hard drive carrier. Hard drive activity is indicated by a flashing amber LED in the
control panel, and a flashing green LED on a drive carrier. An unlit LED on a drive carrier may
indicate a hard drive failure. (See Hard drive failure in the Troubleshooting sub-section for infor-
mation on detecting a hard drive failure and resolving this problem.)

v/

v,
AN

Power (icon) — The LED is unlit when the server is turned off. A steady green LED indicates
power is being supplied to the unit’'s power supplies. (See also Rear of chassis.) (See Power
supply failure in the Troubleshooting sub-section for information on detecting a power supply
failure and resolving this problem.)

®

Power (button) — When the power button is pressed, the main power to the server is turned on.
When the power button is pressed again, the main power to the server is removed but standby
power is still supplied to the server.

B.2.3 Re

ar panel on 700 and 730 models

Power Supplies (LED indicators) — The power supplies are located at the right on the rear of the chassis. An
LED indicator is located above each of the power plugs. (See Power supply failure in the Troubleshooting
sub-section for information on detecting a power supply failure and resolving this problem.)

UID (LED indicator) — On the rear of the 700 series chassis, to the right of the LAN ports, a steady blue UID
LED indicator displays when the UID button on the control panel is pressed. This LED remains lit until the
UID button is pressed again.

Powel
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B.3 Part 3: Troubleshooting

The text in this section explains how the server alerts the administrator to a failed component, and what to
do in the event of a failure.

B.3.1 Hard drive failure
B.3.1.1 Review the notification email

If a hard drive fails, a notification email is sent to the administrator of the server. This email identifies the
failed hard drive by its number. Upon receiving this alert, the administrator should verify the status of the
drives by first going to the Hardware Failure Detection screen in the System Configuration console.

drive should first be made in the System Configuration console before proceeding, as data on the server

Caution: Do not attempt to remove any of the drives from the unit at this time. Verification of the failed
“ will be lost in the event that the wrong drive is removed from the unit.

Verify the failed drive in the Admin console

The Hardware Failure Detection screen in the System Configuration console is accessible via the Server |
Hardware Failure Detection menu selection:

_ Security Reporter WA Trustwave-
[ Metworic x| Server o[ Databsse v @ Help Logout

i Hardware Failure Detection

RAID Array Status

HD 1: FAIL
HD 2: 0K

1. Identify the failed drive based on the
information provided on the GUI.

2_Replace the failed drive. Contact the
Trustwave Technical Assistance Center
for ordering replacement drives.

3. Click on the "Rebuild” button on the
GUL

4. Contact the Trustwave Technical
Assistance Center for returning failed
drives.

Rebuild
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Figure 9: Hardware Failure Detection window, 500, 700, 730 model
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Figure 10: Hardware Failure Detection screen, 505 IBM model
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“ 1. ldentify the failed drive based on the
information provided on the GUI.

Replace the failed drive. Contact the

Trustwave Technical Assistance Center
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. After replacing the drive, the rebuild
process will begin automatically.

. Contact the Trustwave Technical
Assistance Center for returning failed
drives.
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Figure 11: Hardware Failure Detection screen, 705 or 735 IBM model

security Reporter P Trustwave:®
(& Halp Logout
Hardware Failure Detection
RAID Array Status.
RAID Volumes Degraded Degraded Degraded
Physical Disks
- > > Al 0: Online SEAGATE ST31000424NS
HD 4} HD 4 HD A HD S popsowkozxel
| 0 0 e 1: Failed SEAGATE $T31000424NS
00059WKD3423
+ * + $ 2: Online SEAGATE ST31000424NS
00059WK04LBE
3 Wissing
4: Missing
5. Missing
6 Missing
7: Missing
Il ¢ 1. ldentify the failed drive based on the
4 J
& HE, Hik J information provided on the GUI.
Q' / 2 Replace the failed drive. Contact the
Trustwave Technical Assistance Center
o HD o J for ordering replacement drives.
a e 3. After replacing the drive, the rebuild
process will begin automatically.
4. Contact the Trustwave Technical
Assistance Center for retumning failed
drives.

B.3.1.2 Hard drive failure on Equus SR models 300, 500, 700, 730

For Equus models, the Hardware Failure Detection window displays the current RAID Array Status for all
hard drives (HD) at the right side of the window.

Normally, when all hard drives are functioning without failure, the text “OK” displays to the right of the hard
drive number, and no other text displays in the window.

However, if a hard drive has failed, the message “FAIL” displays to the right of the hard drive number.

Before taking any action in this window, replace the drive.

B.3.1.3 Hard drive failure on IBM SR model 505

For IBM SR model 505, the Hardware Failure Detection window displays the current RAID Array Status for
the hard drives (0 - 1) at the right side of the window.

Normally, when all hard drives are functioning without failure, the text “RAID Volumes Optimal” displays
above with an “Online” status corresponding to each hard drive.

However, if a hard drive has failed, the text “RAID Volumes Degraded” displays above with a “Fail” status
corresponding to the failed hard drive.

@ Note: A “Missing” status displays if a hard drive was removed from its carrier.

Before taking any action in this window, replace the drive.

B.3.1.4 Hard drive failure on IBM SR models 705, 735

For IBM SR models 705 and 735, the Hardware Failure Detection window displays the current RAID Array
Status for all the hard drives (0 - 7) at the right side of the window.
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Normally, when all hard drives are functioning without failure, the text “RAID Volumes Optimal” displays
above with an “Online” status corresponding to each hard drive.

However, if a hard drive has failed, the text “RAID Volumes Degraded” displays above with a “Fail” status
corresponding to the failed hard drive.

Note: A “Missing” status displays if a hard drive was either removed from its carrier or the hard drive bay
is unoccupied by default. For models 705 and 735, unoccupied default drives include drives 4 through 7.

Before taking any action in this window, replace the drive.

B.3.1.5 Replace the failed hard drive

After verifying the failed hard drive in the Administrator console, go to the server to replace the drive.

B.3.1.6 Drive replacement on Equus SR models 300, 500, 700, 730

On a 300 model, be sure the carrier is unlocked, then press the section on the carrier handle labeled PUSH
to release the carrier handle. On a 500, 700, or 730 model, press the red release button to release the
carrier handle.

Unlocked

LED 300/ 350 Model Hard Drive ..o
L 2o PUSH
@

®f PUSH

B
Icon
Carrier Locked drive

300 model hard drive carrier

LED
Carrier Release Button
500 model hard drive carrier
L— LED
Cartier Release Button

700 and 730 model hard drive carrier

Extend the carrier handle fully by pulling it out towards you. Pull out the failed drive and replace it with your
spare replacement drive. Push the drive into its slot, and press the carrier back in place.

Note: Contact the Trustwave Technical Assistance Center if you have any questions about replacing
a failed hard drive.
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After replacing the failed hard drive, proceed to section B.3.1.9.

B.3.1.7 Drive replacement on IBM SR model 505

For SR model 505, please consult IBM System x3250 M3 Types 4251, 4252, and 4261 Installation and
User's Guide for hard drive replacement instructions.

After replacing the failed hard drive, proceed to section B.3.1.9 .

B.3.1.8 Drive replacement on IBM SR models 705, 735

For SR models 705 and 735, please consult IBM System x3620 M3 Type 7376 Installation and User's Guide
for hard drive replacement instructions.

After replacing the failed hard drive, proceed to the next section.
B.3.1.9 Rebuild the hard drive on Equus SR models 300, 500, 700, 730
Drive rebuild on Equus SR models 300, 500, 700, 730

Once the failed hard drive has been replaced, return to the Hardware Failure Detection screen in the
System Configuration console, and click Rebuild to proceed with the rebuild process. When the rebuild
process begins, a message displays indicating the drive rebuild is in progress and Hardware Failure Detec-
tion functionality has been suspended. The RAID rebuild could take a couple of hours before it is
completed.

B.3.1.10 Rebuild the hard drive on IBM SR models 505, 705, 735

Once the failed hard drive has been replaced, return to the Hardware Failure Detection screen in the
System Configuration console that now displays an “Unconfigured” drive status for the replaced drive. Note
that it could take up to an hour before the drive rebuild process initializes, at which time a message will
display indicating the drive rebuild is in progress and Hardware Failure Detection functionality has been
suspended. The RAID rebuild could take a couple of hours before it is completed.

B.3.1.11 Contact the Trustwave Technical Assistance Center

Contact the Trustwave Technical Assistance Center to order a new replacement hard drive and for instruc-
tions on returning your failed hard drive to Trustwave.

B.3.2 Power supply failure
B.3.2.1 Verify the power supply has failed

The administrator of the server is alerted to a power supply failure on the 500, 700, and 730 chassis by an
audible alarm and an amber power supply LED—or an unlit LED—on the front of the chassis.

or loose power supply cord. Verify that the power supply cord is plugged in completely before removing a

@ Note: A steady amber power supply LED on a 500, 700, or 730 chassis also may indicate a disconnected
power supply.

For SR model 505, please consult IBM System x3250 M3 Types 4251, 4252, and 4261 Installation and
User's Guide for power supply replacement instructions.
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For SR models 705 and 735, please consult IBM System x3620 M3 Type 7376 Installation and User's Guide for power
supply replacement instructions.

B.3.2.2 Contact the Trustwave Technical Assistance Center

Contact the Trustwave Technical Assistance Center for assistance with installing the replacement power
supply, or to order a new replacement power supply, or for instructions on returning your failed power supply
to Trustwave.

If you have a 700 or 730 model and wish to replace this hot swappable power supply unit yourself, proceed
to the next section.

Caution: Be sure the correct failed power supply has been identified. Removing the wrong power supply
will cause the system to crash.

B.3.2.3 Unplug the power cord

To prevent electrical shock to yourself and damage to the unit, unplug the power cord from the failed 700
series power supply module.

B.3.2.4 Replace a failed hot swap power supply

Remove the failed 700 or 730 power supply by locating the red release tab and pushing it to the left (1), then
pulling the curved metal handle on the power supply module towards you (2).

2) Handle

1) Release tab

Note that an audible alarm sounds and the LED is unlit when the power supply module is disengaged.
Replace the failed power supply with your spare replacement power supply module. The alarm will turn off
and the LED will be a steady green when the replacement power supply module is securely locked in place.

B.3.3 Fan failure
B.3.3.1 Identify a fan failure

A flashing red LED on a 500, 700, or 730 model indicates a fan failure. If this displays on your unit, contact
the Trustwave Technical Assistance Center for an RMA (Return Merchandise Authorization) number and for
instructions on returning the unit to Trustwave.
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A steady red LED (on and not flashing) on a 500, 700, or 730 model indicates an overheating condition,
which may be caused by cables obstructing the airflow in the system or the ambient room temperature
being too warm. Check the routing of the cables and make sure all fans are present and operating normally.
The LED will remain steady as long as the overheating condition exists.

Appendix C: Evaluation Mode

By default, the SR is set to evaluation mode. Evaluation mode limits the available reports to the most recent
14 days of data. Data for earlier dates is stored but cannot be reported on. Evaluation mode is only available
for a limited time.

This appendix explains how to request an extension of evaluation, or to register the SR.

C.1 Report Manager Banner

In evaluation mode, the Report Manager banner displays ‘EVALUATION MODE’ beneath the Security
Reporter name/link.

Storage Usage: Activation:

* A succassful activation requires 3 log out
| 823.50 B (28 Days) = o

ic , click.

Hote: This SR i= curranty in the £\
for reporting, even f there s more.

Hostname: SRVM-50-1.qc.8e6.net
1P: 172.20501

Summarization Status: MAC Address: 000CZE3FOTE.

Augusts 2014 Server Activity:

Sune 15, 2014 B summarized Ml Detai Augusts, 2014 Froms @ T @

P\ pawenan
Report Manager Startup Time:
08/05/2014 4:11:28 PM

Hover over the ‘EVALUATION MODE’ link to display a definition of ‘Evaluation Mode’. Click this link to
launch the SR Server Information screen.

Note: The Server Information screen is available to all administrators through this link (the Administration
menu item is visible only to Global Administrators).

In Evaluation Mode, the Storage Usage section of the Server Information screen includes a note about the
data available for reporting.

C.2 Server Information Screen

For an SR unit currently in evaluation mode, the Server Information screen includes the Activation section,
as shown above. You have the option to either use the SR in the evaluation mode, or to change the evalu-
ation mode in one of two ways: by extending the evaluation period, or by registering the SR so that it can be
used in the registered mode.
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C.2.1 Change the Evaluation Mode

When the designated evaluation period has expired or is about to expire, you can request an extension to
your evaluation period, or register the unit and use it in the registered mode.

1.

In the Activation section of the sever information screen, you will find the Hostname of the Server, IP
address, and MAC Address (hardware address of the LAN1 network interface).

2. In the message “If you do not have an Activation Code, click here.”, click the link ‘here’ to open the

Product Activation page at the Trustwave Web site.

3. In this Web page:

a. Enter your following information: Contact Details, Company Information, and Security Reporter
Information.

b. Choose the Activation Type: “Evaluation Extension” or “Full Activation.”

4. Click Send Information. Trustwave will review the request and issue you an activation code (subject
to contractual considerations).

5. When you receive the code, return to the Activation Page and enter the activation code in the
Activation Code field.

6. Click Activate to display the confirmation message in the Activation Page pop-up box:

« If you have extended the evaluation period for the unit, the following message displays: “It is now
in evaluation mode (X’ days)!” where ‘X’ represents the number of days in the new evaluation
period.

« If you have registered the unit, the following message displays: “Your box has been activated!”
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Glossary

base group

A user group consisting of end users whose network activities are monitored by the designated group administrator(s).
Only the creator of the base group can modify the base group, delegate the base group to another group administrator,
or delete the base group.

canned report
A pre-processed report that includes statistics of end user Internet/network traffic prior to the current day.

custom category

A unique library category on the Web Filter that includes URLs, URL keywords, and/or search engine keywords to be
blocked. On the SR, global administrators can create and manage custom library categories and sync them to the
source Web Filter.

detail drill down report
One of two types of basic reports—the other report type being a “summary drill down report™—that provides
information on objects or pages an end user viewed within the specified time period.

FTP
File Transfer Protocol is used for transferring files from one computer to another on the Internet or an intranet.

global administrator

An authorized administrator of the network who maintains all aspects of the SR. A global administrator configures the
SR, sets up user groups, administrator groups and group administrators, and performs routine maintenance on the
server.

group administrator
An authorized administrator of the SR who maintains user group, administrator groups, and group administrator
profiles.

group by report type
A report that includes two or more sets of report type criteria, such as User/Sites or Category/IPs or
Category/Site/Users.

hit count
the number of pages and/or objects end users access as the result of entering URLs in a browser window.

HTTP
Hyper Text Transfer Protocol is used for transferring files via the World Wide Web or an intranet.

instant messaging
IM involves direct connections between workstations either locally or across the Internet.

library category
A list of URLs, URL keywords, and search engine keywords set up to be blocked.
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LDAP

One of two authentication method protocols that can be used with the SR. Lightweight Directory Access Protocol
(LDAP) is a directory service protocol based on entries (Distinguished Names). The other authentication method that
can be used with the SR is IP groups.

object count
The number of objects end users access on a Web page, including images, graphics, multimedia items, and text items.
The number of objects on a page is generally higher than the number of pages a user visits.

page count

The number of Web pages end users access, which can exceed the number of objects per page in categories that use
a lot of pop-up ads (porn, gambling, and other related sites). A user may visit only one site, but visit 20 pages on that
site if the page has pop-up ads or banner ads that link to other pages.

peer-to-peer
P2P involves communication between computing devices—desktops, servers, and other smart devices—that are
linked directly to each other.

protocol
A type of format for transmitting data between two devices. LDAP is a type of authentication method protocol.

search engine
A program that searches Web pages for specified keywords and returns a list of the pages or services where the
keywords were found.

SMTP
Simple Mail Transfer Protocol is used for transferring email messages between servers.

summary drill down report
One of two types of basic reports—the other report type being a “detail drill down report”—that provides a synopsis of
end user Internet activity for the specified time period.

synchronization
A process by which two or more machines run in parallel to each other. User filtering profiles and library configurations
on the source Web Filter can be set up to be synchronized between the source Web Filter and the SR.

TCP

An abbreviation for Transmission Control Protocol, one of the core protocols of the Internet protocol suite. Using TCP,
applications on networked hosts can create connections to one another, over which streams of data can be
exchanged.

time count
The amount of time end users spend on a given Web page, including the number of times that page is refreshed by
either the user or a banner ad.

Time Usage Report count
The amount of time end users spend on the Internet, based on the Time Usage algorithm. For each user, the number
of seconds from the log is dropped, and any unique minute within a given hour counts as one minute.
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Traveler
Trustwave’s executable program that downloads updates to the SR at a scheduled time.

UDP

An abbreviation for User Data Protocol, one of the core protocols of the Internet protocol suite. Using UDP, programs
on networked computers can send short messages (sometimes known as datagrams) to one another.

URL

An abbreviation for Uniform Resource Locator, the global address of Web pages and other resources on the Internet.
A URL is comprised of two parts. The first part of the address specifies which protocol to use (such as “http”). The
second part specifies the IP address or the domain name where the resource is located (such as “203.15.47.23” or
“trustwave.com”).

Web access logging device
The device feeding logs to the SR: Trustwave Web Filter or Trustwave Secure Web Gateway (SWG).
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About Trustwave®

Trustwave helps businesses fight cybercrime, protect data and reduce security risk. With cloud and managed security
services, integrated technologies and a team of security experts, ethical hackers and researchers, Trustwave enables
businesses to transform the way they manage their information security and compliance programs. More than three
million businesses are enrolled in the Trustwave TrustKeeper® cloud platform, through which Trustwave delivers
automated, efficient and cost-effective threat, vulnerability and compliance management. Trustwave is headquartered
in Chicago, with customers in 96 countries. For more information about Trustwave, visit https://www.trustwave.com.
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