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INTRODUCTORY SECTION R3000 ENTERPRISE FILTER

INTRODUCTORY SECTION

R3000 Enterprise Filter

8e6 Technologies’ R3000 Enterprise Filter offers an
enhanced solution for Internet filtering on a network, based
on the methodologies employed by the company’s R2000
Enterprise Edition and R2000 Authentication Module prod-
ucts. As with these applications, the R3000 tracks each
user’s online activity, and can be configured to block specific
Web sites or service ports, thereby protecting your organi-
zation against lost productivity, network bandwidth issues,
and possible legal problems that can result from the misuse
of Internet resources.

In addition to many of the basic features of the R2000 series
products, the R3000 provides expanded library categories,
instant message and peer-to-peer blocking, user authenti-
cation, and a newly-designed Graphical User Interface
(GUI) Administrator console with more intuitive screens and
fields for greater ease of use when configuring and main-
taining the server, as well as managing user and group
filtering profiles.

About this User Guide

The R3000 Enterprise Filter User Guide primarily addresses
the network administrator designated to configure and
manage the R3000 server on the network. This adminis-
trator is referred to as the “global administrator” throughout
this user guide. In part, this user guide also addresses
administrators who manage user groups on the network.
These administrators are referred to as “group administra-
tors” throughout this user guide. Additional information is
provided for administrators of networks that use the R3000
with 8e6’s Enterprise Reporter (ER) for both filtering and
reporting.
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See the R3000 Authentication User Guide at http:/
www.8e6.com/docs/r3000_auth2_ug.pdfforinformation
on authentication.

This user guide is organized into the following sections:

Introductory Section - This section is comprised of an
overview on filtering, Web access logging, instant
messaging and peer-to-peer blocking, and synchronizing
multiple R3000 units. This section also provides informa-
tion on how to use this user guide to help you configure
the R3000.

Global Administrator Section - This section includes
information for the global administrator—who has all
rights and permissions on the R3000 box—to create
group administrator accounts, and to configure the
R3000 for filtering the entire network.

Group Administrator Section - This section includes
information for administrators authorized by the global
administrator to manage profiles of designated groups
and their associated users on the R3000. Group admin-
istrators also have rights to access certain library cate-
gory functions.

Technical Support / Product Warranties Section -
This section contains information on technical support
and product warranties

Appendices - Appendix A includes formats and rules
used in the filtering profile file. Appendix B provides a list
of messages that display when 8e6’s executable
program “Traveler” is launched and attempts to down-
load updates to the R3000 server. Appendix C includes
information on creating a customized block page.
Appendix D provides tips on how to override pop-up
windows with pop-up blocker software installed.
Appendix E explains how to install, configure, and use
the 8e6 Mobile Client. Appendix F includes information
on configuring the R3000 to work with 8e6’s Enterprise

8e6 TecHNoLoaclEs, R3000 ENTERPRISE FILTER USER GuiDE



INTRODUCTORY SECTION HOW TO USE THIS USER GUIDE

Reporter (ER) application. Appendix G features a glos-
sary of technical terminology used in this user guide.

* Index - This section includes an index of subjects and
the first page numbers where they appear in this user
guide.

How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

& WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified

actions.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box x|
that Opens in response to @ Successfully saved Alert emails),

an entry you made in a

dialog box, window, or

screen. This box often et ppleliningo
contains a button (usually

labeled “OK”) for you to click in order to confirm or
execute a command.

button - an object in a dialog box, o0l |
window, or screen that can be clicked ohRly

with your mouse to execute a command.

checkbox - a small square in a dialo
box, window, or screen used for indi-g vl Profile
cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

dialog box - a box that x|
opens in response toa @ Are you sure you want to save the prafils?
command made in a
window or screen, and bt [ e

requires your input. You  avaéesietindow

must choose an option by

clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this
box, you also might need to make one or more entries or
selections prior to clicking a button.

flgld -anareaina dlalog POX,  ghort ame ]
window, or screen that either

accommodates your data
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entry, or displays pertinent information. A text box is a
type of field.

* frame - a boxed-in area in a dialog  Page Content
box, window, or screen that Wl Basic
includes a group of objects such as [ Fiterinfo
fields, text boxes, list boxes, [ Override Account
buttons, radio buttons, check-
boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

o grld -anareain Dale Filename Content Comment
Jul 22, 2003 lib1 tar.gz LIBRARY_OMLY backup old library
a frame that Jul 23, 2003 conflg tar.oz COMFIG_OMLY backup old configurations
Jul 22, 2003 |Eumﬂg1 targz COMFIG_ONLY testing
d isplays rows Jul 22,2003 [noth.tar.gz CONFIG_AND_LIBRARY |hackup library and configs

and columns of
data, as a result of various processes. This data can be
reorganized in the Administrator GUI, by changing the
order of the columns.

* list box - an area in a dialog box, Al Groups
. Cert Publishers =
window, or screen that accommo- DrsUgateProny
dates and/or displays entries of Domain Computers
amain Controllers

items that can be added or removed. |JmanGueste

Domain Users

Enterprise Admins

Group Policy Creator Owners

MTS Trusted Impersonatars |

* navigation panel - the panel that G
displays at the left of a screen. This ot ek ki
panel can contain links that can be warsengon

i Category Groups

clicked to open windows or dialog boxes
at the right of the screen. One or more
tree lists also can display in this panel.
When an item in the tree list is double-
clicked, the tree list opens to reveal
items that can be selected.
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pop-up box or pop-up PO .|
window - a box or window & = 233 awa sees g 9
that opens after you click @ |y —
button in a dialog box, e [ W
window, or screen. This box

or window may display g

) Uk Uy Kpced @ eeme

information, or may require
you to make one or more entries. Unlike a dialog box,
you do not need to choose between options.

pull-down menu - a field in a [Defautt ~]
dialog box, window, or screen

that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

radio button - a small, circular object
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

 on O Of

screen -a main [ ¢ maoontmtemprnerier alcin
object of an appli- 8eéreoce s
cation that N

displays across
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons.

E=5

¥ 3001010075 oo W30 Erterpena Fiker 1100059
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¢ sub-topic - a subset
of a main topic that
displays as a menu
item for the topic. The
menu of sub-topics
opens when a perti-

El-Category Groups

[+ Bandwicth

Library Details
URLs
URL Keyweards

Search Engine Keywords
T T

~ObaceneTastele:
~Pornography oy
R Rated

nent topic link in the left panel—the navigation panel—of
a screen is clicked. If a sub-topic is selected, the window
for that sub-topic displays in the right panel of the screen,
or a pop-up window or an alert box opens, as appro-

priate.

* text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of

field. (See “field”.)

¢ topic - a topic
displays as a

_Beémo\:u

7 ONGME  SYSTEM  GROUP  LIBRARY

=lcix

Enterprise Filtar

REPOATING  HELF QUIT

link in the left
panel—the
navigation
panel—of a
screen. By
clicking the link
for a topic, the
window for that
topic displays in
the right panel

BSYSTEM 1!; \h'uq

of the screen, or

P TS

a menu of sub-
topics opens.
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e tree - a tree displays in the naviga- &g
tion panel of a screen, and is o %G'm'm
comprised of a hierarchical list of '
items. An entity associated with a
branch of the tree is preceded by a
plus (+) sign when the branch is B o
collapsed. By double-clicking the é---gw .
item, a minus (-) sign replaces the = o
plus sign, and any entity within that -
branch of the tree displays. An item ke

in the tree is selected by clicking it.

* window - awindow ~ me
dlSpIayS on a SCreen, Lacal Filtering

Lieal Fitreing Fon O o

and can contain wacasasn con Eor
frames, fields, text S—— o s
boxes, list boxes,
buttons, checkboxes, "o o o o o

and radio buttons. A s e o
window for a topic OF s s
sub-topic displays in ~ “*™™
the right panel of the

screen. Other types

of windows include pop-up windows, login windows, or
ones from the system such as the Save As or Choose file

windows.
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Overview

The R3000’s Administrator console is used by the global
administrator—and group administrator, as required—to
configure the R3000 server to perform the following basic
functions:

e filter URLs (Web addresses) on the Internet

* log traffic on the Internet

and, if applicable for your organization:

* block instant messaging and peer-to-peer services

¢ authenticate users via the existing authentication system
on the network

[‘% NOTE: See the R3000 Authentication User Guide at http:/
www.8e6.com/docs/r3000_auth2_ug.pdf for information on
setting up and using authentication.

» synchronize multiple R3000 units so that all servers will
be updated with the same user profile and library config-
urations

To help you become familiar with the R3000 and how it func-
tions on the network, Chapter 1 of this section of the User
Guide provides an overview on filtering. Chapter 2 gives
insight into Web site access logging, and instant messaging
and peer-to-peer setup procedures. Chapter 3 features
information on synchronizing multiple R3000 units. Chapter
4 includes details on getting started, with log in and log out
procedures, and tips on navigating the Administrator
console.
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Environment Requirements

Workstation Requirements

Minimum system requirements for the administrator include
the following:

Windows 2000 or later operating system (not compatible
with Windows server 2003)

Internet Explorer (IE) 5.5 or later
JavaScript enabled
Java Virtual Machine

Java Plug-in (use the version specified for the R3000
software version)

NOTE: R3000 administrators must be set up with software instal-
lation privileges in order to install Java used for accessing the
interface.

Network Requirements

10

High speed connection from the R3000 server to the
client workstations

FTP or HTTPS connection to 8e6’s software update
server

Internet connectivity for downloading Java virtual
machine, if not already installed
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Chapter 1: Filtering Operations

Operational Modes

Based on the setup of your network, the R3000 can be
configured to use one of these operational modes for
filtering the network:

¢ invisible mode
e router mode

« firewall mode
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Invisible Mode

If the R3000 is set up in the invisible mode, the unit will filter
all connections on the Ethernet between client PCs and the
Internet, without stopping each IP packet on the same
Ethernet segment. The unit will only intercept a session if an
inappropriate request was submitted by a client. In this
scenario, the R3000 returns a message to the client and
server to deny the request, and a block page displays to
deny the client access to the site or service.

Figure 1:1-1 depicts the invisible mode that removes the
R3000 from any inclusion in the network connection path.

Internet

ATCP reset is sent to the web server

A
i
:
i 97 10 kil the session (request)

R3000 monitors request as it
passes through the hublswitch

e e R3000 matches the request
R3000 ‘against its database

Ifthe website requested

matches in the database,

a block page is sent to

the dlient and the session

with the web server is reset

Client PCs

Fig. 1:1-1 Pass-by filtering diagram
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When users (Client PCs) make Internet requests, the traffic
flows (1) through the network path without interruption. The
R3000 captures the request as the user’s request (2) leaves
the network. The R3000 then determines the action (3) to
either block or pass the request. If the R3000 determines to
block the user’s request, a block message (4) is sent to the
user plus a terminate message (4) is sent to the Internet
server.

An R3000 set up in the invisible mode can also work in the
router mode. Figure 1:1-2 illustrates an example of a
monitor mode setup, with the R3000 connected to the
managed switching hub. In this setup, the R3000 port is
configured with the port monitoring function enabled, so that
the R3000’s port mirrors the port connected to the router.

The menitering interface of the R3000 is
then plugged into the port that is configured
as the monitor port

Router

sl Hub/Switch

This is the port that
the gateway device
plugs into

Internally within the switch, all traffic
going to the gateway is duplicated to
another port on the switch

Fig. 1:1-2 Invisible mode diagram, with port monitoring

In the invisible mode, the R3000 performs as a standalone
server that can be connected to any network environment.
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Router Mode

If the R3000 is set up in the router mode, the unit will act as
an Ethernet router, filtering IP packets as they pass from
one card to another. While all original packets from client
PCs are allowed to pass, if the R3000 determines that a
request is inappropriate, a block page is returned to the
client to replace the actual requested Web page or service.

Since only outgoing packets need to be routed—and not
return packets—the R3000 only appears in the outgoing
path of the network.

Figure 1:1-3 illustrates an example of the router mode
setup, in which the R3000 is set up to act as the Internet
router.

Internet

: [ R te Location

Remote Location
Fig. 1:1-3 Router mode diagram
As previously mentioned, an R3000 set up in the router

mode can also work in the invisible mode. The router mode
setup also will work in the firewall mode.
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& WARNING: 8e6 recommends contacting one of our solutions
engineers if you need assistance with router mode setup proce-
dures.

Firewall Mode

The firewall mode is a modification of the router mode. With
the R3000 set up in this mode, the unit will filter all requests.
If the request is appropriate, the original packet will pass
unchanged. If the request is inappropriate, the original
packet will be blocked from being routed through.

Using the firewall mode, while the outgoing request is
delayed slightly—to allow filtering to take place before the
packet leaves the gateway router of the network—return
traffic remains unaffected.

Caching Server

Good site request

is made. The R3000 L L
receives the request

and passes itto
the caching server.

1
1
— T -
|
= | ¢ ) R3000

L Bad site request is made.
1 The R3000 sends a
S—— I “block” page and the
| | — + request is never sent to
‘ | e the caching server.

Fig. 1:1-4 Firewall mode diagram, with firewall and cache setup
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The firewall mode cannot be used with any other mode
(invisible or router).

Figure 1:1-4 illustrates an example of a firewall mode setup
in which requests are never sent to the caching server. In
this scenario the local caching proxy will not affect the
R3000—even if the server contains unfiltered, “bad” cached
pages—since no request can pass until it is filtered.

Figure 1:1-5 illustrates an example of a firewall mode setup
in which requests are always sent to the caching server. In
this scenario the R3000 will be affected if the caching proxy
server contains unfiltered, “bad” cached pages. 8e6 recom-
mends that cached content is cleared or expired after
installing the R3000.

WARNING: Contact a solutions engineer at 8e6 Technologies for
setup procedures if you wish to use the firewall mode.

R3000 [

4
The R3000 will see the request and
respond with a block page, the cache
system will receive the page and
send it to the client

Site requests are sent
to a caching server, 1
then passed to the 1
R3000

Caching Server

site as a blocked page, it will return the block

! If the cache system has cached the requested
page to the client

If the R3000 stops filtering, the cache
system will cache web pages that
should be blocked, and the cache

— should be cleared before filtering
‘#/ is re-enabled

Client PCs

Fig. 1:1-5 Firewall mode diagram, with filtering and cache setup
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Group Types

After the operational filtering mode is configured on the
R3000, the group type(s) that will be used on the R3000
must be set up so that filtering can take place.

In the Group section of the Administrator console, group
types are structured in a tree format in the navigation panel.
The global administrator can access the Global Group and
IP groups in the tree. The group administrator can only
access the designated IP group to be maintained.

/\ﬁ NOTES: If authentication is enabled, the global administrator can
also access the NT and LDAP branches of the tree.

If multiple R3000 units are set up on the network and the synchro-
nization feature is used, an R3000 that is set up to receive profile
changes will only display the Global Group type in the tree list.
(See Chapter 3: Synchronizing Multiple Units for more information
on synchronization.)

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account and
time profiles, and maintains filtering profiles of all members
in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1:1-6 IP diagram with a sample master IP group and its members
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Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the set up in the tree menu of the Group section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (master group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

* sub-group filtering profile - used by a sub-group
member.

» individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Other filtering profiles

» authentication profile - used by NT and/or LDAP group
members

NOTE: For information about authentication filtering profiles, see
the R3000 Authentication User Guide.
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e override account profile - set up in either the global
group section or the master group section of the console.

* lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLs, or warn
users about accessing specified URLs, to redirect users to
another URL instead of having a block page display, and to
specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the global group profile, over-
ride account profile, time profile, and lock profile.

NOTE: For information about authentication filtering profiles, see
the R3000 Authentication User Guide.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, add to a
white list, or assign a warn setting, and service ports that are
configured to be blocked. A URL can be specified for use
instead of the standard block page when users attempt to
access material set up to be blocked. Various filter options
can be enabled.

Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.
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Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

22

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open, assigned a warn setting, or white
listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Yahoo! Safe Search Enforce-
ment, Search Engine Keyword Filter Control, URL
Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content
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Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

8e6 Supplied Categories

8e6 furnishes a collection of library categories, grouped
under the heading “Category Groups” (excluding the
“Custom Categories” group). Updates to these categories
are provided by 8e6 on an ongoing basis, and administra-
tors also can add or delete individual URLs within a speci-
fied library category.

Custom Categories

Custom library categories can be added by either global or
group administrators. As with 8e6 supplied categories, addi-
tions and deletions can be made within a custom category.
However, unlike 8e6 supplied categories, a custom cate-
gory can be deleted.

NOTE: 8e6 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global or group administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the R3000), the global (default) filtering profile,
and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, assign a warn setting, or include in a white list. Each
rule that is created by the global administrator is assigned a
number. A rule is selected when creating a filtering profile
for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP groups, and takes
precedence over filtering settings made for group and user
filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

If an override account is established at the IP group level for
a member of a master IP group, filtering settings made for
that end user will override the minimum filtering level if the
global administrator sets the option to allow the minimum
filtering level to be bypassed. An override account estab-
lished at the global group level will automatically bypass the
minimum filtering level.

Filter Settings

Categories and service ports use the following settings to
specify how filtering will be executed:

block - if a category or a service port is given a block
setting, users will be denied access to the URL set up as
“blocked”

open - if a category or the filter segment detected on the
network is given an open (pass) setting, users will be
allowed access to the URL set up as “opened”

always allowed - if a category is given an always
allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

warn - If a category is given a warn setting, a warning
page displays for the end user to warn him/her that
accessing the intended URL may be against established
policies and to proceed at his/her own risk

filter - if a service port is given afilter setting, that port will
use filter settings created for library categories (block or
open settings) to determine whether users should be
denied or allowed access to that port

ignore - if the filter segment detected on the network has
a service port set up to be ignored, that service port will
be bypassed
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Filtering Rules

Filtering Levels Applied

1.

The global (default) filtering profile applies to any user
who does not belong to a master IP group.

. If the minimum filtering level is defined, it applies to all

master IP groups and members assigned filtering
profiles. The minimum filtering level combines with the
user’s profile to guarantee that categories blocked in the
minimum filtering level are blocked in the user’s profile.

. For master IP group members:

a. A master IP group filtering profile takes precedence
over the global profile.

b. A master IP group time profile takes precedence over
the master IP group profile.

. For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over
the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over
the IP sub-group profile.

For individual IP members:
a. An individual IP member filtering profile takes prece-
dence over the IP sub-group’s time profile.

b. Anindividual IP member time profile takes precedence
over the individual IP member profile.

. An authentication (NT/LDAP) profile takes precedence

over an individual IP member’s time profile.

An override account profile takes precedence over an
authentication profile. This account may override the
minimum filtering level—if the override account was set
up in the master IP group tree, and the global adminis-
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trator allows override accounts to bypass the minimum
filtering level, or if the override account was set up in the
global group tree.

NOTE: An override account set up in the master group section of
the console takes precedence over an override account set up in
the global group section of the console.

8. A lock profile takes precedence over all filtering profiles.
This profile is set up under Filter Options, by enabling the
X Strikes Blocking feature.

Global (Default)
Filtering
Frofile

MINIMUM FILTERING
LEVEL

Profile

Fig. 1:1-7 Sample filtering hierarchy diagram
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Chapter 2: Logging and Blocking

Web Access Logging

One of the primary functions of the R3000 is to log the
activity of users on the Internet. Information captured in the
log can be transferred to a reporting appliance, to be viewed
on a PC monitor or output to a printer.

8e6 recommends using the Enterprise Reporter (ER) for
generating reports. When the ER server is connected to the
R3000 server, log files from the R3000 are transferred to the
ER server where they are “normalized” and then inserted
into a MySQL database. The ER client reporting application
accesses that database to generate queries and reports.

NOTE: See Appendix F: Configuring the R3000 for ER Reporting
for information on configuring the R3000 and ER.
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Instant Messaging, Peer-to-Peer Blocking

The R3000 has options for blocking and/or logging the use
of Instant Messaging and Peer-to-Peer services, and makes
use of Intelligent Footprint Technology (IFT) for greatly
increasing management and control of these popular—yet
potentially harmful—applications. This section explains how
to set up and use IM and P2P.

How IM and P2P Blocking Works

IM Blocking

Instant Messaging (IM) involves direct connections between
workstations either locally or across the Internet. Using this
feature of the R3000, groups and/or individual client
machines can be set up to block the use of IM services
specified in the library category.

When the IM module is loaded on the server, the R3000
compares packets on the network with IM libraries stored on
the R3000 server. If a match is found, the R3000 checks the
user’s profile to see whether the user’s connection to the IM
service should be blocked, and then performs the appro-
priate action.

& WARNING: The following items are known issues pertaining to
the IM module:

» IM can only block by destination IP address if network traffic is
being tunneled, sent through a Virtual Private Network (VPN),
or encrypted.

» IM will not be blocked if a client-side VPN is set up to proxy
traffic through a remote IP address outside the connection
protected by the R3000.

* Some versions of the AOL client create a network interface that
send a network connection through a UDP proxy server, which
prevents blocking IM.
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P2P Blocking

Peer-to-Peer (P2P) involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the R3000, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

When the P2P module is loaded on the server, the R3000
compares packets on the network with the P2P library
stored on the R3000 server. If a match is found, the R3000
checks the user’s profile to see whether the user’s connec-
tion to the P2P service should be blocked, and then
performs the appropriate action.

Setting up IM and P2P

IM and P2P are set up in the System and Library sections of
the Administrator console.

1. Inthe System section, activate IM and/or P2P in the Filter
window.

2. In the Library section, note the services set up to be
blocked, as defined at: http://www.8e6.com/r3000help/
files/1system_im_block.html.

NOTE: Please contact an 8e6 technical support representative or
a solutions engineer if access is needed to one or more P2P
services blocked by 8e6's supplied library category for P2P.

3. In the Manual Update to 8e6 Supplied Categories
window (accessible via Library > Updates > Manual
Update), IM pattern files can be updated on demand.
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Using IM and P2P

To solely log IM and/or P2P user activity, settings need to be
made in the Filter window.

To additionally block specified groups and/or users from
using components and features of IM and/or P2P, settings
need to be made in the Group section of the Administrator
console.

If applying 8e6’s supplied IM and/or P2P library category to
an entity’s profile, all IM and/or P2P services included in that
category will be blocked.

/\\? NOTE: If IM and/or P2P was set up to be blocked while a user’s

IM and/or P2P session was in progress, the user will not be
blocked from using that service until he/she logs off the server
and back on again.

Block IM, P2P for All Users

Block IM for All Users

To block IM for all users on the network:

+ the Instant Messaging option in the Filter window must
be activated

» the global filtering profile must have both CHAT and
specified individual Instant Messaging library categories
(such as IMGEN, IMGCHAT, IMGTALK, ICQAIM,
IMMSN, IMMYSP, and/or IMYAHOO) set up to be
blocked

» the minimum filtering level profile must have both CHAT
and specified individual Instant Messaging library cate-
gories set up to be blocked.
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Block P2P for All Users

To block P2P for all users on the network:

the P2P option in the Filter window must be activated

the global filtering profile must have the PR2PR library
category set up to be blocked

the minimum filtering level profile must have the PR2PR
library category set up to be blocked.

Block Specified Entities from Using IM, P2P

Block IM for a Specific Entity

To block IM for a specified group or user:

32

the Instant Messaging option in the Filter window must
be activated

the CHAT and specified individual Instant Messaging
library categories must both be set up to be blocked for
that entity

the global filtering profile should not have IM blocked,
unless blocking all IM traffic with the Range to Detect
feature is desired

the minimum filtering level profile should not have IM
blocked, unless blocking all IM traffic with the Range to
Detect feature is desired.
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Block P2P for a Specific Entity

To block P2P for a specified group or user:
» the P2P option in the Filter window must be activated

» the PR2PR library category must be set up to be blocked
for that entity

» the global filtering profile should not have P2P blocked,
unless blocking all P2P traffic with the Range to Detect
feature is desired

+ the minimum filtering level profile should not have P2P
blocked, unless blocking all P2P traffic with the Range to
Detect feature is desired.
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Chapter 3: Synchronizing Multiple Units

R3000 Synchronization

The R3000 can function in one of three modes—“Stand
Alone” mode, “Source” mode, or “Target” mode—based on
the setup within your organization. In a multi-R3000 server
environment, all R3000 units should be set up with the same
user profile data, so that no matter which R3000 server a
user’s PC accesses on the network, that user’s Internet
usage is appropriately filtered and blocked. The act of
configuring multiple R3000 servers to share the same user
profile information is known as synchronization.

The synchronization feature allows an administrator to
control multiple R3000 units without the need to configure
each unit independently. R3000 synchronization uses a
source/target configuration, in which one R3000 is desig-
nated as the source server on which all configuration entries
are made. All other R3000 units on the network are config-
ured as target servers to the source R3000 unit, receiving
updates from the source server.
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FUNCTIONAL MODES

Stand Alone Mode

In the Stand Alone mode, the R3000 functions as the only
Internet filter on the network. This mode is used if there is
only one R3000 on the network. Synchronization does not
occur in this mode.

Source Mode

The Source mode is used in synchronization. In this mode
the R3000 is configured to not only function as a content
filter, but also to act as a central management console for all
other R3000 appliances on the network. Whenever a
filtering configuration change is made on the source R3000
unit, that change is sent to all target R3000 units that have
been identified by the source unit via the Synchronization
Setup window of the R3000 console. This means that all
filtering configuration should be made on the source R3000
unit. This also means that any user-level filter authentication
should be performed on the source R3000 unit so that these
filtering changes can be disseminated to all R3000 target
units.

Target Mode

As in the Source mode, the Target mode is used in synchro-
nization. In this mode, filtering information from the source
server will be uploaded to the target server. The only
synchronization setup that needs to be made on the target
server is to ensure that network interfaces are configured for
network communication.
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Synchronization Setup

To set up synchronization on an R3000 unit, a selection
must be made in Setup window from the System section of
the R3000 console to specify whether the R3000 will func-
tion as a source server or as a target server. This selection
affects the contents that display in the Setup window.

NOTE: This version of synchronization only supports the use of
unique IP addresses throughout a network.

Setting up a Source Server

When setting up an R3000 to function as a source server,

an IP address must be entered for each target R3000 unit.
This entry identifies the location of each target unit on the

network.

WARNING: If an R3000 server is set up in the Source mode with
a Network Address Translation (NAT) device between the source
and target server(s), be sure that ports 26262, 26268, and 88 are
open on the source server. This setup is required so that the
source server can communicate with the target server(s).

Setting up a Target Server

When setting up an R3000 to function as a target server, the
IP address of the source server must be entered to identify
the source server on the network. This IP address is used
for security purposes, as the target server will only acknowl-
edge and apply changes it receives from the designated
source server. Additionally, this IP address is used by the
target server to identify the source server from which it
should receive its running filter configuration in the event of
a reboot.
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& WARNING: If an R3000 server is set up in the Target mode with a

NAT device between the target and source server, be sure that
ports 26262 and 26268 are open on the target server. This setup
is required so that the target server can communicate with the
source server.

Types of Synchronization Processes

Synchronization involves two types of processes: filtering
profile synchronization, and library synchronization.

Filtering Profile Synchronization Process

In the filtering profile synchronization process, if a filtering
change is made on the source server—whether the update
is a global, IP, NT, LDAP, minimum filtering bypass activa-
tion, or user profile update—the change is applied locally.
Once locally applied on the source server, this update is
sent to all target R3000 units. Each target server will then
immediately apply this filtering change. The result is that
profile updates occur on all R3000 units in near real time.

In the event that a target server is unable to communicate
with the source server, the target server will continue to run
the last known configuration it received from the source
server. The only exception to this scenario is that active
profiles—such as NT, LDAP, or override accounts—will not
run on the target server, since active profiles are timed out
after a specified period of time. However, all IP based
filters—such as the minimum filtering level, and the global
rule that was last received from the source server—uwill be
applied. When the target server resumes communication
with the source server, it will actively download and apply
the latest running configuration from the source server.
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If the target server is rebooted for any reason (loss of power
etc.) upon bootup, the target server will actively download
and apply the current running configuration from the source
server. It will then also receive future changes made on the
source server.

Library Synchronization Process

In the library synchronization process, if a library change is
made on the source server, the change is applied locally.
Once locally applied on the source server, this update will
be placed in a queue for submission to target R3000
servers. The source server will then send the information in
the queue to all target servers. Each target server will
receive this information and apply the update.

On the source server, a separate queue exists for each
identified target server. A queue is used as a repository in
the event of a communication failure between the source
server and target server. Information remains in this queue
and is submitted to the target server once communications
are reestablished. The use of queues ensures that if a target
server is taken offline for a period of time, when it is brought
back online, it will be updated with the latest changes from
the source server.
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Delays in Synchronization

When a filtering profile is applied to the source server, there
is a slight delay in the time it takes to apply the profile to the
target server. This delay is caused by the amount of time it
takes the source server to process the change, prepare the
update for submission, send the update, and finally to acti-
vate the update on the target server. In practice, this should
only be matter of seconds. In essence, filtering profiles are
shared in near real time with this factor being the only delay.

The delay in activating a library change can take a little
longer than in activating a filtering profile change. This is
due to the fact that the library on the R3000 is loaded into
the physical memory. When a change is made to the library,
a new library must be loaded into memory with the changes.
So the delay between the library change taking place is the
net of the amount of time it takes the source server to
prepare the update for submission, and then the amount of
time it takes for the update to be sent, received, and
processed by the target server. Once processed, the new
library is loaded into memory and activated, while the old
version of the library is removed from memory. The total
time of this process will vary depending upon custom library
entries, but the entire procedure should take approximately
one minute.

@ NOTE: With synchronization activated, changes made to the

library will be transmitted from the source server to the target
server(s), but will not be automatically applied. Changes are
applied to a target server only under the following circumstances:

* The library is reloaded on the target server
« The Sync All button is clicked on the source server
« The library is updated via the Manual Update window
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Synchronized, Non-Synchronized Items

It is important to note that while some items are synchro-
nized to the target R3000s, they do not become permanent
configurations on the target R3000. These items are in
essence functionally synchronized, since they are configu-
rations that the target R3000s will read from the source
R3000 upon load. These items will then be updated on an
as needed basis from the source R3000. For purpose of
differentiation, these items will be referred to as functionally
synchronized for purposes of this user guide. These func-
tionally synchronized items will be available for use on the
target R3000.

The following options are available for synchronization:
Synchronize all items (both profile and library changes), and
synchronize only library items.

As you will see by the lists on the following pages, static
configuration options—such as library changes—will be
synchronized. All active options—such as profile changes—
will be functionally synchronized. One time configuration
options on the R3000—such as reporting configurations, or
IP addresses—will not be synchronized.
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Synchronize All Items

The following lists show which items will be synchronized
when the option to synchronize all items is selected.

Synchronized Items (All)

8e6 Library additions/deletions

Custom library creations

Custom library additions/deletions

Search Engine keyword additions/deletions

Keywords in URL additions/deletions

Functionally Synchronized Items

Common Customization, Block Page Authentication
settings, Authentication Form Customization, Lock Page
Customization, Warn Page Customization, Profile
Control settings

Minimum Filtering Level
Rules
Global Group Profile

Override Account: addition/deletion, activation/deactiva-
tion

Lock Profiles

IP User/Group and sub-group: additions/deletions,
changes, filter changes

NT/LDAP User/Group: additions/deletions, changes,
filter changes, profile activation/deactivation

Category Weight System additions/deletions
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Non-synchronized Items

» Filter control settings

+ Virtual IP and Authentication IP addresses
+ |IP addresses

* Default routes

» Patch application

* Synchronization settings

» Filter Mode

* NIC Configuration

» Backup/Restore

* Radius Authentication Settings
*  SNMP configuration

» X Strikes Blocking settings

»  Warn Option Setting

* Reporter configuration
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Synchronize Only Library Items

The following lists show which items will be synchronized
when the option to synchronize only library items is
selected.

Synchronized Items (Library Only)

8e6 Library additions/deletions

Custom library creations

Custom library additions/deletions

Search Engine keyword additions/deletions

Keywords in URL additions/deletions

Functionally Synchronized Items

Category Weight System additions/deletions

Non-synchronized Items

Common Customization, Block Page Authentication
settings, Authentication Form Customization, Lock Page
Customization, Warn Page Customization, Profile
Control settings

Minimum Filtering Level
Rules
Global Group Profile

Override Account: addition/deletion, activation/deactiva-
tion

Lock Profiles

IP User/Group and sub-group: additions/deletions,
changes, filter changes
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* NT/LDAP User/Group: additions/deletions, changes,
filter changes, profile activation/deactivation

* Filter control settings

+ Virtual IP and Authentication IP addresses
* |IP addresses

» Default routes

» Patch application

» Synchronization settings

» Filter Mode

* NIC Configuration

» Backup/Restore

* Radius Authentication Settings
*  SNMP configuration

» X Strikes Blocking settings

* Warn Option Setting

* Reporter configuration
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Server Maintenance Procedures

Source Server Failure Scenarios

In the event that the source R3000 unit should fail, the target
servers will continue to run using the last known configura-
tion loaded from the source server. However, all dynamic
authentication-based profiles will eventually time-out, since
the source R3000 server can no longer verify user creden-
tials. When this occurs, the information on the server can no
longer be trusted. In most cases, the failure of the source
server can be quickly repaired, though it is possible the
source server will be down for an extended period of time
due to detailed troubleshooting that needs to be performed,
or that the source server will need to be replaced due to
hardware failure.

In cases in which the source R3000 server is out of commis-
sion for an extended period of time, this server should be
replaced as soon as possible so that individual user authen-
tication can be executed, and the ability to control the
filtering cluster is continually enabled. In cases in which the
R3000 will not be immediately replaced, one of the target
R3000 servers should be designated as the new source
server.

Establish Backup Procedures

To prevent down time during a source server failure, 8e6
recommends establishing backup and restore procedures.
It is important that regular backups of the source R3000
server are saved using the Backup/Restore window in the
System section of the R3000 console. Once a backup is
created, it can be downloaded to another machine for safe-
keeping. A backup should be created and downloaded
whenever a change is made to filtering settings on the
source R3000 server.
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Use a Backup File to Set up a Source Server

In the event of a source server failure, the global adminis-
trator should designate a target server as the new source
server.

Set up a Target Server as a Source Server

1. Log in to the console of the target server designated as
the new source server.

2. In the System section of the console, go to the Backup/
Restore window and create a backup of the current
running configuration on that server.

3. Download the server’s configuration to a safe storage
place until it is needed.

4. In the LAN Settings window (accessible via System >
Network), set up IP addresses to be the same as on the
source server that is being replaced.

5. Go to the Reboot window (accessible via System >
Control) and reboot the server.

6. Once the R3000 is rebooted, reconnect to the console
and access the Backup/Restore window.

7. Upload the last good configuration from the failed source
server to the new source server. When the configuration
file is uploaded and available in the R3000 console, that
file should be used for restoring configuration settings.

8. After the restoration of configuration settings is applied
and a quick reload takes place, this R3000 server will
now function as the source server in the R3000 cluster.
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Set up a Replacement Target Server

Once the original source server is replaced or repaired, it
can then be configured to replace the empty spot created by
the movement of the target server to the position of source
server. Configure this R3000 so that the IP addresses are
that of the target server which became the source server.
Upload the running target configuration, which was down-
loaded prior to converting the target server to a source
server. Use this configuration to create a duplicate of the
target server that was moved. Once this step is complete,
the cluster is whole again and should operate normally.

Set up a New Source Server from Scratch

In the event that you do not have a reliable backup file that
can be used for establishing a new source server, you must
recreate the settings on the new source server.

Set up a Target Server as a Source Server

1. Log in to the console of the target server designated as
the new source server.

2. In the System section of the console, access the Reset
window and click Reset to remove all settings on the
server.

3. Enter all settings from the failed source server on this
“‘new” server. In the Setup window (accessible via
System > Synchronization), specify that this is a source
server.

4. Apply all software updates that were applied on the failed
source server.

5. In the Group section of the console, enter all groups and
filtering profiles.

6. Make all necessary settings in all sections and windows
of the console.
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Chapter 4: Getting Started

Initial Setup

To initially set up your R3000 server, follow the instructions
in the Quick Start Guide, the booklet packaged with your
R3000 unit. This guide explains how to perform the initial
configuration of the server so that it can be accessed via an
IP address on your network.

NOTE: If you do not have the R3000 Quick Start Guide, contact
8e6 Technologies immediately to have a copy sent to you.

Using the Administrator Console

Log On

1. Launch Internet Explorer.

2. In the address line of the IE browser window, type in the
R3000 server’s |IP address appended by the following
port number:

o “:88” foran HTTP address
* “1443” for an HTTPS address

For example, if your IP address is 210.10.131.34, type in
http://210.10.131.34:88 or https://210.10.131.34:1443.

3. Click Go to open the R3000 Introductory Window:
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Fig. 1:4-1 R3000 Introductory Window

NOTE: The R3000 Introductory Window must be left open
throughout your session. This window displays minimized when
the Login dialog box opens.

4. When the Login dialog box opens, enter your Username
and Password:

el

Flease fill in the legin information.

Uzername acdimin

Pazzword i

Cancel |

Java Applet Window

Fig. 1:4-2 Login dialog box

TIP: The default Username is admin and the Password is user3.
To change this username and password, go to the Administrator
window (see the Administrator window of the System screen in
the Global Administrator Section) and create a global adminis-
trator account.
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5. Click OK to close the login dialog box and to access the
welcome screen of the Administrator console:

£ R3000 Enterprise Filter =10

8ebrzooo  Enterise iter,

== HOME SYSTEM GROUP LIBRARY REFPORTING HELP QuUIT

Welcome

"welcome ta the R3000

Enterprise Filker management o009 e. ( 1]
console," This screen displays esse b
product and system status Beb Tgchno\ﬂgiﬁs

infarmation. Click the System,
Graup, Library, or Reparting
tab to access corresponding ) .
Configuration propertios. Click 9e6 R2000 Enterprige Filter User Interface
Help Far information on
navigating the management
console, To return to this
screen, click the Home button,
Click. Quit ta exit the consale.

Host Mame: logo.com IP: 200.10.100.75 ‘ersion: R3000 Enterprise Fiter 2.0.00.8
Java Applet Window

Fig. 1:4-3 Welcome screen

On this screen, the R3000 Version Number displays in
the Product frame, and dates for the Last Patch Update
and Last Library Update display in the R3000 Enterprise
Filter Status frame.

The following information displays at the bottom of the
Administrator console: Host Name, LAN |IP address used
for sending block pages, and software Version number.
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Last Library Update message

If it has been more than seven days since the R3000 last
received updates to library categories, upon logging into the
Administrator console a pop-up dialog box opens and
displays the following message: "Libraries were last
updated more than 7 days ago. Do you want to update your
libraries now?” Click either Yes or No to perform the
following actions:

* Yes - clicking this button closes the dialog box and opens
an alert box indicating that it will take a few minutes to
perform the library update. Click OK to close the alert box
and to execute the command to update the libraries.
After the libraries are updated, today’s date will appear
as the Last Library Update on the welcome screen.

NOTE: Refer to the Library screen’s Manual Update to 8e6
Supplied Categories window—in the Global Group Section—for
information about updating library categories on demand.

* No - clicking this button closes the dialog box and
displays the welcome screen with the Last Library
Update and the following message below in orange
colored text: “Libraries were last updated 7 days ago.
Please use the Weekly Update option”:
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Fig. 1:4-4 Welcome screen, Last Library Update text

Click the checkbox “Do not show “Old Library Warning”
dialog box in future” to disable the Last Library Update
message pop-up box. After the libraries are updated, the
welcome screen will appear as in Fig. 1:4:3 with today’s
date as the Last Library Update in black text.
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Navigation Tips

Access Main Sections

The Administrator console is organized into six sections,
each accessible by clicking the corresponding button in the
navigational bar at the top of the screen:

* Home - clicking this button displays the welcome screen
of the Administrator console.

* System - clicking this button displays the main screen for
the System section. This section is comprised of
windows used by the global administrator for configuring
and maintaining the server to authenticate users, and to
filter or block specified Internet content for each user
based on the applied filtering profile.

¢ Group - clicking this button displays the main screen for
the Group section. Windows in the Group section are
used for creating and managing master IP groups, sub-
groups, and individual IP filtering profiles, or for setting
up NT/LDAP domains, groups, and individual users, and
their filtering profiles.

e Library - clicking this button displays the main screen for
the Library section. Library section windows are used for
adding and maintaining library categories. Library cate-
gories are used when creating or modifying a filtering
profile.

* Reporting - clicking this button displays the main screen
for the Reporting section. The Reporting section contains
windows used for configuring reports on users’ Internet
activities.
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Help - clicking this button displays the Help screen. This
screen includes navigational tips and a link to the PDF
copy of this User Guide:

£ R3000 Enterprise Filter =100

8eb R3000

- HOME SYSTEM GROUP LIBRARY REPORTING

HELP

BHELP 4;‘ h;?

Display Help Tapics forthe Help section

The R3000 Administrator consale is arganized into six sections, each accessible by =
clicking the corresponding button at the top ofthe screen for Horme, Systern, Graup,
Library, Reporting, ar Help.

The Systern section is comprized of windows used to configure and maintain the
R3000 server to authenticate users, and to filter or block specified Internet content far
each user based on the applied filteting profile.

Windows in the Group section are used for creating and managing IP graups and
sub-graups, of for setting up NTILDAP domains, groups, and individual users, and
their filtering profiles

Library section windows are used for adding and maintaining library categories.
Library categaries are used when creating or modifying a filtering profile

The Reporting section contains windows used for configuring report formats and
specifying log transfer criteria

Each main screen within a section includes information on navigating within that
section. Flease review this information before procesding to make any configuration
enlries.

Far help in any window, mouse-over the " symbol to view additional information
about thatwindow, or press F1. Press F5 to refresh the console.

For addiional information aboutthe console, click the link beneath the Help banner
to view Help Topics. Click Quit to exitthe console

Ll

|Hest Mame: logo.com [1P: 200.10.100.75 Jversion; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 1:4-5 Help screen
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Help Features

Help features provide information about how to use
windows in the Administrator console. Such features
include help topics and tooltips.

Access Help Topics

Each of the main section screens contains a link beneath
the banner. When that link is clicked, a separate browser
window opens with Help Topics for that section:

; R3000 Enterprise Filter: Library Help - Microsoft Ink =10 5[

daBack » = - (D | | Qisearch (GFavorites @iMedia (4 ‘ B S B

Address IBJ http: f v, Bed,com/r3000helpf3library hkml j WGD | Links
a

RA3S000 Library

Library Help Topics:

e Library Mavigation Tips

¢ On Demand (Manual) Update

s Library Update Log Messages
e Beb Supplied Library Categories
¢ Library Category Components

k

il
f
fxl

Close Window |

@ 2003 8e6 Technologies. Al rights reserved

NIEH

[&] Library Help Topics window ’_ ’_ ’_ |4 Internet
Fig. 1:4-6 Help Topics window

1. Click a link to go to a specified topic.

2. To view Help Topics for another section, click the tab for
that section: System, Group, Library, Reporting, or Help.

3. Click Close Window to close the Help Topics window.
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Tooltips

In any window that features the icon, additional information
about that window can be obtained by hovering over that
icon with your mouse, or by pressing the F1 key on your
keyboard.

* Hover Display

The yellow tooltip box displays when you hover over the
icon with your mouse:

R3000 Enterprise Filter =101 %]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QuUIT —

5] :
(S System Operation Mode
~ontral System>Mode>Operafipniode
~hetvork Mode [This windows is used For specifying the operational mode the RE000
Administrator ill use: For Filkering the network, Select the operational mode in
Diagrostics 0 the Made frame by clicking the radio button for Invisible, Router,
—alert © inviskle & Rout Firewall, or Mobile. The Mabile made is used only if 26 Mobile Client
—Patch wsers will be fikered by this R3000, In the Listening Device frame,

- Sonhranization Listening Device for ihe invisible mode you generaly would choose LANL For an external/Internet]
¥ annection, In the Black Page Device frame, select the device that

Device  |LA&NT * ill be used For sending black pages. For the invisible mode, this
Authentication hould be different than the selection made For the listening device,
~NIC Mode F using the invisible mode, the Block Page Delivery Method frame
- BackupjRestore Hisplays. For Pratacol Methads, if choosing Send Black Page via ARP
Reset [Table, the RA00M wil use the Address Resolution Protaral methad
Radius Authentication Setting 0 find the best possible destination MAC address For a packet that
e 1 ontains the black page. If choosing Send Black ta Sperified Host

AC Address, the block page will always be sent ko the MAC address

~Hardware Falure Detection f a specified host, usually the R3000 gateway. For this option,

¥ Strikes Blocking ake a Block Page Route To selection. Spedify whether the Default
Warh Option Setting Vaateway will be used for serving block pages, or if an Alternate
~Customization P &ddress will be used as the Block Page Route To address. IF an

lalternate IP address is used, this IP address must be reconciled

ith the MAC address in order For block pages to be served to dlisnt
FCs. If using the Mobile made, specify the Client Resynchranization
Time.. The profile on an end user's workstation wil be resynchronized
ith the profile set up For him/her on the Se6 Mobile Client R3000

fat the interval of minutes specified, NOTE: The Mobile mode does

ot suppart time profiles, override accounts, the minimum Filkering
Jovel, NT or LDAP authentication, exception URLs, and the Warn filker
etting (end users are blocked).

Apply

|Host Hame: logo. com [1P: 200.10.100.75 féersion: R3000 Enterprise Filter 1.10,00,24

Java Applet Windaow

Fig. 1:4-7 Tooltip mouseover effect

To close the tooltip box, move the mouse away from the
icon.
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* Help pop-up box

The Help pop-up box opens when you press the F1 key
on your keyboard:

i

Java Applet Window

Fig. 1:4-8 Help pop-up box

Click OK to close the pop-up box.
Screen and Window Navigation

All screens are divided into two panels: a navigation panel to
the left, and a window in the panel to the right. Windows
display in response to a selection made in the navigation
panel.

In the Administrator console, screens and windows use
different navigation formats, based on the contents of a
given screen or window. Screens can contain topic links and
sub-topic menus, and/or tree lists with topics and sub-topic
menus. Windows can contain tabs that function as sub-
windows.
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Topic Links

In System, Library, and Reporting screens, the navigation
panel contains topic links. By clicking a topic link, the
window for that topic displays in the right panel:

£ R3000 Enterprise Filker 1 ]

86698000 Enterprise Fi

E—— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

Library Lookup
Library=Library Lookup
URL Lookup

URL | Lockup |
Search Engine Keyword Lookup

Search Engine Keyword Lookup

Lookup Result
Result Category

Remove |

Reload Library

[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24
Jawva Applet Window

Fig. 1:4-9 Selected topic and its corresponding window
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Select Sub-topics

Some topics in System and Library screens consist of more
than one window. For these topics, clicking a topic link
opens a menu of sub-topics:

4 R3000 Enterprise Filter = 1o

866 R3000 Enterprise Filter

Feeee . HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT .
[ ———
Manual Update to 8e6 Supplied Categories
es. Update to Beb ied Categories
Manual Update
Additional Language Support pudate {7 Patch Update
nwill update the URL librany This option downlaads new patches forthe
Category L‘brary Update Leg with the latest additions and R2000, if available

ergency Update Log This update will alse include the
TeTesTRETord and newsgroup libraries and
pattern files. Use this option to force a regular

update

" Full URL Library Update

This optian will update the URL library
categories with core |ibrany files. This update
will also include the |stest keyword and
newsgroup libraries and pattern files. Use this
aption if the core |ibrary files need to be
replased.

Update Now

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 1:4-10 Sub-topics menu

When a sub-topic from this menu is selected, the window for
that sub-topic displays in the right panel of the screen.
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Navigate a Tree List

Tree lists are included in the navigation panel of Group and
Library screens.

£ R3000 Enterprise Filter o = 3

866 R3000 Enterprise Filter |

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT ]

Group
Group=IP>admin>Group
Group Administrator

Group Mame Iadm\n
Password FEERE R LR LRI EL RS TL
Confirm Password  [# s ssrsstteasrasrass

[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24
Jawva Applet Window

Fig. 1:4-11 Tree menu

A tree is comprised of a hierarchical list of items. An entity
associated with a branch of the tree is preceded by a plus
(+) sign, when that branch of the tree is collapsed.

By double-clicking the entity, a minus (-) sign replaces the
plus sign, and all branches within that branch of the tree
display.

An item in the tree is selected by clicking it.
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Tree List Topics and Sub-topics

Group and Library tree lists possess a menu of topics and
sub-topics.

Topics in the tree list display by default when the tree is
opened. Examples of tree list topics are circled in Fig. 1:4-
12.

When a tree list topic is selected and clicked, a menu of sub-
topics opens:

R3000 Enterprise Filter — = x|

866 R3000 Enterprise Filter |

— HOME SYSTEM GROUP LIBRARY REPORTING HELF =T QUIT
h | X
¥
Glabal Group \ A | ‘ 3
& \ *’ L. :
GEQUP g | v
Members ies forthe Group section

Overtide & 3
verrids Accoun Nction is comprised of windows and dialog boxes used for adding and =

Graup Profils aster IP groups or NT/LDAP domains, and for creating filtering profiles
Exception URL [T LSErS
Time Prafile

————————hup option, the global administrator creates master IP groups. Within
UploadiDownload 1P Profile  bof oroup, the designated aroup administrator adds subegrouns and
Add Sub Group emhbers, and creates their filtering profiles

Add Individual IP

ir LDAP dornains, the global administrator must first set up
Delete Group b in the Systern section in order to enable NT/ILDAP options. The
ste Sub Group rthen adds the domain in this section, sets up and maintaing NTILDAP

[ creates filtering profiles for groups and users

The control panel atthe left ofthe screen containg a hierarchical list of groups setup
in a tree farmat. At the root of this tree is Group. The main branches ofthe tree
include: Global Group and IP group, followed by MT and LDAF if authentication is
enabled. MOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will only include the Global Group branch ofthe tree, and group administeators
will not have access to any hranches ofthe tree

Double-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking items in the tree list to view
additional iterns.

Click an entity in the tree listto view a rnenu oftopics or actions that can be
performed for the selected entity.

|Hast Name: logo.com |1F: 200.10.100.75 [Version: R3000 Enterprise Fiker 1,10.00.24

Java Applet Window

Fig. 1:4-12 Tree list topics and sub-topics

Clicking a sub-topic displays the corresponding window in
the right panel, or opens a pop-up window or alert box, as
appropriate.
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Navigate a Window with Tabs

In each section of the console, there are windows with tabs.

When selecting a window with tabs from the navigation
panel, the main tab for that window displays. Entries made
in a tab must be saved on that tab, if the tab includes the
Apply button.

NOTE: In the Time Profile and Override Account pop-up
windows, entries are saved at the bottom of the window.

£ R3000 Enterprise Filter 1 ]

866 R3000 Enterprise Filter

I— HOME SYSTEM REFORTING HELP  QUIT

Category | part | Default Redirect URL | Fiter Options

Group>Global Group>Category Profile
Group: Global Group  Current Profile:Custam Profile

Awvailable Filter Levels

Custom Profile = I

Rule Details

Category | Pass IAIIGW Warn | Block

* | Catesory Groups
=[] Adult Content
i@ Child Pornographs
Explicit At

% Obscenefasteless
@ Pornography/Adult Contert
-4 R Rated

(-] Bandwicth

;I Businessinvestments

-] Community/Organizetions
-] Custom Catesories
- J Education
;l Entertainrment

-] GovernmentiLavePoltics
-] HesfthFitness
0 N T TP

™

Uncategorized Sites @ Pass ¢ Block

Apply

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 1:4-13 Window with tabs
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Console Tips and Shortcuts

The following list of tips and shortcuts is provided to help
you use windows in the Administrator console with greater
efficiency.

Navigation Path

The navigation path displays at the top of each window:

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUIT

Block Page Route Table
<[ SystemeNetwork>Block Page Rgute Tahle —

Route Table
rator

) . IP{Mask.

--Diagnostics

Alert IP:200,10,160,170/31 Gateway: 2000101601 Delete
-Patch
~Synchronization
- Mode

Authentication
-NIC Mode
--BackupjRestore

Reset
--Radius Authentication Setting
- SHMP
-~ Hardwrare Failure Detection

3 Strikes Blocking P I Maskl ;I

~~¥arh Option Setting Gateway Calculator |
- Customization

O T

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 1:4-14 Navigation path
This path reminds you of your location in the console. The

entire path shows the screen name, followed by the topic
name, and sub-topic name if applicable.
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Refresh the Console

Press F5 on your keyboard to refresh the Administrator
console. This feature is useful in the event that more than
one browser window is open simultaneously for the same
R3000 server.

Select Multiple Items

When moving several items from one list box to another, or
when deleting several items, the Ctrl and Shift keys can be
used to expedite this task.

+ Ctrl Key

To select multiple items from a list box, click each item
while pressing the Ctrl key on your keyboard.

+ Shift Key

To select a block of items from a list box, click the first
item, and then press the Shift key on your keyboard while
clicking the last item.

Once the group of items is selected, click the appropriate
button to perform the action on the items.

Copy and Paste Text

To save time when making duplicate data entries, text previ-
ously keyed into the GUI can be copied and pasted into
other fields without needing to key in the same text again.

* Copy command

Copy text by using the cursor to highlight text, and then
pressing the Ctrl and C keys on the keyboard.

« Paste command

Text that was just copied from a field can be pasted into
another field that is either blank or populated with text.
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» To paste text into an empty field, place the cursor in the
field and then press the Ctrl and V keys.

» To copy over existing text, highlight text currently in the
field and then press the Ctrl and V keys.

Calculate IP Ranges without Overlaps

The Calculator button displays on windows in which IP
ranges are entered. These windows include: Block Page
Route Table window from the System section, and Range to
Detect and Members windows from the Group section.

1P Calculator x|
Dotted Decimals Notation IP Calculator
IP I2UD. 10.20.10
Metrmask [255.255.255.224 = | (Datted Decimals Makation)
Metmask |27 (CIDR. Motation)
Calculate | Cloze |
Min Host IZUU. 10.20.0
Max Host IZDD.ID.ZD.SI
Mote: The min and max hosk does not excude broadcast and netwark,
Java Applet Window

Fig. 1:4-15 IP Calculator pop-up window

This window is used to view and/or calculate the minimum
and maximum range for an IP address.

1. Click Calculator to open the IP Calculator pop-up
window.

 If the IP address field in the window on the console is
already populated, note the IP Calculator pop-up
window displays the IP address, default Netmask in
both the Dotted Decimals Notation (e.g.
“255.255.255.248”) and CIDR Notation (e.g. “29”)
format, Min Host, and Max Host IP addresses.
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+ If the IP address field in the window on the console is
empty, in this pop-up window enter the IP address,
specify the Dotted Decimals Notation Netmask, and
then click Calculate to display the Min Host and Max
Host IP addresses.

TIP: If necessary, make a different IP address entry and Netmask
selection, and then click Calculate to display different Min Host
and Max Host results.

2. After making a note of the information in this pop-up
window, click Close to close the IP Calculator.

Log Off

To log off the Administrator console:

1. Click the Quit button in the navigational panel at the top
of the screen. This action opens the Quit dialog box:

our X

@ Are you sure wou wank ba exik R3000 GUT?
e me |

Java Applet Window
Fig. 1:4-16 Quit dialog box

2. Click Yes to close the Administrator console.

3. Click the “X” in the upper right corner of the R3000 Intro-
ductory Window to close it.

& WARNING: If you need to turn off the server, see the ShutDown
window of the System screen in the Global Administrator Section.
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GLOBAL ADMINISTRATOR SECTION

Introduction

The Global Administrator Section of this user guide is
comprised of four chapters, based on the layout of the
Administrator console. This section is used by the autho-
rized global administrator of the R3000 for configuring and
maintaining the R3000 server.

The global administrator is responsible for integrating the
server into the existing network, and providing the server a
high-speed connection to remote client workstations and to
a reporting application, if pertinent. To attain this objective,
the global administrator performs the following tasks:

* provides a suitable environment for the server, including:

* high speed, File Transfer Protocol (FTP) link to the
current logging device

* power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the server by authorized client
workstations

e adds group administrators

» sets up administrators for receiving automatic alerts
» updates the server with software supplied by 8e6

* analyzes server statistics

» utilizes diagnostics for monitoring the server status to
ensure optimum functioning of the server

» configures the server for authenticating users
* adds and maintains filtering categories

¢ adds and maintains filtering profiles of entities
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Chapter 1: System screen

The System screen is comprised of windows used for
configuring and maintaining the server to authenticate
users, and tofilter, log, or block specified Internet content for
each user based on an applied filtering profile.

& R3000 Enterprise Filter

866 R3000

== HOME | SYSTEM | GROUP | LIBRARY  REPORTING  HELP  QUIT —
@ System
-Cortral
- Metvwork
Adrministrator SYSTEM
- Diaghostics
Alert Display Help Topics for the System section
Patch
- Synchronization The Systern section is comprised ofwindows used by the global administrator to
- Mode configure and maintain the RI000 server to authenticate users, and to filter, log, or block
ety thertication specified Internet content for each user based on an applied filtering profile.
g:}irﬁ:emre A list of main topics displays in the contral panel at the left of the screen. Main topics in
- Reset this sect!on |nc\u_de thg follovw_ng: Control seftings, Metwork set‘tm_gs‘_Admmlstrgtor
. e ) account information, Diagnostics, Alert contacts, Patch, Synchronization, Operation
- Radius Authertication Setting Mode, Authentication setings, NIC Mode, BackupiRestore operations, Reset settings,
SHMP Radius Authentication Settings, SNMP, Hardware Failure Detection for R3000H units
- Hardwate Failure Detection only, ¥ Strikes Blocking, and Customization. NOTE: Ifthe synchronization feature is
¥ Strikes Blocking used, an R3000 set up in the Target maode will not include any Authentication topics or
Vyarn Option Setting sub-topics, or the Radius Authentication Settings and ¥ Strikes Blocking topics.

-~ Customization

o

Enterprise Fi

Click your selection to chooge a main togic frorn this 1ist, or to view a rmenu of
sub-topics, if applicable. When atopic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the "?" symbaol to view information about that
window, or press F1. Press FS to refresh the console

For additional information about this current section of the consale, click the link
beneath the System banner to view Help Topies

To navigate to another section of the console, click the button st the top ofthe screen for
Horme, Group, Library, Reporting, or Help. Click Quit to exitthe console

KT |

IHnst MName: logo.cam IIP: 200.10,100.75 I‘werslnn: R3000 Enterprise Filter 1.10.10.5

Jawa Applet Window

Fig. 2:1-1 System screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Control settings, Network settings, Administrator
account information, Diagnostics, Alert contacts, Patch,
Synchronization, operation Mode, Authentication settings
(see the R3000 Authentication User Guide for information
about this topic), NIC Mode, Backup/Restore operations,
Reset settings, Radius Authentication Settings, SNMP,
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Hardware Failure Detection, X Strikes Blocking, Warn
Option Setting, and Customization.

NOTE: If the synchronization feature is used and an R3000 is set
up in the Target mode to synchronize both profile and library
setting changes, settings in the Filter window and Customization
windows cannot be edited, and the following topics and any asso-
ciated sub-topics are not available: Block Page Authentication,
Authentication, Radius Authentication Settings, X Strikes
Blocking, and Warn Option Setting. If an R3000 is set up in the
Target mode to synchronize only library setting changes, all
topics and sub-topics are available.

Click your selection to choose a main topic from this list, or
to view a menu of sub-topics, if applicable. When a topic or
sub-topic is selected, the designated window for that topic
or sub-topic displays in the right panel.
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Control

Control includes options for controlling basic R3000 server
functions. Click the Control link to view a menu of sub-
topics: Filter, Block Page Authentication, ShutDown, and
Reboot.

=11
866 R3000

~HOME SYSTEM GROUP LIBRARY REFORTING

Administ  Block Page Authentication  [YSTEM -

- Biagnos  shutDown
--dlert

Reboat Ip Topics for the System section
Patch
. Synechronization The System section is comprised of windows used by the global administrator to
.. Made configure and maintain the R3000 server to authenticate users, and to filter, oo, or block
Authentication specified Intemet content for each user based on an applied filtering profile.
-NIC Mode . . . . I
...Backup/Restore Alist of main topics displays in the contral panel at the left of the screen. Main topics in
this section include the following: Control settings, Netwark settings, Administrator
- Reset
Fuadlius Authentication Sett accountinformation, Diagnostics, Alert contacts, Patch, Synchronization, Operation
Aadils Authentication Setting hode, Authentication settings, NIC Mode, Backup/Restore operations, Reset settings,
- SHMP ’ ) Radius Authentication Setlings, SNMP, Hardware Failure Detection far R3000H units
"'Ha”df"‘are Fa"”_’e Detection only, ¥ Strikes Blocking, and Customization. NOTE: If the synchronization feature is
3 Strikes Blacking used, an R3000 set up inthe Target mode will notinclude any Authentication topics ar
~~Warh Option Setting sub-topics, orthe Radius Authentication Seftings and ¥ Strikes Blocking topics
- Customization

Clickyour selection to choose a rmain topic fram this list, or to view a menu of
sub-topics, if applicahle. YWhen a topic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel.

Far help in any window, mouse-over the "?" symbal to view information about that
window, or press F1. Press F4 to refresh the console.

Far additiohal inforration about this current section ofthe cansole, click the link
beneath the System banner to view Help Topics.

To navigate to another section ofthe console, click the button at the top of the screen for
Home, Group, Library, Reporting, or Help. Click Quit to exit the console

B 0
|Hast Name: logo, com [1P: 200.10,100.75 [Version: RE000 Enterprise Fiter 1,10,10.5
Java Applet Window

Fig. 2:1-2 System screen, Control menu
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Filter window

The Filter window displays when Filter is selected from the
Control menu. This window is used for specifying network
filtering preferences on this server.

£ R3000 Enterprise Filter P ] 54
866 R3000 Enterprise Filter
B HOME SYSTEM GROUF LIBRARY REFPORTING HELP QauiT
=
= System Filter
% System>Control=Fitter
Netv@.r Local Filtering
---fdministrator
- Diagnostics Local Filtering @ on O off
Alert
~Patch WLAM Detection Coon @ off
~Synchronization
- Mode Service Blocking
Authentication
NI Mode nstant Messaging " on (¥ OFf
--BackupjRestore
Reset F2P £ on & Off
--Radius Authentication Setting
- SHIMP HTTPS Filtering
Hardware Failure Detection . .
- Strkes Blocking HTTPS Filtering Level " Mone " Low (= Medium (" High
Vath Option Seting Service Control
- Cugtomization
Proxy Pattern Blacking on & Off
Targetis) Filtering
All Target(s) Filtering & on 0 Off
e |_seer_|
[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24

Jawva Applet Window

Fig. 2:1-3 Filter window

Local Filtering is used for specifying whether this server
being configured will filter traffic on the network. Service
Blocking is used for specifying whether this server being
configured will log and block Instant Messaging (IM) and/or
Peer-to-Peer (P2P) services for users. HTTPS Filtering lets
you set the level of filtering for HTTPS sites on R3000s set
up in the Stand Alone or Source mode. In the Service
Control frame, enabling Proxy Pattern Blocking will block
end users from using clients such as Google Web Acceler-
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ator and proxy patterns that bypass filtering (see http://
www.8e6.com/r3000help/files/1system_proxy_block
.html for a list of proxy pattern types set up to be blocked).
Target(s) Filtering will only display if this server being config-
ured is set up for synchronization in the Source mode. This
frame is used for specifying whether filtering will take place
on all R3000 servers on the network set up in the Target
mode.

NOTE: This window displays greyed-out if the synchronization
feature is used, and this server being configured is set up in the
Target mode to synchronize both profile and library setting
changes.

TIP: See the Introductory Section for overviews on the following
topics:

* IM and P2P (Chapter 2: Logging and Blocking)
» Synchronization (Chapter 3: Synchronizing Multiple Units)

Local Filtering

In the Local Filtering frame, indicate the function of this
server being configured, in regards to filtering the network.
The default setting has Local Filtering “On” and VLAN
Detection “Off”.

Disable Local Filtering Options

If you have multiple R3000 servers on the network, you may
wish to disable local filtering on the source server and use
the server primarily for authenticating users who log on the
network. This frees up resources on the server.

To disable Local Filtering and/or VLAN Detection, click
the “Off” radio button(s).
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Enable Local Filtering Options

To enable Local Filtering, click “On”. The server will filter
the specified Range to Detect on the network.

To enable the detection of VLAN traffic on the network, at
VLAN Detection, click “On”.

@ NOTE: After making all entries in this window, click Apply.
Service Blocking

The default setting has the options for blocking Instant
Messaging and P2P “Off”.

Enable Options for IM, P2P

To enable Instant Messaging and/or P2P logging and
blocking, click the “On” radio button for the selected
option(s).

If Instant Messaging is enabled, IM activity for all users will
be logged after IM pattern files are downloaded.

@ TIP: To block specified users from accessing IM services, “CHAT”
and specified Instant Messaging 8e6 supplied library categories
(such as “IMGEN”, “IMGCHAT”, “IMGTALK”, “ICQAIM”, “IMMSN”,
“IMMYSP”, and/or “IMYAHOO”) must be applied to the group or
user's filtering profile. Or, to block all users from accessing IM
services, the global filtering profile and minimum filtering level
must have “CHAT” and appropriate Instant Messaging library
categories set up to be blocked.

If P2P is enabled, P2P activity for all users will be logged
after P2P pattern files are downloaded on demand via the
Manual Update to 8e6 Supplied Categories window.
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@ TIP: Additionally, to block specified users from accessing P2P

services, the 8e6 supplied “PR2PR” library category must be
applied to the group or user’s filtering profile. Or, to block all users
from accessing P2P services, the global filtering profile and
minimum filtering level must have the “PR2PR” library category
set up to be blocked.

Disable Options for IM, P2P

To disable Instant Messaging and/or P2P logging and
blocking, click the “Off” radio button for the selected
option(s).

@ NOTE: After making all entries in this window, click Apply.
HTTPS Filtering

Specify your preference for filtering HTTPS sites in the
HTTPS Filtering frame. Select from the following settings for
the HTTPS Filtering Level:

* “None” - if you do not want the R3000 to filter HTTPS
sites

* “Low” - if you want the R3000 to filter HTTPS sites
without having the R3000 communicate with IP
addresses or hostnames of HTTPS servers

* “Medium” - if you want the R3000 to communicate with
HTTPS servers in order to get the URL from the certifi-
cate for URL validation only (this is the default setting)

* “High” - if you want the R3000 to communicate with
HTTPS servers to obtain the certificate with a very strict
validation of the return URL

& WARNING: If using the “High” setting, end users may be blocked
from accessing acceptable Web sites if the host names of these
sites do not match their generated certificates. To allow users
access to acceptable HTTPS sites, the IP addresses and corre-
sponding URLs of these sites should be included in a custom
library category that is allowed to pass. (See the Custom library
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category sub-section in Chapter 2: Library screen from the Group
Administrator Section for information on setting up a custom
library category. See Global Group Profile window and Minimum
Filtering Level window in Chapter 2: Group screen from the
Global Administrator Section for information on allowing a library
category to pass.)

/\\3 NOTE: After making all entries in this window, click Apply.
Service Control

In the Service Control frame, indicate whether or not Proxy
Pattern Blocking with be enabled or disabled.

Enable Proxy Pattern Blocking

By default, Proxy Pattern Blocking is disabled. Click “On”
to block the usage of clients such as Google Web Acceler-
ator and various proxy pattern types on end user worksta-

tions that bypass filtering.

NOTE: See http://www.8e6.com/r3000help/files/
1system_proxy_block.html for a list of proxy pattern types that
are set up to be blocked.

TIP: To block specified users from accessing proxy patterns, the
8e6 supplied “PROXY” library category (Web-based Proxies/
Anonymizers) must be applied to the group or user's filtering
profile. Or, to block all users from accessing these proxy patterns,
the global filtering profile and minimum filtering level must have
the “PROXY” library category set up to be blocked.

Disable Proxy Pattern Blocking

Click “Off” to disable Proxy Pattern Blocking.
@ NOTE: After making all entries in this window, click Apply.
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Target(s) Filtering

The Target(s) Filtering frame only displays if the R3000
currently being configured is set up in the Source mode for
synchronization. The default setting has All Target(s)
Filtering “On”.

Disable Filtering on Target Servers

To disable All Target(s) Filtering, click the “Off” radio
button. Each target server on the network will not filter the
Range to Detect specified on that server.

Enable Filtering on Target Servers

To enable All Target(s) Filtering, click the “On” radio
button. Each target server on the network will filter the
Range to Detect specified on that server.

/\\3 NOTE: After making all entries in this window, click Apply.
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Block Page Authentication window

The Block Page Authentication window displays when Block
Page Authentication is selected from the Control menu. This
feature is used for entering criteria the R3000 server will use
when validating a user’s account. Information entered/
selected in this window is used by the block page that
displays when an end user attempts to access a site or
service that is set up to be blocked.

£ R3000 Enterprise Filker 1 ]

866 R3000 Enterprise Fi

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

Block Page Authentication
System>Control=Block Page Authentication
Details

Adrministratar
- Diagnastics Re-authentication Cptions
--dlert
--Patch )
Synchronization *Press chrl For multiple selections
- Mode Logon Script Path eo:\computernames|sharepath R3000LDAP-otainetlogon
---futhentication
NIC Mode
-BackupjRestore
- Reset
---Radius Authentication Setting
SNMP
--Hardware Failure Detection
-3 Shrikes Blocking
Wiarn Option Setting
-Customization

ation

. o

[Host Mame: loga,com [Py 200,10, 100,75 [Version: RE000 Enterprise Fiter 1,10,10.5

Java Applet Window

Fig. 2:1-4 Block Page Authentication window
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NOTE: This feature is not available if the synchronization feature
is used, and this server being configured is set up in the Target
mode to synchronize both profile and library setting changes.

See the Block Page Customization window and Common
Customization window in this chapter for information on custom-
izing the 8e6 block page. See Appendix C: Create a Custom
Block Page for information on creating a customized block page
using your own design.

Enter, Edit Block Page Options

NOTE: If you are not using authentication, and/or if your users do
not have override accounts set up, you do not need to select any
option at the Re-authentication Options field.

1. In the Re-authentication Options field of the Details
frame, all block page options are selected by default,
except for Web-based Authentication. Choose from the
following options by clicking your selection:

Web-based Authentication - select this option if
using Web authentication with time-based profiles or
persistent login connections for NT or LDAP authenti-
cation methods.

Re-authentication - select this option for the re-
authentication option. The user can restore his/her
profile and NET USE connection by clicking an icon in
a window to run a NET USE script.

Override Account - select this option if any user has
an Override Account, allowing him/her to access URLs
set up to be blocked at the global or IP group level.

NOTE: Details about the Web-based Authentication option can
be found in the R3000 Authentication User Guide.

TIP: Multiple options can be selected by clicking each option
while pressing the Ctrl key on your keyboard.
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NOTE: For more information about the Override Account option,
see information on the following windows in this user guide:

e Global Administrator Section: Override Account window and
Bypass Option window for the global group

e Group Administrator Section: Override Account window for IP
groups, and Exception URL window for IP groups.

2. If the Re-authentication option was selected, in the
Logon Script Path field, \PDCSHARE\scripts displays
by default. In this field, enter the path of the logon script
that the R3000 will use when re-authenticating users on
the network, in the event that a user's machine loses its
connection with the server, or if the server is rebooted.
This format requires the entry of two backslashes, the
authentication server’s computer name (or computer IP
address) in capital letters, a backslash, and name of the
share path.

3. Click Apply to apply your settings.
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Block page

When a user attempts to access Internet content set up to
be blocked, the block page displays on the user’s screen:

< 8e6 R3000 - Microsoft Internet Explorer -0l x|
J File Edt Wiew Favorites Tools Help |

J GBack + = v (D ﬁ| Qisearch [GFavories £ History | B\ S -

J Address I@ w,Coors, comEIP=200, 10,100, 75: 61 &CAT=ALCO&ISER =L OGO Domain % 20admins \GLANG j @Go |J Links ¥

B
ACCESS DENIED! HELP

Internet to the requested wehsite has been denied based on your user profile
and organization's Internet Usage Policy.

UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101140

Category:  Alcohol
Blocked URL: kb My coors.comd

For further options, click here.

To submit this blocked site for review, click here. For assistance, contact your Administrator.
Seb R3000 Internet fitering provided by Se6 Technologies. Copyright 2003, Al rights reserved.

a

&7 l_l_lo Inkernet
Fig. 2:1-5 Sample Block Page

By default, the following data displays in the User/Machine
frame of the block page:

* User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

» |P field - The user’s IP address displays.

« Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.
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* Blocked URL field - The URL the user attempted to
access displays.

By default, the following standard links are included in the
block page:

» HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page under
the following conditions:

* For further options, click here. - This phrase and link is
included if any option was selected at the Re-authentica-
tion Options field. Clicking this link takes the user to the
Options window, described in the Options page sub-
section that follows.

* To submit this blocked site for review, click here. -
This phrase and link is included if an email address was
entered in the Submission Email Address field in the
Common Customization window. Clicking this link
launches the user’s default email client. In the composi-
tion window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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Options page

The Options page displays when the user clicks the

following link in the block page: For further options, click
here.

4} 8e6 R3000 - Microsoft Internet Explorer =101l
J File Edt Yiew Favorites Tools Help |

J saBack » = - @ at | @SEarch (3] Favorites @Histury | %v = e @

| address [@] hetp:f200.10.100.75:81fegifblack.cai | P |JLinks ®
=l
OPTIONS HELP

UserMachine: LOGODomain AdminstGLANG
1P 20010101140

Category:  Alcohol
Requested URL: ity ihvewewy coors.comd

Option 1:  Click here for secure Web-hased authentication.
Option 2:  If the sbove profile iz incorrect or there has been an error, you can:

» Re-gtart your system and re-login or
= Iry re-authenticating your user profile

Option 31 If you have an override account, enter your username and password.

Username: I

Password: I Owerride |

l¥arningt The override account aption will not function ¥ antipopan software Js instailed on
vour system.

[-|
|&] pone |_|_|° Inkernet v
Fig. 2:1-6 Options page

The following items previously described for the Block page
display in the upper half of the Options page:

* HELP link
¢ User/Machine frame contents

The frame beneath the User/Machine frame includes infor-
mation for options (1, 2, and/or 3) based on settings made in
this window and the Common Customization window.
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NOTE: Information about Option 1 is included in the R3000
Authentication User Guide.

Option 2

The following phrase/link displays, based on options
selected at the Re-authentication Options field:

* Re-start your system and re-login - This phrase
displays for Option 2, whether or not either of the other
Re-authentication Options (Re-authentication, or Web-
based Authentication) was selected. If the user believes
he/she was incorrectly blocked from a specified site or
service, he/she should re-start his/her machine and log
back in.

» Try re-authenticating your user profile - This link
displays if “Re-authentication” was selected at the Re-

authentication Options field, and an entry was made in
the Logon Script Path field. When the user clicks this link,
a window opens:

& netlogon on LOGOD - Microsoft Intern

lngonFG.bat

netlogon

This Folder is Online.

Select an item ko view ks
description,

Metwork Logon Scripk s

Capacity: 3,99 GB
[ used: 2.26 GB
[ Free: 1.72 GB
[~
Fig. 2:1-7 Re-authentication option

The user should click the logon.bat icon to run a script that
will re-authenticate his/her profile on the network.
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Option 3

Option 3 is included in the Options page, if “Override
Account” was selected at the Re-authentication Options
field.

This option is used by any user who has an override
account set up for him/her by the global group administrator
or the group administrator. An override account allows the
user to access Internet content blocked at the global or IP
group level.

The user should enter his/her Username and Password,
and then click Override to open the Profile Control pop-up
window:

43 http://200.10.160.179:81 - Profile Control - Microsoft Internet Explorer

Profile Control

Ouerride Account: afangatta
Profile: fitter all ather ports | open these categories reject these categories ART
GPORN KDPORN open all other categories | detault fiter mode,
Min. Filtering: Mo Bypass Minimum Fittering Level

Keep this window open for your override account to remain active,

Close

Sef R3000 Internet fitering provided by Sef Technaologies. Copyright 2006, All rights reserved.

-]
|&] Dore l_l_la Internet 7
Fig. 2:1-8 Profile Control pop-up window

This pop-up window must be left open throughout the user’s
session in order for the user to be able to access blocked
Internet content.

NOTES: See Profile Control window for information on custom-
izing the content in the Profile Control pop-up window. See
Appendix D: Override Pop-up Blockers for information on how a
user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.
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ShutDown window

The ShutDown window displays when ShutDown is
selected from the Control menu. This window is used for
powering off the server.

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUI'I_'

[—
=@ st ShutDown
= .,..tru ) System>Control=ShutDown
Ietwor! ShutDown

--fdministrator ) o .
Warning! This will shutdown the R3000 Exterarise Fiter systerm.

--Diagnostics
ser
-Patch
~Synchronization
- Mode
Authentication
-NIC Mode
--BackupjRestore
Reset
--Radius Authentication Setting
- SHMP
--Hardware Failure Detection
¥ Strikes Blocking
- WWarn Option Setting
- Customization

O T

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 2:1-9 ShutDown window

Shut Down the Server

In the ShutDown frame, click ShutDown to power off the
server. To restart the server, the R3000 console needs to be
re-accessed.
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Reboot window

The Reboot window displays when Reboot is selected from
the Control menu. This window is used for reconnecting the
server on the network.

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME | SYSTEM ~ GROUP | LIBRARY | REPORTING | HELP | QuIT ——
=
S system Reboot
"'N otk System>Control>Reboot
oo Reboot

--Administrator ol T . p
. Diagrostics Warning! This will Reboct the R2000 Enterorise Filter system.

-Patch
~Synchronization
- Mode
Authentication
-NIC Mode
--BackupjRestore
Reset
--Radius Authentication Setting
- SHMP
--Hardware Failure Detection
¥ Strikes Blocking
- WWarn Option Setting
- Customization

| —
[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 2:1-10 Reboot window
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Reboot the Server

1. In the Reboot frame, click Reboot to open the Reboot
R3000 Enterprise Filter dialog box:

Reboot R3000 Enterprise Filter |
& Are wou sure you want to reboot R3000 Enterprise Filker?

o |

Java Applet Windaw
Fig. 2:1-11 Reboot R3000 dialog box

2. Click Yes to close the dialog box and to launch the
Server Status message box, informing you that the
server is now disconnected:

ST=I

Server disconnected! Please wait..

|Java Applet Window
Fig. 2:1-12 Server Status: disconnect message

When the Server Status box closes, the R3000 Enter-
prise Filter status message box opens and informs you
that the server is rebooting itself, and how much time has
elapsed since this process began:

_igixi

R3000 is rebooting. Elapsed time:00:00:13

R3000finished loading librany...

IJava Applet Window
Fig. 2:1-13 R3000 status message box
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After the server is rebooted, the R3000 Enterprise Filter
status message box closes, and the R3000 ready alert
box opens:

x

@ R3000 Enterprise Filter is up.

|Java Applet wWindow
Fig. 2:1-14 R3000 ready alert box

The Server connected alert box also opens, informing
you that the server is connected, and that you must
restart the server:

zl

@ Server is connected again. Please restart R3000 Enterprise Filter GUI

IJ ava Applet Window

Fig. 2:1-15 Server connected alert box

3. Click OK to close the R3000 ready alert box.
4. Click OK to close the Server connected alert box.

5. You must now re-access the R3000 console.
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Network

Network includes options for configuring the R3000 server
on the network. Click the Network link to view a menu of
sub-topics: LAN Settings, NTP Servers, Regional Setting,
and Block Page Route Table.

R3000 Enter Filter =101 x|

8ebrmooo | Emerprie itery

- HOME S¥STEM GROUP LIBRARY REFORTING HELF‘ QUIT =

5@ System
-Control

---fdministr _J L
- Diagroski MTP Servers
Alert Regional Setting elp Topics for the System seclion
-Patch
Elock Page Route Tabl
e ST O e o0 O L8 kctern section is comprised of windows used by the global administrator to
- Made configure and rmaintain the R3000 server to authenticate users, and to filter, log, or block
Authentication specified Internet content for each user based on an applied filtering profile
--MIC Mode . . . . .
. Backup(Restare Alistof main topics displays in the control panel at the left ofthe screen. Main topics in
Reset this section include the following: Control settings, Network seftings, Administrator

account information, Diagnostics, Alert contacts, Pateh, Synchronization, Operation
Mode, Authentication settings, MIC Mode, Backup/Restare operations, Reset settings,
Radius Authentication Setiings, SMMP, Hardware Failure Detection for R3I000H units
only, ¥ Strikes Blocking, and Customization. MOTE: [fthe synchronization feature is
used, an R3000 set up in the Target mode will not include any Authentication topics or
sub-topics, orthe Radius Authentication Settings and X Strikes Blocking topics.

--Radius Authentication Setting
SN

Hardware Failure Detection
-3 Strikes Blocking

Wiarn Option Setting
- Customization

Clickyour selection to choose a rain topic frorm this list, ortoview a rmenu of
sub-topics, if applicakle. ¥When a topic or sub-topic is selected, the designated window
far that topic or sub-topic displays in the right panel

Far help in ary window, mouse-over the " symbaol to view information about that
window, or press F1. Press F9 1o refresh the console.

Far additional information about this current section ofthe cansole, click the link
beneath the Systemn hanner to view Help Topics

Ta navigate to another section ofthe consale, click the button atthe top of the screen for
Home, Group, Library, Reporting, or Help. Click Quitto exitthe console

O —

Hast Mame: loga.com IIP: 200.10,100.75 rJersion: R3000 Enterprise Fiker 1,10,00.24
Jawva Applet Window

Fig. 2:1-16 System screen, Network menu
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LAN Settings window

The LAN Settings window displays when LAN Settings is
selected from the Network menu. This window is used for
configuring network connection settings for the R3000.

£ R3000 Enterprise Filter

866 R3000

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUI'I_'

=101 x|

Enterprise F.il!ep;

ﬁ System
-Control
ark
--Administrator
--Diagnostics
Alert
-Patch
~Synchronization
- Mode
Authentication
-NIC Mode
--BackupjRestore
Reset
--Radius Authentication Setting
- SHMP
--Hardware Failure Detection
¥ Strikes Blocking
- WWarn Option Setting
- Customization

O T

LAN Settings
System>Network>LAN Settings

Host Mame |R3000LDAP-ota
IP / Mask Setting

Lant P [rz3e I [ess.ass.ass.ass -]
LanzP [2001016074 | [esszssnn x|
DNS
Primary IP W
Secondary IP
Gateway

Gateway IP |20010.160.1

|HDst Mame: logo,com

Java Applet Window

IIP: 200,10,100,75 Wersiun: R.3000 Enterprise Filker 1,10,00,24

Fig. 2:1-17 LAN Settings window
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Specify LAN Settings

1. In the Host Name field, the default host name is R3000.
Enter up to 50 alphanumeric characters for the name of
the host for this server, such as R3000.LOGO.com.

2. Specify the following information, as necessary:

* In the LAN1 IP field of the IP/Mask Setting frame, the
default LAN 1 IP address is 1.2.3.3. Enter the IP
address and select the corresponding subnet mask of
the LAN1 network interface card to be used on the
network.

* In the LAN2 IP field, the default LAN 2 IP address is
1.2.3.4. Enter the IP address and select the corre-
sponding subnet mask of the LAN2 network interface
card to be used on the network.

@ TIP: Be sure to place the LAN1 and LAN2 IP addresses in
different subnets.

* Inthe Primary IP field of the DNS frame, the default IP
address is 4.2.2.1. Enter the IP address of the first
DNS server to be used for resolving the IP address of
the authentication server with the machine name of
that server.

* Inthe Secondary IP field of the DNS frame, the default
IP address is 4.2.2.2. Enter the IP address of the
second DNS server to be used for resolving the IP
address of the authentication server with the machine
name of that server.

+ In the Gateway IP field of the Gateway frame, the
default IP address is 1.2.3.1. Enter the IP address of
the default router to be used for the entire network
segment.

3. Click Apply to apply your settings.

NOTE: Whenever modifications are made in this window, the
server must be restarted in order for the changes to take effect.
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NTP Servers window

The NTP Servers window displays when NTP Servers is
selected from the Network menu. This window is used for
specifying IP addresses of servers running Network Time
Protocol (NTP) software. NTP is a time synchronization
system for computer clocks throughout the Internet. The
R3000 will use the actual time from a clock at a specified IP

address.

NOTE: The System Time displays beneath the Details frame,
using the YYYY/MM/DD HH:MM:SS Coordinated Universal Time
(UTC) format for the current time zone.

SiE
866 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REFPOQORTING HELP QUIT J
=
=]
3 Systen NTP Servers
N 5 System>Network>NTP Servers
. Details
trator s
--Diagnostics ervers
--Blert 123.59.35.142 Delete |
Patch 142.3.100.15
- Synchronization 129.132.98.11
---Maode
Authentication
-~ NIC Mode WTP Server Add
- Backup/Restore
Reset .
- Radius Authentication Setting Sys(em Time
- EMMP System Currert Time: 200703721 16:26:14 PST -0300
Hardwvare Failure Detection
-3 Strikes Blocking
- Warn Option Setting
- Cugtomization
“ N
|Host Mame: loga,cam [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 2:1-18 NTP Servers window
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Specify Network Time Protocol Servers

In the Details frame, three NTP server IP addresses display
by default in the Servers list box. These IP addresses are:
128.59.35.142, 142.3.100.15, and 129.132.98.11.

@ NOTE: Any IP address following the first entry in the Servers list

box is only used in the event that the R3000 cannot access the
primary time NTP server specified. IP addresses are used in the
order in which they display in the list box.

Add an NTP Server

To add an NTP server:
1. Enter the IP address in the NTP Server field.

2. Click Add to include this IP address in the Servers list
box.

3. Click Apply to apply your settings.

Remove an NTP Server

To remove an NTP server:

1. Select the IP address from the Servers list box.
2. Click Delete.

3. Click Apply to apply your settings.

& WARNING: If using the R3000 with the 8e6 Technologies Enter-
prise Reporter unit, be sure the ER unit is connected to the same
NTP servers as the R3000.

8e6 TecHNoLoaIEs, R3000 ENTERPRISE FILTER USER GuiDE 93



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

94

Regional Setting window

The Regional Setting window displays when Regional
Setting is selected from the Network menu. This window is
used for specifying the time zone to be used by the R3000
and the language set type, if necessary.

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUI'I_'

ﬁ System

-Control

Regional Setting
System>=Network>Regional Setting
Time Zone

--Administrator
- Diagnastics Region IUS LI Location IPacific LI
Alert
-Patch Languaye
~Synchronization
- Mode Language IEngI\sh (United States) [en_LUS] LI
Authentication
-+ MIC Mode
--BackupjRestore
Reset
--Radius Authentication Setting
- SHMP
Harchware Failure Detection
-3 Strikes Blocking

- Warn Option Setting
-Customization
F | LI Warning! This will Reboct the RI000 Enterarize Filter sistern, Apply
[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24

Jawva Applet Window

Fig. 2:1-19 Regional Setting window
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Specify the Time Zone, Language Set

In the Details frame, the Region “US” and the Location
“Pacific” display by default. To change these settings:

1. Atthe Region pull-down menu, select your country from
the available choices.

2. Atthe Location pull-down menu, select the time zone for
the specified region.

If necessary, select a language set from the Language
pull-down menu to specify that you wish to display that
text in the console.

3. Click Apply to apply your settings, and to reboot the
R3000.

& WARNING: If using the R3000 with an 8e6 Technologies Enter-
prise Reporter unit, be sure each R3000 used by the ER is set up
in the same time zone as the ER. These ‘like” settings ensure
consistency when tracking the logging times of all users on the
network.
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Block Page Route Table window

The Block Page Route Table window displays when Block
Page Route Table is selected from the Network menu. This
window is used for building and maintaining a list of destina-
tion based routers the server will use for communicating
with other segments of the network. You need to set up a
route table only if your local network is interconnected with
another network, and if users’ client machines are not being
served block pages when appropriate.

£ R3000 Enterprise Filter o ] |
886 R3000 Enterprise Filter
o HOME | SYSTEM  GROUP | LIBRARY | REPORTING | HELP | QUIT —
=
=
= SVStem‘ Block Page Route Table
-+ Control System>Network>Block Page Route Table
ki Route Table
Administrator
) . IP/Mask
--Diagnostics
o dilert IP:200.10,160.170/31 Gateway:200.10.160.1 Delete
Patch
- Synchronization
---Maode
Authentication
-NIC Mode
- Backup/Restore
- Reset
Radius Authentication Setting
- SHMP
- Hardware Failure Detection
X Strikes Blocking jal | Mask |
- 0farn Option Setting Gatemay l— =iy |
- Customization
KT —|
|Host Mame: loga,cam [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 2:1-20 Block Page Route Table window

NOTE: See the Block Page Authentication window for information
on setting up block pages.
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Add a Router

In the Route Table frame:
1. Enter the IP address.

2. Select the network subnet Mask from the pull-down
menu.

3. Inthe Gateway field, enter the IP address of the portal to
which packets will be transferred to and from the Internet.

@ TIP: Click Calculator to open the IP Calculator pop-up window.
Use this calculator to calculate IP ranges without any overlaps.

4. Click Add to include your entries in the IP/Mask list box.

NOTE: Follow steps 1-4 for each router you wish to include in the
routing table.

Remove a Router
To remove one or more routers from the IP/Mask list box:
1. Select the router(s) from the list box.

2. Click Delete.
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Administrator

Administrator window

The Administrator window displays when Administrator is
selected from the navigation panel. This window is used for
adding and maintaining global administrator accounts.

£ R3000 Enterprise Filker 1 ]
866 R3000 Enterprise Filter
; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
=
=) 5*’5“3”‘ Administrator
vt System>Administrator
il Current User
administrator Delete |
-+ Diagnastics admin
Blert data
--Patch keegan
Synchronization
--Mode
---futhentication
NIC Mode Account Details
-BackupjRestore
Marme
- Reset
---Radius Authentication Setting Modify
SHMP Password
-~ Hardware Failure Detection
- Strikes Blocking Confirm Password
Wiarn Option Setting
-Customization
T |

|Host Mame: loga,cam
Java Applet Window

|IP: 200,10,100,75 Wersion: R3000 Enterprise Filker 1,10,00,24

Fig. 2:1-21 Administrator window

TIP: The default

Username is admin and the Password is user3.

8e6 recommends that you retain this default account in the event
that the R3000 unit cannot be accessed. An authorized 8e6 Tech-
nologies technical representative may need to use this username
and password when troubleshooting the unit.
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& WARNING: Always be sure that at least one account is listed in
this window at all times.

Add a Global Administrator Account

To add a global administrator account:

1. In the Account Details frame, enter the username in the
Name field.

2. Enter at least three alphanumeric characters for the
password in the Password field.

3. Make the same entry again in the Confirm Password
field.

4. Click Add to include the username in the Current User
list box.

Edit a Global Administrator Account

To change a global administrator’s password:

1. Select the username from the Current User list box. This
action populates the Account Details frame with data.

2. Enter the new password in the Password field.

3. Enter the same password again in the Confirm Pass-
word field.

4. Click Modify to apply your settings.
Delete a Global Administrator Account
To delete a global administrator account:
1. Select the username from the Current User list box.
2. Click Delete.
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Diagnostics

Diagnostics includes options for setting up or running
processes for maintaining the server. Click the Diagnostics
link to view a menu of sub-topics: System Command, View
Log File, Troubleshooting Mode, Active Profile Lookup, and
Admin Audit Trail.

£ R3000 Enterprise Filter

866 R3000

5@ System

--Control
Network

--Administrator

Alert
-Patch
- Synchroniza
- Mode
Authenticati

HOME

‘igw Log File

Troubleshoating Mode
Active Profile Lookup
Admin Audit Trail

S¥STEM

=101 x|

|

GROUP LIBRARY REFORTING HELP auir

OSYSTEM “I

Ip Topics forthe System section

sterm section is comprised of windows used by the global administrator to
re and maintain the R3000 server to authenticate users, and to filter, log, or hlock
o Internet content for each user based on an applied filtering profile.

-+ MIC Mode
--BackupjRestore
Reset

SN
-3 Strikes Blocking

- WWarn Option Setting
- Cugtomization

1

--Radius Authentication Setting

Hardware Failure Detection

[ Bl

Alist of main topics displays in the contral panel at the eft ofthe screen. Main topics in
this section include the following: Control settings, Metwork settings, Administratar
account information, Diagnostics, Alert contacts, Patch, Synchronization, Operation
Mode, Authentication settings, NIC Mode, Backup/Restare operations, Reset setings,
Radius Authentication Settings, SMMP, Hardware Failure Detection for R3000H units
only, % Strikes Blocking, and Customization. NOTE: If the synchronization feature is
uged, an R3000 set up inthe Target mode will notinclude any Authentication topics or
sub-topics, or the Radius Authentication Settings and  Strikes Blocking tapics

Click your selection to choose a main topic from this list, or to view a menu of
sub-topics, if applicable. When a topic or sub-topic is selected, the designated window
for that topic or sub-topic displavs in the right panel.

Far help in any window, mouse-over the "9 symbaol to view information about that
window, or press F1. Press Fa to refresh the console.

For additional information about this current section ofthe consale, click the link
beneath the Systern banner toview Help Topics

To navigate to another section of the console, click the hutton at the top of the screen for
Hame, Group, Libraty, Reporting, or Help. Click Quit to exitthe console.

Hast Mame: loga.com

Jawva Applet Window

IIP: 200.10,100.75 rJersion: R3000 Enterprise Fiker 1,10,00.24

Fig. 2:1-22 System screen, Diagnostics menu
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System Command window

The System Command window displays when System
Command is selected from the Diagnostics menu. This
window is used for viewing server statistics and for
performing diagnostic tests on the server.

£ R3000 Enterprise Filter P ] 54
866 R3000 Enterprise Filter
— HOME | SYSTEM  GROUP | LIBRARY | REPORTING =~ HELP  QUIT —
=
S system System Command
~-Cantrol system>Diag N System C

Network
---fdministrator

Command Details

Command

[pingtPin) =] [pon.i0a60.24

A
-Patch
~Synchronization
- Mode

Authentication
-+ MIC Mode
--BackupjRestore

Reset
--Radius Authentication Setting
- SHMP

Hardware Failure Detection
-3 Strikes Blocking
- Warn Option Setting
~Customization

T |
[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24
Jawva Applet Window

Fig. 2:1-23 System Command window

& WARNING: Diagnostics tools utilize system resources, impacting
the R3000’s performance.
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Perform a Diagnostic Test, View Data

1. Select a diagnostic tool from the Command pull-down
menu: ping(Ping), traceroute(Trace Route), ps(Process
list), top(TOP CPU processes), ifconfig(NIC configura-
tion), netstat(active connections), netstat(routing table),
free(current memory usage), iostat(CPU usage),
sar(system performance), and recent logins.

NOTE: See Command Selections for a list of commands and
their functions.

If “Ping” or “Trace Route” was selected from the pull-
down menu, a blank field displays to the right and must
be populated.

2. Click Execute to open a pop-up window containing the
query results:

4 R3000 Enterprise Filter =10l =]

866 R3000 Enterprise Filter

System Command
System>Diagnostics>System Command
Result

FihG 200.10.160.24 (200.10.160.24) 56(54) bytes of data.

B4 bytes from 200.10.160.24: icmp_seq=1 tt=64 time=0.115 ms
Ed bytes from 200 10160 24: iomp_seq=2 ti=64 time=0119 ms
G4 bytes from 200.10.160.24: icmp_seq=3 tt=64 time=0.114 ms
B4 bytes from 200.10.160.24: icmp_sedq=4 tt=64 time=0.110 ms
B4 bytes from 200 10160 24 icmp_seg=5 t=B4 time=0036 ms

- 2001016024 ping statistics ---
& packets transmitted, 5 received, 0% packet loss, time 4000ms
rit min/arvgimecimdey = 0088/0.1080 1190017 ms

|Java Applet ‘windaw

Fig. 2:1-24 System Command, Results window
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3. Click the “X” in the upper right corner of the pop-up
window to close it.

Command Selections

Ping

The Ping diagnostic tool is used for verifying whether the
R3000 can communicate with a machine at a given IP
address within the network, and the speed of the network
connection. Enter the IP address or host name of the
specific Internet address to be contacted (pinged), and then
click Execute to display results in the pop-up window.

Trace Route

The Trace Route diagnostic tool should be used if the ping
utility was not able to help you diagnose the problem with
your network configuration. This diagnostic tool records
each hop the data packet made, identifying the IP
addresses of gateway computers where the packet stopped
en route to its final destination, and the length of time of
each hop. Enter the IP address or host name of the specific
Internet address to be validated, and then click Execute to
display results in the pop-up window.

Process list

The Process list diagnostic tool is used for viewing a list of
processes that have run on the server, and their statuses.
When Execute is clicked, rows of processes display in the
pop-up window, including the following information for each
process: Process Identification Number, full device number
of the controlling terminal, status code, amount of time it
took to run the process, and command line.
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TOP CPU processes

The TOP CPU processes diagnostic tool is used for
analyzing how much memory and CPU power is being
consumed by which processes. When Execute is clicked,
the pop-up window displays the following information: the
load average, number of processes that can run, current
utilization by CPUs on the system, and memory and swap
file space currently being used and currently available. A
row of statistics displays for each process utilizing the most
resources on the system.

NIC configuration

NIC Configuration is used for verifying the server's network
interface configuration at bootup. When Execute is clicked,
information about the NIC mode and RX packets and TX
packets displays in the pop-up window.

Active connections

When Active Connections is selected and Execute is
clicked, information about opened connections displays in
the pop-up window. The first half of the results includes
packet traffic data on configured network interfaces. The
second half of the results includes a list of active UNIX
domain sockets for each protocol.

Routing table

When Routing Table is selected and Execute is clicked,
information about available routes and their statuses
displays in the pop-up window. Each route consists of a
destination host or network and a gateway to use in
forwarding packets.
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Current memory usage

When Current Memory Usage is selected and Execute is
clicked, the pop-up window shows the amount of memory
being used, and the amount of memory available for three
intervals of one second each.

CPU usage

The CPU Usage diagnostic tool shows information on disk
usage. When Execute is clicked, the pop-up window shows
the average CPU usage, as well as the usage by device and
file system/partition.

System performance

The System Performance diagnostic tool shows information
on resources being used. When Execute is clicked, the
pop-up window shows averages on various statistics. These
results can be stored in a compact binary format and then
viewed at later date, so that if you discover a system or
application problem occurred, you can analyze system
activity during that time period. With this data, you can
specify start and end times for reporting on that data, and
calculate average usage for periods of time when perfor-
mance is most critical or during normal user hours.

Recent logins

The Recent Logins diagnostic tool is used for showing infor-
mation on administrator login activity. When Execute is
clicked, the pop-up window displays a row of data for each
time an administrator logged on the R3000 server.
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View Log File window

The View Log File window displays when View Log File is
selected from the Diagnostics menu. This window is used
for viewing the most recent log file results of various activi-
ties and for troubleshooting.

SEE
8ebrzo00

Nm—— HOME SYSTEM GROUP LIBRARY REPORTING HELP

(=

= 2ystam View Log File
o antra System>Diaghostics>View Log File
--Metwork

Log File Details

Administrator

S i ics Log File IAdmm GUI Server Log (AdminGUIServer.log) ;I
--dlert

Patch Last Murber of Lines [1qn -

- Synchronization
Authentication

-NIC Mode

- Backup/Restore

--Reset
Radius Authentication Setting

- SHMP

-~Hardwars Failure Detection
¥, Strikes Blocking

- WWarn Option Setting

- Customization

| —
|Host Mame: loga,cam [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 2:1-25 View Log File window
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View Log Results

In the Log File Details frame:
1. Select the type of Log File to view:

+ “Realtime Traffic Log (shadow.log)” - used for viewing
the Internet activity of all users on the network.

» “User Name Log (usage.log)” - used for viewing the
time and date a user logged on and off the network,
along with the user's profile information.

» “Patch Log (patch.log)” - used for viewing the results of
a software update application, such as which files were
copied to the server, and whether the software update
was successfully applied.

» “Error Log (error.log)” - used only if an Alternate IP
Address is being used in the Block Page Route frame
of the Operation Mode window. This log only displays
information if the IP address used for sending block
pages is not being reconciled with the MAC address of
the NIC card.

* “Admin GUI Server Log (AdminGUIServer.log)” - used
for viewing information on entries made by the admin-
istrator in the R3000 console.

NOTE: For information about the “Wbwatch Log (wbwatch.log)”,

LTS

“Authentication Log (AuthenticationServer.log)”, “eDirectory
Agent Debug Log (edirAgent.log)”, “eDirectory Agent Event Log
(edirEvent.log)” and “Authentication Module Log (auth-
module.log)” options, see the View log results section in the

R3000 Authentication User Guide.

2. Choose the Last Number of Lines to view (100-500)
from that file.

3. Click View to to open a pop-up window containing the log
results:
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=lofx|
8&6 R3000 Enterprise Filter

View Log File
System>Diagnostics>View Log File

Result

LOGON, 2007-04-10 08:00:01, 10.10.10.5/32, gg, A,J R KDPORMN GPORM EMPL FINAN GENBUS TRADING ESTATE 11, 01, p1, 0461 BABAE
LOGON, 2007-04-10 08:00:01, 00:04:21:AF:33:E1, ge, A,J R KDPORN GPORN EMPL FINAN GENBUS TRADING ESTATE L1, Ox1, pl, DX461B:
LOGOFF, 2007-04-10 08:00:00, 10.10.10.5032, pi

LOGOFF, 2007-04-10 08:0000, 00:04:21:AF.33E1, p

STARTING rprofiled, [2007-04-10 09:17:08]

STARTING rprofiled, [2007-04-10 09 20:08]

|
IJava Applet Window

Fig. 2:1-26 View Log File, Results window

4. Click the “X” in the upper right corner of the pop-up
window to close it.
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Troubleshooting Mode window

The Troubleshooting Mode window displays when Trouble-
shooting is selected from the Diagnostics menu. This
window is used if the server is not sending or receiving
packets as normal.

e
866 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REFPOQORTING HELP QUIT J
=
= SVStem‘ Troubleshooting Mode
Control System>Diagnostics>Troubleshooting Mode
--Metwork

Administrator
.- <

Troubleshooting Mode
Troubleshooting mode: OM

Enable Disablz |

--dlert

patch Warning! when you click Enable the R3000 will stop filering the netvork. After you finish
- Synchranization maiing the necessary changes lo the server, be sure lo click Disabie (o ferminale vour
- Mode Troubleshooting Mode session. Once Disable is clicked, the RI000 will resume filkering

the nebwork.

Authentication
-+ NIC Mode .
--BackupfRestore Packet Logging

~Reset Packet Logging Time |10 seconds hd

Radius Authentication Setting

SN Capture Device LA 'I
-Hardware Falure Detection | Promiscuous Mode & on & off
¥, Strikes Blocking
- Yfarn Option Setting Capture StringiRule IAH TCP packets(except GUI tratfic) ﬂ
- Customization
Result
Cap. Time|2006/07/12,14:35:01.443672 ﬂ
Ether Type|IP
MAC addr|0:3:47:8:1:358 » 0:13:21:60:c4:89
IP.port|200.10.160.170.22 » 200.10.160.140.1152
TCP flag|PUSH, ACK
Cap. Time|2006/07/12,14:35:01.554105
Ether Type|IP
MAC addr|0:13:21:60:d4:89 > 0:3:47:8:1:38
T merr 1208 11 161 147 1185 s 508 11 141 178 22 Il
o7

|Host Mame: loga,cam [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 2:1-27 Troubleshooting Mode window

& WARNING: This tool utilizes system resources, impacting the
R3000’s performance. When you click Enable, the R3000 will
stop filtering the network. After you finish making the necessary
changes to the server, be sure to click Disable to terminate your
Troubleshooting Mode session. Once Disable is clicked, the
R3000 will resume filtering the network.

NOTE: See the Operation Mode window for information about
invisible, router, and firewall modes, and listening devices.
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Use the Troubleshooting Mode

1.

Click Enable to begin working in the troubleshooting
mode.

. In the Packet Logging frame, select the Packet Logging

Time from the available selections (10 seconds, 30
seconds, 60 seconds). This time is the interval during
which the server captures packets in real time, ranging
from the moment the command is executed until the
designated point of time in the future.

. At the Capture Device field, the default listening device

for the operation mode displays. If necessary, make a
selection from the pull-down menu that corresponds to
the operation mode used on the network—"LAN2” or
“LAN1".

. Atthe Promiscuous Mode field, the default choice (“on”

or “off”) displays, based on the operation mode that was
selected. The promiscuous mode is a mode of operation
in which each data packet that is sent will be received
and read by the Network Interface Card (NIC).

If necessary, click the appropriate radio button to indicate
whether to turn the promiscuous mode on or off. If “on” is
selected, the R3000 will watch all network traffic as in the
invisible mode. If “off” is selected, the R3000 will only
capture packets sent to or from the R3000.

. At the Capture String/Rule field, select the type of

packets to be captured: Transmission Control Protocol
(TCP); Address Resolution Protocol (ARP); packets
destined to a specified port (80, 443, 81); packets
destined to the R3000; packets sent to or from port 20 or
21; or packets sent to the Virtual IP address’s port 137 or
139.

. Click Execute to display results in the Result list box.
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8. After performing the fixes on the R3000 server, return to
this window and click Disable to resume filtering the
network.

Active Profile Lookup window

The Active Profile Lookup window displays when Active
Profile Lookup is selected from the Diagnostics menu. This
window is used for verifying whether a user has an active
profile.This window also is used for troubleshooting
synchronization on "target” R3000 servers, to verify whether
settings for user profiles match the ones synced over from
the "source" R3000 server.

£ R3000 Enterprise Filter i [ 3

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELF auIT :

[Esa ;
= =ystem Active Profile Lookup
Cartral System>Diaghostics>active Profile Lookup

- Metwork
User PMAC Address [200.10.150.34 Lookup |

ddministrator

et
Patch
- Synchronization
- hlode
Authentication
- MIC Mode
-Backup/Restore
Reset
~Radius Autherticstion Setting
ShMP
- Hardware Failure Detection
- Strikes Blocking
Wyarn Option Setting
-~ Customization

KT I |

[Host Hame: laga com [tP: 200.10.100.75 féersion: 300D Enterprise Fiter 1.10.00.24

Jawa Applet Window

Fig. 2:1-28 Active Profile Lookup window

8e6 TecHNoLoGIEs, R3000 EnTERPRISE FILTER USER GUIDE 111



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

112

NOTE: In order to use this diagnostic tool, IP groups and/or
members must be set up in the Group section of the R3000, and
each IP group and/or member must have a filtering profile.

Verify Whether a Profile is Active
1. In the User IP/MAC Address field, enter the IP address

or MAC address of the end user.

. Click Lookup to verify whether or not a user profile is

active for that IP/MAC address.

If the user's profile is active, a pop-up box opens
containing the Result frame that displays profile settings
applied to the user's profile:

B
Result for IP/MAC Address 200.10.150.34
Rule Details
Category | Pass | aiow [ wiam [ Biock

"] Category Groups
£ | Adult Cortent

£ Banchwicth

£ | Busir

£ Community/Organizations
£ | Custom Calegories

#- | Education

#-_| Entertainment

&) envvPolitics
£ | HealthFitness

£ ] Mgl

£ | Information Technalog
£ ] Internet Cx

£ | Internet Procuctivit:

£ | Internetirtranet Misc.

©0

©0

Uncategorized Stes @ Pass € Block

Blocked Ports: 286, 222

Rerect URL:Detaut Block Page
Filter Options
I ¥ Strikes Blocking
I Googleéafion! Sate Search Enforcamert
I sesrch Engine Keyword Fiter Cortrol
I URL Keyyword Fiter Cortrol

I Extend URL Heyward Fiter Cortrol

Java Applet Window

Fig. 2:1-29 Active Profile Lookup results

In the Rule Details frame, the Category Groups tree
displays group and library categories with filter settings
that determine whether or not the end user can access
URLs set up for that category group/library category.
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@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

A check mark inside a green circle displays in the Pass,
Allow, Warn, Block column for the filter setting assigned
to the category group/library category for the end user.
These filter settings indicate the following:

* Pass - URLs in this category will pass to the end user.

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

At the bottom of the Rule Details frame, Uncategorized
Sites are set to either “Pass” or “Block”, indicating that
the selected setting applies to any non-classified URL.
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The following settings display beneath the Rule Details
frame:

Blocked Ports (optional) - ports that have been set up
to be blocked, if established.

Redirect URL (optional) - the URL that will be used for
redirecting the user away from a page that is blocked,
if established.

Filter Options (optional) - filter options to be used in
the user’s profile: “X Strikes Blocking”, “Google/Yahoo!
Safe Search Enforcement”, “Search Engine Keyword
Filter Control”, and/or “URL Keyword Filter Control”
with/without the “Extend URL Keyword Filter Control”
option selected.

. Click the “X” in the upper right corner of the pop-up box to

close it.
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Admin Audit Trail window

The Admin Audit Trail window displays when Admin Audit
Trail is selected from the Diagnostics menu. This window is
used for specifying FTP criteria so that a log of server
changes made by an administrator will be sent to the FTP
server. The log of changes made on the server can be
viewed in this window.

Admin Audit Trail
The Admin Audit Trail tab displays by default:

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUIT

=
5@ System
--Control

Network Admin Audit Trail
System>Diagnostics>Admin Audit Trail
FTP Server Configuration

FTP Server |1 50.20.30115
- Synchronization Remote Directory I.l’serverm\es.ﬂﬂgs

- Mode
Authentication Tranzfer Mode % Passive © Active

-+ MIC Mode

--BackupjRestore
Reset

Usernatne Iadmwn
--Radius Authentication Setting
- SNMP Passward I ****
Hardware Failure Detection i
-3 Strikes Blocking Confirtn Password I *****

- Warn Option Setting

FTP Configurstion | view |

Send Dally Logto FTP Server 0 on (0 off

-Customization
Apply
FTP Mo
T |
[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24

Jawva Applet Window

Fig. 2:1-30 Admin Audit Trail window
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Specify FTP Criteria

1.
2.

7.

Enter the IP address of the FTP Server.

The log will be sent to the current default directory,
unless a Remote Directory is specified.

. At the Transfer Mode field, “Passive” is selected by

default, indicating that transfers will be made via unre-
stricted outgoing network connections. Click “Active” if
transfers will be initiated by the server.

. Type in the Username to be used.

Type in the Password to be used, and type it again in the
Confirm Password field.

. Specify whether or not to Send Daily Log to FTP Server

by clicking either the “on” or “off” radio button.

Click Apply to apply your settings.

FTP the Log on Demand

Click FTP Now to transfer the log on demand.
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View

View the Log of Administrator Changes

To view the log, click the View tab:

R3000 Enterprise Filter =101 x|

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF auir

S system FTP Configuration  View I
--Control
Metwark Admin Audit Trail
--ddministrator System=Diaghostics>Admin Audit Trail
Alert T =T OO T T T AT, TP =T 7T T S TR =TT, IO =TT
-Patch Group: F7FTET inthe NT Group panal
. Synchronization Mime=8/24/06 10:40 AM, IP=200,10,100,239, Username=admin, Action=Library update log has b
- Mode Een viewed in the Library Update Log panel.
Authentication [Time=8{24/06 10:44 AM, IP=200.10.100.239, Username=admin, Action=URL/kKeyword addition li
t has been viewed For Library: ALCO in the URLS panel.
- NIC Mode Time=G/24/06 10:44 &M, [P=200.10.100.239, Username=admin, Action=URL{Kevword: HTTF:/j1
Backup(Restore 199,228,142 67/ has been added to Litrary: ALCO in the LRLS panel.
Reset Time=8/24/06 10:44 AM, IP=200,10,100,239, Username=admin, Action=URL/Keyword: HTTP: /{6
--Radius Authentication Setting E.35,164, 14/ has been added to Library: ALCC inthe URLS panel,
- SNMP Mime=8{24/06 10:44 AM, IP=200,10,100,239, Username=admin, Action=URL/keyword Addition li
Hardware Failure Detection t has been viewed For Library: ALCO N the URLS paned,
% Strikes Blocking Mime=8{24/06 10:45 &M, IP=200.10.100.239, Username=admin, Action=Log has been viewed in
he Report Configuration panel.
- Customization Time=6/24/06 10:46 AM, IP=200,10,100.239, Username=admin, Action=Real Time Prabe Reports
has been viewed in the Real Time Probes Configuration panel.
Mime=8/24/06 10:46 AM, IP=200.10,100.239, Username=admin, Action=Real Time Probe Reports
has been viewed in the Real Time Probes Configuration panel.
Mime=8/24/06 10;46 AM, IP=200,10,100,239, Username=admin, Action=Real Time Probe Repurt‘
has been viewed in the Real Time Probes Configuration panel,
Mime=8{24/06 10:46 &M, IP=200,10,100,239, Username=admin, Action=Real Time Probe Reports
has been viewed in the Real Time Probes Configuration panel.
[Time=8{24/06 10:46 AlM, IP=200.10.100.239, Username=admin, Action=Real Time Probe Reparts
has been viewed in the Real Time Probes Configuration panel.
[Time=8/24/06 2:15 PM, IP=200.10.100.239, Username=admin, Action=top(TOP CPU processes)
has been executed in the System Command panel.
Mime=8/24/06 2:31 PM, IP=200,10,100,23, Username=dota, Action=Has been login in the Admin
R3000 GUI Logon panel,
Mime=8{Z4/06 3:26 PM, [P=200,10,100,23, Username=dota, Action=Settings have been changed
in the Lan Settings panel, =
| O —
|Hest Mame: loga.cam |1P: 200.10.100.75 Jdersion: R3000 Enterprise Fiter 1,10,00.24

Jawva Applet Window

Fig. 2:1-31 Admin Audit Trail window, View tab

Click View Log to display data on recent activity. For each
change made on the server, the log will contain the date and
time the change was made (Time), IP address of the
machine used by the administrator, administrator's User-
name, and a brief description of the Action performed on the
server.

8e6 TecHNoLoGIEs, R3000 EnTERPRISE FILTER USER GUIDE 117



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

118

Alert

Alert includes options for setting up alert emails that notify
designated individuals of problems on the network. Click the
Alert link to view a menu of sub-topics: Alert Settings, and
SMTP Server Settings.

=10l

8ebr=oo0  EnerprseFter,

~HOME SYSTEM GROUP LIBRARY REFORTING HELF GILIT

& system
--Control
- Metwork.

Administrator SYSTEM -

--Diagnostics

Alert Settings

'Fa Help Topics forthe System section

~Synct MR Server Settings he Systemn section is comprised of windows used by the global administrator to

- Mad onfigure and maintain the R3000 servet to authenticate users, and to filter, Iog, or block
Authentication specified Internet content for each user based on an applied filtering profile

-NIC Mode

. BackupiRestare Alist of main topics dizplays in the control panel atthe left of the screen. Main topics in

- Reset this section include the following: Control settings, Metwork settings, Administrator

account information, Diagnostics, Alert contacts, Patch, Synchronization, Operation
Maode, Authentication settings, NIC Mode, BackupiRestore operations, Reset settings,
. Hardware Failure Detection Radius Authentication Settings, SMMP, Hardware Failure Detection for R3000H units
! ' only, ¥ Strikes Blocking, and Customization. MOTE: If the synchronization feature is
¥ Strikes Blocking uged, an R3000 setup inthe Target mode will not include any Authentication topics or

~Warn Option Sefting sub-topics, or the Radius Authentication Settings and X Strikes Blocking topics
- Customization

Radius Authentication Setting
- ShMP

Click your selection to chonse a main topic frorn this list, or to view a menu of
sub-topics, if applicable. When a topic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel.

Forhelpin anywindow, mouse-over the "?" symhbol to view information about that
window, or press F1. Press F& to refresh the console

For additional information about this current section of the console, click the link
feneath the Systern banner to view Help Topics.

To navigate to another section of the console, elick the button atthe top ofthe screen for
Home, Group, Likrary, Reporting, or Help. Click Quitto exit the console.

4 | »
Host Name: logo.com IIP: 200,10,100,75 Wersiun: R3000 Enterprise Filker 1,10,00,24
Java Applet Window

Fig. 2:1-32 System screen, Alert menu
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Alert window

The Alert window displays when Alert is selected from the
navigation panel. This window is used for setting up and
maintaining email addresses of contacts who will receive
automated notifications if problems on the network are
detected during the R3000’s self-monitoring process.

£ R3000 Enterprise Filter =]
866 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT .
=
S system Alert Settings
Control System>flert>Alert Settings
- Network
Audministrator % Enable (" Disabls
___Dsncs Emergency Email Notification
~-Patch [+ Email address 1: Iadmm@logo.cum
--Synchronization
Mode [~ Email address 2: I
---futhentication
-+ MIC Made [~ Email address 3: I
BackupjRestare
- Reset [~ Email address 4: I

- Radius Authentication Setting
ShMP From Email Address
-Hardware Failure Detection

-3 Strikes Blocking Frotn Ernail Address: Irom@localhast.cam
-Wfarn Option Setting
Customization Apply
T T
|Host Mame: laga.com |1P+ 200.10,100.75 Jversion: R3000 Enterprise Filter 1.10,00.24

Java Applet Window

Fig. 2:1-33 Alert window

The following processes are monitored by the R3000:

* CPU Processes - If any CPU process fails to run, the
R3000 alerts the administrator about the failed process,
and that an attempt will be made to reload the necessary
process. The last few lines of any pertinent logs are
included in the message to assist the administrator in
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troubleshooting the problem. In most cases, the reload
procedure will fix the error, and no futher intervention will
be required. However, if the error is not fixed—such as if
a misconfiguration was made that causes a process to
be unable to load on the system—the R3000 repeats this
procedure until an administrator fixes the error.

* Hard Drive Utilization - If the R3000 detects that hard
drive utilization exceeds 80 percent, an alert is sent to the
administrator. This problem usually occurs if the R3000 is
unable to FTP log files to the reporting application—an
8e6 Enterprise Reporter (ER) server, or a designated
third party FTP server. Action should be taken to prevent
the hard drive from reaching 100 percent utilization.

* Log File Transmission - If the R3000 is unable to send
log files as scheduled to an ER server or a third party
FTP server, the log files are placed in a queue so they
can be sent when a connection is established with the
server. If these logs cannot be successfully transmitted
after a period of time, an alert is sent to the administrator.
The last few lines of the error log are included in the
message to assist the administrator in troubleshooting
the problem.

* Synchronization Errors - If the synchronization feature
is used, an alert is sent to the administrator if an R3000
set up in the Source mode cannot communicate with the
target server(s) after numerous attempts, or if an R3000
set up in the Target mode cannot communicate with the
source server. The last few lines of the error log are
included in the message to assist the administrator in
troubleshooting the problem.
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Enable the Alert Feature

By default, the “Disable” radio button is selected. To enable
the feature for sending automated email notifications:

1. Click the “Enable” radio button to activate all elements in
the Emergency Email Notification frame.

2. Enter up to four email addresses of contacts.

3. Click in the checkbox of each email address that should
receive notifications regarding network problems.

4. If using an SMTP server for sending alert email
messages to designated administrators, enter the email
address of the R3000 in the From Email Address field.

5. Click Apply to apply your settings.
Modify Alert Settings

1. Make any of the following edits in the Emergency Email
Notification frame:

* change an email address by typing the new one over
the existing one

+ deactivate a contact by removing the check mark from
the checkbox corresponding to that contact’s email
a