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INTRODUCTORY SECTION R3000 ENTERPRISE FILTER

INTRODUCTORY SECTION

R3000 Enterprise Filter

8e6 Technologies’ R3000 Enterprise Filter offers an
enhanced solution for Internet filtering on a network, based
on the methodologies employed by the company’s R3000
Enterprise Filter, R2000 Enterprise Edition, and R2000
Authentication Module products. As with these applications,
the R3000 tracks each user’s online activity, and can be
configured to block specific Web sites or service ports,
thereby protecting your organization against lost produc-
tivity, network bandwidth issues, and possible legal prob-
lems that can result from the misuse of Internet resources.

In addition to many of the basic features of the R2000 series
products, the R3000 provides expanded library categories,
instant message and peer-to-peer blocking, user authenti-
cation, and a newly-designed Graphical User Interface
(GUI) Administrator console with more intuitive screens and
fields for greater ease of use when configuring and main-
taining the server, as well as managing user and group
filtering profiles.

About this User Guide

The R3000 Enterprise Filter User Guide primarily addresses
the network administrator designated to configure and
manage the R3000 server on the network. This adminis-
trator is referred to as the “global administrator” throughout
this manual. In part, this manual also addresses administra-
tors who manage user groups on the network. These
administrators are referred to as “group administrators”
throughout this manual. Additional information is provided
for administrators of 8e6’s Enterprise Reporter (ER) for
reporting on users’ Internet activity.
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See the R3000 Authentication User Guide at http:/
www.8e6.com/docs/ir_r3000_auth2.pdf for information
on authentication.

This user guide is organized into the following sections:

Introductory Section - This section is comprised of an
overview on filtering, Web access logging, instant
messaging and peer-to-peer blocking, and synchronizing
multiple R3000 units. This section also provides informa-
tion on how to use this user guide to help you configure
the R3000.

Global Administrator Section - This section includes
information for the global administrator—who has all
rights and permissions on the R3000 box—to create
group administrator accounts, and to configure the
R3000 for filtering the entire network.

Group Administrator Section - This section includes
information for administrators authorized by the global
administrator to manage profiles of designated groups
and their associated users on the R3000. Group admin-
istrators also have rights to access certain library cate-
gory functions.

Technical Support / Product Warranties Section -
This section contains information on technical support
and product warranties.

Appendices - Appendix A includes formats and rules
used in the filtering profile file. Appendix B provides a list
of messages that display when 8e6’s executable
program “Traveler” is launched and attempts to down-
load updates to the R3000 server. Appendix C includes
information on creating a customized block page.
Appendix D provides tips on how to override pop-up
windows with pop-up blocker software installed.
Appendix E explains how to install, configure, and use
the 8e6 Mobile Client. Appendix F features a glossary of
technical terminology used in this user guide.
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* Index - This section includes an index of subjects and
the first page numbers where they appear in this user
guide.

How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

& WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box x|
that Opens in response to @ Successfully saved Alert emails),

an entry you made in a

dialog box, window, or

screen. This box often et ppleliningo
contains a button (usually

labeled “OK”) for you to click in order to confirm or
execute a command.

button - an object in a dialog box, o0l |
window, or screen that can be clicked ohRly

with your mouse to execute a command.

checkbox - a small square in a dialo
box, window, or screen used for indi-g vl Profile
cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

dialog box - a box that x|
opens in response toa @ Are you sure you want to save the prafils?
command made in a
window or screen, and bt [ e

requires your input. You  avaéesietindow

must choose an option by

clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this
box, you also might need to make one or more entries or
selections prior to clicking a button.

flgld -anareaina dlalog POX,  ghort ame ]
window, or screen that either

accommodates your data
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entry, or displays pertinent information. A text box is a

type of field.

» frame - a boxed-in area in a dialog  Page Content
box, window, or screen that W Basic
includes a group of objects such as [ fifterinfo
fields, text boxes, list boxes, [1] Override Account

buttons, radio buttons, check-

boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

o grld -anareain Dale Filename Content Comment
Jul 22, 2003 lib1 tar.gz LIBRARY_OMLY backup old library
a frame that Jul 23, 2003 config3taroz  |COMFIG_OMLY backup old configurations
Jul 22, 2003 |Eumﬂg1 targz COMFIG_ONLY testing

displays rows Jul 22,2003 [noth.tar.gz CONFIG_AND_LIBRARY |hackup library and configs
and columns of
data, as a result of various processes. This data can be
reorganized in the Administrator console, by changing
the order of the columns.

* list box - an area in a dialog box, Al Groups
. Cert Publishers =
window, or screen that accommo- DnsUpdateProxy :I

Domain Admins

dates and/or displays entries of Domain Computers

Dornain Contrallers
items that can be added or removed. |[3emainueste
Enterprise Admins
Group Policy Creator Owners
MTS Trusted Impersonators j

* navigation panel - the panel that G
displays at the left of a screen. This ot ek ki
panel can contain links that can be warsengon

i Category Groups

clicked to open windows or dialog boxes
at the right of the screen. One or more
tree lists also can display in this panel.
When an item in the tree list is clicked,
the tree list opens to reveal items that
can be selected.
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pop-up box or pop-up PO .|
window - a box or window & = 233 awa sees g 9
that opens after you click @ |y —
button in a dialog box, e [ W
window, or screen. This box

or window may display g

) Uk Uy Kpced @ eeme

information, or may require
you to make one or more entries. Unlike a dialog box,
you do not need to choose between options.

pull-down menu - a field in a [Defautt ~]
dialog box, window, or screen

that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

radio button - a small, circular object
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

 on O Of

screen -a main [ ¢ maoontmtemprnerier alcin
object of an appli- 8eéreoce s
cation that N

displays across
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons.
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e sub-topic - a subset = catesoy croms H [retmarserioris:

of a main topic that v bl
displays as a menu

item for the topic. The “Pomegrechyic | B
menu of sub-topics % Earvtwith Sl ok
opens when a perti-

nent topic link in the left panel—the navigation panel—of
a screen is clicked. If a sub-topic is selected, the window
for that sub-topic displays in the right panel of the screen,
or a pop-up window or an alert box opens, as appro-
priate.

~Obscene/Tastele: URLs

* text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field”.)

¢ topic - a topic
displays as a
link in the left
panel—the
navigation
panel—of a
screen. By
clicking the link
for a topic, the
window for that ]
topicdisplaysin *——"
the right panel of the screen, or a menu of sub-topics
opens.

— o HOME  SYSTEM | OROUP  LIBRARY | REFORTING  HELF Guil

BSYSTEM _IH; ’&q

Litples Halp Tagion ot e faiess maotsn
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tree - a tree displays in the naviga-
tion panel of a screen, and is
comprised of a hierarchical list of
items. An entity associated with a
branch of the tree is preceded by a
plus (+) sign when the branch is
collapsed. By double-clicking the
item, a minus (-) sign replaces the
plus sign, and any entity within that
branch of the tree displays. An item
in the tree is selected by clicking it.

window - a window
displays on a screen,
and can contain
frames, fields, text
boxes, list boxes,
buttons, checkboxes,
and radio buttons. A
window for a topic or
sub-topic displays in
the right panel of the
screen. Other types

Filter

\L::td:; Ill'lll:z.!illu. N
Local Fierieny
LN Datecticn
HTTPS Fittering

HTTPS Fitering Level

Servica Contral
Patter Blocking
Targetis) Filtering

A Targetis) Fiterng

g Group

----- g Global Group

% Sroup

Global Group
R IP

e admin
tech

= bhkupserver
B testers

cpike

= on O o

Con F o

CMene T Low © Medm O Hgh

I Forveied bsslug th vales ualtad Dres

& on O o

" on ot

ot

of windows include pop-up windows, login windows, or
ones from the system such as the Save As or Choose file

windows.
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Overview

The R3000’s Administrator console is used by the global
administrator—and group administrator, as required—to
configure the R3000 server to perform the following basic
functions:

e filter URLs (Web addresses) on the Internet

* log traffic on the Internet

and, if applicable for your organization:

* block instant messaging and peer-to-peer services

¢ authenticate users via the existing authentication system
on the network

[‘% NOTE: See the R3000 Authentication User Guide at http:/
www.8e6.com/docs/ir_r3000_auth2_ug.pdf for information on
setting up and using authentication.

» synchronize multiple R3000 units so that all servers will
be updated with the same user profile and library config-
urations

To help you become familiar with the R3000 and how it func-
tions on the network, Chapter 1 of this section of the User
Guide provides an overview on filtering. Chapter 2 gives
insight into Web site access logging, and instant messaging
and peer-to-peer setup procedures. Chapter 3 features
information on synchronizing multiple R3000 units. Chapter
4 includes details on getting started, with log in and log out
procedures, and tips on navigating the Administrator
console.
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Environment Requirements

Workstation Requirements

Minimum system requirements for the administrator include
the following:

Windows 2000 or later operating system (not compatible
with Windows server 2003) running Internet Explorer (IE)
6.0 or later (Windows Vista running IE7)

Macintosh OS X Version 10.5 running Safari 2.0, Firefox
2.0

JavaScript enabled
Java Virtual Machine

Java Plug-in (use the version specified for the R3000
software version)

NOTE: R3000 administrators must be set up with software instal-
lation privileges in order to install Java used for accessing the
interface.

Network Requirements

10

High speed connection from the R3000 server to the
client workstations

HTTPS connection to 8e6’s software update server

Internet connectivity for downloading Java virtual
machine, if not already installed
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Chapter 1: Filtering Operations

Operational Modes

Based on the setup of your network, the R3000 can be
configured to use one of these operational modes for
filtering the network:

¢ invisible mode
e router mode

« firewall mode
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Invisible Mode

If the R3000 is set up in the invisible mode, the unit will filter
all connections on the Ethernet between client PCs and the
Internet, without stopping each IP packet on the same
Ethernet segment. The unit will only intercept a session if an
inappropriate request was submitted by a client. In this
scenario, the R3000 returns a message to the client and
server to deny the request, and a block page displays to
deny the client access to the site or service.

Figure 1:1-1 depicts the invisible mode that removes the
R3000 from any inclusion in the network connection path.

Internet

ATCP reset is sent to the web server

A
i
:
i 97 10 kil the session (request)

R3000 monitors request as it
passes through the hublswitch

e e R3000 matches the request
R3000 ‘against its database

Ifthe website requested

matches in the database,

a block page is sent to

the dlient and the session

with the web server is reset

Client PCs

Fig. 1:1-1 Pass-by filtering diagram
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When users (Client PCs) make Internet requests, the traffic
flows (1) through the network path without interruption. The
R3000 captures the request as the user’s request (2) leaves
the network. The R3000 then determines the action (3) to
either block or pass the request. If the R3000 determines to
block the user’s request, a block message (4) is sent to the
user plus a terminate message (4) is sent to the Internet
server.

An R3000 set up in the invisible mode can also work in the
router mode. Figure 1:1-2 illustrates an example of a
monitor mode setup, with the R3000 connected to the
managed switching hub. In this setup, the R3000 port is
configured with the port monitoring function enabled, so that
the R3000’s port mirrors the port connected to the router.

The menitering interface of the R3000 is
then plugged into the port that is configured
as the monitor port

Router

sl Hub/Switch

This is the port that
the gateway device
plugs into

Internally within the switch, all traffic
going to the gateway is duplicated to
another port on the switch

Fig. 1:1-2 Invisible mode diagram, with port monitoring

In the invisible mode, the R3000 performs as a standalone
server that can be connected to any network environment.
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Router Mode

If the R3000 is set up in the router mode, the unit will act as
an Ethernet router, filtering IP packets as they pass from
one card to another. While all original packets from client
PCs are allowed to pass, if the R3000 determines that a
request is inappropriate, a block page is returned to the
client to replace the actual requested Web page or service.

Since only outgoing packets need to be routed—and not
return packets—the R3000 only appears in the outgoing
path of the network.

Figure 1:1-3 illustrates an example of the router mode
setup, in which the R3000 is set up to act as the Internet
router.

Internet

: [ R te Location

Remote Location
Fig. 1:1-3 Router mode diagram
As previously mentioned, an R3000 set up in the router

mode can also work in the invisible mode. The router mode
setup also will work in the firewall mode.
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& WARNING: 8e6 recommends contacting one of our solutions
engineers if you need assistance with router mode setup proce-
dures.

Firewall Mode

The firewall mode is a modification of the router mode. With
the R3000 set up in this mode, the unit will filter all requests.
If the request is appropriate, the original packet will pass
unchanged. If the request is inappropriate, the original
packet will be blocked from being routed through.

Using the firewall mode, while the outgoing request is
delayed slightly—to allow filtering to take place before the
packet leaves the gateway router of the network—return
traffic remains unaffected.

Caching Server

Good site request

is made. The R3000 L L
receives the request

and passes itto
the caching server.

1
1
— T -
|
= | ¢ ) R3000

L Bad site request is made.
1 The R3000 sends a
S—— I “block” page and the
| | — + request is never sent to
‘ | e the caching server.

Fig. 1:1-4 Firewall mode diagram, with firewall and cache setup
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The firewall mode cannot be used with any other mode
(invisible or router).

Figure 1:1-4 illustrates an example of a firewall mode setup
in which requests are never sent to the caching server. In
this scenario the local caching proxy will not affect the
R3000—even if the server contains unfiltered, “bad” cached
pages—since no request can pass until it is filtered.

Figure 1:1-5 illustrates an example of a firewall mode setup
in which requests are always sent to the caching server. In
this scenario the R3000 will be affected if the caching proxy
server contains unfiltered, “bad” cached pages. 8e6 recom-
mends that cached content is cleared or expired after
installing the R3000.

WARNING: Contact a solutions engineer at 8e6 Technologies for
setup procedures if you wish to use the firewall mode.

R3000 [

4
The R3000 will see the request and
respond with a block page, the cache
system will receive the page and
send it to the client

Site requests are sent
to a caching server, 1
then passed to the 1
R3000

Caching Server

site as a blocked page, it will return the block

! If the cache system has cached the requested
page to the client

If the R3000 stops filtering, the cache
system will cache web pages that
should be blocked, and the cache

— should be cleared before filtering
‘#/ is re-enabled

Client PCs

Fig. 1:1-5 Firewall mode diagram, with filtering and cache setup
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Group Types

After the operational filtering mode is configured on the
R3000, the group type(s) that will be used on the R3000
must be set up so that filtering can take place.

In the Group section of the Administrator console, group
types are structured in a tree format in the navigation panel.
The global administrator can access the Global Group and
IP groups in the tree. The group administrator can only
access the designated IP group to be maintained.

/\ﬁ NOTES: If authentication is enabled, the global administrator can
also access the NT and LDAP branches of the tree.

If multiple R3000 units are set up on the network and the synchro-
nization feature is used, an R3000 that is set up to receive profile
changes will only display the Global Group type in the tree list.
(See Chapter 3: Synchronizing Multiple Units for more information
on synchronization.)

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account, time
profiles and exception URLs, and maintains filtering profiles
of all members in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1:1-6 IP diagram with a sample master IP group and its members
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Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the set up in the tree menu of the Group section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (master group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

* sub-group filtering profile - used by a sub-group
member.

» individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Other filtering profiles

» authentication profile - used by NT and/or LDAP group
members.

NOTE: For information about authentication filtering profiles, see
the R3000 Authentication User Guide.
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override account profile - set up in either the global
group section or the master group section of the console.

lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

Radius profile - used by end users on a Radius
accounting server if the Radius server is connected to
the R3000 and the Radius authentication feature
enabled.

TAR profile - used if a Threat Analysis Reporter (TAR)
server is connected to the R3000 and an end user is
locked out by TAR when attempting to access blocked
content in a library category.
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Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLs, or warn
users about accessing specified URLs, to redirect users to
another URL instead of having a block page display, and to
specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the global group profile, over-
ride account profile, time profile, and lock profile.

NOTE: For information about authentication filtering profiles, see
the R3000 Authentication User Guide.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, add to a
white list, or assign a warn setting, and service ports that are
configured to be blocked. A URL can be specified for use
instead of the standard block page when users attempt to
access material set up to be blocked. Various filter options
can be enabled.

Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.
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Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open (a set number of minutes in which that
category remains open can be defined), assigned a warn
setting, or white listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement, Search Engine Keyword Filter
Control, URL Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content

8e6 TecHNoLoaIEs, R3000 ENTERPRISE FILTER USER GuiDE
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Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

8e6 Supplied Categories

8e6 furnishes a collection of library categories, grouped
under the heading “Category Groups” (excluding the
“Custom Categories” group). Updates to these categories
are provided by 8e6 on an ongoing basis, and administra-
tors also can add or delete individual URLs within a speci-
fied library category.

Custom Categories

Custom library categories can be added by either global or
group administrators. As with 8e6 supplied categories, addi-
tions and deletions can be made within a custom category.
However, unlike 8e6 supplied categories, a custom cate-
gory can be deleted.

NOTE: 8e6 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global or group administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the R3000), the global (default) filtering profile,
and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, assign a warn setting, or include in a white list.
Access to an open library category can be restricted to a set
number of minutes. Each rule that is created by the global
administrator is assigned a number. A rule is selected when
creating a filtering profile for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP groups, and takes
precedence over filtering settings made for group and user
filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

If an override account is established at the IP group level for
a member of a master IP group, filtering se