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ENTERPRISE REPORTER OVERVIEW OPERATIONS

ENTERPRISE REPORTER OVERVIEW

Though many companies have Internet filtering solutions to
prevent employees from accessing inappropriate, non-work
related Web sites, simply blocking these sites is not enough.
Administrators want the ability to know who is accessing
which site, the duration of each site visit, and the frequency
of these visits. This data can help administrators identify
abusers, develop policies, and target sites to be filtered, in
order to maximize bandwidth utilization and productivity.

The Enterprise Reporter (ER) from M86 Security is
designed to readily obtain this information, giving the user
the ability to interrogate massive datasets through flexible
drill-down technology, until the desired view is obtained.
This “view” can then be memorized and saved to a user-
defined report menu for repetitive, scheduled execution and
distribution.

Operations

In simplified terms, the ER operates as follows: the ER
Server accepts log files (text files containing Web access
data) from the M86 Web Filter. M86’s proprietary programs
“normalize” the transferred data and insert them into a
MySQL database. The ER Client reporting application
accesses this database to generate a virtually unlimited
number of queries and reports.
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How to Use this User Guide

Organization

This User Guide is organized into the following sections:

Overview - This section provides information on how to
use this user guide to help you configure the ER Server.

Administrator Section - Refer to this section for infor-
mation on configuring and maintaining the ER Server via
the Administrator console application.

Tech Support / Product Warranties Section - This
section contains information on technical support and
product warranties.

Appendices Section - Appendix A provides information
on how to use the ER Server in the evaluation mode, and
how to switch to the activated mode. Appendix B
explains how to disable many types of pop-up blocking
software.

Index - This section includes an index of topics and the
first page numbers where they appear in this user guide.
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Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current topic.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.

IMPORTANT: The "important” icon is followed by italicized text
informing you about important information or procedures to follow
to ensure maximum uptime on the ER Server.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

* alertbox-amessage box EEEEEEZTE— -l
that opens in response to Bl oo -

. Hote: If enabling IP ID, any generic nsemmames (e.g. "IF'
an entry you made in a Grony” o "Delh:dr';_lpu]:];hel.{_’lv@?ﬂ!!el Ie:‘lgnil.llbe
dialog bOX, WindOW, OI' usemmamnes will not be overwiitten. e
screen. This box often ox
contains a button (usually
labeled “OK”) for you to Lo — €.

click in order to confirm or execute a command.

* button - an object in a dialog box, window, = a5,
or screen that can be clicked with your Q
mouse to execute a command.

¢ checkbox - a small square in a dialog
box, window, or screen used for indi-
cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

[¥ Choice one

» dialog box - a box that T R— Lioix
opens in response to a [ o =
command made in a
window or screen, and
requires your input. You B e A s o e
must choose an option by | ™"
clicking a button (such as
“Yes” or “No”, or “Next” or
“Cancel”) to execute your
command. As dictated by
this box, you also might
need to make one or more
entries or selections prior to clicking a button.

Are you sure you wank bo apply the change(s)?

Yes o
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e field - an area in a dialog
box, window, or screen
that either accommodates your data entry, or displays
pertinent information. A text box is a type of field.

Port z:

° frame -a bOXGd-In Trace Route
area |n a d|alog bOX, Enter Hostname ar IP address
WindOW, Or SCreen Trace Clear

that includes a group
of objects such as fields, text boxes, list boxes, buttons,
radio buttons, and/or tables. Objects within a frame
belong to a specific function or group. A frame often is
labeled to indicate its function or purpose.

¢ listbox-anareaina T ﬂ
dialog box, window, or i
screen that accommo- shtm
dates and/or displays <html =
entries of items that can be added or removed.

* pop-up box or pop-up JRI=TEY
window - a box or | IR e et B
window that opens after ot mis testwit using the settings from the

. . configuration file. To run the test using the settings currently
you click a button in a {Ii‘;"-'-i‘\‘.’.‘.i‘.'y‘-’-':.f.';i GUL please save the setings by pressing
dlalog box’ WIndOW’ Or Enter an email address. An email will be sent to this address
Screen ThIS bOX Or to test the SMTP Server settings.
window may display ok | cance
information, or may
require you to make [Fead 521852072 [ €

one or more entries.
Unlike a dialog box, you do not need to choose between
options.

¢ pull-down menu - a field in a - =
dialog box, window, or screen IDE"IF =l
that contains a down arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.
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¢ radio button - a small, circular
object in a dialog box, window, or
screen used for selecting an option. This object allows
you to toggle between two choices. By clicking a radio
button, a dot is placed in the circle, indicating that you
selected the option. When the circle is empty, the option
is not selected.

= vES MO

e screen - a main object of [ o MR
an application that 2 A ———
displays across your
monitor. A screen can
contain windows, frames,
fields, tables, text boxes,
list boxes, buttons, and
radio buttons.

e table-anareaina
window or screen
that contains items
previously entered or selected.

11111 1111 ]
1.2.3.41 1324 ]

e textbox-anareain
a dialog box,
window, or screen that accommodates your data entry. A
text box is a type of field.

Activation Code:

* window - displays on a e — X
. Crseptiors
Screen’ and Can Contaln s :‘:ﬂzby.ﬁqll-ﬂ-mll-hllﬂn
frames, fields, text boxes, list ~ feuemens
boxes, buttons, and radio st
. TSI —I
buttons. Types of windows T

include ones from the
system such as the Save As
window, pop-up Windows, OF &

b nduarantion B when 3 prgsas = e hond

login windows. s

[Maciarn: Dlock mast aramatic pagragps =]

Lo e shoss P ks oo
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ADMINISTRATOR SECTION

Introduction

The authorized administrator of the ER Server is respon-
sible for providing the Server a high-speed connection to the
remote Client workstations. To attain this objective, the
administrator performs the following tasks:

provides a suitable environment for the Server, including:

» power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the Server by authorized Client
workstations

adds new administrators
sets up administrators for receiving automatic alerts

updates the Server with software updates supplied by
M86 Security

analyzes Server statistics

utilizes diagnostics for monitoring the Server status to
ensure optimum functioning of the Server

establishes and implements backup and restoration
procedures for the Server

Instructions on configuring and maintaining the ER Server
are documented in this section.

@ NOTE: Click the Help link beneath the banner in any screen of

the Administrator console to access a page with links to .pdf files
of the latest user guides for the M86 IR ER Administrator console
and ER Web Client.

M86 SecuriTY User GUIDE 7



ADMINISTRATOR SECTION COMPONENTS AND ENVIRONMENT

Components and Environment

Components

Hardware

» High performance server
* One or more high-capacity hard drives

* Optional: One or more attached “NAS” storage devices
(e.g. Ethernet connected, SCSI/Fibre Channel
connected “SAN”)

Software

¢ Linux OS

» Administrator Graphical User Interface (GUI) console
utilized by an authorized administrator to configure and
maintain the ER Server

+ MySQL database

» MB86 proprietary Client application employed by report
users for generating “views” and reports

8 M86 SecuriTY User GUIDE



ADMINISTRATOR SECTION COMPONENTS AND ENVIRONMENT

Environment

Workstation Requirements

System requirements for the administrator include the
following:

* Windows XP, Vista, or 7 operating system running:

* Internet Explorer (IE) 7.0 or 8.0
» Firefox 3.5
* Macintosh OS X Version 10.5 or 10.6 running:

« Safari 4.0
e Firefox 3.5

» Pop-up blocking software, if installed, must be disabled

» Session cookies from the ER Server must be allowed in
order for the Administrator console to function properly

NOTE: Information about disabling pop-up blocking software can
be found in Appendix B: Disable Pop-up Blocking Software.

Network Requirements

» High speed connection from the ER Server to the Client
workstation(s)

» HTTPS connection to M86 Security’s software update
server

M86 SecuriTY User GUIDE 9
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10

Chapter 1: Accessing the Server

Preliminary Network Settings

A

To initially set up your ER Server, follow the instructions in
the M86 IR Installation Guide booklet packaged with your IR
unit. This guide explains how to perform the initial configura-
tion of the Server so that it can be accessed via an IP
address on your network.

NOTE: If you do not have the M86 IR Administrator Installation
Guide, contact M86 Security immediately to have a copy sent to
you.

WARNING: In order to prevent data from being lost or corrupted
while the Server is running, the Server should be connected to a
UPS or other battery backup system.

Procedures for Logging On, Off

Access the ER Administrator Login window

A

WARNING: Once you turn on the Server, DO NOT interrupt the
initial boot-up process. This process may take from five to 10
minutes per drive. If the process is interrupted, damage to key
files may occur.

When the Server is fully booted, any workstation on the
network that can access the Server’s IP address (set up
during installation procedures) will be able to communicate
with the Server via the Internet.

The ER Administrator user interface is accessible in one of
two ways:

* by entering the IR’'s URL in the Address field and then
clicking the ER Administration Module icon in the IR
Welcome window (see Access ER Admin Module from
the IR Portal)
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* by entering the ER Administrator’s URL in the Address
field (see Enter ER Admin Module’s URL in Address
field)

Access ER Admin Module from the IR Portal

1. Launch an Internet browser window supported by the
Enterprise Reporter.

2. In the address line of the browser window, type in
“https://” and the IR server’s IP address or host name,
and use port number “:1443” for a secure network
connection.

For example, if your IP address is 210.10.131.34, type in
https://210.10.131.34:1443. Using a host name
example, if the host name is logo.com, type in https://
logo.com:1443.

3. Click the ER Administration Module icon in the IR
Welcome window:

M

Welcome to the M86 WFR (IR)

Please selectthe desired administration interface.

ER ER
| ]
Web Filter Enterprise Enterprise
Reporter Reporter
Administration
Module

Fig. 1:1-1 ER Administration Module icon in IR Welcome window

NOTE: If pop-up blocking software is installed on the workstation,
it must be disabled. Information about disabling pop-up blocking
software can be found in Appendix B: Disable Pop-up Blocking
Software.
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Clicking the ER Administration Module icon launches a
separate browser window/tab containing the ER Admin-
istrator console Login window (see Fig. 1:1-2).

Enter ER Admin Module’s URL in Address field

1. Launch an Internet browser window supported by the ER
Server.

2. In the address line of the browser window, type in
“https://” and the ER Server’s IP address or host name,
and use port number “:8843” for a secure network
connection.

For example, if your IP address is 210.10.131.34, type in
https://210.10.131.34:8843. Using a host name
example, if the host name is logo.com, type in https://
logo.com:8843.

With a secure connection, the first time you attempt to
access the ER Server’s user interface in your browser
you will be prompted to accept the security certificate. In
order to accept the security certificate, follow the instruc-
tions at: http://www.m86security.com/software/8e6/
docs/ig/misc/sec-cert-er.pdf

3. After accepting the security certificate, click Go to open
the ER Administrator Login window (see Fig. 1:1-2).

12 M86 SecuriTY USErR GUIDE
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Log On

1. In the login window, type in the generic Username
admin, and Password reporter, if you have not yet set
up your own user name and password. Otherwise, enter
your personal Username and Password:

Enterprise Reporter M C

Welcome to the Enterprise Reporter Admin Console
Username admin

Password T T

E Login |

Fig. 1:1-2 Login window

2. Click Login to go to the default Server Status screen of
the Administrator console (see Fig. 1:1-3).

M86 SecuriTy User GuIDE 13
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2
i

E Enterprise Reporter _

HNetwork x| Sserver x| Database = elp Logout

T
E

Product Version:
Enterprise Reporter
Wersion B.0.10.1
March 11, 2010
Copyright 2010 MBE Security

Server Status

CPU Utilization
CPU Load Averages: 1.35,1.59,1.32
CPU states: 0.9%us, 0.5%sy, 0.0%ni, 96.8%id, 1.8%wa, 0.0%hi, 0.0%si, 0.0%st
Memeory: 4151508k total, 3911804k used, 239704k free, 35204k buffers
Swap: 2097144k total, 84k used, 2087060k free, 2335500k cached

[ user T len e vier res Tsen s moru[mmen e commane
3507 [dbus ,FD 2712|880 |700 5 0 0.0 0:00.00 |dbus-daemon

[a0a14 [roat [z0 o [roza [1o84 [1a04 [s o oo [o:43 .48 [abcontral

Disk drives status

Mounted on

Fdew)

pper/ GO0 0 otly
20031530 1730224 2BRE0024 T4 i
none 2075752 [ 2075752 0% fdevishm
devimappeitys00-Gedl

79973544 2477232 T2A50296 A% fusiflocalffed

dew/mappait/ GO0 backuplhy

126251209 TeE2204 112640260 T% Jbackup
idevimappe it/ GO0-dblvl
218112724 186212228 32000408 a5% idatabaseldd

NETSTAT

s Forei

eriii-md.qe.2e6.netmysql | 182.162.20.82:ums ESTABLISHED |3667/mysqld
o ERSL-121.8e8.commysql | ERSL-121.8e8.com40085 |ESTABLISHED |3667/mysqld
0 eriii-md.qe.Bef.netmysql | 182.168.30.82:nsstp ESTABLISHED |3867/mysqld

Server Status screen

The Server Status screen displays the current status of the
ER Server.

NOTES: See Server Status screen in the Server section of this
document for information about the contents and usage of this
screen.

If using this product in the Evaluation Mode the ER Status pop-up
window opens after logging into this application. Please see
Appendix A: Evaluation Mode for information about the Evalua-
tion Mode.
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Logging on the First Time

Set up an Administrator Login ID

NOTE: If you have already set up your user name and password,
you can skip this section.

1. Atthe Network pull-down menu, choose Administrators
to display the Add/Edit/Delete Administrators screen
where you set up your user name and password:

g_ Enterprise Reporter M )

Hetwork x| Server x| Database > &) Help Logout

Add/EditiDelete Administrators

| Hew Administrator *

User Name admin
Password sesanene

Confirm Password

Save Delete

Fig. 1:1-4 Add/Edit/Delete Administrators screen

2. Select New Administrators from the pull-down menu.

3. In the User Name field, enter up to 20 characters—this
may include upper- and/or lowercase alphanumeric char-
acters, and special characters.

4. In the Password field, enter eight to 20 characters—
including at least one alpha character, one numeric char-
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acter, and one special character. The password is case
sensitive.

5. In the Confirm Password field, re-enter the password in
the exact format used at the Password field.

6. Click the Save button.

Log Off

To log off the Administrator console, click the Logout link
beneath the banner in any screen to display the logout
window:

Enterprise Reporter M

Welcome to the Enterprise Reporter Admin Console
Your session has ended, please login.

Username admin

Password [TTTTTTTY

Login

Fig. 1:1-5 Logout window

Click the “X” in the upper right corner of the browser
window/tab to close the logout window. Exiting the Adminis-
trator console will log you off the Server, but will not turn off
the Server.

«”_@\_\ WARNING: If you need to turn off the Server, follow the shut

down procedures outlined in the Shut Down screen sub-section
under the Server Menu section in Chapter 2. Failure to properly
shut down the Server can result in data being lost or corrupted.
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Chapter 2: Configuring the ER Server

Administrator Console

The Administrator console is used for configuring and main-
taining the ER Server. Settings made in the Administrator
console affect the Client reporting application. The Adminis-
trator console includes three menus: Network, Server, and
Database. Each menu contains options from which you
make selections to access screens used for configuring
your Server.

@ TIP: When making a complete configuration of the Server, M86
Security recommends you navigate from left to right (Network to
Server to Database) in choosing your menu options.

Network Menu

The Network pull-down menu includes options for setting up
and maintaining components to be used on the Server’s
network. These options are: Box Mode, Administrators, and
Lockouts.
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Box Mode screen

The Box Mode screen displays when the Box Mode option
is selected from the Network menu. The box mode indicates
whether the Server box is functioning in the “live” mode, or
in the “archive” mode. When the box mode displays on the
screen, you can view the current mode set for the Server,
and can change this setting, if necessary.

Enterprise Reporter M 15

L

Hetwork ;‘ Server ;‘ Database = &) Help Logout

This hoxis in live mode now.

Change Mode

Fig. 1:2-1 Box Mode screen

Live Mode

Once your Server is configured and the Server box is set in
the “live” mode, it will receive and process real time data
from the Web Filter. The Client reporting application can
then be used to capture data and create views.

18
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Archive Mode

In the “archive” mode, the Server box solely functions as a
receptacle in which historical, archived files are placed. In
this mode, “old” files placed on the Server can be viewed
using the Client reporting application.

Change the Box Mode

1. Click the Change Mode button to display the two box
mode options on the screen:

Enterprise Reporter M i

\’|1|FI' ”f

Hetwork | Server > Database = &) Help Logout

Welcome to the Enterprise Reporter.

& Live Enterprise Reporter functions as a reporting sewver, able to capture lags and
generate reports

" Archive Enterprize Reportar functions as an archive server, able to hald logs for storage.

Apply

Fig. 1:2-2 Change Box Mode

2. Click the radio button corresponding to Live or Archive
to specify the mode in which the Server should function:

» choose Live if you wish the Server to function in the
“live” mode, receiving and processing real time data
from the Web Filter.
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» choose Archive if you wish the Server to function in

the “archive” mode, solely as a receptacle for histor-
ical, archived files. In this mode, “old” files placed on
the Server can be viewed using the Client reporting
application.

3. Click Apply to confirm your selection. The mode you

specify will immediately be in effect.

NOTE: After applying the box mode setting, you must restart the
Server by selecting the Restart Hardware option on the Shut
Down screen. (See the Shut Down sub-section under the Server
menu section in this chapter.)

Add/Edit/Delete Administrators screen

The Add/Edit/Delete Administrators screen displays when
the Administrators option is selected from the Network
menu. This screen is used for viewing, adding, editing, and
deleting the login ID of personnel authorized to configure
the Server.

Hetwork x| Server x| Database = &) Help Logowt

Enterprise Reporter MBS

AddlEdit/Delete Administrators

| Hew Administrator x|

User Name admin
Password T

Canfirm Password

Save Delete

Fig. 1:2-3 Add/Edit/Delete Administrators screen
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@ TIPS: For security purposes, administrators should be the first

users set up on the Server. M86 Security recommends adding an
alternate login ID prior to editing or deleting the default login ID.
By doing so, if one login ID fails, you have another you can use.

View a List of Administrators

To view a list of administrator user names, click the down
arrow at the New Administrator field. If no administrator
has yet been assigned to the Server, no selections display
except for the default “admin” user name.

Add an Administrator
1. Select New Administrator from the pull-down menu.

2. In the User Name field, enter up to 20 characters—this
may include upper- and/or lowercase alphanumeric char-
acters, and special characters.

3. In the Password field, enter eight to 20 characters—
including at least one alpha character, one numeric char-
acter, and one special character. The password is case
sensitive.

4. In the Confirm Password field, re-enter the password in
the exact format used in the Password field.

5. Click the Save button to add the administrator to the
choices in the pull-down menu.

Edit an Administrator’s Login ID

1. Select the administrator’s user name from the pull-down
menu.

2. Edit either of the following fields:

« User Name

» Password (if this field is edited, the Confirm Password
field must be edited in tandem)
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3. Click the Save button.

Delete an Administrator

1. Select the administrator’s user name from the pull-down
menu.

2. After the administrator’s login ID information populates
the fields, click the Delete button to remove the adminis-
trator’s user name from the choices in the pull-down
menu.
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Locked-out Accounts and IPs screen

The Locked-out Accounts and IPs screen displays when the
Lockouts option is selected from the Network menu. This
screen is used for unlocking accounts or IP addresses of
administrators and sub-administrators that are currently
locked out of the Administrator console or Web Client.

§ Enterprise Reporter

__Iiétworl.s I E'[ Server ] E'[ Database

(£l

Locked-out Accounts and IPs

Locked-out Admin GUI Accounts

There is no Admin GUI account currently locked out.

Locked-out Web Chient Accounts

ajacksan [
droberts [
mbest [0

Select All Unlock I

Locked-out IPs

2001010182 0

Select All Unlock i

Fig. 1:2-4 Locked-out Accounts and IPs screen
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NOTE: An account or IP address becomes locked if the Pass-
word Security Options feature is enabled in the Optional Features
screen, and a user is unable to log into the Administrator console
or Web Client due to a password expiration, or having met the
specified number of failed password attempts within the desig-
nated timespan.

View Locked Accounts, IP addresses

The frames in this screen display the following messages if
there are no users currently locked out:

* Locked-out Admin GUI Accounts - There is no Admin
GUI account currently locked out.

* Locked-out Web Client Accounts - There is no Web
Client account currently locked out.

* Locked-out IPs - There is no IP currently locked out.

If there are any locked accounts/IP addresses in a frame,
each locked username/IP address displays on a separate
line followed by a checkbox. The Select All and Unlock
buttons display at the bottom of the frame.

Unlock Accounts, IP addresses

To unlock an account/IP address in a frame:

1. Click the checkbox corresponding to the username/IP
address.

TIP: To unlock all accounts/IPs in a frame, click Select All to
populate all checkboxes in the frame with check marks.

2. Click Unlock to unlock the specified accounts/IPs, and to
display the message screen showing one of the following
pertinent messages for each unlocked account/IP:

» Admin account: ‘xxx’ has been successfully unlocked.

* Web client account: ‘xxx’ has been successfully
unlocked.
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* IP: ‘x.x.x.x" has been successfully unlocked.
NOTE: In the text above, xxx’ and ‘x.x.x.x’ represents the
unlocked username/IP address.

3. Click OK to return to the Locked-out Accounts and IPs
screen that no longer shows the accounts/IPs that have
been unlocked.

Server Menu

The Server pull-down menu includes options for setting up
processes for maintaining the Server. These options are:
Backup, Self-Monitoring, Server Status, Secure Access,
Software Update, Shut Down, and Web Client Server
Management.
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Backup screen

The Backup screen displays when the Backup option is
selected from the Server menu. This screen is used for
setting up the password for the remote server's FTP
account, for executing an immediate backup on the ER
Server, and for performing a restoration to the database
from the previous backup run.

% Enterprise Reporter M

Hetwork Tl Server 7| Database ;: &) Help Logout

Backup

External Backup FTP Account

Thiz creates FTF login aceount to allow FTP aceess to ER.

Username ERbackup
Password ssssssen

Confirm Password
Apply

Internal Backup/Restore Action

Warning: This will backup your live data to ER infernal backup drive.

Manual Backup

Warning: This will override your current database with internal backup
data.

Manual Restore

Fig. 1:2-5 Backup screen

Backup and Recovery Procedures

@ IMPORTANT: M86 Security recommends establishing backup
and recovery procedures when you first begin using the ER
Server. Please follow the advice in this section to ensure your ER
Server is properly maintained in the event that data is lost and
back up procedures need to be performed to recover data.
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Although automatic backups to a local ER hard drive are
scheduled nightly by default, it is important that the ER
administrator implements a backup policy to ensure data
integrity and continuity in the event of any possible failure
scenario. This policy should include frequent, remote
backups, such that raw logs and ER database files are avail-
able for restoration without relying on the ER’s hard drives.

In general, recovery plans involve (i) restoring the most
recent backup of the database, and (ii) restoring raw logs to
fill in the gap between the most recent backup of the data-
base, and the current date and time.

Some scenarios and action plans to consider include the
following:

¢ The ER database becomes corrupted - Correct the
root problem. Restore the database from the most recent
ER backup, and reprocess raw logs up to the current
date and time.

* The data drive fails - Replace the data drive. Restore
the database from the ER backup drive, and reprocess
raw logs up to the current date and time.

¢ The backup drive fails - Replace the backup drive, and
perform a manual backup.

* Both data and backup drives are damaged - Restore
the database from the most recent remote backup, and
reprocess raw logs up to the current date and time.

As you can see, it is critical that raw logs are available to
bridge the gap between the last database backup and the
present time, and more frequent backups (local and remote)
result in less “catch-up” time required for reprocessing raw
logs.
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Set up/Edit External Backup FTP Password

In order to back up the ER Server’s database to a remote
server, an FTP account must be established for the remote
server.

NOTE: In the External Backup FTP Account frame, the login
name that will be used to access the remote server displays in
the Username field. This field cannot be edited.

1. Inthe Password field, enter up to eight characters for the
password. The entry in this field is alphanumeric and
case sensitive.

2. In the Confirm Password field, re-enter the password in
the exact format used in the Password field.

3. Click the Apply button to save your entries. The updated
Account ID will be activated after two minutes.

Execute a Manual Backup

In addition to performing on demand backups in preparation
for a disaster recovery, you may wish to execute a manual
backup under the following circumstances:

* Power outage - If there is a power outage at your facility
and your system uses a backup battery, you might want
to back up data before the battery fails.

* Rolling blackout - If your facility is subjected to rolling
blackouts, and a blackout is scheduled during the time of
your daily backup, you should back up your data before
the blackout period, when the ER Server will be down.

e Expiration about to occur - If a data expiration is about
to occur, you might want to back up your data before
losing the oldest data on the ER Server, prior to the daily
backup process.

& WARNING: If corrupted data is detected on the ER Server, do not
backup your data, as you may back up and eventually restore a
corrupted database.
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When performing a manual backup, the ER’s database is
immediately saved to the internal backup drive. From the
remote server, the backup database can be retrieved via
FTP, and then stored off site.

@ TIP: M86 Security recommends executing an on demand backup
during the lightest period of system usage, so the Server will
perform at maximum capacity.

1. Click the Manual Backup button in the Internal Backup/
Restore Action frame to specify that you wish to back up
live data to the ER Server’s internal backup drive.

2. On the Confirm Backup/Restore screen, click the Yes
button to back up the database tables and indexes.

(& WARNING: M86 Security recommends that you do not perform

other functions on the ER Server until the backup is complete.
The time it will take to complete the backup depends on the size
of all tables being saved.

Perform a Remote Backup

After executing the manual backup, a remote backup can be
performed on your remote server.

@ NOTE: Before beginning this FTP process, be sure you have
enough space on the remote server for storing backup data. The
required space can be upwards of 200 gigabytes.

1. Log in to your FTP account.

2. Use FTP to download the ER Server’s backup database
to the remote server. When you are in the /backup/data-
base/ directory, be sure to get all the *.data files to
include in your backup. You can then go to the archive
directory to get all the raw logs to include in your backup.

3. Store this backup data in a safe place off the remote
server. If this backup database needs to be restored, it
can be uploaded to the ER Server via FTP. (See Perform
a Restoration to the Server.)
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Perform a Restoration to the ER Server

There are two parts in performing a restoration of data to
your ER Server. Part one requires data to be loaded on the
remote server and then FTPed to the ER Server. Part two
requires the FTPed data to be restored on the ER Server.

NOTE: Before restoring backup data to the ER Server, be sure
you have enough space on the ER Server. Data that is restored
to the ER Server will automatically include indexes.

Perform these steps on the remote server:
1. Load the backup data on your remote server.
2. Log in to your FTP account.

3. FTP the backup data to the ER Server’s internal backup
drive.

On the ER Server’s Backup screen:

1. Click the Manual Restore button in the Internal Backup/
Restore Action frame to specify that you wish to over-
write data on the live ER Server with data from the
previous, internal backup run.

2. On the Confirm Backup/Restore screen, click the Yes
button to restore database tables and indexes to the ER
Server.

NOTE: The amount of time it will take to restore data to the ER
Server depends on the combined size of all database tables
being restored. M86 Security recommends that you do not
perform other functions on the ER Server until the restoration is
complete.
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Self Monitoring screen

The Self Monitoring screen displays when the Self-Moni-
toring option is selected from the Server menu. This screen
is used for setting up and maintaining e-mail addresses of
contacts who will receive automated notifications if prob-
lems occur with the network. Possible alerts include situa-
tions in which a daemon stops running, software fails to run,
corrupted files are detected, or a power outage occurs.

— Enterprise Reporter M )

lNetwork _; Server _:“ Database i &) Help Logout

Self Monitoring

Would you like to activate self-monitoring? & vES O No

Ifyes, indicate whao will receive the emergency e-mail notification. You may
assign up ta four individuals. One of them has to match with the Master
Administrator email. The Master Administrator receives all messages.

Master Administrator’s E-Mail Address: adming@logo.com

¥ Choice one  Send e-mail to e-mail address: |cpikeg@logo.com
[T Choicetwo Send e-mail to e-mail address:

[T Choice three Send e-mail to e-mail address:

[T Choice four  Send e-mail to e-mail address:

Save

Fig. 1:2-6 Self Monitoring screen

As the administrator of the Server, you have the option to
either activate or deactivate this feature. When the self-
monitoring feature is activated, an automated e-mail
message is dispatched to designated recipients if the Server
identifies a failed process during its hourly check for new
data.
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View a List of Contact E-Mail Addresses

If this feature is currently activated, the e-mail address of the
Master Administrator displays on this screen, along with any
other contacts set up as Choice one - four.

Set up and Activate Self-Monitoring

1.
2.
3.

5.

Click the radio button corresponding to YES.
Enter the Master Administrator’s E-Mail Address.

In the Send e-mail to e-mail address fields, enter at
least one e-mail address of a person authorized to
receive automated notifications. This can be the same
address entered in the previous field. Entries in the three
remaining fields are optional.

. If e-mail addresses were entered in any of the four

optional e-mail address fields, click in the Choice one -
Choice four checkboxes corresponding to the e-mail
address(es).

Click the Save button to activate self-monitoring.

Remove Recipient from E-mail Notification List

1.

To stop sending emergency notifications to an e-mail
address set up in the list, remove the check mark from
the checkbox corresponding to the appropriate e-mail
address.

Click the Save button to remove the recipient’'s name
from the e-mail list. The Master Administrator and any
remaining e-mail addresses in the list will continue
receiving notifications.

Deactivate Self-Monitoring

1.
2.

Click the radio button corresponding to NO.

Click the Save button to deactivate self-monitoring.
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Server Status screen

The Server Status screen displays when the Server Status
option is selected from the Server menu. This screen, which
automatically refreshes itself every 10 seconds, displays the
statuses of processes currently running on the Server, and
provides information on the amount of space and memory

used by each process.

é Enterprise Reporter MEBE"}

Hetwork

x| server | patabase 2| &) Help Logout

CPU Load Averages: 1.38, 1.59,1.32

CPU states: 0.9%us, 0.5%sy, 0.0%ni, 96.8%id, 1.8%wa, 0.0%hi, 0.0%si, 0.0%st
Memory: 4151508k total, 3911804k used, 239704k free, 38204k buffers

Swap 2097144k total, 84k used, 2097060k free, 2335500k cached

Product Version:
Enterprise Reporter
“Wersion 6.0.10.1
March 11,2010
Copyright 2010 M35 Security

Server Status

CPU thilization

T T T —

[30011 ront [z0 ‘0 [702a [12e4 |1404 |s |D |00 |D4348|dbcontlo\

Disk drives status

M Mounted an

tdevimappe i G00-roothv
29931580 1730224 26630924 T i
none 2075752 0 2075752 0% Jdewishm
fdavimapper/GO0-Setiv
70473544 2477232 72059206 A% JusillocaliSets
fdevimapperGO0-backupl
126051204 7262209 112640260 T /b ackup
fdewimappariGO0-db vl
219112724 186212228 32000406 85% database/d1

NETSTAT
tep [0 0 eriii-md.qe8eB.netmysql | 192.168.20.92:ums ESTABLISHED |3667/mysqld
tep |0 0 ERSL-121.8e8.commysql  |ERSL-121.8e6.com:40085 |ESTABLISHED |3667/mysqld
top  [O 0 eriii-md.geSebnetmysgl | 192.168.30.82:n=stp ESTABLISHED |3667/mysqld

Fig. 1:2-7 Server Status screen
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View the Status of the Server

The Product Version number of the software displays at the
top of the screen, along with the date that software version
was implemented. Status information displays in the
following sections of this screen:

e CPU Utilization - includes CPU process data and infor-
mation on the status of the top command

* Disk drives status - provides data on the status of each
drive of the operating system

* NETSTAT - displays the status of a local IP address
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Secure Access screen

The Secure Access screen displays when the Secure
Access option is selected from the Server menu. This
screen is primarily used by M86 Security technical support
representatives to perform maintenance on your Server, if
your system is behind a firewall that denies access to your

Server.
i |
é Enterprise Reporter ME‘,_’“}Q:)
Hetwork =] server ~| Database ~| &) Help Logout

[Ho connection _;l Ifyou want to terminate a connection, selectthe port #
; and click the "Stop™ hutton. To terminate all
connections, click "Stop All".

i Stop Stop All

|
Ifyou wantto start a new connection, enter the port# and click "Start™.
Port #:

Start

Fig. 1:2-8 Secure Access screen
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Activate a Port to Access the Server

1. After the administrator at the customer’s site authorizes
you to use a designated port to access their Server, enter
that number at the Port # field.

2. Click the Start button to activate the port. This action
enters the port number in the list box above, replacing
the text: “No connection”.

é Enterprise Reporter

| letwork _:“ Server _:“ “Database _:' i) Help Logout

Secure Access

61 || If you wanit to terminate a connection, selectthe port#
| and click the "Stop™ hutton. Ta terminate all
connections, click "Stop All".

Stop Stop All

|
[fyou want to start a new connection, enter the port# and click "Start”.
Port #:

Start

Fig. 1:2-9 Port entries
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Terminate a Port Connection

1. After maintenance has been performed on the
customer’s Server, select the active port number from
the list box by clicking on it.

2. Click the Stop button to terminate the port connection.
This action removes the port number from the list box.
Terminate All Port Connections

If more than one port is currently active on the customer’s
Server and you need to terminate all port connections, click
the Stop All button. This action removes all port numbers
from the list box.
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Software Update screen

The Software Update screen displays when the Software
Update option is selected from the Server menu. This
screen is used for updating the Server with software
updates supplied by M86 Security, and for viewing a list of
software updates that are available and/or previously
installed on the Server.

g Enterprise Reporter M

Network _'_ Server ; Database -/ &) Help Logont

Software Update

ER e Updat
Date Mame Description
patch.ERG.1.00.0.20100121
201001726 Enterprise Reporter 5.1.00.8
Unda RELDME

ER Software Update History

[ate Mame [ escription
patch.ERS.2.00.9.20090921
[2000/10/13 Enterprise Reporter5.2.000
Undo README

Enterprizs Reporer 05 Upgrade (Ones

[2000/06/30 |patch.ERS.1.00.8.20000520 applied, this pateh cannet be undona.)

[2009/01/26 |patch.ERS.0.00.23.20031215 Enterprize Reporter 5.0.00.23
2O02/03Z2 [patch.ERD.1.20.17.20080125 Enterprise Reporter<.1.20.17
[2002/01/09 |patch.ER4.1.10.10.20070725 Enterprize Reporter4.1.10.10
200707723 |patch.ER4.1.00.22.20070529 Enterprize Reporter4.1.00.2Z
20070501 |patch ER4.0 2018 20070320 Enterprise Reporter 4.0.20 18

Enterprisz Reporer 4.0.10.5 (Onoe

[2007/02/20 |patch . ER4.0.10.6.20061215 it A bl sav et b nd e

Please click here to view the Software Update Log.

Fig. 1:2-10 Software Update screen
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View Installed Software Updates

Any software update previously installed on the Server
displays in the ER Software Update History frame. For each
installed software update, the Date installed (YYYY/MM/
DD), and software update Name and Description display.

Uninstall the Most Recently Applied Software Update

In the ER Software Update History frame, the most recently
applied software update can be unapplied by clicking Undo.
This action removes the software update from the Server.

View Available Software Updates

Any software update available for installing on the ER
Server displays in the ER Software Updates frame. The
following information is included for each software update:
Date the software update was made available (YYYY/MM/
DD), software update Name, and Description (software
version number, and Prerequisite software version for
installing the software update). The Apply Now and
README buttons display beneath the software update
name. (See Install a Software Update for information about
these buttons.)
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Install a Software Update

«"jl WARNING: Before installing a software update, you must shut off

the Server’s software by selecting the Shutdown Software
option on the Shut Down screen. (See the Shut Down sub-
section under the Server menu section in this chapter.) All soft-
ware updates must be installed in numerical order on your
Server.

NOTES: Be sure to terminate all reports that are currently running
or are scheduled to run before applying a software update, and
that port 8084 is open on your network.

In the ER Software Updates frame, two buttons are avail-
able: README and Apply Now.

README:

1. Click README to open a pop-up box containing informa-
tion about the software release:

¥ Mozilla Firefox =10] x|

| 44 [ ratpuyiasz.168.20.78:808iprocessshow_readme.comanlyUpetch.£F 1 ¢

The 5.2.00 software release includes new
features, enhancements to existing
features, and bug fixes. For more
information, click here to view the release
notes

NOTE: There will be & momentary impact
on Intemet reporting while this software
uperade is being spplied to the sewer,

Close

| Dong '@ VA
Fig. 1:2-11 Software update box

2. After reading the contents of the software release, click
Close to close the pop-up box.
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Apply Now:

1. Click Apply Now to open a dialog box containing infor-
mation about the software release:

-5

I M | httpifi192,168,20,78:808(process/show_readme.cgi?UNpatch ERS.2 f}

The 5.2.00 software release includes new
features, enhancements to existing
features, and bug fixes. For more
information, click here to view the release
notes

NOTE: There will be & momentary irmpact
on lntemet raporting while this software
upgrade 1s being applied to the server

Are you sure you want to apply the change(s)?

|Duns E v
Fig. 1:2-12 Software update dialog box

2. Click Yes to open the EULA dialog box:

200,110,100, T8 B084/ yiTtoken=7RSMBO5Z - Micrasall Internet Begilurer

M36 Securty
End User License and Warranty Agreement
For: HI000T; MBS ¥ Hep Reporier; M38 Thieal Analysis
Reportor; M38 Web Filtering ard Reporting Suite; ubcrg; M

“Mardware"), 873 for e WaTStES for 3uGh S9WaTe and Mardwars, The Soware and Hardware are cobestively reterTed i Ba
he Product. Uy Breaking the B4 ¢n T #0vecs Coninng Td SORWAR, SCesang, nataling, Copyng of otherwie using the
Saltware or Hardware, Vou agres b be bound by S e of s Agrewrmct 1 'Veu do nol agres 1o the terrm of i Agrewrct, UBS
B umwilieg i icense e Softwaee D Yeu, I such pvent, Yeu may ol acoess, use or cogy ihe Product and Yeu shosls prmpsy
contact MG or the 1B Buthorized reseler from whom ou Icensed the Product for NswuCIcns on resum of e Frocuct, WRITTEN

APPROVAL 15 NOT A PRIBIOUISITE TO THE VALIDITY OR DNFORCLAIILITY OF TI85 AGRUMINT,

1 SOFTWARE. The Saftwire icludes al companant DAMts B Sealures. any £o0Es oF dervatives mereat i whole &2 in an
By S3Bvciated medie and e folowing: machine-repdabie runtme Ftrections and chiect code. whkether o gt in printed form, and not
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s hcensed, not 8ok, 10 Vo for Yeur use baly B provised hers LSS reserves o rights not exDreasly granied 12 You usder i
Apreement

2 SOFTVWARE LICENSE

21 Lignae Subiect % the payment of al appicasie keonse faes, and the o and Fraircs
Agreement, UGS hereby grants & ou 8 non-gubicensabie, nenexciusive, non-rans feraiie imbed kcense in wae e

sat forth s thin
sware sty on x|

Do you accept the conditions of the W38 Security End User Licenze Agresmant?

Yes | Mo

Lt o o B

Fig. 1:2-13 EULA dialog box

M86 SecuriTy User GuIDE 41



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

3. After reading the contents of the End User License
Agreement, click Yes if you agree to its terms. This action
closes the EULA dialog box and begins the software
update application process.

4. To determine whether the software update has been
successfully applied, click the hyperlink (“here”) beneath
the ER Software Update History frame in the Software
Update screen to open the Software Update Log window:

¥)) software Update - Software Update Log - Mozilla Firefox ol x|

[ 4 [betmigr197.168 20, 176:B08jpracess/shonpatchio el

Software Update Loy

Thu Jan 21 10:01:36 2010 §R-20-176.mB6.com installscript{24363]: shutting down processes

Thu Jan 21 10:01:47 2010 SR-20-176. mB6.com installscript{24963]: installing patch

Thu Jan 21 10:01:48 2010 §R-20-176.mB6.com installscript{24363]: installing ER.6.0.00.01.20100120.tar.0z
Thu Jan 21 10:01:48 2010 SR-20-176. mB6 com installscript{25054]: verifying checksums

Thu Jan 21 10:01:48 2010 §R-20-176.mB6.com installscript25054]: verifying checksums successiul

Thu Jan 21 10:01:48 2010 SR-20-176.mB6.com installscript{25054]: unpacking hinaries

Thu Jan 21 10:01:81 2010 §R-20-176.mB6.com installscript25054]: unpacking binaries successiul

Thu Jan 21 10:01:57 2010 SR-20-176.mB6.com installscript{24863]: installing TAR.2.1.00.05.20100120.tar gz
Thu Jan 21 10:01:87 2010 §R-20-176.mB6.com installscript{2927 5] verifying checksums

Thu Jan 21 10:01:57 2010 SR-20-176.mB6.com installscript{2527 5] verifying checksums successful

Thu Jan 21 10:01:87 2010 §R-20-176.mB6.com installscript{2927 5] unpacking binaries

Thu Jan 21 10:01:57 2010 SR-20-176. mB6. com installscript{25275]: ul binaries

Thu Jan 21 10:01:58 2010 §R-20-176.mB6.com installscript24863]: installing cormmaon.tar.oz
Thu Jan 21 10:01:58 2010 SR-20-176. mB6. com installscript{25298): verifying checksums
Thu Jan 21 10:01:58 2010 §R-20-176.mB6.com installscript25298]: verifying checksums successiul
Thu Jan 21 10:01:58 2010 SR-20-176.mB6.com installscript{25294]: unpacking hinaries
ThuJan 21 10:01:58 2010 5R-20-176.m86.com installscti 99]: u hinaries

Thu Jan 21 10:01:58 2010 SR-20-176.mB6.com installscript{25294]: correcting file permissions
Thu Jan 21 10:01:43 2010 §R-20-176.mB6.com installscript{24863]: unpacking binaries

Thu Jan 21 10:01:58 2010 SR-20-176. mB6. com installscript{24963]: Ul binaries ul

Thu Jan 21 10:01:43 2010 §R-20-176.mB6.com installscript{24363]: remaving files that are no longer used
Thu Jan 21 10:01:33 2010 SR-20-176 mBE com installscript{24863]: Install

ul

ul

cript ull

Close

| bone [

@

Fig. 1:2-14 Software Update Log window

5. After viewing the contents of this window, click Close to
close this window.

6. After the software update has been successfully applied,
refresh the Software Update screen by selecting Soft-
ware Update from the Server pull-down menu. The soft-
ware update details should display in the ER Software
Update History frame.
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NOTE: After installing the software update, if a message displays
that informs you to reboot the Server, you should select the
Restart Software option on the Shut Down screen.

Shut Down screen

The Shut Down screen displays when the Shut Down option
is selected from the Server menu. This screen is used to
restart or shut down the Server’s software or hardware.

% Enterprise Reporter M )

{ Hetwork ; Server ; Database _:_ &) Help Logout
Server Actions
Hardware Software
€ Restart C Restart
0 Shutdown  shudown
Apply

Fig. 1:2-15 Shut Down screen

Server Action Selections

* Restart the Server’s Hardware - The Restart Hardware
option should be selected if the Server box needs to be
rebooted—for example, when applying certain hardware
configurations. You will need to use this option if the box
mode has been changed or after an IP address has been
entered in the Network Settings screen. During the Hard-
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ware Restart process, files normally FTPed to the Server
are routed to a problem directory in the Web Filter.

When the Server is running again, these files are FTPed
to the Server.

* Shut Down the Server’s Hardware - The Shutdown
Hardware option should only be selected if the Server’s
hardware must be completely shut down—for example, if
the Server box will be physically relocated. When this
option is selected, the Server box shuts off, and files
normally FTPed to the Server will be routed to a problem
directory in the logging device. When the Server is
rebooted, these files will be FTPed to the Server.

* Restart the Server’s Software - The Restart Software
option should be selected if daemons fail to run and/or
the database needs to be started again. When this option
is selected, the MySQL database is rebooted.

¢ Shut Down the Server’s Software - The Shutdown
Software option should be selected if a software update
needs to be installed on the Server. When the Shutdown
Software option is selected, the MySQL database shuts
off and no files are FTPed to the Server.

Perform a Server Action

1. Click the radio button corresponding to the Server Action
you wish to execute.

2. Click the Apply button to display the warning screen.

3. To proceed with your selection, click the RESTART or
SHUTDOWN button on the warning screen. To change
your selection, select the Shutdown window from the
Server menu again to return to the Shut Down screen.

NOTE: When the Restart Software or Hardware option is
selected, the Server will take five to 10 minutes to reboot. After
this time, you can go to another screen or log off.
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Web Client Server Management screen

The Web Client Server Management screen displays when
the Web Client Server Management option is selected from
the Server menu. This screen is used for enabling specified

Web Client Server features.

% Enterprise Reporter

Hetwork w| Server | Database -

Web Client Server Management

M:V.;-l ;

&) Help Logout

Restart Web Client Server

Flease click the Restart button to restart the Web Client Server:

Restart.

Enable Disable Web Client Scheduler

Flease select either the On or Off option for the ¥eb Client Scheduler:
© on
C OFF

Apply

order to have this setting take effect

WARNING: Please click the "Restart” button above to restart the Yeb Client Server in

Fig. 1:2-16 Web Client Server Management screen

Restart the Web Client Server

In the Restart Web Client Server frame, click Restart to
restart the Web Client server. As a result of this action, a
screen displays with the following message: “The Web
Client Server will restart in a few minutes.” Click OK to
return to the Web Client Server Management screen.
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Enable/Disable the Web Client Scheduler

1. In the Enable/Disable Web Client Schedule frame, click
the appropriate radio button to specify whether or not to
automatically run scheduled Web Client reports:

* “ON” - Choose this option to let the Web Client auto-
matically run scheduled reports.

& WARNING: Do not select this option if using the Access Client to
run scheduled reports; duplicate reports will be generated.

* “OFF” - Choose this option to use the Access Client for
running scheduled reports, or if you do not want the
Web Client to run scheduled reports.

2. Click Apply.
3. Click Restart to restart the Web Client Server.
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Database Menu

The Database pull-down menu includes options for config-
uring the database. These options are: IP.ID, Username
Display Setting, Elapsed Time, Page Definition, Tools, Expi-
ration, Optional Features, and User Group Import.

User Name Identification screen

The User Name Identification screen displays when the
IP.ID option is selected from the Database menu. This
screen is used for configuring the Server to identify users
based on the IP addresses of their machines, their user-
names, and/or their machine names. Information set up on
this screen is used by the Client when logging a user’s
Internet activity.
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B

Enterprise Reporter

M

Hetwork x| Server > Database

&) Help Logout

-
i

User Name Identification

@ Enable © Disable
IP.ID {Microsoft Username Lookup)
¥ i
[  Static IP assignment

Click Update to instantly create a tahle of Static IPs and
Machine Mames

IPs, Machines, Usernames to lgnore
Please enter the IP, Machine & Username you wish to ignore
(Cne Mame FPer Ling)

IP to fgnore: 20040 16011

2001016053

Machine to ignore: admin-edot

LK 0 : v
Username to ignore: emartin

jchaire

Save

Update

helow:

Fig. 1:2-17 User Name Identification screen with IP.ID activated

As the administrator of the Server, you have the option to
either enable or disable this feature for logging users’ activ-
ities by usernames, machine names, and/or IP addresses of

machines.
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WARNINGS

& The ER will generate NetBIOS requests outside the network if
IP.ID is activated and if no segment settings have been specified
in the configuration of the Web Filter—causing it to log external
traffic. To resolve this issue, the Web Filter should be modified to
log activity only within the network. If a firewall is used, it should
be set up to prevent logging NetBIOS requests outside the
network.

& If using IP.ID, note that user login times are established for set
periods of 15 minutes, and if more than one user logs onto the
same machine during that time period, the activity on that
machine will be identified with the first user who logged onto that
machine. For example, the first user logs on a machine for three
minutes and then logs off. The second user logs on the same
machine for 11 minutes and then logs off. The first user logs back
on that machine for 16 minutes. All 30 minutes are logged as the
first user’s activity.
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View the User Name Identification screen

If user name identification is enabled, specified IP.ID criteria
displays, and IP, Machine, and Username frames will be
populated if entries were previously made in them.

NOTE: If this feature is disabled, checkboxes in the IP.ID
(Microsoft Username Lookup) section display greyed-out.

Configure the Server to Log User Activity

1. Inthe area above the IP.ID (Microsoft Username Lookup)
section of the screen, click the radio button corre-
sponding to Enable. This action opens an alert box
informing you that if usernames are enabled, these user-
names will overwrite those that are being imported from
the shadow log.

2. Click OK to close the alert box, and to activate the IP.ID
and Static IP assignment checkboxes.

3. in the IP.ID (Microsoft Username Lookup) section of the
screen, select one or both of the following options by
clicking in the designated checkbox(es):

 IP.ID - this option logs a user’s activity by username
(login ID).

+ Static IP assignment - this option logs a user’s
activity by the IP address of the machine used. When
selecting this option, the Update button becomes acti-
vated.

a. Click the Update button to automatically generate
a table of static IP addresses and machine names.
After this table is created, the message screen
displays to confirm the successful execution of this
task.

b. Click the Back button to return to the User Name
Identification screen.
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4. In the IP/Machine/Username to ignore list boxes, enter
all IP addresses, machine names, and/or usernames the
Server should disregard when identifying users. Each
entry should be made in a separate row.

5. After making all necessary entries on this screen, click
the Save button.

Deactivate User Name Identification
1. Click the radio button corresponding to Disable.
2. Click the Save button.
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Username Display Setting screen

This Username Display Setting screen displays when the
Username Display Setting option is selected from the Data-
base menu. This screen is used for configuring the user-
name format imported from raw logs and customizing the
username format that displays in reports.

= e
E Enterprise Reporter M = |

letwork ‘j Server j_ Database __v_| &) Help Logowut

m

Username Display Setting

Current Username Display Setting

The current display name format is;

Modify Username Display Setting

Please SELECT the username in the raw lag fram the following fields:
Available Fields:

| Domain Hame -
| Organization Hame
| Department Hame

-

|User Hame
Add

Please select how you want the username displayed onthe ER repart and click "Apply":
Raw Lag Fields:

| i

Add |
Display username:
Apply Reset
WARNING: After applying or updating a usemmame format, please re-run the

User Group Import from the Admin console. This ensures the new user group
patterns can be used in drill down reports for these user groups.

Fig. 1:2-18 Username Display Setting screen
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5

View the Current Username Display Setting

In the Current Username Display Setting frame, the current
username format displays—if previously entered in the
Display username field and saved on this screen.

Modify the Username Display Setting

In the Modify Username Display Setting frame, make selec-
tions from list boxes and apply results for the new username
format to be displayed in the report.

1. By default, the following choices display in the Available
Fields list box: Domain Name, Organization Name,
Department Name, User Name. Make a selection from
this list for the first field displayed in your server console
and raw logs that you wish to include in the username
format in the report.

2. Click Add to include this selection in the Raw Log Fields
list box below.

NOTE: Follow steps 1 and 2 for each consecutive field to be
added to the Raw Log Fields list box.

TIP: Click the Reset button on this screen at any time to revert to
the default settings.

WARNING: It is important to select the correct fields from this list,
in the order in which they appear in your server console. For
example, if the username format on the console is Domain
Name\Department Name\User Name, and only User Name and
Department Name are selected from the Available Fields list
box—in that order—the report will display information in the
wrong order. In this example, if the Domain Name is LOGO, the
Department Name is Admin, and the User Name is JSmith, the
report will show JSmith\Admin, instead of LOGO\Admin\JSmith.

3. In the Raw Log Fields list box, select the first field to be
displayed in the username format on the report.
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4. Click Add to include your selection in the Display user-
name field below.

NOTE: Follow steps 3 and 4 for each field to be added to the
Display username field below. Each additional selection added to
the display name is preceded by a backslash (\).

5. Click Apply to save your entries and to display the new
username format in the Current Username Display
Setting frame.

NOTE: Changes made to username display settings in this
screen will not be effective until the next day’s reports are gener-
ated.

& WARNING: After modifying a username format, be sure to import
users and groups using the User Group Import screen. See the
User Group Import screen for information on importing user
groups.
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Page View Elapsed Time screen

The Page View Elapsed Time screen displays when the
Elapsed Time option is selected from the Database menu.
This screen is used for establishing the value—amount of
time—that will be used when tracking the length of a user’s
stay at a given Web site, and the number of times the user
accesses that site.

p—
é Enterprise Reporter 100

__Iiétworﬁ :_f Server :-: Database _V_' &) Help Logout

Page View Elapsed Time

Elapse Time 10 seconds

Save

Fig. 1:2-19 Page View Elapsed Time screen

Establish the Unit of Elapsed Time for Page Views

1. In the Elapse Time field, enter the number of seconds
that will be used as the value when tracking a user’s visit
to a Web site.

2. Click the Save button.

M86 SecuriTY UserR GuIDE

55



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

Elapsed Time Rules

Each time a user on the network accesses a Web site, this
activity is logged as one or more visit(s) to that site. The
amount of time a user spends on that site and the number of
times he/she accesses that site is tracked according to the
following rules:

* A user will be logged as having visited a Web site one
time if the amount of time spent on any pages at that site
is equivalent to the value entered at the Elapse Time
field, or less than that value.

For example, if the value entered at the Elapse Time field
is 10 seconds, and if the user is at a site between one to
10 seconds—on the same page or on any other page
within the same site—the user’s activity will be tracked
as one visit to that Web site.

¢ Each time the user exceeds the value entered at the
Elapse Time field, the user will be tracked as having
visited the site an additional time.

For example, if the value entered at the Elapse Time field
is 10 seconds and the user remains at a Web site for 12
seconds, two visits to that site will be logged for him/her.

¢ Each session at a Web site is tracked as one or more
visit(s), depending on the duration of the session. A
session is defined as a user’s activity at a site that begins
when the user accesses the site and ends when the user
exits the site.

For example, if the value entered at the Elapse Time field
is 10 seconds and the user spends five seconds on a
Web site, then exits, then returns to the same site for
another 15 seconds, the user will have two sessions or
three visits to that site logged for him/her (5 seconds = 1
visit, 15 seconds = 2 visits, for a total of 3 visits).
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Page Definition screen

The Page Definition screen displays when the Page Defini-
tion option is selected from the Database menu. This screen
is used for specifying the types of pages to be included in
the detail report for Page searches.

F‘DF
é Enterprise Reporter Mi; )| |

Hetwork _:j Server _:1 Database - & Help Logout
Page Definition
Modify Page Definition

Please customize the page definition and click"Apply"

Current page types: 2
| Itm -
| html

|.dntmi
| .shtm
! shtml

Remove

Hew Page Type: (Please type the file extension in the following format: JXX) (e.0. itml)

Add
Apply

Fig. 1:2-20 Page Déefinition screen

View the Current Page Types

The Current page types list box contains the extensions of
page types to be included in the detail report.
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Remove a Page Type
To remove a page type from the detail report:

1. Select the page extension from the Current page types
list box.

2. Click Remove.
3. Click Apply.

Add a Page Type
To add a page type in the detail report:

1. Enter the New Page Type extension.

2. Click Add to include the extension in the Current page
types list box.

3. Click Apply.
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Tools screen

The Tools screen displays when the Tools option is selected
from the Database menu. This screen is used for viewing
reports and logs to help you troubleshoot problems with the
Client application.

—e—
E_ Enterprise Reporter Mg’fﬁx:)

Hetwork j Server j Database - &) Help Logownt

Database Status | dB Active ]| view |

Fig. 1:2-21 Tools screen

The following options are available on this screen:
* View Diagnostic Reports

¢ View Database Status Logs
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View Diagnostic Reports

1. Choose a report from the pull-down menu (Table Status,
Process List, Full Process List, Tables, or Daily
Summary).

2. Click the View button to view the selected diagnostic
report in a pop-up window:

¢ Table Status - This report contains a list of Client table
names, and columns of statistics on each table, such
as type, size, number of rows, and time created and
updated.

* Process List - This report shows a list of current SQL
queries in the database, in an abbreviated format.

¢ Full Process List - This report shows a list of current
SQL queries in the database, in the full format that
includes all columns of data.

¢ Tables - This report contains a list of the names of
tables currently in the database.

+ Daily Summary - This report shows the date range of
summary tables currently in the database.

3. Click the “X” in the upper right corner of the pop-up
window to close the window.

View Database Status Logs

1. Choose a database status log from the pull-down menu.
2. Click the View button to view the selected database
status log in a pop-up window:
¢ db Active - This log indicates when client tables were
last updated with hits_objects and hits_pages.

¢ db Backup - This log provides information about the
MySQL backup/restore operation.

¢ db Control - This log shows a list of actions performed
by the ER process when processing log files.
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e db Expiration - This log includes information about
expiring data on the Server.

* db Expire Summary - This log provides a list of data
expiration from summary tables.

* db Identify - This log provides information about the
Server’s action of obtaining user/machine names from
name log files and populating the database with these
names.

e db Ipgroups - This log lists individual and group IP
records that were added to—and deleted from—the
client group lookup table.

* db Logloader - This log provides information about
log file parsing and the number of valid and invalid
records that are processed.

* db Nbtlookup - This log provides a list of user/
machine IP addresses from the NetBIOS lookup.

* db Split - This log contains information pertaining to
the formation of the hits_objects/hits_pages tables.

» db Staticip - This log provides information about
settings on the server for the static IP assignment
option.

e db Summary - This log shows a summarization of
activities from the dbsummary database tool.

e db Support - This log includes a list of temporary
tables that were created for the formation of the hits
tables.

¢ db Tool - This log shows information about system
checks performed on disk usage, free memory,
unprocessed files, and daemons.

¢ db Traffic - This log provides information about the
daily traffic table.

¢ File Watch Log - This log shows a list of records that
were imported from one machine to another.
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* Software Update Log - This log gives information
about applied software updates.

* MYSQL Log - This log provides information pertaining
to the MySQL server.

e Error Entry - Web Filter - This log displays a list of
Web Filter query errors.

3. Click the “X” in the upper right corner of the pop-up
window to close the window.
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Expiration screen

The Expiration screen displays when the Expiration option
is selected from the Database menu. This screen shows
statistics on the amount of data currently stored on the
Server box, and provides an estimated date when that data
will expire. By reviewing the current database disk space
utilization and the average number of daily hits on your
Server, adjustments can be made to the number of weeks of
live and archive data you wish to store in the future before
that data expires.

é Enterprise Reporter M :

Hetwork x| Server x| Database -/ &) Help Logout

Status as of 2009-12-23 01:27:34

2009-12-11 00:09:26 -
2009-12-2300:09:44
Total number of week(s) stored 2 week(s)

Current live data {yearweeknoidate scope) 2009449 - 200951
2009-12-11 00:09:26 -
2009-12-2300:09:44

Date scope for total data

Tatal number of live weekis) 2weekis)
Current archive data (yearweeknoidate scope) 0-0
a-
Total number of archive week(s) Doweekis)
Database disk space ulilization 344 %
fused database spacefotal database space) (1.73/50.33 Ghytes)
Target percentage of live data 100 %
Last 8 weeks hits/day average 1128449
Estimated total week(s) of live data 236 weekis)
Estimated total week(s) of archive data O week(s)
Estimated number of week(s) until next expiration A9 wieekis)
Change Settings
Hits/day 1128449
Percentage of live data 100 %
Calculate
Estimated total week{s) of live data week(s)
Estimated total weekis) of archive data weekis)
Save

Fig. 1:2-22 Expiration screen
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NOTE: Though the database is backed up automatically each
day, under certain circumstances you may need to perform a
manual backup to the internal backup drive, and then save this
data off site. (See the Server Menu Backup screen section for
information on establishing backup procedures, and backing up
and restoring data on the ER Server.)

Expiration Screen Terminology

The following terminology is used on the Expiration screen:

Live - pertains to indexed data on the hard drive of the
Server for the most recent weeks—the period designated
as “live.” Indexed data includes pages and objects that
were accessed by users on the Internet, as well as the
indexes for these items.

When setting up the Server to store data, M86 Security
recommends that you allocate the highest percentage
possible for live data storage, since reports run faster if
indexes are available for pages and objects.

If your Server is set up to store live data only (100
percent live data), you will be able to store less data than
if you store both live and archive data, since indexes
require additional storage space.

Archive - pertains to non-indexed data on the hard drive
of the Server for the oldest weeks—the period desig-
nated as “archive.” Non-indexed data might include
pages and/or objects that were accessed by users on the
Internet.

Since archive data contain no indexes, they occupy less
space on the Server than live data—which include
indexes and pages/objects. However, reports generated
for periods of time with archive data take longer to
process since indexes are not included for that data.
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e Expire - pertains to the action of dropping data from the
Server when there is no room left on the hard drive for
additional storage. When the hard drive reaches its
maximum data storage capacity, indexes from the oldest
week of data stored on the Server are dropped, or
“expired” from the Server. Thereafter, when more space
is needed on the Server, the oldest week of non-indexed
data “expires.”

Expiration Rules

The administrator of the Server specifies the number of

weeks of data that will be stored on the Server, based on the
storage capacity of the hard drive, and the number of hits on
the Server. After inputting the percentage of live data to be
stored, the Server translates that figure into the equivalent
of weekly time periods for live and/or archive data storage.

When the Server reaches the maximum number of weeks
allocated for live data storage, the oldest week of live data
stored on the Server attains an archive data status. In
attaining an archive data status, the index for that week of
data is dropped from the database tables.

When the Server reaches its maximum number of weeks
allocated for archive data storage, the oldest week of non-
indexed data stored on the Server is automatically dropped
(expired) from the database.

Once data expires, it cannot be recovered.
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View Data Storage Statistics

In the Status section of this screen, the date and time of the
last database expiration displays in the Status bar. The date
displays in the YYYY-MM-DD format, and the time displays
in military time (01-24 hours) using the HH:MM:SS time
format.

The following data that displays is current as of the most
recent database expiration run:

66

Data scope for total data - the date and time range of all
live and archive data currently stored on the Server. The
date displays in the YYYY-MM-DD format, and the time
displays in military time (01-24 hours) using the
HH:MM:SS time format.

Total number of week(s) stored - the number of weeks
represented in the total data date scope.

Current live data (yearweekno/date scope) - the range
of dates and times of live data currently stored on the
Server.

The first line displays the range of year(s) and weeks in
the YYYYWW format, where “Y” represents the year, and
“W” represents the week number in that year (01-52).

The second line displays the first date and time in the
range of live data currently stored on the Server. The
date displays in the YYYY-MM-DD format, and the time
displays in military time (1-24 hours) using the
HH:MM:SS time format.

The third line displays the last date and time in the range
of live data currently stored on the Server, using the
same format as in the second line of data.

Total number of live week(s) - the number of weeks
represented in the live data date scope.

M86 SecuriTY User GUIDE



ADMINISTRATOR SECTION CHAPTER 2: CONFIGURING THE ER SERVER

e Current archive data (yearweekno/date scope) - the
range of dates and times of archive data currently stored
on the Server.

The first line displays the range of year(s) and weeks in
the YYYYWW format, where “Y” represents the year, and
“W” represents the week number in that year (01-52).

The second line displays the first date and time in the
range of archive data currently stored on the Server. The
date displays in the YYYY-MM-DD format, and the time
displays in military time (1-24 hours) using the
HH:MM:SS time format.

The third line displays the last date and time in the range
of archive data currently stored on the Server, using the
same format as in the second line of data.

* Total number of archive week(s) - the number of weeks
represented in the archive data date scope.

* Database disk space utilization - the percentage of
space currently being used on the hard drive for both live
and archive data. If a high percentage displays, you may
want to expire data in the near term (see Change Data
Storage Settings).

* (used database space/total database space) - the
amount of space in Gigabytes currently being used on
the hard drive for both live and archive data, and the total
amount of space in Gigabytes (Gbytes) on the hard drive
allocated to database storage.

* Target percentage of live data - the percentage of live
data to be stored on the Server. If this figure is 100, only
live data will be stored. If this figure is less than 100, the
remaining percentage to be stored will be archive data.

The percentage that displays can be changed by
entering and saving a different figure in the Percentage
of live data field in the Change Settings section of this
screen.
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* Last 8 weeks hits/day average - the average number of
hits on the Server per day, based on the last eight weeks
of data stored on the Server.

The following data that displays is current as of the last
changes made in the Change Settings section of the
screen:

« Estimated total week(s) of live data - the number of
weeks of live data the Server will store, based on your
specifications. This number is affected by the hits/day on
the Server, and the maximum number of weeks of data
the Server is able to hold.

The number of weeks of live data to be stored can be
changed by making a new entry in the Percentage of live
data field in the Change Settings section of this screen,
and saving the result of your calculations that displays
below in the Estimated total week(s) of live data field.

» Estimated total week(s) of archive data - the number
of weeks of archive data the Server will store, based on
your specifications. This number is affected by the hits/
day on the Server, and the maximum number of weeks of
data the Server is able to hold.

The number of weeks of archive data to be stored can be
changed by making a new entry in the Percentage of live
data field in the Change Settings section of this screen,
and saving the result of your calculations that displays
below in the Estimated total week(s) of archive data field.

* Estimated number of week(s) until next expiration -
the number of weeks from this week that data on the
Server will expire.
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Change Data Storage Settings

The Change Settings section of the screen is used for
updating the amount of data that will be stored on the Server
box in the future. By making an entry in this section of the
screen, you dictate how data on the box will expire.

At the Hits/day field, the number of hits on the Server per
day displays. This is the same figure that displays in the
Last 8 weeks hits/day average field in the Status section
above.

1. Inthe Percentage of live data field, enter a figure for the
percentage of data you wish to be stored as live data on
the box. If you want all data to be live data only, enter
100.

2. Click the Calculate button to display results in the
following fields below: Estimated total week(s) of live
data, and Estimated total week(s) of archive data.

After viewing your results in these display fields, you can
adjust the number of weeks that data will be saved on the
Server, if necessary. To do so, follow steps 1 and 2 again.

3. Once you are satisfied with your results, click the Save
button. As a result of your entries, the following occurs:

* the figure saved in the Percentage of live data field
displays in the Target percentage of live data field in
the Status section

« the figures displayed in the Estimated total week(s) of
live/archive data fields display in the Estimated total
week(s) of live/archive data fields in the Status section

 the Estimated number of week(s) until next expiration
field may display a new figure, based on the new
settings you saved.

When the next database expiration runs, all other fields
in the Status section will reflect the new calculations.
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@

TIP: M86 Security recommends that you set up your Server to
store more live data than archive data for the benefit of adminis-
trators and sub-administrators who generate reports via the
Client application. Report processing times are slower when
generating reports that include non-indexed data.

If your Server is set up to store only live data, you will be able to
store less data than if you store both live and archive data, since
indexes require additional storage space.

NOTE: See Appendix A: Evaluation Mode for information about
viewing the Expiration screen in the evaluation mode.

Optional Features screen

%

70

The Optional Features screen displays when Optional
Features is selected from the Database menu. This screen
is used for specifying any of the following options to be
available in the Web Client when generating specified types
of reports: Search String Reporting, Block Request Count,
Blocked Searched Keywords, Wall Clock Time, Object
Count. This screen also is used for enabling and configuring
the password security feature to be used for the Adminis-
trator console and/or Web Client (see Fig. 1-2:23).

NOTE: Optional features can be enabled or disabled at any time.
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Enable Search String Reporting

If Search String Reporting is enabled, detail drill down
reports display the full search string content typed into a
search engine text box for search sites such as Google,
Bing, Yahoo!, MSN, AOL, Ask.com, YouTube.com, and
MySpace.com.

1. Click the radio button corresponding to “ON” to let search
string entries display in drill down reports.

2. Click Apply to apply your setting.

Enable Block Request Count

If Block Request Count is enabled, the Top 20 Users by
Blocked Request Executive Report can be generated by the
administrator.

1. Click the radio button corresponding to “ON” to make the
Top 20 Users by Blocked Request Executive Report
selection available in an administrator’s Executive
Reports menu.

2. Click Apply to apply your setting.

NOTE: Since Executive Reports are processed each night, any
changes made to settings today will not effective until the
following day.

Enable Blocked Searched Keywords

If Blocked Seached Keywords is enabled, the Top 20
Blocked Searched Keywords Executive Report can be
generated by the administrator.

1. Click the radio button corresponding to “ON” to make the
Top 20 Users by Blocked Request Executive Report
selection available in an administrator’s Executive
Reports menu.

2. Click Apply to apply your setting.
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& WARNING: Applying this setting restarts the Web Client server.

NOTE: Since Executive Reports are processed each night, any
changes made to settings today will not effective until the
following day.

Enable Wall Clock Time

If Wall Clock Time is enabled, Wall Clock Time Reports can
be generated by the administrator. These reports use the
Wall Clock Time algorithm to calculate the amount of time
an end user spent accessing a given page or object—disre-
garding the number of seconds from each hit and counting
each unique minute of Web time as one minute. Using this
algorithm, an end user could never have more than 24
hours of Web time within a given 24-hour period.

1. Click the radio button corresponding to “ON” to make the
Wall Clock Time Report selection available in an admin-
istrator’s Custom Reports menu.

2. Click Apply to apply your setting.

@ NOTE: Since Wall Clock Time reports are processed each night,
any changes made to settings today will not effective until the
following day.

Enable Page and/or Object Count

In the Object Count frame, indicate whether drill down, Wall
Clock Time, and scheduled custom reports will include Web
page hits only, or both Web page and object hits. Objects
include images, graphics, multimedia items, and text item
object files.

& WARNING: If “Pages only” is selected, all records of objects
accessed by end users will be lost for the time period in which
this option was enabled. Even if there were objects accessed by
end users during that time period, zeroes (“0”) will display for
object activity in generated reports.
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1. Select one of two radio buttons to specify the type of hits
to be included in drill down, Wall Clock Time, and sched-
uled custom reports:

* “Pages only” - Choose this option to include only Web
page hits in reports.

* “Pages and Objects” - Choose this option to include
both Web page and object hits in reports.

2. Click Apply to apply your setting.

Enable, Configure Password Security Option

In the Password Security Options frame, passwords for
accessing the Administrator console or Web Client can be
set to expire after a specified number of days, and/or lock
out the user from accessing the Administrator console and
Web Client after a specified number of failed password entry
attempts within a defined interval of time.

1. Enable any of the following options:

» At the Password Expiration field, click the radio
button corresponding to either password expiration
option:

* Never - Choose this option if passwords will be set
to never expire.

*  Number of ‘x’ days prior to expiration - Choose
this option if password will be set to expire after ‘x’
number of days (in which X’ represents the number
of days the password will be valid).

NOTES: The maximum number of days that can be entered is
365.

If a user’s password has expired, when he/she enters his/her
User Name and Password in the login screen and clicks Login,
he/she will be prompted to re-enter his/her User Name and enter
a new password in the Password and Confirm Password fields.
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» At the Lockout by Username field, click the radio
button corresponding to either of the following options:

* ON - Choose this option to lock out the user by
username if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts field—within
the interval defined in the Failed Password
Attempts Timespan (in minutes) field.

* OFF - Choose this option if the user will not be
locked out by username after entering the incorrect
password.

+ At the Lockout by IP Address field, click the radio
button corresponding to either of the following options:

* ON - Choose this option to lock out the user by IP
address if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts field—within
the interval defined in the Failed Password
Attempts Timespan (in minutes) field.

* OFF - Choose this option if the user will not be
locked out by IP address after entering the
incorrect password.

* Allowable Number of Failed Password Attempts -
With the Lockout by Username and/or Lockout by IP
Address option(s) enabled, enter the number of times
a user can enter an incorrect password during the
interval defined in the Failed Password Attempts
Timespan (in minutes) field before being locked out of
the ER application.

NOTE: The maximum number of failed attempts that can be
entered is 10.
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» Failed Password Attempts Timespan (in minutes) -
With the Lockout by Username and/or Lockout by IP
Address option(s) enabled, enter the number of
minutes that defines the interval in which a user can
enter an incorrect password—as specified in the
Allowable Number of Failed Password Attempts field—
before being locked out of the ER application.

NOTE: The maximum number of minutes that can be entered is
1440.

2. Click Apply to apply your settings.
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User Group Import screen

The User Group Import screen displays when the User
Group Import option is selected from the Database menu.
This screen is used for specifying Web Filter servers to send
LDAP user group membership information to this ER
Server, for performing a user group import on demand, and
for viewing on demand user group import criteria.

§ Enterprise Reporter M’ F ,

Network __:; Server 73?-D-ai-ahase | & Help Logout

(£l
(

User Group Import

Web Filter IP 1: 192.168.20.17 ¥ Import from this Web Filter

Web Filter IP 2: [ import from this Web Filter

Web Filter IP 3: [T import from this Web Filter

Web Filter IP 4: T Import from this Web Filter
More Web Filters

Impoarting user graups may take a long time depending on the number of Weh Filters
and the number of users far each Weh Filter.

Import How

Current Status for User Group Import:

Irmporting groups from Web Filter 192.168.20.17 ...
Running dbipgroups

Irmporting user groups finished successfully.

Fig. 1:2-24 User Group Import screen
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& WARNING: Be sure to import users and user groups whenever

modifications are made to usernames in the Username Display
Setting screen. See the Username Display Setting screen for
information on modifying usernames.

Import User Groups

NOTE: Web Filter IP fields are populated by default if one or
more Web Filter servers are connected to this ER server.

1. Specify the Web Filter IP address of each Web Filter to
send LDAP user group membership data to this ER.

2. Click the checkbox corresponding to “Import from this
Web Filter”.

NOTE: If additional Web Filter servers need to be specified, click
More Web Filters to display the next four sets of entry fields.

3. After specifying all Web Filter servers from which to
import user group data, click Import Now to begin the
data importation process. The status of this process
displays in the Current Status for User Group Import box
that opens at the bottom of this screen when the Import
Now button is clicked.

NOTE: User groups will be imported in the exact format defined
on the Web Filter.
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TECHNICAL SUPPORT / PRODUCT
WARRANTIES

Technical Support

For technical support, visit M86 Security’s Technical
Support Web page at http://www.m86security.com/
support/ or contact us by phone, by email, or in writing.

Hours

Regular office hours are from Monday through Friday, 8
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only.
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999
2. Select option 3

International

1. Call +1-714-282-6111
2. Select option 3

E-Mail

For non-emergency assistance, email us at
support@m86security.com
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Office Locations and Phone Numbers

M86 Corporate Headquarters (USA)

828 West Taft Avenue

Orange, CA 92865-4232

USA

Local 1 714.282.6111

Fax : 714.282.6116

Domestic US : 1.888.786.7999

International o +1.714.282.6111
M86 Taiwan

7 Fl., No. 1, Sec. 2, Ren-Ai Rd.

Taipei 10055

Taiwan, R.O.C.

Taipei Local : 2397-0300

Fax ;. 2397-0306

Domestic Taiwan : 02-2397-0300

International ;. 886-2-2397-0300
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Support Procedures

When you contact our technical support department:

* You will be greeted by a technical professional who will
request the details of the problem and attempt to resolve
the issue directly.

» If your issue needs to be escalated, you will be given a
ticket number for reference, and a senior-level technician
will contact you to resolve the issue.

» If your issue requires immediate attention, such as your
network traffic being affected or all blocked sites being
passed, you will be contacted by a senior-level techni-
cian within one hour.

* Your trouble ticket will not be closed until your permission
is confirmed.
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Product Warranties

Standard Warranty

M86 Security warrants the medium on which the M86
product is provided to be free from defects in material and
workmanship under normal use for period of one year (the
“Warranty Period”) from the date of delivery. This standard
Warranty Period applies to both new and refurbished equip-
ment for a period of one year from the delivery date. M86
Security’s entire liability and customer’s exclusive remedy if
the medium is defective shall be the replacement of the
hardware equipment or software provided by M86 Security.

M86 Security warrants that the M86 product(s) do(es) not
infringe on any third party copyrights or patents. This
warranty shall not apply to the extent that infringement is
based on any misuse or modification of the hardware equip-
ment or software provided. This warranty does not apply if
the infringement is based in whole or in part on the
customer’s modification of the hardware equipment or soft-
ware.

M86 Security specifically disclaims all express warranties
except those made herein and all implied warranties;
including without limitation, the implied warranties of
merchantability and fitness for a particular purpose. Without
limitation, M86 Security specifically disclaims any warranty
related to the performance(s) of the M86 product(s).
Warranty service will be performed during M86 Security’s
regular business hours at M86 Security’s facility.
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Technical Support and Service

M86 Security will provide initial installation support and
technical support for up to 90 days following installation.
M86 Security provides after-hour emergency support to
M86 server customers. An after hours technician can be
reached by voice line.

Technical support information:

Online: http://www.m86security.com/support/
Toll Free: 888-786-7999, press 3

Telephone: 1+714-282-6111, press 3

E-mail: support@ma86security.com

Have the following information ready before calling tech-
nical support:

Product Description:

Purchase Date:

Extended warranty purchased:
Plan #

Reseller or Distributor contact:

Customer contact:
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Extended Warranty (optional)

The extended warranty applies to hardware and software of
the product(s) except any misuse or modification of the
product(s), or product(s) located outside of the United
States. The extended warranty does not include new
product upgrades. Hardware parts will be furnished as
necessary to maintain the proper operational condition of
the product(s). If parts are discontinued from production
during the Warranty Period, immediate replacement
product(s) or hardware parts will be available for exchange
with defective parts from M86 Security’s local reseller or
distributor.

Extended Technical Support and Service

Extended technical support is available to customers under
a Technical Support Agreement. Contact M86 Security
during normal business hours, 8 a.m. to 5 p.m. PST, at (888)
786-7999, or if outside the United States, call 1+(714) 282-
6111.
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APPENDICES SECTION

Appendix A

Evaluation Mode

By default, the ER Server and Client are set to the evalua-
tion mode. This appendix explains how to use the ER
Server in the evaluation mode, and how to activate the ER
Server to function in the activated mode.

Administrator Console

When accessing the Server > Server Status screen for the
first time, the ER Status pop-up box opens to inform you that
the ER unit is currently in the evaluation mode:

¥%) ER Status - Mozilla Firefox =10] x|

| M | hittpsj/192, 168.20.77:808/process/main.cgi L7

EVALUATION MODE - M&X DATA STORAGE 2 WEEKS

Change Evaluation Mode

|Done ,@ 4
Fig. A-1 ER Status pop-up box

The Server will store data for the period specified in the pop-
up box: “EVALUATION MODE - MAX DATA STORAGE ‘X’
WEEKS”—in which ‘X’ represents the maximum number of
weeks in the ER’s data storage scope.
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You have the option to either use the ER unit in the evalua-
tion mode, or change the evaluation mode in one of two
ways—by extending the evaluation period, or by activating
the unit so that it can be used in the activated mode.

NOTE: The message: “EVALUATION MODE - MAX DATA
STORAGE X’ WEEKS” also displays at the top of the Expiration
screen in the Administrator console. Refer to the Expiration
screen sub-section in Chapter 2 of the Administrator Section for
more information about data storage and expiration.
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Use the Server in the Evaluation Mode

To use the unit in the evaluation mode, click the "X" in the
upper right corner of the ER Status pop-up box to close it.

Expiration screen

In the evaluation mode, the Expiration screen can only be
used for viewing data storage statistics, and not for modi-
fying data storage capacity criteria.

§= Enterprise Reporter /ML

Hetwork x| Server x| Database 2" &) Help Logout

Status as of 2009-12-23 01:27:34
EVALUATION MODE - MAX DATA STORAGE 2 WEEKS

Please click here to activate the box
2009-12-11 00:09:26 -
2009-13-23 00:09:44
Total number of weekis) stared 2 weekis)
Current live data {vearweeknoldate scope) 2009449 - 200951

2009-12-11 00:09:26 -
2009-12-23 00:09:44

Date scape for total data

Total number of live week(s) 2 weekis)
Current archive data {yearweeknoidate scope) o-o

0-a
Total number of archive weekis) Oweekis)
Database disk space utilization 344%
{used database spaceltotal databaze space) (1.73/80.33 Ghytes)
Target percentage of live data 100 %
Last 8 weeks hitsiday average 1128449
Estimated total week(s) of live data 276 week(s)
Estimated total weekis) of archive data Oweekis)
Estimated number of week(s) until next expiration 48 weekis)

Change Settings
Hitafday 1128449
Percentage of live data 100 %
Calculate

Estimated total weekis) of live data weekis)
Estimated total week(s) of archive data week(s)

Fig. A-2 Expiration screen
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When the Server is in the evaluation mode, the following
message displays at the top of the screen: “Evaluation
Mode — Max Data Storage ‘X’ Weeks” (in which ‘X’ repre-
sents the maximum number of weeks in the ER’s data
storage scope).

Since the evaluation period is set for a fixed time period, you
cannot make adjustments to the amount of data that will be
stored on the Server. Thus, the Save button is not included
at the bottom of the screen.

Change the Evaluation Mode

After the designated evaluation period has expired, you may
extend your evaluation period, or activate the unit and use it
in the activated mode. There are two ways to change the
evaluation mode from the Administrator console:

* inthe ER Status pop-up box (see Fig. A-1), click Change
Evaluation Mode

* in the Evaluation screen, click the link (“here”) in the
message at the top of the screen: “Please click here to
activate the box”.

By clicking the button or link, the Activation Page pop-up
box opens:

¥ Database Expiration - Mozilla Firefox =] 3]

IMIm htbps: /{192,168 20,7884 3jpracess/activatepage. o 7
Activation Page

Hostname: IFR-logo.com
IP: 190.160.20.7
Mac Address: Q00C29CIACCE

Please click hete to activate your appliance

Activation Code:

Activate

= B 4
Fig. A-3 Activation Page pop-up box
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Activation Page

1.

In the Activation Page pop-up box, the Hostname of the
Server, IP address, and Mac Address (Media Access
Control address) display.

. In the message “Please click here to activate your appli-

ance.”, click the link ‘here’ to open the Product Activation
page at the M86 Security Web site.

. In this Web page:

a. Enter your following information: Contact Details,
Company Information, and Enterprise Reporter Infor-
mation.

b. Choose the Activation Type: "Evaluation Extension" or
"Full Activation."

. Click Send Information. After M86 obtains your informa-

tion, a technical support representative will issue you an
activation code.

. Return to the Activation Page (see Fig. A-3) and enter

the activation code in the Activation Code field.

. Click Activate to display the confirmation message in the

Activation Page pop-up box:

* If extending the evaluation period for the unit, the
following message displays: “It is now in evaluation
mode (‘X’ weeks)!” in which ‘X’ represents the number
of weeks in the new evaluation period.

« If activating the unit, the following message displays:
“Your box has been activated!”

. Click the ‘X’ in the upper right corner to close the Activa-

tion Page pop-up box.
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Appendix B

Disable Pop-up Blocking Software

A user with pop-up blocking software installed on his/her
workstation will need to disable pop-up blocking in order to
use the Client.

This appendix provides instructions on how to disable pop-
up blocking software for the following products: Yahoo!
Toolbar, Google Toolbar, AdwareSafe, and Windows XP
Service Pack 2 (SP2).

Yahoo! Toolbar Pop-up Blocker

Add the Client to the White List

If the Client was previously blocked by the Yahoo! Toolbar, it
can be moved from the black list and added to the white list
so that it will always be allowed to pass. To do this:

1. Go to the Yahoo! Toolbar and click the pop-up icon to
open the pop-up menu:

) ¥ahaod Tonlhae: Nverdew - Micersalt Inteenet Buploees (=15
Fle  Cdt  view  Favorkes  Tooks  Help -
daback + = - (D[] A | Doearch [Ejrovokes Prede F | By S E - EH

subdiress, [ 8] retp: jeckecompanion yobee.comtontij Sy TRTINGET =] e ks
- =] smarct »
=
YAHOO! Toolbar - ok
Aoy Alow PopLps From. .
‘Takal Pop-Lips Bncked: 3 Mext >

ity am T skl gestling pog-ups?
Pugr-U ke Teit
More M.

Save time online with Yahoo! Toolbar __ Tel a Friend Abeut Pop-Lin Blocker

Ouervime Swarch Amyvdire T 1t Now

Fig. B-1 Select menu option Always Allow Pop-Ups From
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2. Choose Always Allow Pop-Ups From to open the Yahoo!
Pop-Up Blocker dialog box:

Yahoo! Pop-Up Blocker x|
Sources of Recently Blocked Pop-Ups:
=it companion.vahao.com Aoy I
Always Allow Pop-Ups From These Sources:
mSEsecUrity.com Remove I
Help Close I

Fig. B-2 Allow pop-ups from source
3. Select the source from the Sources of Recently Blocked
Pop-Ups list box to activate the Allow button.

4. Click Allow to move the selected source to the Always
Allow Pop-Ups From These Sources list box.

5. Click Close to save your changes and to close the dialog
box.
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Google Toolbar Pop-up Blocker

Add the Client to the White List

To add the Client to the white list so that it will always be
allowed to pass, go to the Google Toolbar and click the #

blocked icon:

2} enoqle Tnalhar Nptsans Help - Micrasolt Intermet Explorer =101 ]
Pl ER Wew  Favortes  Took b -
ot - @) B Grortr aromin G 3|5 SW -1

¥ T S —————— ey ] =] P ke

Gogle-[ el B @ = B 0bocied | £ Florters S

[Chck s buhor: b0 aivarys allows POGLS o MEEancarty com

GOUS[@ |'°‘°< el through, press the ‘i’ key whit cicing on a ik,

Toolbar

Clicking this icon toggles to the Site pop-ups allowed icon,
adding the Client to your white list:

Fig. B-3 # blocked icon enabled

2 Gonqle Toalhar (iptsans Help - Mirosolt Intemet Explarer =101 ]
Pl Ede Vew Favirkes  Took e n
ot - Q) B Brortr aromin G 3|5 SW- D
¥ T S —————— ey ] e
Google- [ cle @ B v | 8 tomario[D formn by ) Elopton: 2
N—— -
Iuwuwr« misecurty Com |
Google e
Toolbar

Fig. B-4 Site pop-ups allowed icon enabled
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AdwareSafe Pop-up Blocker

Disable Pop-up Blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between
enabling pop-up blocking (# popups blocked) and disabling
pop-up blocking (Popup protection off) by clicking the pop-
up icon.

1. In the IE browser, go to the SearchSafe toolbar and click
the icon for # popups blocked to toggle to Popup protec-
tion off. This action turns off pop-up blocking.

2. After you are finished using the Client, go back to the
SearchSafe toolbar and click the icon for Popup protec-
tion off to toggle back to # popups blocked. This action
turns on pop-up blocking again.
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Windows XP SP2 Pop-up Blocker

This sub-section provides information on setting up pop-up
blocking and disabling pop-up blocking in Windows XP SP2.

Set up Pop-up Blocking

There are two ways to enable the pop-up blocking feature in
the IE browser.

Use the Internet Options dialog box

1. From the |IE browser, go to the toolbar and select Tools >
Internet Options to open the Internet Options dialog
box.

2. Click the Privacy tab:
21

General | Security Privacy | Content | Connections | Programs | Advanced |

Settings
£ | Select a setting For the Internet zone.

_ Medium

- - - Blocks third-party cookies that do not have a compact
privacy policy
-l - - Blocks third-party cookies that save inFormation that can
o be used to contact you without your explidt consent
- Restricts First-party cookies that save inFormation that
-l - can be used to contact you without your implicit consent

stes | Import advanced | oot |

Pop-up Blocker

| 1| Prevent most pop-up windows from Settings |

appearing.
I Turn on Pop-up Blocker

InPrivate

|y} T Do ot collect data for use by InPrivats Filtering

3
Disable toolbars and extensions when InPrivate Browsing
I skarks

[ ok | cawel | ppay
Fig. B-5 Enable pop-up blocking

3. In the Pop-up Blocker frame, check “Block pop-ups”.
4. Click Apply and then click OK to close the dialog box.
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Use the IE Toolbar

In the IE browser, go to the toolbar and select Tools > Pop-
up Blocker > Turn On Pop-up Blocker:

‘@ Microsoft Office Online: Installation Troubleshooter - Microsoft Internet Explorer

H File Edit Wiew Favorites Tools  Help

A Mail and News » - »

F Qe - @ (¥ | rorpege | unonrpmteer POSE- e
- Manage Add-ons

Address (&) hetp:foffice.microso) Synchronize. b |

Liks &]5e6 &]Source &](  Windows Updste {&] et Channel Partners Newsletter & &) TurboPipe  &] 8e6 Website User Management

United States Windows Messenger
[ . Qe
Cia offlce Onhne 5un Java Console

Inks t Opti

Fig. B-6 Toolbar setup

When you click Turn On Pop-up Blocker, this menu selec-
tion changes to Turn Off Pop-up Blocker and activates the
Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or
disable pop-up blocking.
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Add the Client to the White List

There are two ways to disable pop-up blocking for the Client
and to add the Client to your white list.

Use the IE Toolbar

1. With pop-up blocking enabled, go to the toolbar and
select Tools > Pop-up Blocker > Pop-up Blocker
Settings to open the Pop-up Blocker Settings dialog box:

Pop-up Blocker Settings ﬂ
r~ Exceptions
Paop-ups are currently blocked. You can allow pop-ups from specific
E # 1| websites by adding the site ta the list below.
Address of wehsite to allow:
[l Add
Allowed sites:
209.11.161.93 Remove
7214253104
Remove all...
[~ Motifications and blocking level:
[V Play & sound when a pop-up is blocked
[V Show Information Bar when a pop-up is blocked
Blocking level
IMedium. Block most automalic pop-ups j
Lear mare about Pop-un Blocker Close

Fig. B-7 Pop-up Blocker Settings

2. Enter the Address of Web site to allow, and click Add
to include this address in the Allowed sites list box. Click
Close to close the dialog box. The Client has now been
added to your white list.
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Use the Information Bar

With pop-up blocking enabled, the Information Bar can be
set up and used for viewing information about blocked pop-
ups or allowing pop-ups from a specified site.

Set up the Information Bar

1. Go to the toolbar and select Tools > Pop-up Blocker >
Pop-up Blocker Settings to open the Pop-up Blocker
Settings dialog box (see Fig. B-7).

2. In the Notifications and Filter Level frame, click the
checkbox for “Show Information Bar when a pop-up is
blocked.”

3. Click Close to close the dialog box.

Access the Client

1. Click the Information Bar for settings options:

ff M86 Security Enterprise Reporter - Windows Internet Explorer
—

IM hitp:ff Beger/login.jsp j |+ %

File Edt Yew Favortes Tools Help

Temporatily Allow Pop-ups
Always &llow Pop-ups from This Site...
Settings

Information Bar Help

Fig. B-8 Information Bar menu options

2. Select Always Allow Pop-ups from This Site—this action
opens the Allow pop-ups from this site? dialog box:

Allow pop-ups from this site? ll

= ‘Would pou lke ta allow pop-ups from 'Seger'?

=]

Fig. B-9 Allow pop-ups dialog box
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3. Click Yes to add the Client to your white list and to close
the dialog box.

NOTE: To view your white list, go to the Pop-up Blocker Settings
dialog box (see Fig. B-7) and see the entries in the Allowed sites
list box.
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