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INTRODUCTORY SECTION 8E6 MOBILE CLIENT

INTRODUCTORY SECTION

8e6 Mobile Client

8e6 Mobile Client performs Internet filtering and blocking on
mobile PCs physically located outside your organization.
This product is comprised of the R3000 Mobile filtering
appliance, Mobile Client software installed on an end user’s
workstation, the Administrator console used for configuring
the R3000 Mobile server, and the Administrator console
used for setting up and maintaining your account and
licenses for all end users working at home or on the road.
8e6 Mobile Client ensures Internet activity of all end users
located outside the organization will be tracked and filtered
in the same manner as for end users on the in house R3000
filtering appliance, thereby giving you, the administrator,
assurance that your organization will be protected against
lost productivity, network bandwidth issues, Internet security
threats, and possible legal problems that can result from the
misuse of Internet resources on an unfiltered, remote,
laptop computer.
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About this User Guide

This user guide is organized into the following sections:

Introductory Section - This section is comprised of an
overview on this product and how to use this user guide.

Mobile Server Section - This section explains how to
configure the Administrator console of the R3000 Mobile
appliance.

Mobile Client Section - This section provides instruc-
tions for setting up and maintaining the Mobile Client
Administrator console, and managing the client on end
user mobile PCs.

Technical Support / Product Warranties Section -
This section contains information on technical support
and product warranties.

Index - This section includes an index of subjects and
the first page numbers where they appear in this User
Guide.

How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.

8e6 TecHNOLOGIES, 8E6 MoBILE CLIENT UsErR GUIDE
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Terminology

The following terms are used throughout this User Guide.
Sample images (not to scale) are included for each item.

» alert box - a message box x|

that opens in response to
. Account Has Been Successfuly Updaked

an entry you made in a &
dialog box, window, or
screen. This box often
contains a button (usually
labeled “OK”) for you to click in order to confirm or
execute a command.

¢ button - an object in a dialog box, window, or Lo |
screen that can be clicked with your mouse
to execute a command.

* checkbox - a small
square in a dialog
box, window, or screen used for indicating whether or not
you wish to select an option. This object allows you to
toggle between two choices. By clicking in this box, a
check mark or an “X” is placed, indicating that you
selected the option. When this box is not checked, the
option is not selected.

[T Requires a Username & Password

* control panel - the panel thatdisplays at [G&=—
the left of a screen. This panel can L:E’_‘.’;;a";;;;"r,,,,e,m
contain links that can be clicked to open
windows or dialog boxes at the right of
the screen. One or more tree lists also
can display in this panel. When an item
in the tree list is double-clicked, the tree
list opens to reveal items that can be

selected.

8e6 TecHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE 3
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* dialog box - a box that I
opensinresponsetoa % Bt b i 50 A o e e, G e
command made in a
window or screen, and e o
requires your input. You B e e e e
must Choose an Optlon “would pou like ta open the file or save it to your computer?
by clicking a button o e e ] e

(such as “Yes” or “No”,
or “Next” or “Cancel”) to execute your command. As
dictated by this box, you also might need to make one or
more entries or selections prior to clicking a button.

¢ field -an areain a _
dialog box, window, or Domain Name: I
screen that either

accommodates your data entry, or displays pertinent
information. A text box is a type of field.

* frame-a Ty
boxed-in areain
a dialog box,
window, or
screen that includes a group of objects such as fields,
text boxes, list boxes, buttons, radio buttons, check-
boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

* list box - an area in a dialog box, #ll Groups

window, or screen that accommo- Eﬁ;‘j;ﬁ%}’;ﬁ;; :
X K omain Admins
dates and/or displays entries of Domain Computers
omain Cantrollers

items that can be added or removed. 2omanfuests

Dornain Users

Enterptise Admins

Group Policy Creator Owners

MTS Trusted Impersonators =
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* pop-up box or pop-up TEEEEEE— i
window - a box or i )
window that opens after |: s
you click a button in a
dialog box, window, or
screen. This box or
window may display
information, or may
require you to make one or more entries. Unlike a dialog

box, you do not need to choose between options.

e pull-down menu - afield in IUnited States (US) =]
a dialog box, window, or

screen that contains a down-arrow to the right. When you
click the arrow, a menu of items displays from which you
make a selection.

* radio button - a small, circular object |~
. . . fes
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

* Mo

e screen-amain e
object of an appli- )
cation that Bebeue it
displays across bR
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons.

B -
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sub-topic - a
subset of a main
topic that displays
as a menu item for
the topic. The menu
of subtopics opens
when a pertinent topic link in the left panel—the control
panel—of a screen is clicked. If a sub-topic is selected,
the window for that sub-topic displays in the right panel of
the screen, or a pop-up window or an alert box opens, as
appropriate.

= Bef Supplied Categor4 | ) .
I m- 1 thrans Netails

- Alterns
- Anarck

Is

ﬁ\cohol

LCO

URLs
LRL Keywords
Search Engine Keywords

e Criminal Skills ||

table - a boxed- === e oo

. . seoup COmpieteg CACK (SBTup) T et
inarea in a oo sy

screen that

includes rows and columns of data.

1/1 Ulick () feerme Distribastion) o marsoe

text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field”.)

topic - a topic

sl 2

displays as a e
link in the left -m“'iq
panel—the

control panel—
of a screen. By
clicking the link
for a topic, the

window for that
topic displays in
the right panel

ofthe screen, or
a menu of sub-topics opens.
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* tree - a tree displays in the control
panel of a screen, and is comprised
of a hierarchical list of items. An
entity associated with a branch of the
tree is preceded by a plus (+) sign ?r°§

when the branch is collapsed. By BT
double-clicking the item, a minus (-) E‘""Fff"*

Glahal Group

~ dsupport

sign replaces the plus sign, and any - ERadmin
entity within that branch of the tree
displays. An item in the tree is selected by clicking it.

e window - a window  PrESCTEIEETTESS
displays on a screen, ||'*
and can contain e
frames, fields, text ’
boxes, list boxes,
buttons, checkboxes, :
radio buttons, and License Distribution
hyperlinks. Types of :
windows include pop-
up windows, login B e Eoee)
windows, or ones
from the system such as the Save As or Choose file
windows.

View [ Edit Account

Setup
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Environment Requirements

Workstation Requirements

Minimum system requirements for the administrator include
the following:

*  Windows 2000 or XP operating system running IE 6.0 or
higher, or Firefox 1.0 or higher

* Macintosh OS X Version 10.4 running Safari, Firefox 1.0
or higher, or IE 6.0 or higher

» JavaScript enabled

* Pop-up blocking software, if installed, must be disabled

Network Requirement

* High speed connection from the R3000 Mobile server to
mobile PCs

Remote Filtering Components

* Mobile Client software installed on each end user’s
mobile PC

* Remote R3000 Mobile appliance to be used by mobile
PCs located outside of the organization

8 8e6 TecHNOLOGIES, 8E6 MoBILE CLIENT UsErR GUIDE



INTRODUCTORY SECTION WORK FLOW OVERVIEW

Work Flow Overview

Mobile Client Installed on a Mobile PC

For mobile PCs located outside of the organization:

» aremote R3000 Mobile appliance is used for obtaining
the end user’s profile and for logging his/her Internet
activity

» the Mobile Client application is used on the remote PC
for filtering the end user’s Internet activity

When these two components are installed, the following
scenario occurs on the network:

1. The end user logs into his/her mobile PC located outside
of the organization, and then makes a URL request.

2. The Mobile Client detects the external R3000 Mobile
appliance, and that remote R3000 Mobile appliance
grants the URL request or blocks the request, based on
the end user’s profile supplied by the Mobile Client.

3. If the end user comes into the organization and is
authenticated on the internal network, the end user’s
profile now comes from the internal R3000, which also
filters and logs the end user’s Internet activity.

Inside the

R3000 / R3000IR
Company Network

2341231231
EXTERNAL I

R3000 / R3D00IR
192178 X X

INTERNAL IP
] :' Proxy Server
£ 17216.1.X
Firewall = _ PROXY IP
Translation % \\
Qutside the e =
Company Network 101X 1012 101%3

Fig. 1:1-1 Sample diagram of work flow overview, including a proxy

8e6 TecHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE 9
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Network Operations Overview

8e6 Mobile Client on the Network

The following diagram illustrates the functionality of the 8e6
Mobile Client product in conjunction with an existing,
internal 8e6 R3000 filtering appliance and an 8e6 ER
(Enterprise Reporter) reporting appliance on the network:

Mobile Laptop with

Remote Se6 R3000 Mobile
located in DMZ

|
Ln._\_ 8ef ER Client

Fig. 1:1-2 Diagram showing 8e6 Mobile Client with R3000 and ER

8e6 Mobile Client

1. A URL request is made from an end user’s mobile PC to
access inappropriate content on the Internet.

2. The Mobile Client installed on the end user’s workstation
sends a parallel request to the R3000 Mobile appliance.

3. The R3000 Mobile appliance searches its 8e6 database
for a match to the request. If a match to the requested

10 8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE
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URL is found and the site is disallowed, the Mobile Client
software blocks the connection to the Web server.

Enterprise Reporter

A. The R3000 Mobile appliance sends logs to the local
Enterprise Reporter (ER) for processing.

B. Using the ER Web Client, an administrator can generate
customized reports on the remote end user in minutes.

8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT USER GUIDE 11
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MOBILE SERVER SECTION

Chapter 1: Overview

The Mobile Server Section of this user guide is comprised of
an overview on how to use the R3000 Administrator
console, and three other chapters containing setup informa-
tion for configuring the R3000 Administrator console to be
used with the Mobile Client: System, Group, and Library.

Initial Setup

To initially set up your R3000 Mobile server, follow the
instructions in the Quick Start Guide, the booklet packaged
with your R3000 unit. This guide explains how to perform
the initial configuration of the server so that it can be
accessed via an IP address on your network.

NOTE: If you do not have the 8e6 Mobile Client Quick Start
Guide, contact 8e6 Technologies immediately to have a copy
sent to you.

The basic requirements for initial network setup are as
follows:

* The R3000 Mobile server should be set up on the WAN
network’s DMZ

+ Port 81 must be open on the network for block page
requests

» Port 443 must be open on the network for the client to
communicate with the R3000 Mobile server.

8e6 TecHNOLOGIES, 8E6 MoBILE CLIENT UsErR GUIDE



MOBILE SERVER SECTION CHAPTER 1: OVERVIEW

Using the Administrator Console

Log On

1. Launch Internet Explorer.

2. In the address line of the IE browser window, type in the
R3000 server’s IP address appended by the following
port number:

» “.88” for an HTTP address

* “1443” for an HTTPS address

For example, if your IP address is 210.10.131.34, type in

http://210.10.131.34:88 or https://210.10.131.34:1443.
3. Click Go to open the R3000 Introductory Window:

2 R3000 Introductory Window - Microsoft Internet Explorer =]

File Edit View Favorites Tools  Help ‘

dmgack - = - @ [@ A | Qoearch [Favorites @veda (B | By S A -
Address |@ Fttp: 4200 10100 132/ R3000.html = e ‘Links

El

8eb r3o00

Enterprise Filter

Note: Please keep this window open throughout your session.
How to Log In to the Administrator GUI:
1. Enter your Username and Password in the Login dialog box

2. Click OK to close the login dialog box, and to access the welcome screen of the
Administrator GUI

The Administrator GUIis used for making configurations in the System, Group,
Library, and Reporting areas of the R3000 server. Click the button corresponding
to one of these topics to access configuration windows within that section of the
GUI. Click Help for more information on navigating the Administrator GUI Click
Home to return to the welcome screen

How to Log Out of the Administrator GUI:

1. Click Quit in the navigational bar on any screen in the Administrator GUI to end
your session and to close the GUI

2. Click the "X"in the upper right comer of this R3000 Introductory Window to
close the window

|
z

|&] load: class com.r3000.gui. MainApplet not Found. [ | = My computer

Fig. 2:1-1 R3000 Introductory Window

8e6 TecHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE 13
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NOTE: The R3000 Introductory Window must be left open
throughout your session. This window displays minimized when

the Login dialog box opens.

4. When the Login dialog box opens, enter your Username
and Password:

JRE=IE

Pleazse fill in the lagin infarmation.

Username acimin

EEEEE

Cancel |
Java Applet Window

Fig. 2:1-2 Login dialog box

Fazsword

TIP: The default Username is admin and the Password is user3.
To change this username and password, go to the Administrator
window and create a global administrator account (see the Admi-

ninstrator window in Chapter 2: System section).

5. Click OK to close the login dialog box and to access the
welcome screen of the Administrator console:

8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE
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JSI=TE
8ebrz=o00  Enterpii
R — HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT
Welcome
Wiglcome to the R3000 user
interfase. This soreen displays eeee eee
product and system status seee 11
information. .
Click the button for System, 8eé Technologies

@roup, Library, of Reporting to
aceess configuration windans
within that section of the &I 8e6 RI000 Enterprise Filter User Interface
Click Help for information on
navigating the Administratar
UL To return to this screen,
click the Home butten. Click Quit
to exit the GUI.

stUpdated 7+ days ago. Please use the

Java Applet Wwindow
Fig. 2:1-3 Welcome screen

On this screen, the R3000 Version Number displays in
the Product frame, and dates for the Last Library Update
and Last Patch Update display in the R3000 Enterprise
Filter Status frame.

If it has been more than seven days since the R3000 last
received updates to library categories, the following
message displays above the Product frame:”Libraries
were last updated 7+ days ago. Please use the Weekly
Update option.”

NOTE: Refer to the Manual Update window in Chapter 4: Library
section for information about updating library categories on
demand.
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Navigation Tips

Access Main Sections

The R3000 Administrator console is organized into six
sections, each accessible by clicking the corresponding
button in the navigational panel at the top of the screen:

Home - clicking this button displays the welcome screen
of the Administrator console.

System - clicking this button displays the main screen for
the System section. This section is comprised of
windows used for configuring and maintaining the server
to authenticate users, and to filter or block specified
Internet content for each user based on the applied
filtering profile.

Group - clicking this button displays the main screen for
the Group section. Windows in the Group section are
used for creating and managing master IP groups, sub-
groups, and individual IP filtering profiles, or for setting
up NT/LDAP domains, groups, and individual users, and
their filtering profiles.

Library - clicking this button displays the main screen for
the Library section. Library section windows are used for
adding and maintaining library categories. Library cate-
gories are used when creating or modifying a filtering
profile.

Reporting - clicking this button displays the main screen
for the Reporting section. The Reporting section contains
windows used for configuring reports on users’ Internet
activities.

Help - clicking this button displays the Help screen. This
screen includes navigational tips and a link to the latest
version of the R3000 User Guide:
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8ebrso00

HOME SYSTEM GROUP LIBRARY REFPORTING HELF QUIT =

B el
- User's Guide

Java Applet Wwindow

=1oix

~ Enterprise |

L PN
HELP dn i

Click hare to display Help Topics forthe Help section

The R3000 Administrator GU is organized into six sections, each accessible by clicking the
corresponding button at the top of the screen for Home, System, Group, Library, Reparting, or Help.

The System section is compriszed of windovs used to configure and maintain the R3000 server to
authenticate users, and to fiter or block specified Internet cortent for each user based on the
applied fitering profile

Windows inthe Group section are used for creating and managing IP groups and sub-groups, or for
setting up NTILDAP domaing, groups, and individual users, and their fitering profiles.

Library section windows are used for adding and maintaining library categories. Liorary categories
are used when creating or modifying a fitering profile

The Reporting section cortains the Report Configuration window that is used if the R3000's log files
will b transferred to a reporting application

Each main screen within 2 section includes information on navigating within that section. Plesse
review this information before proceeding to make configurations

For helpin any windowe, mouse-over the "™ symbol to views additional information about that
windowy, o press F1. Press FS to refresh the GUI

For additional information about the GUI, click the link beneath the Help banner to viesw Help Topics
Click Quit ta ext the GLI

Fig. 2:1-4 Help screen
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Help Features

Help features provide information about how to use
windows in the Administrator console. Such features
include help topics and tooltips.

Access Help Topics

Each of the main section screens contains a link beneath
the banner. When that link is clicked, a separate browser
window opens with Help Topics for that section:

/3 R3000 Enterprise Filter: Library Help - Microsoft Inte =] 3]

File Edt View Favorites Tools Help |

Back - = - @ @ | Qoearch GuFavories Pveda B | By S

Address [] http: {fuwm e, comiran0thelpialibrary. htl ~| Pa ‘Llnks

A3000 Library

Library Help Topics:

o Library Mavigation Tips

e On Demand (Manual) Update

o Library Update Log Messages

e Gef Supplied Library Categories

o Library Category Companents
Back

Close Window
@ 2003 BeB Technologies. All rights resenve. d
|&] Uibrary Help Topics window [ [ 4 internet 7

Fig. 2:1-5 Help Topics window

1. Click a link to go to a specified topic.

2. To view Help Topics for another section, click the tab for
that section.

3. Click Close Window to close the Help Topics window.
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Tooltips

In any window that features the icon, additional information
about that window can be obtained by hovering over that
icon with your mouse, or by pressing the F1 key on your
keyboard.

* Hover Display

The yellow tooltip box displays when you hover over the
icon with your mouse:

£ R3000 Enterprise Filter =10 x|

886 R3000 Enterprise Filter

- HOME SYSTEM GROUP LIBRARY REPORTING HELP QuIT

Loen Filter
Retwork SYSTEMZT | acal Filtering frame, indicate whather Local Filtsring
- Administratar Local |andror detection of WLAN tiaffic on the netwodk will be
Diagnostics enabled or disabled. If "Off" is clicked, no filtering will take
et Local Fif place on the netwarc Wiith filtering turned off, you can use i on  Off
Eatch the server for authenticating users on the nebmark, ifith Instant
Messaging (IM) and/or PZP (Peerto-Paen enablad, M and/or
- Synchronization VLANDY pop activity of all uzers on the netwokwill be logged once ©on o off
- Mode Iht andfor PZF pattern files are downloaded. With the I
Authentication Servic| andior P2ZF library category applied to a users filtering
o NIC Mode profile, the userwill be blocked fram accessing IM and/or
Instan P2ZF sendces specified in the librany categary. The HTTRS  on % Off
BackupfRestore Filtering frame lets you specity yourfiltering preference for
- Reset HTTPS sites. Select"None® if you do notwant the R3I00D to -
Radius Authentication Settir FZP lMiltar HTTRS sites, "Lowt 1o filker HTTPS sites without having € on @ off
o STMP the R3000 communicate with IP addresses or hostnames of
HTTP§ HTTFS servers; "Wedium” for the R3000 to communicate
Hardware Failurs Detection with HTTFS servers in order ta get the URL from the
¥ Strikes Blocking HTTPS | cedificate for URL walidation only; or "High" forthe RZ000 to [ Low & Medium € High
- Mobile Client Control communicate with HTTPS senvers to obtain the cerificate

Servic|With @ very strict validation on the rstum URL. In the Servies
Contrel rame, enabling Frozy Pattern Blocking will block end
users fiam using Boogle Web Accelerator which bypasses 5
filtering. The Targel(s) Filtering frame only displays if the Gon @ off
R3000 curmently being configured is set up in the Source
mode for synchronization. To disable Targetis) Filtering, olick
the "OH" radio button. Each targst senver on the netwak will
natfilterthe Range to Detect specified on that server. Click
Apply to apply your selections.

Proxy

J o

Java Applet Window

Fig. 2:1-6 Tooltip mouseover effect

To close the tooltip box, move the mouse away from the
icon.
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* Help pop-up box

The Help pop-up box opens when you press the F1 key
on your keyboard:

reip =

In the Local Filtering frame, indicate whether Local Filtering andfor
detection of YLAM traffic on the network will be enabled or disabled, If
"OFf" is clicked, no Filtering will take place on the netwark, With filkering
turned off, you can use the server For authenticating users on the
network, With Instant Messaging {IM) andjor PZP {Peer-to-Peer)
enabled, IM and/or P2P activity of all users on the netwark will be
logged once IM andfar P2P pattern files are downloaded. With the I
and/or PZP library category applied to a user's Filkering profile, the user
will be blacked From accessing IM andjor P2P services specified in the:
library category. The HTTPS Filtering frame lets you specify your
filkering preference For HTTPS sites, Select "Mone" if you do not wank
the R3000 ta filker HTTPS sites; "Low" ta filker HTTPS sites without
having the R:3000 cammunicate with IP addresses or hostnames of
HTTRS servers; "Medium" for the R3000 to communicate with HTTRS
servers in order to get the URL From the certificate For URL validation
only; or "High" For the R3000 to communicate with HTTPS servers to
obtain the certificate with a very strict validation on the return URL, In
the Service Control frame, enabling Prosxy Pattern Blocking will block
end users from using Google Web Accelerator which bypasses filtering.
The Target{s) Filtering frame only displays if the R3000 currently being
configured is set up in the Source mode Far synchronization. To disable
Target{s) Filtering, click the "OFf" radio button. Each target server on
the network will not filker the Range to Detect specified on that server,
Click Apply Eo apply wour selections.

Jawa Applet Window

Fig. 2:1-7 Help pop-up box

Click OK to close the pop-up box.
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Screen and Window Navigation

All screens are divided into two panels: a control panel to
the left, and a window in the panel to the right. Windows
display in response to a selection made in the control panel.

In the Administrator console, screens and windows use
different navigation formats, based on the contents of a
given screen or window. Screens can contain topic links and
sub-topic menus, and/or tree lists with topics and sub-topic
menus. Windows can contain tabs that function as sub-
windows.

Topic Links

In System, Library, and Reporting screens, the control panel
contains topic links. By clicking a topic link, the window for
that topic displays in the right panel:

-l
836 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELFP QuUIT —
ﬁ\_ibrary

Library Lookup

Library>Library Lookup
URL Lookup
MMNTP Mewesgroup
N 5ef Supplied Categories 29, http:fiwn.google.com URL
ety g

ateqol

Search Engine Keyword Lookup

Search Engine Keywoaord Laokup |

Lookup Result
Result Category

Remaove:

Reload Library |

Java Applet Window

Fig. 2:1-8 Selected topic and its corresponding window
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Select Sub-topics

Some topics in System and Library screens consist of more
than one window. For these topics, clicking a topic link
opens a menu of sub-topics:

=

866 R3000

Ente_[gr.i_ss Eaﬂﬁ”

HOME SYETEM GROUP LIBRARY REFORTING HELF L0 e p—

anyal Update to 8e6 Supplied Categories
dates>Manual Update to Be6 Supplied Categories

Updste

£ option ONLY updates URL library
categories with additions and deletions This
aption should be selected if URL libran
categories were not updated within the past
seven days.

Custom Categol

 Full LRL Library Update
This option ONLY updates URL library
categories with core library files This aption
should be selected if it has been maore than
seven days since URL library categories were
last updated

7 Mewsgroup Library Update
This option DL updates the newsgroups
library.

" Search Engine Keyword Library Updste

This option ONLY updates search engine
keyords librany categories.

Java Applet Window

1 Complete Update

If more than 30 days since the last complete
update, this option downloads updates for URL
categaries, patehes, newsgroups, and searsh
engine keywords. If 1ess than o equal to 30
days sinee the last complete update, this
aption downloads updates only for URL
categories and patches, This option should be
selected for newly installed units

' Patch Update

This option downloads new patehes for the
R3000, if available.

7 IM and P2P Update

This option ONLY updates Instant hiessaging
and Peerto-Peerwith new pattern files,
replasing the old ones

Update Mow

Fig. 2:1-9 Sub-topics menu

22

When a sub-topic from this menu is selected, the window for
that sub-topic displays in the right panel of the screen.
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Navigate a Tree List

Tree lists are used in the control panel of the Group screen,
and in the 8e6 Supplied Categories and Custom Category
sections of Library screens.

-l
836 R3000 Enterprise Filter

HOME SYETEM GROUP LIBRARY REFORTING HELF GUIT

Group

Group=IP=acct>Group
Group Administrator

Group Name acct

Pas=word ARRTTTTTETERRRRRLS
Confittn Pagswaorg  |sssssssasaatnrnsss

Apply

Java Applet Window

Fig. 2:1-10 Tree menu

A tree is comprised of a hierarchical list of items. An entity
associated with a branch of the tree is preceded by a plus
(+) sign, when that branch of the tree is collapsed.

By double-clicking the entity, a minus (-) sign replaces the
plus sign, and all branches within that branch of the tree
display.

An item in the tree is selected by clicking it.
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Tree List Topics and Sub-topics

Group and Library screen tree lists possess a menu of
topics and sub-topics.

Topics in the tree list display by default when the tree is
opened. Examples of tree list topics are circled in Fig. 2:1-
11.

When a tree list topic is selected and clicked, a menu of sub-
topics opens:

-l
836 R3000 Enterprise Filter
= ~HOME | SYSTEM | GROUP | LIBRARY  REPORTING |~ HELP | QUIT —
ll—J—F%E

| Alcohal
[ o plied Categories>Alcohol=Library Details

Supplied N agoriesﬂ | Librarv Details
E’Is

LRLs
LIRL Keywords
Gearch Engine Kewwords

[ Automabile
[ Banner

[ Books & Lit
[ Chat

[ Child Parn
[ Comics
[~ Community Orgagiza
[ Criminal Skills
[ Cuts

[ Drugs

[ Education
[ Educational Gamgs
[ Employiment
[ Entertainment
[ Explict Art
[ Fashion
[ Finance
[ Finess
— Free Hosts
[ Garnbling
[ Games

[ General Busifless

— General Porflograph
‘ .
Java Applet Window

Fig. 2:1-11 Tree list topics and sub-topics

mlcohal

JawA Applet Window oo
)

Clicking a sub-topic displays the corresponding window in
the right panel, or opens a pop-up window or alert box, as
appropriate.
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Navigate a Window with Tabs

In each section of the console, there are windows with tabs.

When selecting a window with tabs from the control panel,
the main tab for that window displays. Entries made in a tab
must be saved on that tab (except in the Time Profile
window).

£ R3000 Enterprise Filter =100 x|

866 R3000 Enterprise Filter

"""""""" = HOME SYSTEM EPORTING HELP QU\_T ——

Catenory | part | Default Redirect URL | Fiter Optians

Cate

P
2T
e Group:=Glohal Group>Category Profile
Group: Global Group  Current Profile: Custorn Profile

Available Filter Levels

I Custom Profile ¥

Rule Details
Blocked Categories Pass Categaries Alveays Allowed
Chat =] Acct Traffic ﬂ Genersl Business
Childl Pty \Anoreia Mervosarter Governmert
Crintiresl Skills At Irntormation Technology
Cults Autarmokile
Drugs g [Bac sttt Q
Gambling Banner
General Pornography: > Books & Literature »
Hacking Comics
Hete Granme, s - _— -

Uncategorized Stes % Pass ) Block

Apply |

Java Applet Windaw

Fig. 2:1-12 Window with tabs
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Administrator Console Tips and Shortcuts

The following list of tips and shortcuts is provided to help
you use windows in the Administrator console with greater
efficiency.

Navigation Path

The navigation path displays at the top of each window:

£ R3000 Enterprise Filter =100 x|

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELP QU\_T

ey Part | Detauit Redirect URL | Fiter Optiors

Category Profile

Group:=Glohal Group>Category Profile
Group: Global Group  Current Profile: Custorn Profile

Available Filter Levels

I Custom Profile ¥

Rule Details
Blocked Categories Pass Categaries Alveays Allowed
Chat =] Acct Traffic ﬂ Genersl Business
Childl Pty \Anoreia Mervosarter Governmert
Crintiresl Skills At Irntormation Technology
Cults Autarmokile
Drugs g [Bac sttt Q
Gambling Banner
General Pornography: > Books & Literature »
Hacking Comics
Hete Granme, s - _— -
4 » 4 | B

Uncategorized Stes % Pass ) Block

Apply |

Java Applet Windaw

Fig. 2:1-13 Navigation path

This path reminds you of your location in the console. The
entire path shows the screen name, followed by the topic
name, and sub-topic name if applicable.

26 8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE



MOBILE SERVER SECTION CHAPTER 1: OVERVIEW

Refresh the Console

Press F5 on your keyboard to refresh the Administrator
console. This feature is useful in the event that more than
one browser window is open simultaneously for the same
R3000 server.

Select Multiple Items

When moving several items from one list box to another, or
when deleting several items, the Ctrl and Shift keys can be
used to expedite this task.

+ Ctrl Key

To select multiple items from a list box, click each item
while pressing the Ctrl key on your keyboard.

+ Shift Key

To select a block of items from a list box, click the first
item, and then press the Shift key on your keyboard while
clicking the last item.

Once the group of items is selected, click the appropriate
button to perform the action on the items.

Copy and Paste Text

To save time when making duplicate data entries, text previ-
ously keyed into the console can be copied and pasted into
other fields without needing to key in the same text again.

* Copy command

Copy text by using the cursor to highlight text, and then
pressing the Ctrl and C keys on the keyboard.

« Paste command

Text that was just copied from a field can be pasted into
another field that is either blank or populated with text.
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Log Off

To log off the Administrator console:

1. Click the Quit button in the navigational panel at the top
of the screen. This action opens the Select an Option

dialog box:
Select an Option x|
@ Are you sure wou wank o exit R3000 GUI?

Mo | Cancell

Jawa Applet Window
Fig. 2:1-14 Select an Option box

2. Click Yes to close the Administrator console.

3. Click the “X” in the upper right corner of the R3000 Intro-
ductory Window to close it.

m WARNING: If you need to turn off the server, see the instructions
on the ShutDown window in the R3000 User Guide.
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Chapter 2: System section

The following windows or tabs in the System section of the
console need to be configured for the R3000 Mobile server:
Filter window, Block Page Customization tab of the Block
Page window, Administrator window, Configuration and
Categories tab of the X Strikes Blocking window, and Mobile
Client Control window.

NOTE: Refer to the R3000 User Guide for information about
configuring other windows of the R3000.
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Control menu

Filter window

The Filter window displays when Filter is selected from the
Control menu. In this window you specify whether or not
Instant Messaging and/or Peer-to-Peer services will be
blocked for all Mobile Client end users, and set the HTTPS
filtering level to be applied to all Mobile Client end users.

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELP QuUIT

E
Ol system .
~ Filter
- hetwork, System>Control>Filter
administrator Local Filtering
-+ Diagnostics
e Blert Local Filtering @& on " Off
- Patch
Synchrorization WLAN Detection ~on & O
- Mode - .
. puthentication Service Blocking
++ NIC Mode Inskant Messaging " on v Off
Backup/Restore
7 Raset Pep Coon @ off
-+ Radius Authentication Settir
SHE: HTTPS Filtering
Hardware Failure Derection
- ¥ Strikes Blocking HTTPS Filtering Level i Mone ¢ Low % Medum  § High

-+ Mobile Client Contral
Service Control

Proxy Pattern Blocking  on % Off

4 =

Java Applet Windaw

Fig. 2:2-1 Filter window
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Service Blocking

In the Service Blocking frame you specify whether the
R3000 Mobile server will log and block Instant Messaging
(IM) and/or Peer-to-Peer (P2P) services for all Mobile Client
users.

[‘% NOTE: For the R3000 Mobile server, you do not need to set up

IM/P2P to be blocked in a filtering profile in order for IM/P2P
blocking to be applied, as the setting(s) will apply to all Mobile
Client end users.

The default setting has the options for blocking Instant
Messaging and P2P “Off”.

Enable Options for IM, P2P

To enable Instant Messaging and/or P2P logging and
blocking for all Mobile Client users, click the “On” radio
button for the selected option(s).

Disable Options for IM, P2P

To disable Instant Messaging and/or P2P logging and
blocking for all Mobile Client users, click the “Off” radio
button for the selected option(s).

/\\3 NOTE: After making all entries in this window, click Apply.
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HTTPS Filtering

In the HTTPS Filtering frame you set the level of filtering
HTTPS sites for all Mobile Client users.

Specify your preference for filtering HTTPS sites by
selecting from the following settings for the HTTPS
Filtering Level:

* “None” - if you do not want the R3000 to filter HTTPS
sites

* “Low” - if you want the R3000 to filter HTTPS sites
without having the R3000 communicate with IP
addresses or hostnames of HTTPS servers

* “Medium” - if you want the R3000 to communicate with
HTTPS servers in order to get the URL from the certifi-
cate for URL validation only (this is the default setting)

* “High” - if you want the R3000 to communicate with
HTTPS servers to obtain the certificate with a very strict
validation of the return URL

& WARNING: If using the “High” setting, end users may be blocked
from accessing acceptable Web sites if the host names of these
sites do not match their generated certificates. To allow users
access to acceptable HTTPS sites, the IP addresses and corre-
sponding URLs of these sites should be included in a custom
library category that is allowed to pass.

@ NOTE: After making all entries in this window, click Apply.
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Block Page Customization

Block Page Customization displays when Block Page is
selected from the Control menu and the Block Page
Customization tab is clicked. This tab is used if you want to
enter customized text and include a customized link in the
block page Mobile Client users will see when attempting to
access a site that has been blocked.

£ R3000 Enterprise Filter — =) x|

836 R3000 Enterprise Filter
u HOME SYSTEM GROUP LIBRARY REPORTING HELP QuUIT
E

=]

= Syster Block Page authentication  Block Page Customization

[ Mletwark Block Page Customization

[ Administrator .

| Disgriostios System>Control>Block Page Customization

[ Alert Internet access to the

[ Patch requested website has been

[ Synchronization Descrigtion denied based on your user

[ Mo o rofile and organization's

| Authentication Tnrerner Usage Policy.

[ MIC Macle

[ Backup/Restore Link Text I

| Roeet Link URL I

| Radius Authertication Settin |

[ P Site: Review Address Iadmm@:ﬂmpany ot

[ Hardware Failure Detection .

egadmini@eompany.com

" ¥ Strikes Blocking

MOTE: Fields that are left empty will use the Beb-supplied default settings

Apply |

i —

Java Applet Window

Fig. 2:2-2 Block Page window, Block Page Customization tab

NOTE: See the Block Page Authentication tab in the R3000 User
Guide for information about the standard block page.

TIP: An entry in any of the fields in this tab is optional, but if an
entry is made in the Link Text field, a corresponding entry must
also be made in the Link URL field.
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1. Make an entry in any of the following fields:

* In the Description field, enter a static text message to
be displayed at the top of the block page.

* In the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

If entries are made for both a description and link, the link
will display centered beneath the text message. The text
and link will use the Arial font type in the customized
block page.

2. In the Site Review Address field, the e-mail address
admin@company.com displays by default. Enter the e-
mail address of the recipient at your organization who
should be contacted by users on the network, in the
event that Internet content is incorrectly blocked.

3. Click Apply.
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Administrator

Administrator window

The Administrator window displays when Administrator is
selected from the control panel. In this window you add and
maintain global administrator accounts used for accessing
all windows in the Administrator console.

IS
866 R3000 Enterprise Filter
HOME SYSTEM GROUP LIBRARY REFPORTING HELF QUIT
—
B st .
% ystem Administrator
Cartrol
System:>Administrator
Current User
Delete:
acdmin
[ Alert dots
[ Patch
[ Synchronization
[ Mode
[ Awuthertication
[ MIC Made .
| BackunRestore Account Details
| Reset Name Maify | Add
[ Radius Authentication Settin
[ ShP Password
[ Hardware Failure Detection
¥ Strikes Blocking Confitm Password

Java Applet Window

Fig. 2:2-3 Administrator window

TIP: The default Username is admin and the Password is user3.
8e6 recommends that you retain this default account in the event
that the R3000 unit cannot be accessed. An authorized 8e6 Tech-
nologies technical representative may need to use this username
and password when troubleshooting the unit.

& WARNING: Always be sure that at least one account is listed in
this window at all times.
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Add a Global Administrator Account

To add a global administrator account:

1. In the Account Details frame, enter the username in the
Name field.

2. Enter at least four alphanumeric characters for the pass-
word in the Password field.

3. Make the same entry again in the Confirm Password
field.

4. Click Add to include the username in the Current User
list box.

Edit a Global Administrator Account

To change a global administrator’s password:

1. Select the username from the Current User list box. This
action populates the Account Details frame with data.

2. Enter the new password in the Password field.

3. Enter the same password again in the Confirm Pass-
word field.

4. Click Modify to apply your settings.
Delete a Global Administrator Account
To delete a global administrator account:

1. Select the username from the Current User list box.
2. Click Delete.
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X Strikes Blocking

X Strikes Blocking window

The X Strikes Blocking window displays when X Strikes
Blocking is selected from the control panel. In this window
you use the Configuration and Categories tabs to set criteria
for blocking a Mobile Client user's access to “unacceptable”
Internet sites and locking the user’s workstation, after he/
she makes a specified (“X”) number of attempts to such
sites. “Unacceptable’ Internet sites” pertain to sites included
in categories that are blocked in a user’s profile.

£ R3000 Enterprise Filter — =) x|

836 R3000 Enterprise Filter
- HOME SYSTEM GROUP LIBRARY REPORTING HELFP QuUIT
=

=]

Bsysten Configuration I Etnail A\ertl Logan Accoumal Categories

[ Control

[ Mletwark Configuration

[ Administrator N ~ N

| Disgnosties System>X Strikes Blocking=Configuration

[ Alert Reset the ¥-Strike count upon suthertication € on & Off

[ Patch

[ Synchronization Maximum Strikes Before "Locking” the Workstation 5

[ Mode

[ Authertication Titme Span in Minutes to Track the Mo. Strikes Within Category 30

[ MIC Macle

[ Backup/Restore Flood Tolerance Delay 4

[ Reset

{— Radius Authentication Settin Specify the "Locked" Life Time (Measured in Minutes).

— SHmP € Unlimited

are Failure Detection
i % Defined ISD

Specify a Redirect URL
¥ Default "Aternste” Locked Block Page

© customURL |
Feset Al Strikes | Unlock All Locks Save
4 | _>| Goto X Strikes Unlock wWorkstation GUI

Java Applet Window

Fig. 2:2-4 X Strikes Blocking window, Configuration tab

NOTE: X Strikes Blocking settings are effective only for filtering
profiles with the X Strikes Blocking filter option enabled. (See
Filter Options in Chapter 3: Group section for information on
setting up the X Strikes Blocking filter option.)
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Configuration

Set up Blocking Criteria

1.

Enter the Maximum Strikes Before “Locking” the
Workstation. This is the number of attempts a user can
make to access an unacceptable site before that user is
prevented from using the Internet. The default is 5, and
the maximum limit is 1000.

. Enter the Time Span in Minutes to Track the No. of

Strikes Within Category. This is the amount of time
between a given user's first strike and the strike that will
lock out that user from his/her Internet access. The
default setting is 5, and the maximum limit is 1440
minutes (24 hours).

. Enter the number of seconds for the Flood Tolerance

Delay, which is the maximum amount of time that will
elapse before a user who accesses the same inappro-
priate URL will receive another strike. The default setting
and the maximum limit is 4 seconds.

. Specify the “Locked” Life Time (Measured in

Minutes), which is the number of minutes a user's work-
station will be locked. Choose either “Unlimited”, or
“Defined”.

If “Defined” is selected, enter the number of minutes in
the text box. The default setting is 5.

Specify a Redirect URL to be used when the end user is
locked out from his/her workstation. By default, “Default
"Alternate" Locked Block Page” is selected, indicating
that the standard lock out block page will display.

. Click Save to save your configuration settings.
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Categories

Click the Categories tab to display Categories:

£ R3000 Enterprise Filter =100 x|

866 R3000 Enterprise Filter
n HOME SYSTEM GROUP LIBRARY REPQORTING HELF QUIT
= —

E

Blsystem Configurationl Enmail A\ertl Logon Accourts  Categories

[ Control

[ Metwrork Categories

[ Administrator - - ~

| Diagriostics System>X Strikes Blocking>Categories

[ Aert "Po Strike" Categorics "Strike" Categories

[ pSHChh " Acct Traffic ﬂ General Pornograghy

yreranten alcohol Child Porn

[ Mode

[ Authertication ant ’

— NIC Mode Autnmﬂbne.

| Backup/Restare Bad Magazines

| Reset Badd Stuff

[— Radius Authentication Settin Banner

— ShMP Books & Literature

[ Hardware Failure Detection Chat

— 3l Comics

...................... H

4 | _»I 5o to ) Strikes Unlock Workstation GUI

Java Applet Windaw

Fig. 2:2-5 X Strikes Blocking window, Categories tab

Set up Categories to Receive Strikes or No Strikes

1. Select library categories from the “No Strike” Categories
list box.

2. Click the right arrow (>) to move the selected library cate-
gories to the “Strike” Categories list box.

TIP: Use the left arrow (<) to move selected “Strike” Categories to
the “No Strike” Categories list box.

3. Click Apply to apply your settings.

NOTE: Library categories in the “Strike” Categories list box will
only be effective for filtering profiles with the X Strikes Blocking
Filter Option enabled.
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Mobile Client Control

Mobile Client Control window

The Mobile Client Control window displays when Mobile
Client Control is selected from the control panel. In this
window you specify Mobile Client control settings.

£ _R3000 Enterprise Filter =[5 x]

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUIT ]

El
Sl System . .
- Control Mobile Client Control
-+ Network System>Mobile Client Control
- administrator Settings
Diagnostics
mergt Client Resynchronization Time {minutes) [60 apply
- Patch . N
- Mobile Client Control
- Synchronization
- Mode Upload File:
authentication This text file upload defines the individual profiles by their MAC addresses. The uploaded file will
e NIC Mode suenarite the existing profiles. Each entry of this file should cantain a MAC address, 2 camma,)
- BackupfResh followed by a space, then the filtering definition of paris and categaries. If a redirect black page is
ackupfRestore desited, place ansther camma atter the filtering definitions, then a space, followed by a redirected
o Reset URL in plain text farmat. Filtering options can be specified by a comma after the redirected URL, a
Radius authentication Settir space, and then the desired aptions.
SHMP
- Hardware Failure Detection
< Blncking Syntax: <MALC addressr, <Port filtering definitianx, <Categary filtering definitions, <flag for traffic
bypassifilterblocks], <redirect URL>, <filtering optionss}

sl obile Client Control

Filtering options:

01 = Query Exception URL

02 = X-Strike option on

04 = Googlefrahoo! Safe Search Enforcement option on
05100 = Search Engine Keyword option on

0:200 = Keyword in URL option on

Click here to see examples

Upload Dawnload

| i —

Java Applet window

Fig. 2:2-6 Mobile Client Control window

Specify Re-authentication Frequency

1. In the Client Resynchronization Time (minutes) field,
specify in minutes the frequency in which end users of
the Mobile Client will be re-authenticated. The default
time is 60 minutes, indicating that end users will have
their filtering profiles resynchronized at the top of each
hour.

2. Click Apply.
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Upload a File of Mobile Client Profiles

1. Click Upload to open the Upload Mobile Configuration
File pop-up window:

| File Edc view Favorites Teols Help ‘

| dmzak - = - @ [ | Qseach [GFavortes @iteda (| Bye

| Address [@] httpiff204.193.143.30:88/serviet fcom. 3000, server servists ¥] (P50 Hunks ”|
=l

TUpload Mobhile Configuration File
File Browse.. Upload File

=l

[&] Upload Mablle Canfiguration File [ [ [4 inkernet 7

Fig. 2:2-7 Upload Mobile Configuration File

2. Click Browse to open the Choose file window in which
you find and select the file (named "bsafeclient.conf") con-
taining the Mobile Client profiles to be uploaded. This text file
of user/group profiles must be entered in a specific format.

NOTE: For examples of entries to include in a profile file, go to
http://www.8e6.com/r3000help/files/2group_ipprofiles.html#mobile.

Once the file is selected, the path displays in File field.

& WARNING: Any existing profiles will be overwritten by the
contents of the uploaded file.

3. Click Upload File in this pop-up window to display the
message “Upload Mobile Configuration file successfully.”

4. Click the “X” in the upper right corner of the Upload
Mobile Configuration File pop-up window to close it.
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Download Profiles

If Mobile Client profiles have been created and/or uploaded
to the R3000 Mobile server:

1. Click Download to open a browser window containing

the profiles:

2 hetp: ) P00.1'90.1 40, sexviet /conur J000.server serviets. system MobleUlientS FAction=D -i0] x|
Fie Fdi Ve Favorder Tock bl -
wmroch - o - [ A | Doewch [Gifavorkes Biveds (3 | Y- O = &
et (8] g {200,190, 1401 30-855 serviedfcorm £ B000. serve e lods.syshnte. MobioChred Servied et Do =| e ||ueke

44:SE1010, 4,0 R ALCO CRORN KDPORM I,1, 0wl
nichidi, A, B OART GRORN I,1, ,Ox1
Od:d5,A,d B AUTO ALCO I,1, ,OxS

] ane

Fig. 2:2-8 Download Profiles window

The contents of this window can viewed, printed, and/or

saved.

2. Click the “X” in the upper right corner of the window to

close it.
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Chapter 3: Group section

The following window in the Group section of the console
needs to be configured for the R3000 Mobile server: Global
Group Profile.

& WARNING: Since the 8e6 Mobile Client uses the MAC Address
on workstations for the purpose of applying user profiles, it is
important to note that Virtual Machines (such as VMWare or
similiar applications) and applications that provide MAC Address
spoofing may have an effect on the Mobile Client. Thus, it is
important to ensure that the Global Group Profile provides the
most restrictive level of filtering. This will ensure that any users
who attempt to change their MAC address using a virtual
machine or a MAC Spoofing application will receive the most
restrictive filtering level. The upload of individual profiles via the
Mobile Client Control window should be used to provide less
restrictive filtering levels than that which is provided by the Global
Group Profile.
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Global Group Profile

Global Group Profile window

44

The Global Group Profile window displays when Global
Group Profile is selected from the control panel. In this
window you view/create the global (default) filtering profile
that will be used by all Mobile Client users unless a unique
filtering profile is created for a user.

£ R3000 Enterprise Filter

886 R3000

HOME SYSTEM GROUP LIBRARY

REPORTING

=10l x|

Enterprise FiI!er

HELP QuUIT

Java Applet Windaw

Catetory | part | Default Redirect URL | Fiter Optians |

Category Profile

Group:=Glohal Group>Category Profile
Group: Global Group  Current Profile: Custorn Profile

Available Filter Levels

I Custom Profile ¥

Rule Details

Blocked Categories

Pass Categaries

Alveays Allowed

Hacking

Uncategorized Stes

i Parm =l [ecetTratic ﬂ
Criminal Skills Art

Cults: Autarnokbile

Drugs Biad Stuff

Gambling Banner

General Pornography Books & Literature

B Comics

&
Hate Groups Cormmunity Organizat
Bmimeam m e i -y . ha

@ pass ' Block

General Busingss
Gavernmert
Infarmation Technal

logy

Apply |

Fig. 2:3-1 Global Group Profile window, Category tab

Click the following tabs in this window: Category, Default
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string of the global group for Mobile

Client users.

8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE




MOBILE SERVER SECTION CHAPTER 3: GROUP SECTION

Category Profile

Category Profile displays by default when Global Group
Profile is selected from the Global Group menu, or when the
Category tab is clicked. This tab is used for selecting library
categories that will be passed or blocked for the global
filtering profile used by Mobile Client users.

By default, “Custom Profile” displays in the Available Filter
Levels pull-down menu, and Uncategorized Sites are
allowed to Pass.

Create, Edit a List of Selected Categories

To create the category portion of the global group filtering
profile:

1. In the Rule Details frame, select a library category from
the Pass Categories list box.

2. Click one of two arrows:

* click the left arrow button (<) to move the library cate-
gory to the Blocked Categories list box.

To remove a library category from the Blocked Catego-
ries list box, select the category and use the right (>)
arrow button to move that category back to the Pass
Categories list box.

+ click the right arrow button (>) to move the library cate-
gory to the Always Allowed list box.

To remove a library category from the Always Allowed

list box, select the category and use the left (<) arrow

button to move that category back to the Pass Catego-
ries list box.

@ TIP: Multiple categories can be selected by clicking each cate-
gory while pressing the Ctrl key on your keyboard. Blocks of cate-
gories can be selected by clicking the first category, and then
pressing the Shift key on your keyboard while clicking the last
category.
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3. Click the “Pass” or “Block” radio button to specify
whether all Uncategorized Sites should pass or be
blocked.

4. Click Apply to apply your settings at the global level.
Default Redirect URL

Default Redirect URL displays when the Default Redirect
URL tabis clicked. This tab is used for specifying the URL to
be used for redirecting users who attempt to access a site or
service set up to be blocked for the global filtering profile
used by Mobile Client users.

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELP QU\_'_F

category | Port Detaut Redirect URL | Fiter cptions |

Default Redirect URL
Group>Glohal Group>Default Redirect URL

Specify a redirect URL:

% Default Block Page

€ Authertication Request Form

" Custom URL:

Java Applet Windaw

Fig. 2:3-2 Global Group Profile window, Default Redirect URL tab
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Create, Edit the Redirect URL

1. Specify the type of redirect URL to be used: “Default

Block Page”, “Authentication Request Form”, or “Custom
URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.
Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the global group filtering profile for Mobile Client

users.
=loix]
836 R3000 Enterprise Filter

HOME SYETEM GROUP LIBRARY REFORTING HELF GUIT

Categary | Port | Detaut Redirect URL ~ Fiter Options

Filter Options

Group>Global Group>Filter Options
Filter Options
¥ x Strikes Blocking
7 Googleryshao! Safe Search Enforcement
™ Search Engine Keyword Fiter Cortrol
¥ URL Keyword Fitter Control

[ Extend URL Keyword Fitter Contral

Java Applet Window

Fig. 2:3-3 Global Group Profile window, Filter Options tab
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Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the global group filtering profile: “X Strikes
Blocking”, “Google/Yahoo! Safe Search Enforcement”,
“Search Engine Keyword Filter Control”, “URL Keyword

Filter Control”.

2. Click Apply to apply your settings.

X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.

Google/Yahoo! Safe Search Enforcement

With the Google/Yahoo! Safe Search Enforcement option
enabled, Google and Yahoo!’s “strict” SafeSearch Filtering
option will be used whenever end users perform a Google or

Yahoo! Web search or Image search.

WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in 8e6’s library or is blocked by Google and Yahoo!

Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of 8e6
Supplied library categories and custom library categories.
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NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

See Chapter 4: Library section to set up search engine keywords
in a Search Engine Keywords window.

URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of 8e6 Supplied
library categories and custom library categories.

NOTE: See Chapter 4: Library section to set up URL keywords in
a URL Keywords window.

WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site
such as http://www.essex.com.

> G
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Chapter 4: Library section

The following windows in the Library section of the console
need to be configured for the R3000 Mobile server: Config-
uration, URLs, URL Keywords, and Search Engine
Keywords in 8e6 Supplied Categories and Custom Cate-
gory. The following windows are also used to perform
various functions in the Library section of the console:
Manual Update, Library Update Log, and Library Lookup.
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Updates menu

Configuration window

The Configuration window displays when Configuration is

selected from the Updates menu. In this window you make
settings to allow the R3000 to receive 8e6 supplied library
category updates on a daily basis.

4 R3000 Enterprise Filter

=0l

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELFP QUIT

ﬁ\_ibrari . Configuration

Library Lookup Librany=Upidates=>Configuration
CFM Transfer Protocol
MNMNTP Mewsgroup

Geb Supplied Categories C HTTPS & FTR

Bustom Categiory Schedule Time

Currert automatic update time: [1:00 am = I

Proxy Setting

" Enable % Disable

Proxy Server W
Username userid

Password EREHEEEE

Confirm Passwoard  [ssassass

Transfer Type

i active % Passive Apply |

Java Applet Window

Fig. 2:4-1 Configuration window

Select the Transfer Protocol

1. Choose either the “HTTPS” or “FTP” transfer protocol.
2. Click Apply to apply your setting.
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Set a Time for Updates to be Retrieved

1.

2.

In the Schedule Time frame, by default “1:00 am”
displays for the Current automatic update time. At this
pull-down menu, specify the time at which library updates
will be retrieved.

Click Apply to apply your setting.

Optional: Specify a Proxy Server

1.

5.

In the FTP Proxy Setting frame, by default “Disable” is
selected. Click “Enable” if the server is in a proxy server
environment. This selection activates the fields in this
frame.

. By default, proxy.company.com displays as the host

name of the Proxy Server. Enter the host name for the
proxy server in this field.

. By default, userid displays in the Username field. Enter

the username for the FTP account.

. Enter the same password in the Password and Confirm

Password fields.

Click Apply to apply your settings.

Specify the Type of Transfer Activity for FTP

The Transfer Type frame displays if FTP was selected.

1.

In the Transfer Type frame, by default “Passive” is
selected, indicating that transfers will be made via unre-
stricted outgoing network connections. Click “Active” if
transfers will be initiated by the server.

. Click Apply to apply your settings.
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Manual Update window

The Manual Update to 8e6 Supplied Categories window
displays when Manual Update is selected from the Updates
menu. In this window you specify the type of updates to be
made to the R3000 on demand, if the R3000 has not

received daily updates due to an occurrence such as a
power outage.

el
886 R3000 Enterprise Filter
=== HOME | SYSTEM | GROUP  LIBRARY  REPORTING | HELF  QUIT —— =

Manual Update to 8e6 Supplied Categories

Library Lookup Library>Updates>Manual Update to 8et Supplied Categories
CFM Options
L NMTR Mewsgroup

= Wweekly Update " Patch Update
(5 8% Supplied Caegoriss This option will update the URL librans This option downleads new patehes for the
B Custam Categary categaries mith the |atest additions and R3000, if available

deletions. This update will alzo include the
latest keyword and nevsgroup libraries and
pattzm files. Use this option to force a reqular
update.

¢ Full URL Library Update

This option will update the URL library
categaries with core library files. This update
will also inelude the latest keyward and
newsgroup libraries and patten files. Use this
ption if the core library files need to be
replaced.

Update Maw

Java Applet Window

Fig. 2:4-2 Manual Update window

NOTE: The Configuration window should be used for scheduling
the R3000 to automatically download libraries on a daily basis.
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Specify the Type of On Demand Update

1. Choose from the following service options by clicking the
corresponding radio button:

* Weekly Update - Select this option to update URL
library categories with additions and deletions, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to force a
regular update.

* Full URL Library Update - Select this option to update
URL library categories with core library files, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to replace
the core library files.

¢ Patch Update - Select this option to download new
patches for the R3000, if available. Any patches that
are downloaded can be found in the System section of
the GUI, in the Patch window. Using that window, a
patch can be selected and applied. (See the Patch
window in Chapter 1.)

2. Click Update Now to begin the update process.

@ TIP: To view update activity, select Library Update Log from the
Updates menu.
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Library Update Log window

The Library Update Log window displays when Library
Update Log is selected from the Updates menu. In this
window you view transfer activity from the update server to

your R3000.

R3000 Enterprise Filter

866 R3000

Enterprise FiI!er

HOME SYSTEM GROUP LIBRARY REPORTING HELP QuUIT
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Library Lookup
CFM
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Library Update Log

Library>Updates>Library Update Log

ed Mar 03 05:45:41 FST 2004 (7663) Sussesstully download SHOF 7 days libran!
ed Mar 0% 08:45:41 FST 2004 (7653) Connect server & login successfully

ed Mar 03 08:45:41 FST 2004 (7653) Change directory succ essfully

ed Mar 03 08:45:41 PST 2004 (FE53) Active transfer mode selected

fed Mar 03 08:46:41 PST 2004 (7653) Successfully downlosd SOCOPN deletion library!
&d Mar 02 08:45:41 FST 2009 (7663) Sussessfully download SOCOPN 7 days librany!
ed Mar 03 08:45:41 FST 2004 (T563) Connect server & login sus o esstully

&d Mar 03 05:45:41 FST 2004 (7653) Change directory succ essfully

ed Mar 03 08:45:41 PST 2004 (7653) Active transfer mode selected.

ed Mar 03 08:45:41 FST 2004 (7653) Successfully download SFORTS deletion librany!
ed Mar 03 08:45:42 PST 2004 (7653) Sucsessfully download SPORTS 7 days librand
&d Mar 03 08:45:42 PST 2004 (F653) Connect server & login sus cessfully

ed Mar 02 08:45:42 PST 2009 (7663) Change directony susc essfully

ed Mar 03 08:45:42 PST 2004 (7663) Active transfer mode selected.

&d Mar 03 05:45:43 FST 2004 (7663) Suctessfully download TERROR deletion librany!
ed Mar 03 08:45:45 FST 2004 (7653) Successfully download TERROR 7 days librand
ed Mar 03 06:45:45 FST 2004 (7653) Connect senver & login successfully

ed Mar 03 08:45:48 PST 2004 (7653) Change dirzctory susc essfully

&d Mar 03 08:46:46 PST 2004 (7653) Active transfer mode selected.

&d Mar 02 08 PST 2004 (7653) Successfully download THEATR deletion librany!
ed Mar 03 05:45:49 FST 2004 (7663) Susscessfully download THEATR 7 days librany!
&d Mar 03 08:45:47 FST 2004 (7663) Connact server & login suc cesstully

ed Mar 03 08:45:47 FST 2004 (7653) Change directory succ essfully

ed Mar 03 08:45:47 FST 2004 (T653) Active transfer mode selected

ed Mar 03 08:46:47 PST 2004 (7653) Successfully download TICKET deletion libran!
&d Mar 03 08:45:47 PST 2004 (7653) Sussessfully download TICKET 7 days library!
ed Mar 03 08:45:47 FST 2004 (T563) Connect server & login sus o esstully

ed Mar 03 08:45:47 FST 2004 (7663) Change directory susc essfully

ed Mar 03 08:45:47 PST 2004 (7653) Active transfer mode selected.

]

Fig. 2:4-3 Library Update Log window

View the Library Update Process

When performing a manual (on demand) library update,
click View Log to display contents from the log file with the
status of the library update. Keep clicking this button to
continue viewing log file data.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the control panel. In this window you enter
a URL or search engine keyword to see if it exists in a
library, and to remove it, if necessary.

4 R3000 Enterprise Filter

_ (o x|
866 R3000 Enterprise Filter
W HOME | SYSTEM GROUP | LIBRARY = REFORTING HELP QuIT
ﬁ\_ibrary .
Undstes Library Lookup

CFM

MNMNTP Mewsgroup
Geb Supplied Categories
Custom Category

Library=Library Lookup
URL Lookup

LRL Ihttp [heveye COOFS COM Lookup I
Search Engine Keyword Lookup

Search Engine Keyword Lookup |

Lookup Result
Result Category
BADSTUF:  * COORS.COM

ALCO:  *.COORS.COM Remove

BADSTUF:  65.38.164.14
ALCO: 653816414

Java Applet Window

Reload Library |

Fig. 2:4-4 Library Lookup window

URL Lookup, Removal

To see if a URL has been included in the library:

1. Inthe URL Lookup frame, enter the URL. For example, in
the URL field enter http://www.beer.com, or use a wild-
card by entering *.beer.com. A wildcard entry finds all
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URLs containing text that follows the period (.) after the
asterisk (*).

NOTE: The minimum number of wildcard levels that can be
entered is three (*.yahoo.com) and the maximum number of
levels is six (*.mail.attachments.message.yahoo.com).

2. Click Lookup to display results display in the Result
Category list box, showing the short name for the cate-
gory, followed by the URL.

To remove the URL.:
1. Select the item from the Result Category list box.

2. Click Remove.
Search Engine Keyword Lookup, Removal

To see if a search engine keyword has been included in the
library:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword.

2. Click Lookup. Results display in the Result Category list
box, showing the keyword.

To remove a keyword:
1. Select the item from the Result Category list box.

2. Click Remove.
Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload Library only after modifications to all library windows
have been made.
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8e6 Supplied and Custom Categories

8e6 Supplied Categories and Custom Category includes
windows used for adding and deleting URLs, URL
Keywords, and Search Engine Keywords. (The Instant
Messaging library category only lets you delete URLS).

URLs window

The URLs window displays when URLs is selected from the
library category’s menu of sub-topics.

-l
836 R3000 Enterprise Filter

HOME SYETEM GROUP LIBRARY RERORTING HELF GUIT m—

ﬁ\_ibrary URLs

Likrary Lookup
Custom Categor Library=Custom Category>Anorexia Nervosa(tech)>URLs
Action | view |

Crverestingltect Edit URL List

Remaowe

URL Ifebs.comﬂoonestcﬂheend

Select URL(s) to apply action.

HTTP: FFREEWEES .COMBONESTOTHEEND! =
HTTP.#/35.119.100 1 4 BONESTOTHEEND
HTTP.#/35.119.100 1 SBONESTOTHEEND
HTTP.#/35.119.100 16BONESTOTHEEND!
HTTP:#/35.119.100 1 2/BONESTOTHEENDS

HTTP: (Y FREEWEES COMBOMESTOTHEENDY
HTTP:#/35.119.100 33BONESTOTHEENDS
HTTP:#/35.119.100 34BONESTOTHEENDS
HTTP:#/35.119.100 35BONESTOTHEENDS
HTTP:#/35.119.100 36BONESTOTHEENDS
HTTP:#/38.119.100.1 SIBONESTOTHEEND
HTTP:#/38.119.1 00 1 TIBONESTOTHEERNDS

HTTP 1735 118100 18IBONESTOTHEENDY = E——
HTTP1735.118.1 00 32/BONESTOTHEENDY = gpw il
" ittual 1P

Upload Master | Reload Library |

Ol —

Java Applet Window

Fig. 2:4-5 URLs window, Action tab

Use this window to add or remove a URL from a library cate-
gory. A URL can contain a domain nhame—such as
“playboy” in http://lwww.playboy.com—or an IP address—
such as “209.247.228.221” in http://209.247.228.221. A
wildcard asterisk (*) symbol followed by a period (.) can be
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entered in a format such as *.playboy.com, for example, to
block access to all URLs ending in “.playboy.com”. A URL is
used in a filtering profile for blocking a user’s access to a
specified site or service.

NOTES: For the Instant Messaging library category, the IP field
replaces the URL field on the Action tab. The IP address must be
entered in order to block the instant messaging service.

Master lists cannot be uploaded to any 8e6 supplied library cate-
gory.

Add or Remove URLs, Reload the Library

Add a URL to the Library Category

To add a URL to the library category:

1. On the Action tab, enter the URL in the Edit URL List
frame.

2. Click Add to display the associated URLs in the list box
below.

3. Select the URL(s) that you wish to add to the category.
4. Click Apply Action.

@ TIP: Multiple URLs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

@ NOTE: Wildcard entries find all URLs containing text following the

period (.) after the wildcard asterisk (*) symbol. For example, an
entry of *.beer.com would find URLs such as http://www.virtual-
bartender.beer.com. Wildcards are to be used for blocking only.
They are not designed to be used for the exceptions function or
the always allowed white listing function.

TIP: The minimum number of wildcard levels that can be entered
is three (*.yahoo.com) and the maximum number of levels is six
(*.mail.attachments.message.yahoo.com).
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Remove a URL from the Library Category

To remove a URL from the library category:

1. On the Action tab, enter the URL in the Edit URL List
frame.

2. Click Remove to display the associated URLs in the list
box below.

3. Select the URL(s) that you wish to remove from the cate-
gory.
4. Click Apply Action.

Upload a Master List of URLs to the Library

For custom library categories, a master file containing URL
keyword additions can be uploaded to the server.

1. Click Upload Master to open the Upload URL pop-up
window:

§ Upload Custom Library URL - Microsolt Internet E ] 3

File Edit Views Fawvorites Tools  Help

d=Ezck - = - (B3 e ‘ Phsearch  [GlFavorites  hMedia @l -

Address I@http:HZDD.lD‘101.74:EDSDJ‘RSDUDIservIet)’com.rSDDD.servej PG |Lir|k5

-

Filel Browse.. I Upload File |

]
|@ Upload Custom LRL ’_ ’_’_ ) Internet 4

Fig. 2:4-6 Upload URL pop-up window

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
@ TIP: A URL text file must contain one URL per line.

60 8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT User GuIDE



MOBILE SERVER SECTION CHAPTER 4: LIBRARY SECTION

& WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.

4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

/3 http://200.10,101.75:88//servlet/com.r3000.5erver.ser =10l x|

JF\\E Edit View Favorites Tooks  Help

| &bk - = - D & | @search GaFevorites Media o | By S =
JAddrEss I@j http:[ﬂZUD‘10.101‘74:Bs,iﬂservletfcom‘r3000.server.servlets.library‘uj ﬁGn “Lmks
Bl

Library File ContentP Lookup Options

Valid URL Invalid URL.
itk :wmann, Frailty. n et (URL must start with "HTTF" or " hitp")

ttp:nan, g o msd ay.nebthintilesi

hitp:Annan. youngblackandana Sk com?

hittp:fiuaa. atpictures. com/allpies?

http:nn d 3zzled. comcaitlinanal

hitp:#amine. brokensanity.org/
hitp:4/58.60.218.38¢

http:fua famine.broke nsanity. e rg/

hittp: /. plagueangel.netigrottofids. himl/
hitp:#68.92.17 1158/ grotta/id5. him1/
hitp:#/plagueangel.netrgrottofids. html

http:nian blue dragonfly. org/
hitp:#213.171.183.41/

hitp:/bluedraganily.orgf

hittp:Aminkin.p hpwebhosting. comisjoeiofp ivetithing
hitp:#658.0.160.23%/mjo eictprivetithin/

http:uiaan winkin. phpusebh osting. comimjoe iciprivetthin

IP Lookup Options
& Upload the file with IP Lookup
© Upload the file without IP Lookup

Upload

Mote: Invalid URLs will not be uploaded. Correct these URLs and click "Back” to
attempt uploading these URLs again

Back |
=
&} pone [ [ | mtemet 4
Fig. 2:4-7 Library File Content/IP Lookup Options

URLSs contained in the file are listed under the column for
either Valid URL or Invalid URL.

5. If the file contains invalid URLSs, click Back to return to
the Upload URL window. Another attempt to validate the
file can be made after corrections have been made to the
file.
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If the file contains valid URLSs:

a. Go to the IP Lookup Options section and click the
radio button corresponding to the option to be used
when uploading the file:

* “Upload the file with IP Lookup” - If this option is
selected, IP addresses that correspond to URLs in
the uploaded file will be blocked along with the
URLs.

¢ “Upload the file without IP Lookup” - If this option is
selected, an IP lookup for IP addresses that
correspond to URLs in the uploaded file will not be
performed.

b. Click Upload to open the Upload Successful pop-up
window.

NOTE: In order for the URLs to take effect, library categories
must be reloaded.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload Library only after modifications to all library windows
have been made.
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URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the library category’s menu of sub-topics.

£ R3DDO0 Enterprise Filter =10 x|

866 R3000 Enterprise Filter

HOME SYSTFEM GROUP LIBRARY RERORTFING HELFP QUIT

SLibrary URL Keywords

Library Lookup
Custom Categor Library>=Custom Category>Anorexia Nervosa(tech)>URL Keywords
Edit Keyword List

t =] ch
Crveresting(tech)
Keyword Ao | Remaove Relosd

View Keyword Addition/Deletion List

| ~dddition List 'I

Select List

FRAILTY

GLOOMSDAY

THINFILES

" OUNGELACKSANDANA,

ATPICTURES

CAITLINAMA,

FAMINE ;I

Upload URL Keyword File

@ append 7 Overwrite

Upload To Addition File Upload To Deletion File

e |

Java Applet Window

Fig. 2:4-8 URL Keywords window

Use this window to add or remove URL keywords from a
library category. A library category uses URL keywords to
block a user’s access to Internet addresses containing
keywords included in its list.

{j NOTE: If the feature for URL keyword filtering is not enabled in a

filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Group section for information about
enabling URL keyword filtering.)
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A

WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as “http://
www.essex.com.”

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:

1. Enter the Keyword in the Edit Keyword List frame.

2. Click Add to display the keyword in the Select List list
box below.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword in the Edit Keyword List frame.

2. Click Remove.
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Upload a List of URL Keywords to the Library

Before uploading a text file with URL keyword additions or
deletions, in the Upload URL Keyword File frame, specify
whether the contents of this file will add to the current file, or
overwrite the current file on the server, by clicking the
“Append” or “Overwrite” radio button.

Upload a List of URL Keyword Additions

To upload a text file with URL keyword additions:

1. Click Upload To Addition File to open the Upload
Keyword pop-up window:

a Upload Library Keyword - Microsoft Internet Expl - Dll‘
File Edit Wiew Favorites Tools Help |ﬁ

d=Back - = - (G fal | Qisearch GFavorites Gfmedia o4 ‘ By >

Address I@ http:.l’;’ZDD.10.101‘74:Bs,l’,l’servlet,l’com.rSDDD.server.servletj @Go | Links

Upload Keyword
File Browse.. | Upload File |

=
|2j Upload Member Profile File l_ ’_ l_ £ Internet 4

Fig. 2:4-9 Upload Keyword pop-up window

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keyword text file must contain one URL keyword
per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of URL Keyword Deletions

To upload a text file with URL keyword deletions:

1. Click Upload To Deletion File to open the Upload
Keyword pop-up window (see Fig. 2:4-9).

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload only after modifications to all library windows have been
made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the library cate-
gory’s menu of sub-topics.

=10l x|

£ R3000 Enterprise Filter

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QU\_'_F

ﬁ\_ibrary .
E Ubrery Lokup Search Engine Keywords
Custom Categor Library=Custom Category=Anorexia Nervosa(tech)>Search Engine Keywords
e Edit Search Keyword List

': Owerestingltech)
Search Keyword I Add Remove Reload

View Search Keyword Addition/Deletion List

Select List

proana

anorexia

nro-ana

Upload Add/Del Keyword Upload Master Keyword

& pppend ' Overwrite

Upload To Adedtion Upload To Deletion Upload Master

1|

Java Applet Windaw

Fig. 2:4-10 Search Engine Keywords window

Use this window to add or remove search engine keywords
and keyword phrases to and from a library category. A
library category uses search engine keywords to block
searches on subjects containing keywords included in its
list.
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NOTES: Master lists cannot be uploaded to any 8e6 supplied
library category.

If the feature for search engine keyword filtering is not enabled in
a filtering profile, search engine keywords can be added in this
window but search engine keyword filtering will not be in effect for
the user(s). (See the Filter Options tab in the Group section for
information about enabling search engine keyword filtering.)

& WARNING: Use extreme caution when setting up search engine
keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library
To add a search engine keyword/phrase to the library cate-
gory:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Search Keyword field.

2. Click Add to display the keyword(s) in the Select List list
box below.
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Remove a Search Engine Keyword from the
Library

To remove a search engine keyword/phrase from the library
category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Search Keyword field.

2. Click Remove.
Upload a List of Search Engine Keywords

Before uploading a text file with search engine keyword/
phrase additions or deletions, in the Upload Add/Del
Keyword frame, specify whether the contents of this file will
add to the current file, or overwrite the current file on the
server by clicking the “Append” or “Overwrite” radio button.

Upload a List of Search Engine Keyword Additions

To upload a text file with search engine keyword additions:

1. Click Upload To Addition to open the Upload Keyword
pop-up window (see Fig. 2:4-9).

2. Click Browse to open the Choose file window. Select the
file to be uploaded.

3. Click Upload File to upload this file to the server.

NOTE: A search engine keywords text file must contain one
keyword per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of Search Engine Keyword Deletions

To upload a text file with search engine keyword deletions:

1. Click Upload To Deletion to open the Upload Keyword
pop-up window.

2. Click Browse to open the Choose file window. Select the
file to be uploaded.

3. Click Upload File to upload this file to the server.
Upload a Master List of Search Engine Keywords

For custom library categories, a master file containing
search engine keyword/phrase additions can be uploaded
to the server.

1. In the Upload Master Keyword frame, click Upload
Master to open the Upload Keyword pop-up window (see
Fig. 2:4-9).

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.

TIP: A search engine keyword text file must contain one keyword/
phrase per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

4. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload only after modifications to all library windows have been
made.
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MOBILE CLIENT SECTION

Chapter 1: Overview

The Mobile Client Section of this user guide is comprised of
an overview on how to use the Mobile Client Administrator
console, and four other chapters containing setup informa-
tion for configuring the console and managing the Mobile
Client on mobile PCs: Main Screen, Edit Account, Setup,
and License Distribution.

/\ﬁ NOTE: The following items referenced in the console and in the
application pertain to the 86 Home Product version of the 8e6
Client and are not applicable to the 8e6 Mobile Client:
» Services page (accessible from the Home screen)
» Control center
» Server application download feature
» Contact Customer Support link (accessible from the Help
screen)
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Using the Administrator Console

Log On

1. Launch Internet Explorer on your workstation to open an
IE browser window.

2. In the Address field, enter http://8e6client.com to
access the Home screen of the Mobile Client console:

/7 8e6Client - Microsoft Internet Explorer (ol x|

]F\\E Edt View Favorites Tools  Help |

| wpack - = - @D & | @search [Favorites veda & | BN S = - 5
| s [) ntto:Spman. esalient comy | @se ‘

=]
8e6 CLIENT

» Home  Services

——
E'fm—

M=

Account Login

Username:

Password: Login

Copyright © 2006 * Be6Client * All Rights Reserved

N EX

|&] pone I [ |4 miemet
Fig. 3:1-1 Home screen and login window

This screen is used for entering your username and
password to log in to rest of the Mobile Client console.

NOTE: The Services tab accessible from this screen is applicable
only to the 8e6 Home Product version of the 8e6 Client.

3. Enter your Username.
4. Enter your Password.

NOTE: 8e6 will initially supply you a unique username and pass-
word. These should be changed using the Edit Account screen.
(See Chapter 3: Edit Account for more information.)
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5. Click Login to access the Main Screen of the console:

D BctChont - Mirmoll Intermct Bglorcr =10l x|
| Fle Edt Vew Favokes Toos  Help -
| deback - =+ - DD | Bewch Gewrees Fred 3 e O A - |
| Ackdress (i8] bitgjintchact. com(man. cgind= 1500013 = @ |

=]

896 CLIENT BeGclient

b Main Scven Dt Accourd Selup  License Distibation Hedp (%) Log et

T ok Complete \lrrru.-:mr distribute Ecenses until setup ks compete. ik
L 150 / 150 Click (Uicense Distribution) to manage

Ploaze toloct 3 link abdve 1 Configure your SEoLAts

» Main Serean: Chack the stats of your saip, IERness and CLSIIME SLPPOFt FRqUAST
» Exfit Acoount: Edit your compary nformation

o Sutug: £08 your Fretall settrgs

= License Distribution: Manage your keenses

= Help: Contact customer sUpport, visw fraquently askad questions and manual

» LOGOUL: Log out o BrELPS S your ACCouUnt CAnat ba viewsd by other users

Copy Ighe (D) 2006 © BetCiient = All Rights Reserwed

2 [ [ [ woterrnt

Fig. 3:1-2 Main Screen

From the Main Screen of the console you can navigate to
other screens.

TIP: To return to the Home screen, click the 8e6 Client logo in the
upper left corner of any screen.
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Navigating the Console

When logged in to Mobile Client Administrator console, the
top of each screen includes a row of tabs used for navi-
gating to other screens. The login information (Logged in
as) displays beneath the row of tabs.

Click the following tab to navigate to that screen:

Main Screen - this screen displays the status of the
Mobile Client console’s setup (Setup), and license infor-
mation (Licenses Remaining).

Edit Account - this screen lets you view and edit infor-
mation entered about your organization.

Setup - this screen lets you input your installation
settings.

License Distribution - this screen lets you manage the
administrator license and any licenses set up for end
users with mobile PCs.

NOTE: Individual licenses are required in the 8e6 Home Product
version of the 8e6 Client. For this product version, 8e6 recom-
mends setting up a license only for the administrator and not indi-
vidual Mobile Client end users.

74

Help - this screen provides information on how to use the
screens in the console.

Log out - this screen is similar to the Home screen but
displays a message indicating your session has been
terminated. From this screen you can log back in to
Mobile Client console.
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View Help Files

NOTE: To access online help for Mobile Client console, be sure
to enable pop-up blocking on your workstation.

Click Help to display the Help screen that provides access
to online assistance for configuring the Mobile Client
console and Mobile Client application:

/i sesClient - Microsoft Internet Explorer =10 x|

Fle Edt View Favortes Tools Help ‘
GBack - =& - @ [2] A | Qsearch [GFavortes Meda B | BN- S =1 - =H
Address [&] hetp: fient.comfhel n ontact, asp ~| @a ‘
|
8eb cuent Beseliont

Main Screen  Edit Account | Setup | License Distribution b Help (7) | Log out
Logged in as: Be6 Technologies [Customer ]
Windows Integrated Version

T 4 o Contact Customer Support
— * Help with Sefup, Distribution and Service Canfiguration

Support/ FAQ

Copyright © 2006 * Be6Client * All Rights Reserved

e

[ Imternet

&
Fig. 3:1-3 Help screen

NOTE: The information accessible via the Contact Customer
Support link is applicable only to the 8e6 Home Product version
of the 8e6 Client.

1. Click the Help with Setup, Distribution and Service
Configuration hyperlink to open a pop-up window
containing buttons and links to use when navigating the
online help system:
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-2 8e6Llient - Microsoft Internet Explorer o ] 524

|»

» Close

Windows Integrated Version

Main Screen
& Wiewing Account Status

View / Edit Account
* Yiewing Services and Updating Account Information

Setup
* R3KIP Address Setup for (Internal, External and Proxy)
e FEilter Settings
& Download settings

License Distribution
e License Information
& Download the Client and/or Server App
® R3K Server pplication Revision History
& Setup and Distribute Your Licenses
e VYiew and Manage Your Distributed Licenses

« Back | List allHelp | Clnsa Window

Fig. 3:1-4 Online help system window

2. The help system is comprised of the following elements
that perform a specified action when clicked:

« topic hyperlink - Click a hyperlink to go to that speci-
fied topic within the help system.

» << Back button - Click this button to return to the
previous topic in the help system.

« List All Help button - Click this button to display the
contents of the help system.

TIP: To print the contents of the currently displayed topic, right
click inside the window and select the Print option.

¢ Close or Close Window button - Click either button to
close the help system window.

TIP: To access help from any screen containing the @ icon,
click the “?” icon to open the help system window.

NOTE: The information accessible via Download The Server
Application link is applicable only to the 86 Home Product
version of the 8e6 Client.
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Log Off

1. Click Log out to display the Home screen with a
message that indicates you have logged out of Mobile
Client console:

D BctChont - Mirmoll Intermct Bglorer =10l x|
Flo Edt Vew Favorkes Took  Heb B
gk - = - Q[ A | Qe GiFovomes Gweos 3 B A - 5

S

Ackress [] o) ot

] #e
=

8eb cent

b Homs  Sarviess

|. ou have suceessfully Logged out |

rfy ) Voorran: [
Password: Leghn

|
Account Login

Eon ® et

Fig. 3:1-5 Logout screen

2. On this screen you can perform one of two actions:

* Log in again by entering your Username and Pass-
word and clicking Login (see Log On).

* Click the “X” in the upper right corner of the window to
completely end your session.
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Chapter 2: Main Screen

The Main Screen of the console displays when the Main
Screen tab or hyperlink is clicked:

UebLhent - Microsolt Intemet Luplares
Edt Vew Fovorkes Tock el
eBack =+ = - @D ) Y | Deseorch [GiFavernes Gveda (B | B Sl - (o

=101 =

Addrast [{@] Wt etckont comlmain. aigel=150003

=] e

8 e 6 CLIENT

¥ Main Screen [t Accound. Sefup  License Distribation “@ Log ;s

Bedclient

Description Stabes Hato:
Setup Mot Complete

l'ﬂfﬂs 150 / 150 Click (Licerrse Distribution) 1o mansge

Plaase salect 3 lnk sbove to configure your accounts

& Main Sereen: Check the status of your sehup, leermss ard customes sppert requests
+ Edit Account: Edrt your company information

» Betup: B3 your ratall settings

» Liconse Distribution: Manoge your licerses

+ Help: Contact oustomer support, view requently asked questions and manual

» LOGOUR: LOG Cut 1 SntLra That your Sccount cannot be viswed by other users

¥ou cannot distribute Bcenses until setup ks complete. Cick
(Setup)

Copyright £ 2006 * Retclent = All Rights Peserwed

D kot &

Fig. 3:2-1 Main Screen

This screen includes a table that displays the status of
Setup and Licenses Remaining for the Mobile Client. The
contents of the associated screens can be viewed or edited

as necessary.

Descriptive text at the bottom of the screen provides infor-
mation about each screen in the console.
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View, Use the Main Screen

View Information by Column

The following columns are included in the table:

* Description - displays rows for “Setup” and “Licenses
Remaining”.

» Status - displays “Not Complete” or “Completed” for
Setup, and the quantity of Licenses Remaining.

* Note - displays instructions and a hyperlink for accessing
the designated screen (indicated in parentheses) within
the console.

View Information by Row

The following rows are included in the table:

» Setup - displays one of two messages in the Status
column:

» Completed - indicates you can distribute licenses.

* Not Completed - indicates setup needs to be
completed before you can distribute licenses.

+ Licenses Remaining - the Status column displays the
number of licenses available to distribute. If the original
license count is exceeded, the number of licenses
exceeded is preceded by a “-” (minus) symbol.
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Use Hyperlinks

The Notes column includes hyperlinks that access the
following screens when clicked:

» Setup screen - edits can be made to the Setup screen
whether or not setup was completed.

* License Distribution screen - edits can be made to the
License Distribution screen to manage licenses.
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Chapter 3: Edit Account

The Edit Account screen of the console displays when the
Edit Account tab or hyperlink is clicked:

2 8e6Client - Microsoft Internet Explorer _1oIx
Fle Edt View Favorkes Tools Help |
eack ~ = - ([ 4 | Qoearch GiFavortes Pmeda B | By S = - 5]

Address [&] hittp: frww Betclient, comjlistcustomers, asprid=150003&c ustomer =20068 =] e |
8eb crent gebclient
Main Sereen b Edit Account  Setup  License Distribution  HWelp (7) | Logout
Logged in as: Joshua Smith [Customer ]
Company 1 Contact Version Licenses Installed Uninstalled View Edit
Logo, Inc. Windows Integrated 150 0 N/A Yigw £ Edit
Copyright © 2006 * BeBClient * All Rights Reserved
&) [ | [ nternet 4

Fig. 3:3-1 Edit Account screen

This screen lets you view and edit information entered about
your organization. The table displays a summary of your
account information entered in the Setup screen, and
includes the following columns of data:

» Company/Contact - displays your Company name.

* Version - displays the type (Version) of account:
Windows or Mac, ASP, or Integrated Services.

» Licenses - displays the number of licenses originally
purchased.

* Installed - displays the number of licenses currently
installed.
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* Uninstalled - displays the number of licenses that have
been uninstalled.

» View/Edit - click the View / Edit hyperlink to go to the
Customer Information and Login page where you view
and/or edit your account information.

View, Edit Account Information

When the View / Edit hyperlink is clicked, the Customer
Information and Login page displays:

o
| Flo Edt Vew Favokes Tods Heb =
ok v - O 2 A Qsearth GaPoroits @reds B B @ - &
| Aukdvess | P —— ap ™ | fa
8eb cuent Be6client

Main Screen b Edit Account  Setup  License Distribution  Welp (%) Log out

* indicates required information:

Customer Information and Login For:

Bebclient

* Comparmy Mo 'u;lhi
* Customer Name m
* Address l—
Address 2 r—
* ity —
- State Py E—
* Zip or Postal Code -
Country P —

* Email Adidress Jsmith1@ogo.com

* username (5 characters minimum)  [emih
* password (5 characters minimam) ===

* Confirm Password renees
Operating System:
. BC

Client Version:

» R Licerse (Internal Server)
Services Enabled:

» Contant Fiflerng

Update Account

Copyr e @ 2006 * BebClint © All Rights Risarvid =

) [T [ wearae
Fig. 3:3-2 Customer Information and Login page

B
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1. View the contents of the account fields, or make edits to
these fields by entering or selecting new information:
+ Company Name - The name of your organization
* Customer Name - Your name
* Address - Your organization’s address
* Address 2 (optional) - Additional address information
» City - Your organization’s city location
» State - Your organization’s state or province location

» Zip or Postal Code - Your organization’s Zip or Postal
Code

« Country - The country in which your organization is
located

* Phone Number - Your organization’s phone number
+ Email Address - Your email address
» Username (5 characters minimum) - Your username

* Password (5 characters minimum) - Your unique
password

» Confirm Password - Your password entered again for
confirmation

The bottom of the page includes the following information

about your account:

* Operating System - The type of operating system you
are using (e.g. “PC”)

» Client Version - The version of the client you are using
[e.g. “R3K License (Internal Server)”]

« Services Enabled - The services current enabled
(e.g. Content Filtering)

NOTE: Contact technical support to make changes to the Oper-
ating System, Client Veersion, or Service Enabled information.

2. Click Update Account to save your edits and to return to
the Edit Account screen.
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Chapter 4: Setup

The Setup screen of the console displays when the Setup
tab or hyperlink is clicked:

iz

| Fie Edt View Favorbes Took Help -

| wmak - 4 - D [2) 4| Disewch [iFavories Preda P | - IS - o

| Address [] hitp-fBetchont comlsstup. aspTid=150003 =] @
8eb cLent geBellent

Main Screen  EGW Account  Setup  License Distribution  help (7)  Logowt

In order to distribute your licenses, you will need o complete the setup sections below and hit the "Update” bution.
# R3K Setup @

* Note: Nt feast 1 domain Name of IP address is required

= Internal IP: This iz the 1P located within the company network

» External IP: This is the 1P acdress iocated outside of the company network
» Proxy IP: This k& the IP to your nternal proxy server

= Filter Settings ()

|wmm»masmwnmwww Coves Mo

= Download Settings (@

|mmmmmwmmannmﬂbmwmmw CoYes o

This alliows the user i log into the control center to make changes and uninstall the chent. If this setting is set to To® a
randam password It generated. You can find this password on the License Distrbution page under the Uningtall” column,
Click oy the Joy™ ik b viow this random possword,

|

Copryright (£ 2006 * BeéClient * All Rights Reserved

2 | [ [ tntemet

Fig. 3:4-1 Setup screen

This screen lets you input your installation settings in the
following frames: R3K Setup, Filter Settings, Download
Settings.

The name of each frame is preceded by a “+” (plus) or “-”
(minus) symbol. Clicking the “+” symbol opens the frame to
display its contents, and clicking the “-” symbol closes the
frame.
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View, Edit Setup information

1. Click the “+” symbol to open a frame.
2. Enter or edit information in that frame.

3. After all frames are updated, click Update to close the
frame and to display a message in the Setup screen indi-
cating that Setup information has been updated.

R3K Setup frame

1. Click “R3K Setup” or the “+” symbol to open the R3K
Setup frame, used for entering or editing IP addresses of
the internal and external R3000, and proxy server—if
used on the network:

Tnorder to distribute your licenses, you will need to complete the setup sections below and hit the "Update” button.

= R3K Setup (D
Internal IP [ Thisis the IP located within the company network ]
Domain Name: OR Internal IP : (192 178 | |30 109 Port [B1 Clear
Add Mew Internal IP

External IP [ This is the IP address located outside of the company network ]

Domain Name: OR External IP : |23¢  _|123 |20 .[210  port 443 Clear
Add MNew External IR

Proxy IP [ This is the IP to your internal praxy server ]

Domain Name: ORProxy IP: [172 |16 L 7o Port [3128 Clear

¥ Requires a Username & Password Username: |DI’UXVSBI’VEV2 Password: | *****

Add New Proxy IP

Fig. 3:4-2 Setup screen, R3K Setup frame

2. Enter or edit information in the following section of this
frame, as necessary: Internal IP, External IP, Proxy IP.

TIP: Click Clear to the right of each Domain Name or IP address
to clear all corresponding field entries.

NOTE: When adding a new Domain Name or IP address, the
“Clear” fields option is not available until the entry is saved.
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Edit or Add an Internal IP

Enter or edit the Domain Name or Internal IP address and
Port number of the R3000 located within your organization
to be used for filtering and logging Internet activity of all end
users on machines located within the organization.

To add the domain name or IP address of another R3000
located within your organization:

1. Click Add New Internal IP.

2. Enter the Domain Name or the Internal IP address and
Port number of that additional internal R3000 server.

Edit or Add an External IP

Enter or edit the Domain Name or the External IP address
and Port number of the R3000 located outside of your orga-
nization that users with mobile PCs will be using when they
are on the road or at home.

To add the domain name or IP address of another R3000
located outside your organization:

1. Click Add New External IP.

2. Enter the Domain Name or the External IP address and
Port number of that additional external R3000 server.
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Edit or Add a Proxy IP

If your organization is using a proxy server on the network,
entries for that proxy server are made in the Proxy IP fields.

Enter or edit the Domain Name or the Proxy IP address
and Port number of the proxy server located within your
organization.

NOTE: See step 3 below for information about adding, editing, or
removing a proxy server username and password.

To add the domain name or IP address of another proxy
server located within your organization:

1. Click Add New Proxy IP.

2. Enter the Domain Name or the Proxy IP address and
Port number of that additional proxy server.

3. If the proxy server requires a username and password,
make the following entries:

a. Click the “Requires a Username & Password”
checkbox to display the Username and Password
fields.

b. Enter the Username.
c. Enter the Password.

NOTE: These fields can be edited at any time. To remove entries
in a field, use your spacebar to clear text in the field. To remove
the requirement for a username and password, uncheck the
checkbox.
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Filter Settings frame

The Filter Settings frame asks the following question: “Do
you want to block all sites if the network cannot be found?”

Click the radio button corresponding to the option you wish
to use in the event that the mobile PC cannot find an R3000
listed in the R3K Setup frame:

* “Yes” - for the default setting that blocks end users from
accessing any Internet content.

* “No” - for end users to access Internet content without
being blocked from all sites.

Download Settings frame

The Download Settings frame asks the following question:
“Do you want your users to create their own password to
access the control center?”

NOTE: The control center is applicable only to the 8e6 Home
Product version of the 8e6 Client.

Click the radio button corresponding to the option you wish
to use:

* “Yes” - for end users to create their own passwords to
access the Mobile Client console, which lets them unin-
stall the Mobile Client.

* “No” - for the default setting that disallows end users from
creating a personal password to access the Mobile Client
console.

NOTE: Passwords can be found in the View and Manage Your
Distributed Licenses frame of the License Distribution screen,
under the Uninstall column. Click the Key hyperlink for the
random password.
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Chapter 5: License Distribution

The License Distribution screen of the console displays
when the License Distribution tab or hyperlink is clicked:

T secclient  icrosalt Internet Euplorer o (=] S
Fle Edk Yew Fovorkes Took  Heb -
oedk - = - D[ A | Drewch Gifsonss Beds 3| DD - H
Adciress [{E) heep-fchert. oo detrbution. aspnd= 150001 =] P

8e6 CLIENT Gebclient
Maln Screen  Edit Account Setup ¢ License Distribution  Hep (7) Log out
= License Information (%)
Lkenses | nstated |uninstatied Emaed Link
150 a Y 6
# Download (@
Client (MAC) Download | Client (PC) Downioad. |
Download The Serves Application |
4 Setup and Distribute Your Licenses (B
Click o or of S options bk
View and Manage Your Distributed ®
Licenses
= View ourent status for each liense
- the fi
» Delete the user and emall the uninstall infor mation
« View the unirstall password key
Copyright [ 2006 * Bo6Cliont * All Rights Risirved
=
D Internet. &

&
Fig. 3:5-1 License Distribution screen

The License Distribution screen includes the following
frames for maintaining and distributing licenses to use the
Mobile Client, and for downloading the Mobile Client:
License Information, Download, Set up and Distribute Your
Licenses, View and Manage Your Distributed Licenses.
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The name of each frame is preceded by a “+” (plus) or “-
(minus) symbol. Clicking the “+” symbol opens the frame to

@ ”

display its contents, and clicking the “-” symbol closes the
frame.

View, Access, Edit License Information

1. Click the “+” symbol to open a frame.

2. View, enter, or edit information in that frame.

License Information frame

1. Click “License Information” or the “+” symbol to open the
License Information frame, used for viewing the current
statuses of licenses:

=] License Information &

| Licenses | Installed | Uninstalled ‘ Emailed Link
150 9 Mia 2]

Fig. 3:5-2 License Distribution screen, License Information frame

2. View the following information in the table:

» Licenses - the number of licenses originally
purchased. 8e6 will contact you if you exceed the
number of licenses available. Unused licenses can be
deleted to free up some licenses.

* Installed - the number of licenses currently installed. If
an account is uninstalled or deleted, this number will
decrease.

* Uninstalled - the number of times a license has been
uninstalled.

« Emailed Link - the number of times a distribution link
has been sent via e-mail. You can send a link to a
recipient via the Setup and Distribute Your Licenses
frame.
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Download frame

1. Click “Download” or the “+” symbol to open the Download
frame, used for downloading the Mobile Client to the
current machine or to a removable device:

F Download @

Client (MAC) Download Client (°C) Download |

Download The Server application |

Fig. 3:5-3 License Distribution screen, Download frame

This option is used if you do not wish to distribute the
Mobile Client license link to end users via email, and will
be installing the Mobile Client directly on mobile PCs.

TIP: You may wish to download the Mobile Client to a flash drive
or portable drive for ease of installation on end users’ mobile
PCs.

NOTE: The Download The Server Application feature is appli-
cable only to the 8e6 Home Product version of the 8e6 Client.

2. Click one of two buttons for downloading the Mobile
Client, based on the operating system of the machine:

» Client (MAC) Download - click this button to down-
load the Macintosh compatible version of the Mobile
Client.

» Client (PC) Download - click this button to download
the Windows compatible version of the Mobile Client.

When the button is clicked, the Waiting For Download
page displays:
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Fig. 3:5-4 Waiting For Download page

3. The File Download dialog box should automatically open:

File Download |

Same files can harm pour computer. |f the file informatian belaw
looks suspicious. or you do not fully tust the source. do not open or

save this file
File name: 8eEClient. exe

File type:  Application
From: 8ebclient.com

& Thiz type of file could haim pour computer if it contains
malicious code.

‘whauld pou like to open the file or save it to pour computer?

Open | Save I Cancel | More Infio I

¥ | Blways ask before opening this bpe of file

Fig. 3:5-5 File Download dialog box

If this box does not open:

a. Click the Click Here to Reset hyperlink in the Waiting
For Download page to display a page containing the

Click Here to Install button:
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8e6 CLIENT Bebclient
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Copyright € 2006 * BatChont * All Rtights Riasorvad
El
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Fig. 3:5-6 Click Here to Install page

b. Click the Click Here to Install button to return to the

Waiting For Download page, and wait for the File
Download dialog box to open.

4. In the File Download dialog box, click Save to open the
Save As window:

2l

Savein: [ _ariginak IR B s il

File riame: [BecCiient. exe | save |
Save as type: |application | Cancel

v

Fig. 3:5-7 Save As window

5. Select the folder in which to save the 8e6Client.exe file,
and then click Save to save the file.
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NOTE: Once the 8e6Client.exe file is saved to the machine or to
the removable device it can be installed (see Install the Mobile
Client for information on how to install the Mobile Client via a
download to a machine).

Set up and Distribute Your Licenses frame

The Set up and Distribute Your Licenses frame contains the
following hyperlinks: Customize your distribution email,
Send your licenses via email, Distribute licenses to
multiple users:

# Set up and Distribute Your Licenses ®

Click on one of the options below:
+ Custorize your distribution email
» Send your licenses via email
» Distribute licenses to multiole users

Fig. 3:5-8 Set up and Distribute Your Licenses frame

Click a hyperlink to display a frame below that lets you
specify distribution criteria.

@ NOTE: The options to Customize your distribution email and

Distribute licenses to multiple users are primarily used in the 8e6
Home Product version of the 8e6 Client. 86 recommends just
using the Send your licenses via email option for the purpose of
sending only the administrator an email that lets him/her access
this Administrator console to uninstall the Mobile Client on end
users’ mobile PCs.
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Customize your distribution email

NOTE: Disregard this option if you are only distributing an email
to the administrator and not to end users, and go to Send your

licenses via email.

1. Click Customize your distribution email to open the
Customize your distribution email frame, used for
customizing text in the email message to be received by
end users to be assigned an open license for using the
Mobile Client:

F Set up and Distribute Your Licenses @

Click on one of the options below:
* Customize your distribution email
» Send your licenses via email
» Distribute licenses to multinle users

Customize your distribution email

Below you will see a form to send a Distribution Link, You can give thig link to your employees to download
one of your open licenses, When the link is visited, the visitor will be asked to confirm their email address,
contact information and employee number (if availble) so you will be able o identify who has which license.
Once their information is provided, they will be assigned one of your open licenses,

Once you send a license, this information will be stored.

You can customize your emails below:

Subject: MNetwork Installation Information

4 link to the application that needs to be downloaded to your workstation =
is included below, Please comtact the network administrator £or assistance.
- Thank you.

Hessage:

To install the 8ebclient software, click here: http:#e6client |.asp2il il=[EMAIL] 1

Fig. 3:5-9 Customize your distribution email frame

2. Make an entry in the Subject and/or Message text boxes
to customize the email message to be sent to end users.

Your entry in the Message text box will precede the
message that displays below the text box: “To install the
8ebclient software, click here: http://8e6client.com/down-
load.asp? id=150003&email=[EMAIL]”

NOTE: See Install the Mobile Client for information on how to
install the Mobile Client via an email message.
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96

Send your licenses via email

Click Send your licenses via email to open the Send your
licenses via email frame, used for entering email criteria of
the administrator and/or intended Mobile Client license
recipients:

# Set up and Distribute Your Licenses (@)

Click on one of the options below:
e Customize your distribution email
® Send your licenses wia email
o Distribute licenses to rultiple users

Send your licenses via email

‘ MName ‘ Email ‘ Employee # |59nd
|Tnm Jones |t]nnes@lﬂgn‘mm |153 Send

You can gend a distribution link o multiple ugers by uploading a CSV file, Click here to find out how,

Fig. 3:5-10 Send your licenses via email frame
You can email license links to the administrator, a single end
user, or multiple end users.

NOTE: At least one email must be distributed—most likely to the
administrator—in order to be able to access this Administrator
console to uninstall the Mobile Client on end users’ mobile PCs.

Send an email to one user

1. Enter the end user’s Name.
2. Enter the end user’s Email address.

3. Enter the end user’'s Employee # or unique identifier,
such as the mobile PC’s MAC address.

4. Click Send to display a message at the top of the screen
indicating that your email has been dispatched. This
action also opens the View and Manage Your Distributed
Licenses frame at the bottom of the screen.

NOTE: See View and Manage Your Distributed Licenses frame
for details about that frame.
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Send emails to multiple users

NOTE: Disregard this option if you are only distributing an email
to the administrator and not to end users.

In the Send your licenses via email frame, note the
message at the bottom of the frame states: “You can send a
distribution link to multiple users by uploading a CSV file.
Click here to find out how.”

1. Click the Click here to find out how hyperlink to open
the Upload a CSV (comma separated file) and Distribute
to multiple users section of the frame:

# Set up and Distribute Your Licenses 3

Click on one of the options below:
® Customize vour distribution email
® Send your licenses via email
o Distribute licenses to multiple users

Send your licenses via email

‘Name |Emai| |Emp\uyee # ‘Send

[ [ [ Send

You can send a distribution link to multiple users by uploading a CsY file, Click here 1o find out how,

Upload a CSV (comma separated file) and Distribute to multiple users

You can send a distribution link to multiple users by uploading a CSY file.
Download the examples below, fill in the data, save the file and upload to our server.
Make sure you leave the header colurn intact!

= Name: This is the name of the user

= Email: This is the email address of the user

= Employee Number: This is a unique identifier, such as a mac address, random nurmber or an
employee number

Download The Example {C5Y) File

Find vour File: | Eharme Upload File

NOTE: The URL sent in the email is valid for new downioads as long as you have open licenses, Your
employess may revisit this link as many times as needed for reinstallations. They will only need o provide the
same e-mail address they used for their original download.

Fig. 3:5-11 Multiple users distribution section of the frame

2. Click the CSV hyperlink beneath the list of instructions to
open a separate browser window containing a sample
.csv file:

8e6 TECHNOLOGIES, 8E6 MoBILE CLIENT USER GUIDE 97



MOBILE CLIENT SECTION CHAPTER 5: LICENSE DISTRIBUTION
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Fle Edt WVew [eet Fomst Took Osta Accbet GeTo Faverbes  Help -
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Fig. 3:5-12 Sample .csv file

This .csv file contains the “name”, “email”, and “employ-
eenumber” columns, and two rows of sample entries.

. Save the .csv file to your workstation. For each end user

to be included in the file, make the following entries on a
separate row in the file, leaving the column headers in
line 1 intact:

* pname - end user’s first and last name

* email - end user’s email address

* employeenumber - end user’s employee number or
unique identifier, such as the mobile PC’s MAC
address

. Save your entries in the .csv file.

. In the Upload a CSV (comma separated file) and

Distribute to multiple users frame, click the Browse
button to open the Choose file window.

. In the Choose file window, find the .csv file to be

uploaded and click on it. This action closes the Choose
file window and enters the entire path of the location and
file name in the Find Your File field.
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7. Click the Upload File button to upload the .csv file to the
server. Once the file is uploaded, the License Distribution

screen redisplays.

8. Click the Send your licenses via email hyperlink to
open the Send your licenses via email frame:

=] Set up and Distribute Your Licenses (@

Click on ane of the options below:

& Customize your distribution email
s Send your licenses via email
s Distribute licenses to multiple users

Send your licenses via email
‘Name ‘Emal\ |Emp\nyee * ‘Eend

[ [ [ Send

| File Narme ‘ File Size | File Type | Send

distributionr3k.cev ¥ 97 bytes CSY File Send To All

Fig. 3:5-13 Send your licenses via email frame, multiple users

Note that an additional section for multiple email address
distribution now displays beneath the section for single
email address distribution. This new section includes the
following information:

* File Name - name of the .csv file. Click the file name
hyperlink to open a separate browser window
containing the file.

@ TIP: Click the “X” hyperlink if you wish to delete the file.

* File Size - size of the file in bytes
* File Type - type of file, i.e. “CSV File”
* Send - clicking the button distributes the email to all
end users included in the file.
9. Click Send To All to dispatch the message to all email
addresses in the .csv file, and to redisplay the License
Distribution screen with a message indicating the emails

were sent. This action also opens the View and Manage
Your Distributed Licenses frame at the bottom of the

screen.
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NOTE: See View and Manage Your Distributed Licenses frame
for details about that frame.

View and Manage Your Distributed Licenses

Click “View and Manage Your Distributed Licenses” or the
“+” symbol to open the View and Manage Your Distributed
Licenses frame, used for viewing the current statuses of
licenses, downloading the Mobile Client, obtaining a pass-
word key, and uninstalling the license:

View and Manage Your Distributed
= Licenses G
Name Ernail |Emp‘ # |5taius ‘ann\nad Info Uninztall
1 SueSnetsinger  ssnetsinger@logo.com 127 Dovrloaded on 6/1(2006 4:43:43 P 6112006 (3) Dowrload X Key
2 phil Camey pramey@logo.com 134 Downloaded on 5/31/2006 5:51:23PM | 5/31/2006 (1) Download X Key
3 Tom Jones tones@loga.com 153 Dovrloaded on 5/31/2006 5:53:03PM | 5{31i2006 (2) Dovrload ® Key

4 Marls Bennett  mbennsti@logo.com 142 Email Sent on 5/31/2006 7:07:41 P NjA Dovnload X Key

Fig. 3:5-14 View and Manage Your Distributed Licenses frame
The table that displays in this frame is comprised of rows of
data corresponding to each individual distributed an email.

NOTE: Any new email sent displays red, bold, and italicized text
across the row.

Table columns

The following columns are included in the table: Name,
Email, Emp. #, Status, Download Info.

Name

This column displays the name of the end user as entered in
the email sent to that user.

Email

This column displays the email address of the end user.
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Emp. #

This column displays the unique identifier entered in the
email sent to the end user (employee number, MAC
address, etc.).

Status

This column displays one of the following statuses showing
the current distribution process, in which M/D/YYYY repre-
sents the month, day, and year, and H:MM:SS represents
the hour, minutes, and seconds:

* Email Sent on M/D/YYYY H:MM:SS AM or PM

» Clicked Link and Updated Info M/D/YYYY H:MM:SS AM
or PM

¢ Clicked Install on M/D/YYYY H:MM:SS AM or PM
* Downloaded on M/D/YYYY H:MM:SS AM or PM

Download Info

This column displays the following information:

« date and time the Mobile Client was last downloaded,
using the M/D/YYYY format.

TIP: By placing your mouse over the date, the complete M/D/
YYYY H:MM:SS AM or PM information displays.

¢ number of times the Mobile Client was downloaded,
shown in parentheses ().

TIP: By placing your mouse over the (), the Last Authenticated
date displays, if available.
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* Download hyperlink - Click the hyperlink to open a sepa-
rate window that lets you begin the Mobile Client down-
load process:

+ If the Mobile Client was previously downloaded -
the Click Here to Install page opens:

=101 x|

Ty BekCliend - Microsalt Imernet Euplorer
Fle Edt Vew Fawvorbes Tooks  Helo -
ok v o - D7) A | Do oo @veda (4 D S - 5]

ryoe

ccxtin s et bt gt =] @a

]

s [ @] benncifienberd compcei

8ef cuent SeBalient

Nome  Services

Ciick Hara tm install

BRLLIRrR * All RS REserved

oo

Fig. 3:5-15 Click Here to Install page

Follow steps 3b - 5 in the Download frame sub-section
for downloading the Mobile Client.

« If this is the first time the Mobile Client is being
downloaded - the Account Information window opens:
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Wzt bret - Ma rinelt Inkemet rerer

=10l x|
| Pl O Ve Faetes Took e

e e - QD A D Gifetss Frede (3 P-DH-H

| ek [ 2otz fiomn Bmichore cormi comriond aep ek | NN Mearmabmtormsi@iogc com rkmhl 25abint e = fe
|
8e6 CLIENT Bebclient
Home  Services
This bs the first time you have downloaded the fiter account.
Pinase vorify the nformation beiow and it S Lpate bution
Account Information
Name Tom Jones
Emad HoresgHoga com
Upctane Acceurn
CR A 10 2006 * NCCi o R d
—- - El
& © vieel P

Fig. 3:5-16 Account Information window

1. After verifying the Name and Email address, click
Update Account to display a message indicating
the account has been created:

Wzt bret - Ma rinelt Inkemet rerer

=10l x|
| Fe OR Ve Feories Took bee
detack = - D A Dk Gifeots Preds P DI F -4

o T ym————" Em— =l e
|
8e6 CLIENT Beclient
Home  Services.
| . ek I
Chck Hore 10 Iratall
Coppright © 2006 * BetChert * All Rights Reserved

& oorm O barnt P

Fig. 3:5-17 Account creation confirmation message
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2. Follow steps 3b - 5 in the Download frame sub-
section for downloading the Mobile Client.

Uninstall

This column includes the following hyperlinks:

» X-click this hyperlink if you wish to uninstall the license.
This action removes the end user’s license information
from the table, adds one more license to the available
licenses count, sends the end user an email with the
password key, and redisplays the License Distribution
screen with a message specifying the significant results
of the action.

TIP: By placing your mouse over the “X”, more information about
this feature displays.

NOTE: 8e6 recommends leaving at least one license uninstalled;
this should be the administrator’s license.

* Key - click this hyperlink to open a pop-up box that lets
you enter the password key.

NOTE: See Uninstall the Mobile Client for information on unin-
stalling the Mobile Client if using the Windows Integrated Version.
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Install the Mobile Client

There are two scenarios in which the Mobile Client is
installed:

* via the downloaded 8e6Client.exe icon

* via the hyperlink in an email

Downloaded Icon Setup

1. Go to the folder in which the 8e6Client.exe icon was

downloaded.

2. Click the sesclent.exe 8e6Client.exe icon to launch the
automatic installation process:

WinZip Self-Extractor - 8e6Client.exe

8e6 Mobile Client Setup |
Flease wait while extracting the program files and
launching the setup..

Otgibeit: FIHIHAL a7 About |

Fig. 3:5-17 Installation process

3. After the application has been installed, a message
displays to alert you to restart the machine:

P ge6 Mobile Client x|

The 8eE Mobile Client has been successfully inztalled on wour computer.
Pleaze cloze all ather applications and press restart to rebaat paour
computer.

Fig. 3:5-18 Restart message

4. Click Restart to restart the machine.
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Email Hyperlink Setup

1.
2.

Open the email with the installation message.

Click the hyperlink in the message to open the Click Here
to Install page (see Fig. 3:5-15).

Follow steps 3b - 5 in the Download frame sub-section
for downloading the Mobile Client.

Uninstall the Mobile Client

Follow these steps if uninstalling the Mobile Client manually
on a Windows Integrated machine.

1.

Go to the taskbar and click Start > Control Panel > Add
or Remove Programs in Windows XP, and Start >
Settings > Control Panel > Add/Remove Programs in
Windows 2000.

. Find the 8e6 Mobile Client program and click Remove in

Windows XP, and Change/Remove in Windows 2000 to
open the Uninstall 8e6 Mobile Client dialog box:

Uninstall 8e6 Mobile Client x|
This application is part of your organizations Internet security policy and provides Internet filketing. Attempts to
circumwent this software may lead ta a loss of Inkernet cannectivity.

Due ka its secure nature this application requires a password priar to uninstallation, This password can be obtained
From the administrator of your Internet Filker.
Click UINIMSTALL ko cantinue.

Q UMINSTALL CAMNCEL

Fig. 3:5-19 Uninstall 8e6 Mobile Client dialog box

3. Click UNINSTALL to close the Uninstall 8e6 Mobile
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Client dialog box, and to open the Uninstall dialog box:
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uninstall E

To uninstall this application please contact your onganizations Intemet Filtering
administrator and provide the 1D number given below. You cannot proceed with the
remaval of this software withaut a key.

Cancel
Fig. 3:5-20 Second Uninstall dialog box

4. Copy the eight-digit number displayed in the ID field.

5. Go to the View and Manage Your Distributed Licenses
frame in the License Distribution screen and find the
license to be deleted.

Click the Key hyperlink to open the box that lets you
generate a password key:

/3 http:/ /www.8ebclient.com/distribution. O x|

Enter the ID from the client uninstall box below

Generate Key

Fig. 3:5-21 Generate a key

6. In this box (see Fig. 3:5-21), enter the ID number from
the Uninstall dialog box (see Fig. 3:5-20).

7. Click the Generate Key button to close the generate key
box, and to open the password key box that shows the
account number and automatically generated password:
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/2] http:/ fwww.Be6client.com/distribution.a: 1ol x|
Account: 150003-6-tonesi@logo. com

This 15 the password key to enter the contrel panel or to
uninstall the filter: d42256

Fig. 3:5-22 Generated key

8. Access the Uninstall dialog box again and enter the
generated password key in the Key field:

uninstall =

To uninstall this application please contact your organizations Internet Filtering
administratar and pravide the 1D number given below. You cannat proceed with the
remaval of this software withaut a ke,

Key |u42255

Cancel
Fig. 3:5-23 Uninstall dialog box, Key entry

9. Click OK to begin the uninstallation process. When the
Mobile Client has been uninstalled, a message displays
asking you to restart the machine:

P 506 Mobile Client |

8e6 Mobile Clignt has been remaved from your system. Please close al
other applications and press restar to reboot your computer,

Fig. 3:5-24 Restart message

10. Click Restart to restart the machine.
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TECHNICAL SUPPORT / PRODUCT
WARRANTIES

Technical Support

For technical support, visit 8¢6 Technologies’s Technical
Support Web page at http://www.8e6.com/support/
index.htm, or contact us by phone, by e-mail, or in writing.

Hours

Regular office hours are from Monday through Friday, 8
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only.
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999
2. Select option 2

International

1. Call +1-714-282-6111
2. Select option 2

E-Mail

For non-emergency assistance, e-mail us at
support@8e6technologies.com
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Office Locations and Phone Numbers

8e6 Corporate Headquarters (USA)

828 West Taft Avenue

Orange, CA 92865-4232

USA

Local 1 714.282.6111

Fax 1 714.282.6116

Domestic US : 1.888.786.7999

International o +1.714.282.6111
8e6 Taiwan

RM B2, 13F, No. 49, Sec. 3, Minsheng E. Rd.

Taipei 104

Taiwan, R.O.C.

Taipei Local : 2501-5285

Fax . 2501-5316

Domestic Taiwan : 02-2501-5285

International ;. 886-2-2501-5285
8e6 China

Beijing Room 909, 9 Floor

Tower 1, Bright China Chang An Building
No. 7, Jian Guo Men Nei Dajie

Beijing 100005, China

Beijing Local : 65180088

Fax . 65180328
Domestic China : 010-65180088
International . 86-10-65180088
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Support Procedures

When you contact our technical support department:

* You will be greeted by a technical professional who will
request the details of the problem and attempt to resolve
the issue directly.

» If your issue needs to be escalated, you will be given a
ticket number for reference, and a senior-level technician
will contact you to resolve the issue.

» If your issue requires immediate attention, such as your
network traffic being affected or all blocked sites being
passed, you will be contacted by a senior-level techni-
cian within one hour.

* Your trouble ticket will not be closed until your permission
is confirmed.
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Product Warranties

Standard Warranty

8e6 Technologies warrants the medium on which the 8e6
product is provided to be free from defects in material and
workmanship under normal use for period of one year (the
“Warranty Period”) from the date of delivery. 8e6 Technolo-
gies’ entire liability and customer’s exclusive remedy if the
medium is defective shall be the replacement of the hard-
ware equipment or software provided by 8e6 Technologies.

8e6 Technologies warrants that the 8e6 product(s) do(es)
not infringe on any third party copyrights or patents. This
warranty shall not apply to the extent that infringement is
based on any misuse or modification of the hardware equip-
ment or software provided. This warranty does not apply if
the infringement is based in whole or in part on the
customer’s modification of the hardware equipment or soft-
ware.

8e6 Technologies specifically disclaims all express warran-
ties except those made herein and all implied warranties;
including without limitation, the implied warranties of
merchantability and fitness for a particular purpose. Without
limitation, 8e6 Technologies specifically disclaims any
warranty related to the performance(s) of the 8e6
product(s). Warranty service will be performed during 8e6
Technologies’ regular business hours at 8e6 Technologies’
facility.
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Technical Support and Service

8e6 Technologies will provide initial installation support and
technical support for up to 90 days following installation. 8e6
Technologies provides after-hour emergency support to 8e6
server customers. An after hours technician can be reached
by voice line.

Technical support information:

Online: http://www.8e6.com/support/index.htm
Toll Free: 888-786-7999, press 2

Telephone: 1+714-282-6111, press 2

E-mail: support@8e6technologies.com

Have the following information ready before calling tech-
nical support:

Product Description:

Purchase Date:

Extended warranty purchased:
Plan #

Reseller or Distributor contact:

Customer contact:
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Extended Warranty (optional)

The extended warranty applies to hardware and software of
the product(s) except any misuse or modification of the
product(s), or product(s) located outside of the United
States. The extended warranty does not include new
product upgrades. Hardware parts will be furnished as
necessary to maintain the proper operational condition of
the product(s). If parts are discontinued from production
during the Warranty Period, immediate replacement
product(s) or hardware parts will be available for exchange
with defective parts from 8e6 Technologies’ local reseller or
distributor.

Extended Technical Support and Service

Extended technical support is available to customers under
a Technical Support Agreement. Contact 8e6 Technologies
during normal business hours, 8 a.m. to 5 p.m. PST, at (888)
786-7999, or if outside the United States, call 1+(714) 282-
6111.
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