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Trustwave is pleased to announce the release of Security Reporter version 3.5.10. This software release
requires a Trustwave Security Reporter appliance running software version 3.5.0, and will upgrade the
Trustwave Security Reporter software version to 3.5.10.

Updated Features

Operating System upgrade

SR now runs under the TrustOS operating system (version 2.5.9).

e This release of TrustOS mitigates the Meltdown Vulnerability (CVE-2017-5754).

Software Updates and Changes

e MySQL has been updated to mitigate security concerns.

Resolved Issues

e For a list of Resolved Known Issues, browse to http://www.trustwave.com/software/8e6/ts/sr-rki.html.
Click the SR 3.5.10 accordion section (and earlier version sections if upgrading from earlier versions)
to view the resolved known issues for this software release.

System Requirements

This software release is available for the following hardware platforms:

Models 300, 500, 505, 700, 705, 730, 735

Browser requirements

The following minimum browser versions are tested and fully supported for access to the SR web
interfaces:

e Internet Explorer 11

e Edge (Note: Certificate management for Edge is performed in Internet Explorer.)
e Firefox (current versions)

e Chrome (current versions)

e Safari (current versions)

Earlier browser versions can generally be used to access the Report Manager. The System Configuration
interface requires a HTML5 compliant browser.
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permission to run Flash for each site. For more information about how this change affects SR,
see Trustwave Knowledgebase article Q20733.

@ Note: The latest versions of Safari (10 and above) and Chrome (55 and above) require user

Update Instructions

To update your supported Security Reporter appliance, see the Software Update section of the
Administrator Guide or Software Update screen in the Console.

The update cannot be uninstalled.

Documentation

To download the full set of documentation that applies to this release, see
https://www.trustwave.com/support/SR/
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Legal Notice
Copyright © 2018 Trustwave Holdings, Inc.

All rights reserved. This document is protected by copyright and any distribution, reproduction, copying, or
decompilation is strictly prohibited without the prior written consent of Trustwave. No part of this document
may be reproduced in any form or by any means without the prior written authorization of Trustwave.
While every precaution has been taken in the preparation of this document, Trustwave assumes no
responsibility for errors or omissions. This publication and features described herein are subject to
change without notice.

While the authors have used their best efforts in preparing this document, they make no representation or
warranties with respect to the accuracy or completeness of the contents of this document and specifically
disclaim any implied warranties of merchantability or fitness for a particular purpose. No warranty may be
created or extended by sales representatives or written sales materials. The advice and strategies
contained herein may not be suitable for your situation. You should consult with a professional where
appropriate. Neither the author nor Trustwave shall be liable for any loss of profit or any commercial
damages, including but not limited to direct, indirect, special, incidental, consequential, or other damages.

The most current version of this document may be obtained by contacting:

Trustwave Technical Support:
Phone: +1.800.363.1621
Email: tac@trustwave.com

Trademarks

Trustwave and the Trustwave logo are trademarks of Trustwave. Such trademarks shall not be used,
copied, or disseminated in any manner without the prior written permission of Trustwave.

About Trustwave®

Trustwave helps businesses fight cybercrime, protect data and reduce security risk. With cloud and
managed security services, integrated technologies and a team of security experts, ethical hackers and
researchers, Trustwave enables businesses to transform the way they manage their information security
and compliance programs. More than three million businesses are enrolled in the Trustwave
TrustKeeper® cloud platform, through which Trustwave delivers automated, efficient and cost-effective
threat, vulnerability and compliance management. Trustwave is headquartered in Chicago, with
customers in 96 countries. For more information about Trustwave, visit https://www.trustwave.com.
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