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Security Reporter 3.4.10 Release Notes

April 2015

Trustwave is pleased to announce the release of Security Reporter version 3.4.10. This software release
requires a Trustwave Security Reporter appliance (or virtualized instance) running software version
3.3.15 or 3.4.0 and will upgrade the Trustwave Security Reporter software version to 3.4.10. This upgrade
is not available from version 3.3.20.

This upgrade is compatible with a Secure Web Gateway appliance running software version 11.0 or later.

This upgrade does not provide reporting for Web Filter. If you use SR to report on Web Filter activity, do
not apply this release.

New Features

If you are upgrading to version 3.4.10 from version 3.4.0, this release includes minor changes in a
number of areas, as well as further bug fixes.

If you are upgrading to version 3.4.10 from version 3.3.15, the new release includes additional significant
changes in a number of areas (originally released in version 3.4.0), along with minor enhancements and
bug fixes.

For a summary of the changes made in 3.4.0 and 3.4.10, see below. For more details on the minor
changes, see the Resolved Issues section below. For full technical details, see the Appliance Installation
Guide and the Administrator Guide. To download documentation, see the link at the end of these notes.

Changes new in 3.4.10

Optional secondary sort

SR provides a global option to sort report results on the Group By field if the primary sort is on another
field. This option clarifies the returned results but requires additional processing time.

Enhanced filter selection

SR automatically adds “include all” to User Group and Report Filters if no other included items are
selected. SR removes “include all” from these filters if a specific included item is selected.

Detail Report time headings

SR shows the selected times as well as the dates in the heading of detail reports.

Data storage and processing enhancements

Some data processing strategies have been optimized for better performance.

The “Detail result warning” for large record sets is no longer required and configuration for this option has
been removed.

MySQL has been updated to version 5.5.42.
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Vulnerability related updates

A number of modules have been updated to address recently reported vulnerabilities in open source
software.

Changes new in 3.4.0

These features also apply to release 3.4.10.

Support for Application Control

SR provides the ability to report on Application Control activity in the SWG. The new items include
additional Summary Reports, and a new channel in the Report Wizard.

Support for Dynamic Categorization

SR provides the ability to report on Dynamic Categorization activity in the SWG. The new items include
options on the General tab of the Report Wizard, counts in Summary Reports, and an available column in
Detail Reports.

Support for IPv6

SR now supports IPv6 for reporting data as well as for system configuration. In fields that require entry of
a network mask (either for IPv4 or IPv6), the mask is entered as a routing prefix length in CIDR notation.

Revised User Group page

The interface used to view and edit User Groups has been updated. Groups can now include IP ranges in
CIDR notation. Existing groups are automatically updated to use the new format.

The User Groups listing now displays the names of Group Administrators assigned to each user group.

Revised Summary Reports menu

Summary Reports are now grouped, and selected from a menu instead of a thumbnail strip.

The date scopes “Week to Yesterday” and “Month to Yesterday” have been replaced by “Current Week”
and “Current Month”.

A new Summary Report, Top 20 Sites by Bandwidth, has been added.

The following existing reports have been moved and renamed:

e Top 20 User Group Comparison is now found under Top 20 User Groups by Page Count > Pie Chart
e Top 20 Categories Comparison is now found under Top 20 Categories by Page Count > Pie Chart

Bar charts are also available for these two reports.

Redesigned System Configuration Interface

The System Configuration interface has been updated to a standard menu driven interface. Some items
have been moved to the Report Manager menus.

e A number of configuration items are now found on the Device Registry page.
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e SR Activation is found on the Server Information page.
e A new menu item, Administration > Server Status, gives access to detailed information about

system internals.

Safer Shutdown and Restart

The shutdown process has been revised to safely shut down the database system. This change helps to
prevent data corruption.

Changes to Group Administrator permissions
Group Administrators can no longer edit or remove groups assigned to them.
Group Administrators can view the membership of groups assigned to them.

Access to view Summary Reports can be disabled for Group Administrators.

Removed Functionality

e The Vulnerability Anti.dote channel and data has been removed from all reports. This feature is not
present in currently supported releases of SWG.

e Web Filter is not supported. Upgrade is not allowed if a Web Filter device is configured in SR.

e Language localization is no longer supported. The interface always displays in US English.

Data migration

Non-migrated historical reporting data (data that is still in version 3.2 format) is permanently deleted on
upgrade to 3.4.0 or above. Backups of data in the 3.2 format cannot be restored after upgrade. If you are
upgrading from version 3.3.15 and you want to save this data, you must complete migration before
upgrading to this release.

e |f any data would be lost during upgrade, the upgrade process requires the administrator to
confirm the action.

Resolved Issues

e For a list of Resolved Known Issues, browse to http://www.trustwave.com/software/8e6/ts/sr-rki.html.
Click the SR 3.4.10 accordion section (and the 3.4.0 section if upgrading from 3.3.15) to view the
resolved known issues for this software release.

System Requirements

This software release is available for the following hardware platforms:

Models 300, 500, 505, 700, 705, 730, 735

Browser requirements

The following browsers are tested and fully supported for access to the SR web interfaces:
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e Internet Explorer 10 or 11

e Firefox 30
e Chrome 35
e Safari 7

Later browser versions can generally be used. Previous browser versions can generally be used for
access to the Report Manager, but will not be usable for System Configuration screens.

Update Instructions

To update your supported Security Reporter appliance, see the Software Update section of the
Administrator Guide or Software Update screen in the Console.

Note: If the SR is currently processing a significant volume of logs, it could take several hours
for this software update to be installed.

This update performs a system restart to complete the installation.

Documentation

To download the full set of documentation that applies to this release, see
https://www.trustwave.com/support/SR/
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Legal Notice
Copyright © 2015 Trustwave Holdings, Inc.

All rights reserved. This document is protected by copyright and any distribution, reproduction, copying, or
decompilation is strictly prohibited without the prior written consent of Trustwave. No part of this document
may be reproduced in any form or by any means without the prior written authorization of Trustwave.
While every precaution has been taken in the preparation of this document, Trustwave assumes no
responsibility for errors or omissions. This publication and features described herein are subject to
change without notice.

While the authors have used their best efforts in preparing this document, they make no representation or
warranties with respect to the accuracy or completeness of the contents of this document and specifically
disclaim any implied warranties of merchantability or fitness for a particular purpose. No warranty may be
created or extended by sales representatives or written sales materials. The advice and strategies
contained herein may not be suitable for your situation. You should consult with a professional where
appropriate. Neither the author nor Trustwave shall be liable for any loss of profit or any commercial
damages, including but not limited to direct, indirect, special, incidental, consequential, or other damages.

The most current version of this document may be obtained by contacting:

Trustwave Technical Support:
Phone: +1.800.363.1621
Email: tac@trustwave.com

Trademarks

Trustwave and the Trustwave logo are trademarks of Trustwave. Such trademarks shall not be used,
copied, or disseminated in any manner without the prior written permission of Trustwave.

About Trustwave®

Trustwave is a leading provider of compliance, Web, application, network and data security solutions
delivered through the cloud, managed security services, software and appliances. For organizations
faced with today's challenging data security and compliance environment, Trustwave provides a unique
approach with comprehensive solutions that include its TrustKeeper® portal and other proprietary security
solutions. Trustwave has helped hundreds of thousands of organizations — ranging from Fortune 500
businesses and large financial institutions to small and medium-sized retailers — manage compliance
and secure their network infrastructures, data communications and critical information assets. Trustwave
is headquartered in Chicago with offices worldwide. For more information, visit
https://www.trustwave.com.
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