
 

What’s New in the R3000 ‘2.0.12’ Hot Fix Release 

This newest software release for the R3000 Enterprise Filter requires an R3000 unit running 
software version 2.0.10 or later. 

NOTE: 8e6 recommends applying this software update during periods of low network usage, as 
it will have a severe impact on the server resulting in a decreased filtering performance for 
approximately five minutes. 

Fixes and Enhancements 

This hot fix release addresses a vulnerability issue in which HTTP filtering is bypassed due 
to packet splits that cause the full HTTP header to be missing from each HTTP packet. An 
enhancement was made in the Filter window (System > Control > Filter) to add the HTTP 
Filtering frame. In this frame, you can enable the feature that automatically detects a split 
HTTP packet, and then specify the size in bytes for an HTTP packet header to be detected. 
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