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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes Ul control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the
product.

manner.

More documentation: This symbol highlights a reference to additional information in the
Security Reporter Administrator Guide.

0 Caution: This symbol highlights a warning against using the product in an unintended

Formatting Conventions
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1 Trustwave SR Virtual Introduction

Thank you for choosing to download and install Trustwave Security Reporter Virtual software. The Security
Reporter (SR) from Trustwave consists of the best in breed of Professional Edition reporting software
consolidated into one unit, with the capability to generate productivity reports of end user Internet activity
from Trustwave Web Filter and/or Trustwave Secure Web Gateway (SWG) appliance(s), and security
reports from an SWG.

After the SR software image is installed on your appliance and running as a virtual machine, logs of end
user Internet activity from a Web Filter and/or SWG are fed into the SR, giving you an overall picture of end
user productivity in a bar chart dashboard, and the ability to interrogate massive datasets through flexible
drill-down technology, until the desired view is obtained. This “view” can be memorized and saved to a
user-defined report menu for repetitive, scheduled execution and distribution.

Web Filter logs provide content for dynamic, real time graphical snapshots of network Internet traffic.
Drilling down into the URL categories or bandwidth gauges dashboard quickly identifies the source of user-
generated Web threats. SWG logs provide content for bar charts detecting security threats on the network
so that prompt action can be taken to terminate them before they become a liability on your network.

Using the SR, threats to your network are readily targeted, thus arming you with the capability to take
immediate action to halt the source, secure your network, and protect your organization against lost
productivity, network bandwidth issues, and possible legal problems that can result from the misuse of
Internet and intranet resources.

Quick setup procedures to implement the best reporting practices are included in the Best Reporting
Practices section of this Guide.

1.1 About this Document

This document is divided into the following sections:

* Introduction - This section is comprised of an overview of the SR product and how to use this docu-
ment

» Service Information - This section provides Trustwave contact information

* Preliminary Setup Procedures - This section includes instructions on how to prepare your environ-
ment for the inclusion of SR Virtual on your network

» Install and Configure SR Virtual - This section explains how to install and configure the SR for
reporting

* Best Reporting Practices - This section includes reporting scenarios and instructions for implement-
ing the best reporting practices to capture a snapshot of end user activity on your network that tells you
whether or not policies are being enforced

« Evaluation Mode - This section gives information on using the SR in the evaluation mode

» Appendices - Appendix A explains how to configure bandwidth monitoring. Appendix B explains how
to install the optional Ethernet Tap device on your network for bandwidth monitoring.

Trustwave SR Virtual Introduction
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* Index - An alphabetized list of some topics included in this document

Trustwave SR Virtual Introduction
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2 Service Information

Any software setup problem that cannot be resolved at your internal organization should be referred to a
Trustwave solutions engineer or technical support representative.

For technical assistance, please visit http://www.trustwave.com/support/ .

2.1 Trustwave Technical Support Call Procedures

When calling Trustwave regarding a problem, please provide the representative the following information:
*  Your contact information.

*  Original order number.

*  Description of the problem.

* Network environment in which the virtual appliance hosting SR Virtual software is used.

»  State of SR Virtual software before the problem occurred.

* Frequency and repeatability of the problem.

*  Can the product continue to operate with this problem?

* Can you identify anything that may have caused the problem?

Service Information
9 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.
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3 Preliminary Setup Procedures

3.1 Network Requirements

The following items are required for using SR Virtual:

* Host appliance on your network that supports Virtualization Technology

*  VMware ESXi 4.1 or 5 server

*  VMware ESXi 4.1 or 5 vSphere Client

* SR Virtual product downloaded to your appliance, which includes the following items:
* SR software image
* End User License Agreement

» link to Security Reporter documentation page at Trustwave’s Web site: http://www.trust-
wave.com/support/sr/documentation.asp

The following optional devices can be used with SR Virtual:

*  One or more attached “NAS” storage devices (e.g. Ethernet connected, SCSI/Fibre Channel con-
nected “SAN”)

* An Ethernet Tap device connected to the virtual server for monitoring bandwidth

3.1.1 Server Sizing Recommendations
The virtual host platform should meet the following minimum specifications:

* 64 bit architecture (required for supported ESXi versions)
e Four CPU cores

* 12 GB RAM assigned to the SR virtual appliance.

To determine the appropriate virtual disk size, contact your Account Manager.

If you intend to run more than one VM on the host, be sure to provide enough resource for each VM.

3.2 Download and Install the SR software image

1. Download the SR software image to your appliance from a link on this page:
http://www.trustwave.com/support/sr/virtual-product-upgrade.asp

assistance accessing the URL or downloading the SR image. Before installing the software image on your

Q Note: Contact your Trustwave account representative or a Trustwave solutions engineer if you need

machine, be sure you have reviewed the End User License Agreement.

Preliminary Setup Procedures
Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.
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2. Import the SR software image into the ESXi server..

Caution: Trustwave recommends selecting “Thick provisioned format” for your datastore. See Section 3.3
for important information about selecting “Thin provisioned format”.

3. With the SR powered on, access the vSphere Client's Console panel and proceed to the next section

of this Installation Guide that requires you to set up parameters for the SR to function on the network.

3.3 Important Virtual Machine Message

Trustwave recommends selecting “Thick provisioned format” since the system will automatically allocate
appropriate disk space to the SR Virtual image and you will not need to monitor the amount of disk space
being used by the datastore.

If “Thin provisioned format” is selected, you will need to monitor the amount of disk space available for SR
data storage.

If data storage space runs out, the machine will run out of memory and freeze up, and the following Virtual
Machine Message will display in the vSphere Client Console’s Summary tab and in a window: “There is no
more space for virtual disk name.vmdk (in which ‘name’ represents the name of the virtual machine). You
might be able to continue this session by freeing disk space on the relevant volume, and clicking Retry.
Click Cancel to terminate this session.”

Preliminary Setup Procedures
11 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.
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The following images illustrate this scenario:
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Virtual Machine Message
msg.hbacommon.outofspace:There is no more space for
virtual disk CC--60-63--THIN---SRVM-3.0.00.19_1.vmdk. You
might be able to continue this session by freeing disk space
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terminate this session.
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1
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i — .
| Virtual Machine Message
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-

To proceed, you will need to free up space on the disk, and then click “Retry” and OK to continue.

Preliminary Setup Procedures
Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.
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4 Install and Configure SR Virtual

4.1 Quick Start Setup Procedures

4.1.1 Login screen
In the Console panel of the vSphere Client:

1. Atthe login prompt, type in menu.
Press the Enter key to display the Password prompt.

At the Password prompt, type in the following: #s3tup#r3k

> w N

Press Enter to display the Quick Start menu screen.

4.1.2 Quick Start menu screen

Fri Apr 19 13:38:45 EDT 2813
Trustwave
Quick Start menu

Display Status
Enter administration password
Log off

Press the number of your selection_

1. Atthe Press the number of your selection prompt, press 2 to select the Quick Start setup process.
2. At the login prompt, re-enter your password: #s3tup#r3k

3. Press Enter to display the administration menu where you can begin using the Quick Start setup
procedures.

Install and Configure SR Virtual
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4.1.3 Quick Start setup

Fri Apr 19 13:42:17 EDT 2813
Trustwave
Quick Start menu

lay Status
ck Start setup
Conf igure metwork interface LAN1
Conf igure network interface LANZ
def au gateway

Conf igure host name

Time Zome regional setting

Conf igure setup wizard user
Reboot system

Change Quick Start password
Reset Admin account

Exit administration menu

1.
Z.
3.
4.
2.
b.
7.
B.
.
B.
C.
D.
x.

Press the number of your selection_

1. Atthe Press the number of your selection prompt, press 2 to select the “Quick Start setup” process.
The Quick Start setup process takes you to the following configuration screens to make entries:
+  Configure network interface LAN1
»  Configure network interface LAN2
+  Configure default gateway
»  Configure DNS servers
»  Configure host name
+ Time Zone regional setting

»  Configure setup wizard user.

as well as the username and password you create for logging into the “setup wizard”, as you will need to

@ Note: Please make a note of the LAN 1 and LAN 2 IP address and hostname you assign to the SR server,
use this information in later steps of the installation procedure.

2. After making all entries using the Quick Start setup procedures, press X to return to the Quick Start
menu screen. Or, to verify the status of the SR and review the entries you made using the Quick Start

setup, press 1 to view the System Status screen.
Note: To configure an individual screen from the Quick Start menu, press the number or alphabet
corresponding to that menu option, as described in the following sub-sections.

4.1.3.1 Configure network interface LAN1

1. From the Quick Start menu, press 3 to go to the Configure Network Interface screen for LAN1.

Install and Configure SR Virtual
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At the Enter interface LAN1 IP address prompt, type in the LAN1 IP address and press Enter.

At the Enter interface LAN1 netmask prompt, type in the netmask for the LAN1 IP address and press
Enter.

Press Y to confirm, or press any other key to cancel this change.

4.1.3.2 Configure network interface LAN2

1.
2.
3.

From the Quick Start menu, press 4 to go to the Configure Network Interface screen for LAN2.
At the Enter interface LAN2 IP address prompt, type in the LAN2 IP address and press Enter.

At the Enter interface LAN2 netmask prompt, type in the netmask for the LAN2 IP address and press
Enter.

Press Y to confirm, or press any other key to cancel this change.

4.1.3.3 Configure default gateway

1.

w N

From the Quick Start menu, press 5 to go to the Configure default gateway screen.
At the Enter default gateway IP prompt, type in the gateway IP address and press Enter.

Press Y to confirm, or press any other key to cancel this change.

4.1.3.4 Configure DNS servers

1.
2.

From the Quick Start menu, press 6 to go to the Configure Domain Name Servers screen.

At the Enter first DNS server IP prompt, type in the IP address of the DNS server to use and press
Enter.

At the Enter (optional) second DNS server IP prompt, either type in the IP address of an alternate
DNS server to use and press Enter, or just press Enter to bypass making a second DNS server entry.

4.1.3.5 Configure host name

1.
2.
3.

From the Quick Start menu, press 7 to go to the Configure host name screen.
At the Enter host name prompt, type in the hosthname and press Enter.

Press Y to confirm, or press any other key to cancel this change.

4.1.3.6 Time Zone regional setting

1.
2.

From the Quick Start menu, press 8 to go to the Time Zone regional configuration screen.

Select a region using up-arrow and down-arrow keys. Press Y when you have selected the appropriate
region, or press Esc to cancel this change.

Q Note: If this server is located in the USA, please select “US” and not “America”.

15

Install and Configure SR Virtual
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3. After you select the region, you may be prompted to select the locality within the selected region.
Select thefte locality and press Y to confirm, or Press Esc to cancel the change.

Note: If you are making any change to this menu selection, you must reboot the server to make your
Q settings effective.

4.1.3.7 Configure setup wizard user

1. From the Quick Start menu, press A to go to the Configure Wizard user screen.

2. Atthe Enter wizard user name prompt, type in the new username to be used by the global
administrator for the SR Wizard user setup process and press Enter.

Note: The username ‘admin’ cannot be used since it is already the default username. The default
password is ‘testpass’.

3. At the Enter wizard password prompt, type in the new password for the username you entered and
press Enter.

Note: The username and password you enter and save here will be used by the global administrator for
Single Sign-On access in the SR user interface.

4. Press Y to confirm, or press any other key to cancel this change.

4.1.3.8 Non-Quick Start procedures or settings
The options described below do not pertain to the quick start setup process.

4.1.3.8.1 Reboot system

1. From the Quick Start menu, press B to go to the Reboot confirmation screen.

2. Atthe Really reboot the system? prompt, press Y to continue, or press any other key to cancel

reboot.

4.1.3.8.2 Change Quick Start password

1. From the Quick Start menu, press C to go to the Change Administrator Password screen.
password is #s3tup# r3k) but will not change the global administrator’s Single Sign-On password used
for accessing the SR user interface via its login window (the default password is ‘testpass’). Option D,

“Reset Admin account”, should be used for resetting the SR login password (the default account reset
password is ‘reporter1!’) and for unlocking all IP addresses currently locked.

Q Note: This option will change the password used for accessing the Quick Start menu (the default

2. Atthe Enter the new administrator password prompt, type in the new password to be used for
accessing the Quick Start menu and press Enter.

3. Atthe Re-enter the new administrator password prompt, re-type the password you just entered and
press Enter, or press Esc to cancel the change.

Install and Configure SR Virtual
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4.1.3.8.3 Reset Admin account

1. From the Quick Start menu, press D to go to the Reset admin GUI account confirmation screen that
displays the following message:

Reset admin account password? Are you sure?
NOTE: This process will also unlock the admin account and unlock all currently

locked IPs.

Caution: This option resets the global administrator’s Single Sign-On password to ‘reporter1!” and will
unlock all IP addresses currently locked.

2. Press Y to continue, or press any other key to cancel admin account reset.

4.1.4 System Status screen
Fri Apr 19 13:43:16 EDT 2813

Trustwave
System Status - updates every 18 seconds

Serial Number 12345

lanl IP = 19Z2.168.1.248 Mask = 255.255.255.8
lanZ IP = 1B8.168.56.28 Mask = 299 .£55.8

Default gateway IF: 192.168.1.1
3R host mame: Demo-SRUM.qc.Beb.net

DNS server IP addr (es): 192.168.1.1 172.208.168.288
Regional timezone setting: US-/Pacific

ER is nmormal TAR is mormal
Current Uersion: Security Reporter 3.3.8.27

Press any key to returm to menw..._

The System Status screen contains the following information:

« Serial Number (applicable only to SR Appliances)

* lan1 IP address and netmask specified in screen 3, and current status (“Active” or “Inactive”)
* lan2 IP address and netmask specified in screen 4, and current status (“Active” or “Inactive”)
» Default gateway IP address specified in screen 5 (Configure default gateway)

* SR host name specified in screen 7 (Configure host name)

* DNS server IP address(es) specified in screen 6 (Configure DNS servers)

* Regional timezone setting specified in screen 8 (Time Zone regional setting)

» current status of ER (System Configuration) and TAR (real time reporting) applications
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e Current Version of software installed

procedures. To access the System Status screen from the Quick Start setup screen, press 1 and then

Q Note: Modifications can be made at any time by returning to the specific screen of the Quick Start setup
Enter.

4.1.5 Log Off

After completing the Quick Start setup procedures, return to the Quick Start menu screen and press 9 to
log out.

Proceed to the next section.

4.2 Connect Peripheral Devices to the Host

Now that your SR network parameters are set, you can physically connect peripheral devices—i.e. Fibre
Channel Connected Storage Device and/or Tap device—to the host appliance.

4.2.1 Storage Device Setup (for Attached Storage Units)

If you have a NAS (Fibre Channel Connected Storage Device or “SAN”) that will be used with the SR, you
will need to connect it to the host appliance at this point.

4.2.2 Bandwidth Management

If you choose to install an Ethernet Tap for bandwidth monitoring, you will need to connect it to the host
appliance at this point. Refer to Appendix A and Appendix B at the end of this document for instructions on

how to configure Bandwidth Monitoring and how to connect an Ethernet Tap unit to the host appliance.

Note: In order to monitor bandwidth on the SR, both inbound and outbound traffic must be sent to the SR
Q through use of a port span, tap, or other similar device.

4.3 Access the SR and its Applications Online

Next you will access the SR and its applications online. For this step you will need your network
administrator to provide you the following information:

» If using a Web Filter, IP range and netmask of machines on the network that the Security Reporter
application will use for monitoring bandwidth on your network

*  Web Filter or SWG IP address, and port number to be used between the Web Filter/SWG and SR

4.3.1 Access the SR via its LAN 1 IP Address

1. Launch a supported web browser:
» Firefox 16
* Internet Explorer 8 or 9

e Safari5or6

Install and Configure SR Virtual
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4.

* Google Chrome 23

In the address line of the browser window, enter the URL (web address) of the Security Reporter
interface.

« The URLislike https://{the LAN 1 IP address}:8443
 (HTTPS and port 1443 are used for a secure network connection).
«  For example, if the LAN 1 IP address is 10.10.10.10 type in https://10.10.10.10:8443.

Click Go
The browser will display a security certificate issue page. This is expected behavior in the Security
Reporter setup.

Accept the security certificate to proceed to the login page.

Q Tip: For a full walk-through of accepting certificates in supported browsers, see Appendix C.

If the security issue page does not display in your browser, verify the following:

The SR is powered on.
Can the administrator workstation normally connect to the Internet?

Is the administrator workstation able to ping the SR’s LAN 1 IP address? (To ping the SR using the
Command Prompt in Windows XP, Vista, and 7, go to Start | All Programs | Accessories | Command
Prompt, type in Ping and the IP address using the x.x.x.x format—in which each X’ represents an
octet—and then press Enter.)

If pinging the IP address of the SR is unsuccessful, try restarting the network service or rebooting the
SR.

If still unsuccessful, contact a Trustwave solutions engineer or technical support representative.

Q Note: On a newly installed unit, reports will remain inaccessible until logs are transferred to the SR and

the database is built.

4.3.2 Accept the End User License Agreement

1.

19

In the Security Reporter login window, enter your Username and Password, and then click Login to
proceed:

Security Reporter W Trustwave:

Username |

Password

Forgot your password?

|koan

Install and Configure SR Virtual
Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Virtual Installation Guide - Version 3.3.15

You may be prompted to accept a security exception for the SR application, after which the EULA
Agreement dialog box opens:

»

END USER LICENSE AGREEMENT
Ver. 02Apri2
This END USER LICENSE AGREEMENT, together with all Exhibits (the "Agreement™) is an agreement between
the purchaser of Trustwawve Products (the "Customer”) and Trustwave Holdings, Inc., a Delaware corporation with
a place of business at 70 W. Madison St., Sute 1050, Chicaga, IL 60602 ("Trustwave™). The terms and conditions
of this Agreement apply to the Trustwave Products provided by Trustwave, hereunder.

Trustwave is willing to license the Software and the Documentation to Customer on the condition that Customer
accepts all of the terms in this Agreement. By entering Customer’s initials in the acceptance box, or dewnloading,
installing, copying or using the accompanying version of the Software, Customer is consenting to be bound by the
terms of this Agreement. The person indicating Customer’s assent to the terms of this Agreement represents that
he or she has the authority to bind Customer to this Agreement. 1f Customer has entered into a separate, pen-
signed agreement with Trustwave governing Customer’s rights to the Trustwave Products indicated in the Purchase
Order, then that p ol (and nat this ) will govern Customer’s rights to the Software.

i

1. Definitions. Unless atherwise defined herein, capitalized terms as wsed in this Agreement have the
meanings cet forth in Exhibit B attached herato.

2. License.

2.1 License Grant. Subject to the terms and conditions of this Agreement, and to the extent all fees
are paid, Trustwave grants to Customer & worldwide, non-exclusive, non-transferable, limited, personal license,
without tha right to grant sublicansas, far the Tarm set forth on a Purchase Order or in the online purchasing
console, to reproduce the Software and Documentation solely as necessary to install and use the Software, and
sulzir (i) for its intended an permitted use as identified by Trustwave, (i} in accordance with the Documentation and
ths the number of Workstations andfor User licenses set forth on a
Punchase Order or in the online purchasing conssole), (i) for Custerner’s internal business purposes, and (iv) in
compliance with all applicable laws. Customer may make one (1) copy of the Software solely for backup or archival ~

Do you accept the conditions of the Trustwave End User License Agresment?

Yes| No|

2. After reading the End User License Agreement, click Yes to accept the EULA, close the EULA
Agreement dialog box, and open the Security Reporter Wizard Login window.

Proceed to Log in to the Security Reporter Wizard.

4.3.3 Log in to the Security Reporter Wizard

1. In the Username field of the Login window, type in the username specified in the Configure setup
wizard user screen of the Quick Start Setup Procedures:

Security Reporter P Trustwave®

Wizard Login
Flease login using the "Wizard User crested during the 'Quick Start
Setup!
Username |
Password
| Legin. |

2. Inthe Password field, type in the password specified in the wizard screen.

3. Click Login to close the login window and to go to the Security Reporter wizard screen.
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4.3.4 Use the SR Wizard to Specify Application Settings

s — rity Reporter W Trustwave:

Main Administrator Web Filter Setup
dl"i Register the first adminisirator. Please make sure you WF These sefling are used for communication with the
L T R—

use only alpha-numeric characters. J Web Filter.
Username: Email; ~ Server Name: Server IP:
Password: . Confirm Password: T — (Laga
| Source EServer Name |Server IP
Language: _English [en US] | X Local Web Filter 127.0.01

@ Bandwidth Range
{8}

The following [P ranges will be used to monitor the

network traffic in your organization. T =i =
|\ Setas Source || Remove |

IP Address: Subnet Mask: Secure Web Gateway Setup
i m These setlings are used to import log data from

SWG(s).

Lﬂga.] HName: Description:

IP Address |Subnet Mask

.@

Name | Description

Remove
FTP Login used for feeding log files; see SWG User Guide.
Password (for SWG user): Confirm Password:

Remove Click "Save’ to finish setting up your SR. | Save.

At minimum, the Main Administrator section must be populated and saved. The following section(s) should
be populated for the type of Web-access logging device(s) to be used with this SR, if you have the
necessary data at this time:

* Bandwidth Range and Web Filter Setup sections, if using one or more Web Filters with this SR.
»  Secure Web Gateway Setup section, if using one or more SWG policy servers with this SR.

information will need to be provided in the Device Registry panel of the user interface before the SR can

Q Note: If the Web Filter or Secure Web Gateway sections are not populated at this time, the required
function on your network.

4.3.4.1 Enter Main Administrator Criteria

1. Enter the Username the global administrator will use when logging into the Security Reporter. The
global administrator has the highest level of permissions in all user applications in SR.

2. Enter the Email address of the global administrator, who will be notified via email regarding system
alerts.

3. Enter the Password to be used with that username, and enter the same password again in the
Confirm Password field.
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4.

‘ol —

Make a selection from the Language pull-down menu if you wish to change the language that
currently displays in the user interface to another language included in the menu: English, Simplified
Chinese, and Traditional Chinese.

Caution: If choosing another language from this menu, the new language will immediately display in the
user interface upon saving your entries in this panel.

Note: Click Save in the lower right corner of this panel after making your entries and settings in this panel.

4.3.4.2 For Web Filters: Go to Bandwidth Range and Web Filter Setup
Q Note: Bandwidth Range and Web Filter Setup entries are pertinent only to Web Filters to be used with this

SR. If one or more Web Filters will be used with this SR, these entries are not required during this Wizard
setup process, but if not entered during this process, must be configured in the device registry in order to
use the SR on your network.

4.3.4.2.1 Enter Bandwidth Range

1.
2.

Enter the bandwidth IP Address range the Security Reporter will monitor.

Enter the Subnet Mask for the bandwidth IP range to be monitored, using the dotted decimals notation
format.

Click Add to include your entries in the list box below.

Q Note: Additional bandwidth ranges can be included by following steps A through C again. To remove a

bandwidth range, select the IP Address from the list box and then click Remove.

4.3.4.2.2 Enter Web Filter Setup Criteria

1.

Enter the Server Name of the Web Filter to be used with the Security Reporter, which is any name you
wish to associate with that Web Filter.

Enter the Server IP address of the Web Filter server to be used with the Security Reporter.

Click the “Set as Source” check box if this Web Filter will be designated the primary Web Filter to be
associated with the Security Reporter. Otherwise, leave the check box blank.

Click Add to include your entries in the list box below.

Notes:
Q » Additional Web Filters can be included by following steps A through D again.

» The Source Web Filter is designated by an “X” in the Source column of the list box.

» To specify a Source Web Filter server from available entries in the list box, select the Server Name and
then click Set as Source.

» To remove a Web Filter server from the list, select the Server Name from the list box and then click
Remove.
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4.3.4.3 For SWGs: Go to Secure Web Gateway Setup

Note: Secure Web Gateway Setup entries only apply if you plan to use this SR to provide reporting for

Q one or more SWG Policy Servers. SWG entries are not required during this Wizard setup process. You
can enter them later in the device registry.

1. In the Secure Web Gateway Setup section, type in the Name and/or Description for the SWG.

2. Click Add to include the server criteria in the list box below.

Q Tip: To remove the SWG from the list box, select it and then click Remove.

3. Type in the Password (for SWG user) and type this same password again in the Confirm Password
field. The password entered here will be used by all SWG Policy Servers set up in the Device Registry

panel to provide security when the SWGs send logs to this SR.

Note: The password entered in this field must be added in the user interface of each SWG that will send
Q logs to this SR.

4.3.4.4 Save settings

Click Save at the bottom right of the screen to save your settings and to go to the login window of the
Security Reporter user interface (see Step 4).

4.4 Generate SSL Certificate

4.4.1 Generate a Self-Signed Certficate for the SR

This step requires you to generate a self-signed certificate so your browser will recognize the SR as an
accepted application.

1. In the Security Reporter login window, type in the Username and Password set up during the SR
wizard.

2. Click Login to access the Report Manager application.
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3. Go to the navigation menu bar at the top of the screen and select Administration | HTTPS
Configuration to display the HTTPS Configuration screen:

‘Security Reporter B Trustwave:

HTTPS Configuration

ﬂ This sereen fasilitstes the modifioation of HTTPS certificate settings.
hittps

= —

Trusted | Download/Delete Certificate

|_| Use Default Valuss

Common Name (Full DNS Name)
Organization Name
Organizational Unit Name
Locality (City)

State or Province Name
Country

Email

Generate |

On the Self-Signed tab, you generate a Secure Socket Layer certificate that ensures secure
exchanges between the SR and group administrator workstation browsers.

changes, a new certificate must be created and possibly added to each client workstation's trusted certifi-

Caution: Generating the self-signed certificate will restart the Report Manager. If the DNS name of the SR
0 cate list.

4. Do the following:

» click the check box corresponding to Use Default Values to grey-out the tab, or

* make entries in these fields:
« Common Name (Full DNS Name) - hostname of the server, such as 1ogo. com.
* Organization Name - Name of your organization, such as Logo.
* Organizational Unit Name - Name of your department, such as Administration.
* Locality (City) - Name of your organization’s city or principality, such as Orange.
» State or Province Name - Full name of your state or province, such as California.
*  Country - Two-character code for your country, such as US.
*  Email - Your email address.

5. Click Create to generate the SSL certificate to be stored on the SR, and to restart the Report Manager.
Thereafter, group administrators must accept the security certificate on their workstations in order for
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their machines to communicate with the Report Manager and/or System Configuration administrator
console.

Note: Although the Security Reporter login window may re-display right away, the service will take a few
Q minutes before it starts up again.

If using a Firefox, Safari, or Chrome browser, proceed to Section 4.5.

If using an IE browser, continue to IE Security Certificate Installation Procedures.

4.4.2 |IE Security Certificate Installation Procedures

4.4.2.1 Accept the Security Certificate in IE

Go to the appropriate sub-section if using the following Windows operating system and |IE browser:
*  Windows XP or Vista with IE 8 or 9

*  Windows 7 with IE 8 or 9

4.4.2.1.1 Windows XP or Vista with IE 8 or 9

1. Ifusing an IE 8 or 9 browser on a Windows XP or Vista machine, in the page “There is a problem with
this website's security certificate.”, click Continue to this website (not recommended):

{2 Certificate Error: Navigation Blocked - Windows Internet Explorer i} =101 =]

G@ + ] https:y/150.160.20. 104:5443/5R] =149 | [soace 2]

File Edit ‘Wiew Favortes Took Help

w o (& Certificate Error: Navigation Blocked | | M- - v hPage v Took v 7
|

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ Click
& Continue to this website (not recommended).

@ More information

El
T T T T T T @meme [Rion - 4
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Selecting this option displays the SR Welcome window with the address field and the Certificate Error
button to the right of the field shaded a reddish color:
‘Windows Internet Explorer

W- < [P heips: /192, 168. 1.240:8443/5R
"1 Trustwave Security Reporter X |

security Reporter W Trustwave:

Username
Password
Forgot your password?

2. Click Certificate Error to open the Certificate Invalid box:

E Trustwave Security Reporter - Windows Internet Explorer
@; v |P] hiips: /192, 168, 1.240:8443/5R O ~ || certificate error || || 42| X
P2 Trustwave Security Reporter X

x

| 3 | L] o
@, Certificate Invalid

The security certificate presented by this
website has ermors.

This problem might indicate an attempt to

N fool you or intercept any data you send to
Security Reporter the server

We recommend that you close this
webpage.
Username

About certificate errors

View cerlificates
Forgot yo

Password
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3. Click View certificates to open the Certificate window that includes the hostname you assigned to the

General | Detais | Certfication Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to: SR.lago.com

Issued by: SR.lago.com

¥alid from 2/12{2010 to 2/10/2020

Issugh Statement

4. Click Install Certificate... to launch the Certificate Import Wizard:

27

Certificate Import Wizard i

Welcome to the Certificate Import
Wizard

This wizard helps ywou copy certificates, certificate trust
lists, and certificate revocation lisks From your disk to a
certificate store,

4 certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network.
connections. & certificate store is the system area where
certificates are kept.

Ta continue, dlick Mext.

x|

< Back I Mext = I Cancel
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5. Click Next > to display the Certificate Store page:
e X

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location For
" aAutomatically select the certificate store based on the bype of certificate
% Flace all certificates in the following store

Certificate store:

Browse. .. |

< Back I Next = I Cancel |

6. Choose the option “Place all certificates in the following store” and then click Browse... to open the
Select Certificate Store box:
21|

Select the certificate store vou want to use,

D Personal -
B8 | Trusted Root Certification Authorities

D Enterprise Trust
{1 Intermediate Certification Authorities
D Active Directory User Object

LT Trusked Puhlishers =
4| | »

[~ show physical stores

7. Choose “Trusted Root Certification Authorities” and then click OK to close the box.

8. Click Next > to display the last page of the wizard:

Certificate Import Wizard i ﬂ

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Impart
wizard,

‘fou have specified the Following settings:

Certificate Stare Selected by User  Trusted Rook Certific.
Content Certificate
| I o]

< Back I Finish I Cancel |
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9. Click Finish to close the wizard and to open the Security Warning dialog box asking if you wish to
install the certificate:

Security Warning . ll

': “¥ou are about bo inskall a certificate From a certification autharity (C4) claiming b represent:

SR.logo.cam

‘Windows cannot validate that the certificate is actually From " SR.logo.com”, You should confirm its origin by contacting *SR.logo. com®, The
Fallawing number will assist you in this process:

Thumbprint {shal): CSESEOSA 34EF47A3 S254AEBS 6DACE0E0 O45DDFED
Warning:
If yaou install this rook certificate, Windows will automatically trust any certificate issued by this CA, Installing a certificate with an unconfirmed

thumbprint is & security risk, I you click "Yes" you acknowledge this risk.

Do you want ko install this certificate?

10. Click Yes to install the certificate and to close the dialog box. When the certificate is installed, the alert
window opens to inform you the certificate installation process has been completed.

11. Click OK to close the alert box, and then close the Certificate window.

Now that the security certificate is installed, you will need to map the SR’s IP address to its hostname.
Proceed to Map the SR’s IP Address to the Server’s Hostname.

4.4.2.1.2 Windows 7 with IE 8 or 9

1.

29

If using an IE 8 or 9 browser on a Windows 7 machine, in the page “There is a problem with this
website's security certificate.”, click Continue to this website (not recommended).

From the toolbar, select Tools | Internet Options to open the Internet Options box.

Select the Security tab, click Trusted sites, and then click Sites to open the Trusted sites box.

In the Trusted sites box, confirm the URL displayed in the field matches the IP address of the SR, and
then click Add and Close.

Click OK to close the Internet Options box.

Refresh the current Web page by pressing the F5 key on your keyboard.

Follow steps a to k documented in Windows XP or Vista with |IE 8 or 9:

a.

When the security issue page re-displays with the message: "There is a problem with this
website's security certificate.", click Continue to this website (not recommended) (see Figure
A1). Choosing this option displays the SR Welcome window with the address field and the
Certificate Error button to the right of the field shaded a reddish color (see Figure A2).

Click Certificate Error to open the Certificate Invalid box (see Figure B).

Click View certificates to open the Certificate window that includes the hostname you assigned to
the SR (see Figure C).

Click Install Certificate... to launch the Certificate Import Wizard (see Figure D).
Click Next > to display the Certificate Store page (see Figure E).

Choose the option “Place all certificates in the following store” and then click Browse... to open
the Select Certificate Store box (see Figure F).
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g. Choose “Trusted Root Certification Authorities” and then click OK to close the box.

h. Click Next > to display the last page of the wizard (see Figure G).

i. Click Finish to close the wizard and to open the Security Warning dialog box asking if you wish to

install the certificate (see Figure H).

j- Click Yes to install the certificate and to close the dialog box. When the certificate is installed, the

alert window opens to inform you the certificate installation process has been completed (see

Figure I).

k. Click OK to close the alert box, and then close the Certificate window.

8. From the toolbar of your browser, select Tools | Internet Options to open the Internet Options box.

9. Select the Security tab, click Trusted sites, and then click Sites to open the Trusted sites box.

10. Select the URL you just added, click Remove, and then click Close.

Now that the security certificate is installed, you will need to map the SR’s IP address to its hostname.
Proceed to Map the SR’s IP Address to the Server’s Hostname.

4.4.2.2 Map the SR’s IP Address to the Server’s Hosthame

1. From your workstation, launch Windows Explorer and enter C: \WINDOWS\system32\drivers\etc
in the Address field to open the folder where the hosts file is located:

& C:" WINDOWS' system32', drivers)etc .. & =) 5'
File Edit Wew Favorites Tools Help | a"
Q Back @ e lj /O Search [1__1 Falders | -
Address I@ CHWINDOWS) system32 driversietc j &
T | Size | Type | Diate Modified |
File and Folder Tasks A 5] hasts 1KE Fie 2/12/2010 11:07 &AM
~5 Make fold |5l hosts. s 1KE ICSFile 11/20{2006 10:28 AM
G take 2 new folder Imhosts, sam 4KB SAMFie 8/3/2004 1:00 PM
] PUBlishthi falcer to e networks 1KB Fie 8/3{2004 B:00 PM
- . protocol 1KE Fie §/9/2004 5:00 PM
E{;’ Share this folder = E i
Services TKE File 12/10/2008 11:36 AM
Services.bak GKE BAK File 121192006 11:12 AM

<«

Other Places

Details
etc
File: Folder

Date Modified: Wednesday,
December 10, 2008, 11:09 AM

Install and Configure SR Virtual

Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.

30



Trustwave Security Reporter - Virtual Installation Guide - Version 3.3.15

2. Double-click “hosts” to open a window asking which program you wish to use to open the file. Double-
click “Notepad” or “TextPad” to launch the hosts file using that selected program:

=
File Edit Format Yiew Help
# Copyright (o) 1993-1999 Microsoft Corp. =]
#
# This i= a sawple HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IF addresses to host namwes. Each
# entry should be kept on an individuasl line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# hdditionally, comments (such a5 these) may be inserted on individual
# lines or following the machine name denoted by a '#' sywhol.
#
# For example:
#
# 102.54.94.97 rhino.acme . com # source serwver
# 38.25.63.10 . ACHE . Com # x client host
' 7.0.0.1 localhost
a0.160.20.104 SE. logo.com
H

3. Enter aline in the hosts file with the SR’s IP address and its hostname—the latter entered during the
Configure host name screen of the Quick Start Setup Procedures—and then save and close the file.

4. In the address field of your newly opened IE browser, from now on you will need to use the SR’s
hostname instead of its IP address—that is https://hostname:8443/SR/ would be used instead
of https://x.x.x.x:8443/SR/. Click Go to open the SR Welcome window:

/2 MB6 Security Reporter - Windows Internet Explorer

Jlogo.com:8443/5RY

P2 Trustwave Secd

security Reporter P Trustwave:

Username
Password

Forgot your password?

[T T T [@tnksmet Hie -
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Proceed to the next section.

4.5 Add Web Filter, SWG to Device Registry

Before you begin configuring the Web Filter and/or SWG to send logs to the SR, you will need to add the
Web Filter/SWG in the SR’s Device Registry panel if the device(s) was/were not added during the SR
Wizard installation process in Step 3.

In the navigation toolbar, with the Administration tab selected, click Device Registry to display the Device
Registry panel:

‘Secuiity Reporter - W Trustwave®

egistry

Box 74 Security Reporter SMTP Software Update Proxy NTP

192.168.20.74 192.168.20.78 mailora.masecurity.c. proxy.company.com

Edit Delete Edit Views View View View
NTP NTP NTP Box 166 Box 141

1.8e6tech.pool.ntp.org 2.8e6tech.pool.ntp.org 3.8eftech.pool.ntp.org 192.168.20.166 192.168.20.141

View View View Edit Delete Edit Delete Import

(_Reiesh View ] (_Refresh setings ) (_eve e Fier | (_iewe 5w Paliy server. | (_iiew L0AP server_|

4.5.1 Add a Web Filter Device
1. At the bottom of the Device Registry panel, click New Web Filter to open the New Web Filter window:

New Web Filter x

All fields are required. Incorrect IPs will resultin
link mismatches; please verify your entries
before proceeding

poc o (R

Name:
1P:

Set this as your Source Web Filter?

|| Source Web Filter

Type in the server Name.
Type in the IP address of the server.

If this Web Filter will be the source server, click the Source Web Filter check box.

o > w0Dd

Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the Web Filter device you added now displays.
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4.5.2 Add an SWG Device

1. At the bottom of the Device Registry panel, click New SWG Policy Server to open the New SWG
Policy Server window:

Hew SWG Policy Server x

To enable communication between your SWG
and this SR, please provide the SWG path and
common password. Information about
configuring the SWG can be found in the

SWG User Guide

Path: /1192.168.20.78/3

Device Type:

Hame:

Description:

Save || Cancel

The following information displays and cannot be edited: Path, Device Type (SWG).

transfer logs to this SR. The Path consists of the IP address of the SR, and a unique number for each

Q Tip: Make a note of the Path. You will need to enter this information in the SWG to allow the SWG to
configured SWG policy server.

2. Enter a Name for the device and/or a Description for the device.

3. If this is the first SWG you have entered and you did not previously enter a common password for the
SWG, enter the Password and make this same entry again in the Confirm Password field.

4. Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the SWG device you added now displays.

All SWG devices use the common password that you configured in the Secure Web Gateway Setup
section of the SR Wizard (or in the Add SWG dialog described above, if you did not configure it in the SR
wizard). To change this password if required, edit any configured SWG device and click Change Common
Password.

4.6 Set up Web Filter, SWG Log Transfers

This step can be performed any time during SR setup, but must be completed in order for the SR to
receive logs from the Web Filter and/or SWG.

4.6.1 Web Filter Setup

4.6.1.1 Web Filter Configuration

1. Access the user interface of the Web Filter.

2. Choose the Reporting link at the top of the screen to display the Reporting section of the
Administrator console.
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3. From the navigation panel at the left of the screen, choose Report Configuration to display the
Report Configuration window.

4. Select M86 Security Reporter / M86 Enterprise Reporter to display the M86 Security Reporter / M86

Enterprise Reporter tab:

web Fiter P Trustwave®

Al e ——

Export [7] 1466 Securty Reporter /16 Enterprise Reporter ] Other Device

W8 Securky Reporter / 1185 Enterprise Reporter | Logl

Log File Transfer Configuration
Remote Server

Initiating Log Transfer

Click the button to intiate log transfer now.

Host Name: WE-82-1,q0.8e8.0ek. .| IP; A72.20.82.1, | Version: Web Filis: 4 2.00.77,

5. Inthe Server field, enter the LAN 1 IP address you assigned to your SR, and then click Add to include

this IP address in the Remote Server list box.

6. Click Save. Your Web Filter is now set to transfer its log files to your SR via HTTPS.

Note: It is recommended you wait for 1 - 2 hours after the initial installation so sufficient data is available
for viewing.

4.6.1.2 Web Filter Log Transfer Verification
You can see if log files have transferred by following these steps in the SR:

1. Access the System Configuration administrator console.
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2. Go to the Database pull-down menu and choose Tools to display the Tools screen:

. securityReporter P& Trustwave®

Hetwork =] server ~| Database £l &) Help Logout

Diagnostic Reports Table Status =] View |
Database Status dB Backup | View |
Technical Support Report

Pt [ Generate |

3. From the Database Status menu, select File Watch Log.

4. Click View to open the Database log:

‘ M 172209222 | https://172.20.92.22:8843/process/showlogfile.cgi?/usr/local/Beb/lac T |

Database - Error log - Mzl Firefox

Oct 10 06:38:12[5952]: [INFO] LDC_fllewatch_ log
(filewatch.c.164)
Oct 10 06:38:12[5352]: [INFO] LDC_filewatch_cfofile /usrilocal/Se6/conf/dbcomeigkey.conf
(filewatch.c:167)
Oct 10 06:38:12[5952]: [INFO] LDC._filewatch_pattern shadow{netcachelconfig
(flewatcn.c:176)
Oct 10 06:38:12[5952]: [INFO] LDC_filewatch_patsep | (filewatch.c:179)
Oct 10 06:38:12[5952]: [INFO] LDC._filewatch_waittime 1 (flewatch.c-187)
Oct 10 06:38:12[5952]. [INFO] LDGC_filewatch_sleeptime 30 (filewatch.c:195)
Oct 10 08:38:12(5952]: [INFO] LDC_dir_incoming /usr/local/8efiincoming (filewatch.c.211)
Oct 10 08:38:12[5352]: [INFO] LDC_dir_process /usr/local/3e6/process (filewatch.c.214)
Oct 10 06:38:12[5352]: [INFO] LDC_dir_confdir /usr/local/3ebiconfdir (filewatch.c:217)
Oct 10 06:38:12[5352]. [INFO] LDC_app_coni_pattern config (filewatch.c:227)
Oct 10 06:38:12[5852]: [INFO] filewatch started (flewatch.c:98)

Close

The transfer is working if you see an entry that includes the date and time for incoming shadow logs. The
transfer should occur every hour. Once you see an entry, reporting information will be available one hour
after the timestamp of the import listing.

4.6.1.3 Set Self-Monitoring

1. In the SR Report Manager navigation toolbar, select Administration | System Configuration to display
the Server Status panel screen of the System Configuration administrator console.
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2. From the Server pull-down menu, choose Self-Monitoring to display the Self Monitoring screen:

. SecuityReporter M@ Trustwave:

Hetwork | Server | Database = &) Help Logout

Self Monitoring

Would you like to activate self-monitoring? @ yES © NO

Ifyes, indicate who will receive the emergency e-mail notification. You may
assign up to four individuals. One ofthem has to match with the Master
Administratar email. The Master Administrator receives all rmessages.

Master Administrator's E-Mail Address: | admingdlogo.com

W Choice one  Send eamail to e-mail address: cpike@logo.com
[T Choicetwo  Send e-mail to e-mail addiess:

[T Choice three Send e-mail to e-mail address:

[T Choice four Send eamail to e-mail address:

Save

3. Choose YES to activate monitoring.
4. Enter the Master Administrator’s E-Mail Address.

5. Click Choice one and enter an e-mail address of an individual in your organization that you would like
notified if the SR detects any problems when processing data. This can be the same e-mail address
entered in the previous field. Enter up to four e-mail addresses.

6. Click Save.

4.6.2 SWG Setup
Setup instructions differ depending on the SWG software version to be used with the SR (10.0 or 9.2.5).

4.6.2.1 SWG Configuration for Software Version 10.0 or above

4.6.2.1.1 Configure SWG to Send Logs to the SR

1. Access the SWG user interface (Management Console).
2. Navigate to Administration | System Settings | Trustwave Devices.
» Depending on the SWG version this page could also be named M86 Devices or SWG Devices.

3. Inthe Devices tree, find the SWG’s IP address and drill down to Log Server | Log Properties.
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4. In the Log Properties panel, click the Log Archiving tab:

v | el e e || AdrRE N | Hale g

N AR ED:
: SWG R Trustwave
# SRR S

Lt

< || LogProperties @ ‘

Log Server for IP; 192.163.120.151

@ enable Log

CollectLogs From | SysgTargets | SysegFields | LogArsniving | WeblogRetenion |

I e | archiverocstion [ userniams [ passwors
) [se [=bwzsor0sen oy e

~Archive Location Examples:  FTP, FTP Passive, SFTP - /7 Address/dir  Samba - (P Adressiir
Archive format: Basic Format -

Test location settings on next save

e How

© Run daily at:

0020

3

& save. % cancel

[ty e e [ Lestiogn 04032013 0545 LoggeaUser: samn Versan 11001

5. Click Edit to activate the elements in this tab.

6. In Log Archiving Location, click the '+’ (plus character) in the table header to add a new row in the
table, and specify the following criteria to the right of the check mark in the Enable column:

* Connection Method: Select “SFTP” from the pull-down menu.

* Archive Location: Type in the path information that you noted when setting up this SWG in the
SR Device Registry. The Path will be the IP address of this SR, a slash character (/) and an inte-
ger. Do not include the leading //. For example: 200.260.10.56/2.

e User Name: Type in the SWG’s Username from the Device Registry, which is swg (in lower case
characters).

» Password: Type in the password you entered for the SWG in the Device Registry.

Note: Be sure “Extended Format” is selected for Archive format, and Log Archive Scheduling specifies the
correct interval you wish to use for sending logs from the SWG to the SR.

7. Click Save to save your settings.

4.6.2.1.2 Policy Settings

1. Navigate to Policies | Default Policy Settings and verify if the settings in Enable Emergency Policy and
Default Policy Values are the ones you wish to use for sending logs to the SR.
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2. To modify any settings, click Edit to activate all elements in this panel:

Users Palicies Logs and Reports Administration Help Logout  (admin)

- L SWG R Trustwave

Defait Policy Setiings. ki

Default Policy Settings Help (F1) @)

1 [ Enable Emergency Policy

Emergency Security Policy: | 1135 Emergency Polcy =
Emergency HTTPS Policys | 1185 Emergency HTTPS Polcy =

[~ Default Policy

Security Policy:
HTTPS Policy: [uesrrpspoicy  [o]

peveredts FinjaNy

3. Make your selections from the pull-down menu(s).

4. Click Save to save your edit(s).

4.6.2.2 SWG Configuration for Software Version 9.2.5

0 Caution: This version of SWG has reached End of Life. You should upgrade to a newer version.

4.6.2.2.1 Configure SWG to Send Logs to the SR

1. Access the SWG user interface.
2. Navigate to Administration | System Settings | M86 Devices.

3. Inthe Devices tree, find the SWG’s IP address and drill down to Log Server | Log Properties.
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4. In the Log Properties panel, click the Log Archiving tab:

| Polic = stration | Logout

mss swe ~ MES

Refresh &) | Log Properties Help (F1) &

Log Server for IP: 192.162.42.10

& @ 1921624210

& B Logserver

&
8 Scanning Server
B Poliy Server

[ Collect Logs From | Sysiog | Log Archiving | Database Granuiariy |

[~ Log Archiving L

Run daily at:
© Run every:
BN (hoscsan aknitos
pawered by finiari # Edit o Save % Cancel

Treaay dniitaon - Sysom Seings-> N3G Davices

5. Click Edit to activate the elements in this tab.
6. In Log Archiving Location, be sure the following is specified:
* Connection Method: “SFTP” is selected from the pull-down menu.

* Archive Location: Type in the path information that you noted when setting up this SWG in the
SR Device Registry. The Path will be a double backslash(//), the IP address of this SR, a slash
character (/) and an integer. For example: //200.260.10.56/2 for an SR with that IP address.

* Password: The password you entered for the SWG in the Device Registry.

*  Archive Format: “Extended” is selected from the pull-down menu.

Note: Be sure Log Archive Scheduling specifies the correct interval you wish to use for sending logs from
the SWG to the SR.

7. Click Save to save your settings.

4.6.2.2.2 Policy Settings

1. Navigate to Policies | Default Policy Settings and verify if the settings in Enable Emergency Policy and
Default Policy Values are the ones you wish to use for sending logs to the SR.
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2. To modify any settings, click Edit to activate all elements in this panel:

| i el | ot
mss swe M
O )
Defauit Policy Settings Help (FI) ©)
1 [Z] Enable Emergency Policy
Emergency Security Policy: | Finjan Emergency Poicy
Emergency HTTPS Pocy: [Fifan Erergeney PP Fay
rv——
aster Pty
Security Policy: Finjan ledium Securty Policy [+]
Libgeing Policy: v =l
HTTPS Policy: Finjan HTTPS policy [+]
pawered by flr!!an' & Edit < Save % Cancel

[ Ready Polcies -> Defaul olcy Seftngs Logoed User: asmn Buld825-19

3. Make your selections from the pull-down menu(s).

4. Click Save to save your edit(s).

4.7 Single Sign-On Access, Default Username/Password

4.7.1 Single Sign-On Access

If using a Web Filter, the Single Sign-On (SSO) access feature is available for the global administrator
account set up during the wizard hardware installation process. To enable this feature, be sure this same
username and password combination is saved in the Web Filter (System | Administrator) for an ‘Admin’
account type. Also be sure the hostname for the SR server and Web Filter are entered in the hosts file.
Thereafter, whenever accessing the Web Filter via the menu link in the SR user interface, the Web Filter
splash screen displays, bypassing the Web Filter login window.

Filter) from within the SR in your browser you may encounter a connection warning. This may occur if you

Q Tip: With a secure connection, the first time you attempt to access the Web Filter (Administration > Web
have not accessed the WF with that browser and accepted the security certificate.

To resolve this issue, navigate directly to the Web Filter user interface in your browser. You will be
prompted to accept the security certificate. For details of how to accept the security certificate for your
browser, follow the instructions at: http://www.trustwave.com/software/8e6/ts/wf-sec-cert.html

4.7.2 Default Usernames and Passwords

Without setting up Single Sign-On access for the global administrator account, default usernames and
passwords for the SR application and Web Filter are as follows:

Application Username Password

Security Reporter admin testpass
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Application Username Password

Web Filter admin user3

Note that since the default username for both the Security and Web Filter are identical (admin), but the
passwords are dissimilar, the SSO feature will not function. Thus, in order to use SSO, Trustwave
recommends setting up an administrator account in the Web Filter that matches the global administrator
account set up in the SR.

4.8 Next Steps

Congratulations; you have completed the SR installation procedures. Now that the SR server is set up on
your network you will need to be sure the Web-access logging device you are using is sending log files to
the SR database. Once the SR database is populated—this generally takes a full day—the Report
Manager can be used for generating reports.

Initially, you will only be able to report on IP addresses. To implement user names in SR reports using a
Web Filter, please consult the System Configuration Section of the Security Reporter User Guide. Refer to
the Reports Section, Real Time Reports Section, and Security Reports Section of the Security Reporter
User Guide for information on generating reports.

For real time and security reports, the next step is to set up user groups or administrator groups. For real
time reports, you will set up and configure gauges thereafter.

Obtain the latest Security Reporter User Guide at_http://www.trustwave.com/support/sr/documentation.asp

Note: If you cannot view reports, or if your specific environment is not covered in the Security Reporter
User Guide, contact a Trustwave solutions engineer or technical support representative..

Caution: If you cannot view reports, or if your specific environment is not covered in the Security Reporter
User Guide, contact a Trustwave solutions engineer or technical support representative.
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5 Best Reporting Practices

This Best Reporting Practices section is provided to help you get started using the Report Manager user
interface. The main areas of focus in this section are productivity and security reporting, and real time
reporting.

In the Productivity and Security Reports Usage Scenarios sub-section you will learn how to:
* access Summary Reports to obtain a high level snapshot of end user Internet activity

» use Drill Down Reports to conduct an investigation of specific Internet activity

*  modify a report view

* generate a report view grouped by two sets of criteria

e generate a summary report view and a detail report view

* create a new report view

e export a report view to an output format

* save areport

» schedule a report to run on a regular basis to capture Internet activity at set intervals of time
» create a Custom Category Group

* generate a summary report and a detail report for a custom category group

* create a custom User Group

* generate a summary report and a detail report for a single user group

Reports, the SR must collect data for a couple of hours. Therefore, it would be best to wait a day after the
SR has been installed and fully operational before beginning any of the exercises described in the
Productivity Reports Usage Scenarios sub-section.

Q Note: The SR must collect data for a full day in order to generate Summary Reports. To use Drill Down

* In the Real Time Reports Usage Scenarios sub-section you will learn how to:

* navigate panels to access tools for configuring the Report Manager

e drill down into a dashboard gauge to target sources of unusually high Internet activity
» create a gauge that will monitor a user group’s Internet activity

» set up an email alert for notification of potential Internet usage threats on the network

5.1 Productivity and Security Reports Usage Scenarios

This collection of productivity and security reporting scenarios is designed to help you use the Report
Manager to create typical snapshots of end user Internet activity. Each scenario is followed by setup
information. Please consult the “How to” section in the index of the Security Reporter User Guide for pages
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containing detailed, step-by-step instructions on configuring and/or using the tools and features described
in that scenario.

5.1.1 Summary Report and Drill Down Report exercise

In this exercise you will learn how to use Summary Reports to obtain a high level overview of end user
activity, and then use Drill Down Reports to obtain more detailed information on specific user activity. You
will also learn that there are two basic types of Drill Down Reports (summary and detail), and various types
of reports you can generate for each of these two basic drill down report types.

5.1.1.1 Use Summary Reports for a high level activity overview

From the navigation menu, select Reports | Summary to display yesterday’s “Top 20 Users by Blocked
Requests” Summary Report containing pre-generated data. Since the data has already been captured
from the previous day, the report loads quickly in your browser:

@["—WT@ isoton | e | Logout ~ seauityReporter B Trustwave:

Summary Reports Yesterday Top 20 Users by Blocked Requests

- Date Scope: | || Yesterday | |T] LastWeek | [ LastMonth | [T WeektoYesterday | [&] Month to Yesterday

Top 20 Users by
Blocked

Requests

Top20Usersby  Top 20 Categories Top20Usersby  Top20Viruses  Top20Usersby  Top 20 Sites by Top 20 User Top 20 Blocked
Virus Hit Count by Page Count Page Count Detected WMalware Hit Page Count Groups by Page Searched
Count. Count

4 »
: Keywords. ;

M86\Danna Arterberry

M86\Delbert. Seriven

W86 Keven.Blackwood
Ma6\Mario.May

MEEQuinten.Clawson

MB6\Alejandro.
M86\Debra.lrving
M86Riley.Ingham
MB6\Esther Browmlow
WB6\Erik Royceston
M86\Debbra Badeocke
ME6Robbin Dovmer

WE6\Gena. Padmare

Mummmm“ll‘

o 100,000 200,000 300,000 400,000 500,000

Blocked Request Count

Downioad Report- (L J-} PDE_ | (LB|.CS¥. | (L@ PNS

In the dashboard that displays near the top of the panel, you can click any thumbnail to view the related
Summary Report. For example, the Top 20 Categories by Page Count report shows the categories that

were most frequently visited by users yesterday.

Note: Click the left or right arrow in the dashboard to view additional thumbnails.

0 In the Security Reporter Administrator Guide index, see:

* How to: generate a Summary Report

5.1.1.2 Further investigate using a Summary Drill Down Report
Now you will use a Drill Down Report to find out which user(s) are visiting sites in the category you've
targeted for investigation.
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From the navigation menu, go to Reports | Drill Down | Category to display the generated Summary Dirill
Down Report view, ranking categories in order by the most blocked requests.

Note: Hovering over a bar in the chart displays the name of the record along with the total count used in
that record.

Beneath the bar chart is a table containing rows of records. Columns of pertinent statistics display for each
record.

The bottom portion of the report view panel includes a link to the Report Wizard, used for modifying the
current report view, downloading, emailing, saving, and/or re-running the report:

ity Reporter P\ Trustwave®

Category ~ Category

Limit 50 September 18,2012 I etocked Count [ Passed Count

8,000

7,000

5,000

5,000

Pormography WMalware Banner Advertisements Erotic / Sex General Business Dating

Category |1P Count [usercount site Count Blocked Count ¥ Passed Count Time Count (... .E.Toi.alcuum L

| Pornography 10 10 15 3 o 0:12:10 zz

| Mahware 10 10 T o o corao i

| Banner Advertisements 1 1 138 8 018 s.08:00 w078

| Erotic/ Sex 10 10 z 33 o 008:30 28

| General Business 10 10 178 20 7,401 4:44:10 7421

| ating 10 10 z iz b c0s10 s

| cnat w0 ® 1 1 51 20 6

| Blogs / Bulletin Boards 10 10 182 15 5470 3:15:00 5185

1 Social Media 10 10 35 10 1.006 0:50:10 1016

: Search Engines / Web Catalogs / Fortals 10 10 373 3 9,862 7.45:50 8.871

i Humor / Cartoons 10 10 2 7 803 036110 210
[T o Gotopage: | |5 of 1 tomipages

Note that the drill down report view has been generated for today’s activity by default.

To continue this investigation using data from yesterday’s Summary Report, you must create a new report
from this current report view by first changing the date scope.

In the Security Reporter Administrator Guide index, see:

* How to: generate a Drill Down Report
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5.1.1.3 Create a new report using yesterday’s date scope

1.

At the bottom left of the Summary Drill Down Report view, click Report Wizard to open the Report
Wizard for the Category type of report:

| 1o ‘Secuity Reporter P& Trustwave:
General Grouping & Visibility Filters
Name & Description Date Scope
Name:
)| Yesterday
Description: o
- Time ranges are only enabled for first level detail
L&) e ports, defined in the Grouping & Visibility tab.
From: 06/08/2014 e |= At Ii‘
To: (06082014 | P l<]
Options
Group By:
From the option pairs below, select the types of content fo be included in the report. At least one content type must be
Category seleeted from each pair.
Include:
Shlertpd tiier Couots [ [] Blacked (] Passed ] [ [¥] Page [/] Object ] [ [+/] X-Ray ] NonX-Ray ]
- Action 1
[ [] \dentified IPs [/] Unidentified IPs [~ Categorized [v/] Not Dy lly Categorized |
omwtery ' [v] Identi [] Uniden (] Dynamically Categorized [v] NotDynamically Categoriz:
Lip 1
i Policy 1 Export Format: ésv v
i site 1
L User 1
(a2 (imionte) (unti (it (uiit]
e— e

The Report Wizard is comprised of three tabs used for specifying reporting criteria: General, Grouping
& Visibility, and Filters. The bottom right of the panel includes the Download, Email, Save, and Run
buttons.

For this exercise, we will only use the default General tab.
By default, “Today” is selected as the Date Scope. Choose “Yesterday” from this menu.

Click Run to accept your selection. The regenerated Category report now displays yesterday’s data in
the Summary Drill Down Report view.

0 In the Security Reporter Administrator Guide index, see:

* How to: create a new report from the current report view

5.1.1.4 Create a report grouped by two report types

1.

To continue this exercise, select the record for the category you wish to further investigate.

Q Note: If necessary, scroll down to view the entire list of categories in the report view.

2.

45

Now, to find out who is visiting sites in this category, you will need to identify the user(s).

Since there are two sets of criteria you need for this exercise, you must drill down into the selected cat-
egory and also specify that you wish to view user IP addresses, thereby creating a report view grouped
by two report types.
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Note the Count columns to the right of the Category column, each with clickable links.

@ Note: The Bandwidth column displays with GB or MB statistics if using a SWG only with this SR.

Click the IP Count link corresponding to the targeted category:

 Reports | Admmsteton | e | Lesot = Security Reporter ~ P@ [rustwave-

Category Category (1) P (1)
August 6, 2013 [l Gtocted count [l Passed Count
12
10
8
E } ‘ ’
a
2
10.130.0.144 104300427 101301422 10.130.0.162 101300142 10.130.0.147

P User Count site Count Blocked Count ¥ Passed Count Total Count
10.130.0.144 2 z 1 4 12
10.130.0.427 2 10 1 5 1%
101301422 1 z 10 3 1
10.130.0.162 2 a1 10 3 13
101300143 2 B 10 3 18
10.130.0.147 2 10 10 2 18
10.130.0.248 1 4 10 1 1
10.130.0.152 2 ) 10 s 18
10.120.0.104 2 10 ] 2z -
10.130.0.158 2 7 3 3 12
10.430.0.165 H 10 - & L]
01200 144 2 = a " 15
" Report Wizard I Result Limit: 50 records | Go to page: [ of 1 wmipages

After executing the last command, note that user IP addresses now display in the first column of the
report view instead of categories.

In the Security Reporter Administrator Guide index, see:

* How to: use count columns and links

For the last step of this exercise, you will select a user from the current Summary Drill Down Report view
and then drill down further to see which URLs that user visited, thereby creating a Detail Drill Down Report
view.
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5.1.1.5 Create a Detail Drill Down Report to obtain a list of URLs

1. To investigate the activity of a specific user listed in the current Summary Drill Down Report view,
select that user’s record and then click the hyperlink in the Blocked Count, Passed Count, or Total
Count column to show results in the Detail Drill Down Report view that now displays:

Category

Date A |Category P
8/6/2013 01:35:38 PM I ] 10.130.0.144
27672013 01:35:38 Pl Banner 10.130.0.184
8/6/2013 02:13:31 PM 10.130.0.144
B/6/2013 02:48:15 P ‘Banner Advertisements 10.130.0.144
8/6/2013 02:54:37 PM 10.130.0.144
£/8/2013 04:03:31 Pl 10.130.0.1a4
B/6/2013 04:59:45 Pl 10.130.0.144
10.130.0.144
18/6/2013 08:00:26 Pl 10.130.0.144

8/6/2013 09:49:04 Pl 10.130.0.144

Category (1) IP (1) Detail

August 6, 2013

|user

WB6Uohnnie Lund
WE6Uohnnie Lund
10.130.0.144
10.120.0.144
10.130.0.144
Wg6Ushnnie Lund
1186 Johnnie Lund
W26 Johnnie Lund
W86 ohnnie Lund

W86Ushnnie Lund

|Action

Block

Block
Block
Block
Block
Block
Block
Block
Blook

Block

urity Reporter

P2 Trustwave:

Load policy

windows oo,

Load policy

windows co.

Load policy

ti.comshit

Load policy

Ditp:iad et

Load policy

http:iiadss caleven

Load test medium policy

hitp:firad msn.comiAD SA.
|
htp: i

Load pelicy

Load policy

Ditp:iiad et

Load test medium policy

Load test medium policy

|
http:firad msn.com/ADSAG .. |

hitp:firad msn.com/AD SAd.
|

Ba
a3
8
8/6/2013 07:48:33 P Banner
8a
a3
8a

8/6/2013 11:35:01 Pl 10.130.0.144 186" Johnnie Lund Block Load policy  hito:

Y8 |

Report Wizard [

Note that the Detail Drill Down Report view contains columns of information pertaining to the user’s
machine and setup on the network, sites visited, categorized URLs, and clickable links to access

pages the user viewed. Records for blocked user requests display in red text.

2. In this report view, click any URL link to open the page for that URL.

O

In the Security Reporter Administrator Guide index, see:

» How to: create a detail Blocked Count report from a summary report

You have now learned how to access Summary Reports and to use Drill Down Reports to conduct an
investigation. You have also learned how to change the date scope of a Drill Down Report to create a new
report, generate a report view grouped by two report types, and drill down into the current summary report

view to create a detail report view.

These tools and other tools can be used separately or combined to create many different types of reports

to fulfill different purposes.

5.1.2 ‘Group By’ Report and Export Report exercise

In this exercise you will learn how to display only the top 10 records of a summary drill down ‘group by’
report view, export that report view in the PDF output format, and then view the results of the generated

PDF file.
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5.1.2.1 Drill down to view the most blocked sites in a category

1.

From the top panel, go to Reports | Drill Down | Category to generate a Summary Drill Down Report

view, ranking categories in order by the most blocked to the least blocked:

W—_ | v | vow : - Security Reporter DA [rustwave:

August §, 2013 [ Eiocked Count [ Passed Count

- ..
0

Banner Advertisements Software / Hardware Search Engines / Web Cat... Hews | Magazines Othe Malware

Category IP Count User Count Site Count Blocked Count ¥ Passed Count Total Count

>

Banner Advertisements. 500 ar2 iFen 1743 1z 2455
Software ! Hardware 500 266 269 1820 5307 £.827
Search Engines | Web Catalogs / Portals 500 ar2 223 1518 2718 4237 J
Hews  Magarines. 500 269 212 1.202 2019 2.421
Other a38 368 sro 1256 1853 3.409
WMalware 454 310 43 1256 0 1256
General Business 499 ar2 308 1181 1866 2.856
Computer Games. 495 228 228 1185 1388 2573
Shopping 292 259 423 883 1.405 2288
Music / Radio Broadeast 285 261 195 78 1112 1888
Education 482 az8 405 688 1008 1694
P —— ey a2 135 Az ran 1085
[ Reportwizard | [l wo Result Limit: 50 records  Go to page: (ool 1 wtalpages

To find out which sites were blocked in a category, target the category and then click the Site Count

link corresponding to that category to create a report view grouped by two report types:

Security Reporter P& Trustwave®

Gategory v Category() . Site

August §, 2013 [ 2rocked Count [l Passed Count
300
800
700
00
500
400
300
200
o =

: EE == —
google.com yahoo.com yimg.com msn.com websearch.com ask.com

site IP Count User Count |Blocked Count ¥ Passed Count Total Count
‘google.com 461 328 343 887 1.230
yahoo.com 345 246 247 252 599 ‘
yimg.com 261 274 236 465 m
msn.com 165 143 101 108 210
websearch com 8 5 14 2 14
ask.com 180 148 59 are 238
atwola.com 148 131 a2 144 188
netscape.com 4 n 28 48 I8
sirsearch.com 23 22 2 2 23
about.com 84 58 21 a8 88
doublestiok net E 5 21 i 28
Chepotmes ] M (] ResuitLimit 50 records | Gotopage: [ | 2| of 1 tomipages
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Note that URLs/IP addresses of blocked sites in the category now display in the first column of the
modified report view, instead of category names.

In the Security Reporter Administrator Guide index, see:
0 * How to: generate a Drill Down Report

* How to: use count columns and links

5.1.2.2 Export a report for the top five site records
1. Now, to only display the top five blocked sites in the top category, navigate to Report Wizard.

2. On the General tab, choose an Export format of “PDF”.

Note: The default export format is CSV because production reports with large amounts of data are most
efficiently generated in this format.

3. Click the Grouping & Visibility tab:

scurity Reporter P& Trustwave®

Category

General Grouping & Visibility Filters
Grouping & Sorting Column Visibility
s the options below to define the grouping and sorfing parametrs for the report A Summary Report can contain one or more group/sadt | 1o Count
levers. Groups are cded by clicking the *#* symbol and " “t symbol A ¥ Report with Details is
ereated by clicking the report icon at any level after the first level. A Detail-only Report is created by clicking the report icon only atthe first | yser Count

level. Creating a Detail-only Report enables the Date Scope fime fields in the General tab.

KEY: - Add Groupand Sortrow = — Remove lastaddedrow  MB4 [ Summary Report/ Detail Report paamed Count
Group By: Sort By: Show Records: | Time Count pemmas)
o[ Category = | | Blocked count ‘JJ@J L A wmic 1 tﬁ Iy Total Gount
& "[-sile | = | | Blocked Count e J&Y LA imie |+ = (A eanawiam
Page Count
Page Blocked Count

Page Passed Count
Object Count
Object Blocked Count
. Object Passed Count
Action Count.
Policy Count
X-Ray Count
Hon X-Ray Count

Dynamically Categorized Count.

OEEEEOEDEEEEEE/E (@]

Mot Dynamically Categorized C.

4. Inthe Group & Sort by section, for Show Records, type in 1 for the record Limit.
5. Click the “+” symbol to add the next level to the report, and select Group by “Site”.

6. Under Show Records, type in a Limit of 5 records.
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7. Click Download to begin the exportation process using the PDF export format. When the exportation
process has been completed, the PDF file opens in a separate browser window:

"% Trustwave
Category

Group By: Category | Sort By: Blocked Count, Descending | Limit: 1

Group By: Site | Sort By: Blocked Count, Descending | Limit: 5

Category : Banner Adverti:

Site IP Count User Count Blocked Count Passed Count Total Count
doubleclick net 368 294 462 287 749
msn.com 340 217 399 194 593
fastclick.net 160 145 128 74 202
falkag.net 193 157 65 187 252
yahoo.com 190 164 59 193 252
Total 1,251 1,037 1,113 935 2,048
Total ltems: 5

May 4,2014 4:07:55PM  Pacific Daylight Time Generated by: admin Page 1 of 1

The generated PDF file for the report includes a list of the top 5 Sites records for the selected category,
as well as the following counts for each record in the report: IP Count, User Count, Blocked Count,
Passed Count, and Total Count. The Total and Total items display at the end of the report.

In the Security Reporter Administrator Guide index, see:
0 * How to: display only a specified number of records
* How to: export a report

* How to: print or save an exported report

You have now learned how to modify a Summary Drill Down Report view grouped by two report types to
include only the top 5 records, and then export that content for viewing in the PDF format.

Variations of this exercise can be performed to generate and export countless reports using criteria of your
specifications.

5.1.3 Save and schedule a report exercise

In this exercise you will learn how to save report view criteria, and then create a schedule for running a
report on a regular basis using that criteria. While a Summary Drill Down Report is used in this exercise,
these steps also apply to a Detail Drill Down Report.
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5.1.3.1 Save a report

1.

51

To use specific criteria for a report you wish to run again, navigate to Report Wizard and configure
settings in the tabs:

Content Type -

R Trustwave:

r
r
-
g
=
=

General  Grouping & Visibility Filters

rity Reporter B Trustwave®
Name & Description Date Scope
Name: s e T
F i oot i | Olowomres |
Description: .

User Group Information

() Time ranges are only enabled for firstlevel detsl
reports, defined in the Grouping & Visibilty tab.

Jm [Emmml

From: ;Uﬁ 082014

To: [osnszote @

Options

‘Group By:
irs beiow, included in the report. At least one Gontent ype must be

Content Type: elected from each pair.

Include:
SelectedFerconts: [ [¥] Blocked (¥] Passed | [ [¥] Page [v] Obiect | [ ] XRay V] on oy |
- Action 1 5 = = z )
R . [ ] 1sentified IPs. |/] Unidentified s | [ [/] Dynamically Categorized [v/] Not Dynamically Categorized |
Lap 1
- Policy 1 ExportFormat: [ csv  |v
o Site 1
- User 1

- .@@@

In order to save the report settings, you must at least enter a Name for the report in the General tab.
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2. Click Save at the bottom of the panel to save the report.

Note: Saved reports can be edited at any time. These reports are accessed by going to Reports | Saved,
and then choosing the report from the Reports list:

“Security Reporter P Trustwave®

Saved Reports

Reports

Please select a report fo editidelete/duplicate.

Hame 4 Description Report Type. Last Updated

Format ‘Author
Category 1 Category 050412014 3:14:59 PM - FoF admin
Category 2 Category 05/042014 3:15:27 PM | POF admi

ieekly Content Type. User Group Informatien Content Type. 050412014 2:14:02 PM | POF

View saved reports for: | admin | v

(e Lo ) CmonceJ (omms | o)

In the Security Reporter Administrator Guide index, see:
0 * How to: save a Drill Down report

* How to: edit a saved Drill Down report

5.1.3.2 Schedule a recurring time for the report to run

Now that you’ve saved the report, you can schedule a time for the report to run.

1. Navigate to Reports | Schedule to display the Report Schedule panel:

, : ‘Securt P2 Trustwave
Report Schedule -

Click on a schedule to edit.

Frequency Last Run

Hext Run

|author

Refresh | View schedules for: | admin | v

]
E
i
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2. Click Add to go to the Add Schedule panel:

e urity Reporter P& Trustwave-
Add Schedul
Schedule Settings Recipients
Schedule Hame: Email:
Weekly Content | | LAds
Report to Run: Dalivery Method: (8 To: () Bee: () Co
|Report tiame Report Type Format ] eman [om [remove |
I Category 1 Category | POF | iR e cm 10 7@ "
Category 2 Category | POF ‘ ‘
! Weekly Category Category | POF |
|
L S
Message
Subject:
Body:
rf""’fr; fml Tame Delivery Options
el [e 100 amf5] ® O ik

3. Enter a Schedule Name, select the Report to Run, and specify the run Frequency (Daily, Weekly,

Monthly, Once) and pertinent criteria.

= urity Reporter B Trustwave®
Report Schedule
Click on a schedule to edit.
‘Sthedu!: Name 4 [Custom Report Name [Frequency Last Run |Next Run
‘ Weekly Content Type Veelly Content Type Weelty 141412012 8:00:10 Al 1172412012 8:00:00 Al
Refresh Add. Edit Delete.

In the Security Reporter Administrator Guide index, see:
» How to: schedule a Drill Down report to run

You have now learned how to save a report and schedule the report to run at a designated time.

Reports created for a variety of purposes can be scheduled to run on different dates and times to capture

records of specified user activity as necessary.
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5.1.4 Create a Custom Category Group and generate reports

After you've run a few summary and detail reports for the top visited categories, you might want to
generate reports targeting specified categories only. To do so, you must first create a Custom Category

Group.
5.1.4.1 Create a Custom Category Group

1. To create a Custom Category Group, choose Administration | Custom Category Groups from the
navigation menu:

P2 Trustwave’

Custom Category Group

Custom Category Group Detail

el This sereen allows the ereation and edit of
L.w [ | Custom Category Groups.

* Category Group Name

- Member Categories

(i 2
Available Cat
| Custom Category Group e LS

Custom Group 1 ﬂ;m’? V‘ -
. e ]
oo
==
-
| Architecture / Construction / Furniture
Art
Arts [ Museums / Theaters.
Auctions / Classified Ads
| exanapuanan omins i
o
s
e
| Blogs / Bulletin Boards.
| Books & Literature/Writings
=

Brokers / Stock Exchange

\pod ) (fiamove J

— e —

2. Type in the Category Group Name to be used.

3. Specify whether the Service Type for reporting is “URL” or “Bandwidth”; if “Bandwidth” is selected, this
action affects the Member Categories section below:

» For a URL Service Type: Choose the Available Categories and click Add to include each category
in the Assigned Categories list box.

* For a Bandwidth Service Type: Specify the Port Number(s) and click Add Port to include each port
in the Assigned Ports list box.

4. Click Save to save your settings and to display the name of the group you added in the Custom
Category Group list box.

O

5.1.4.2 Run a report for a specified Custom Category Group

In the Security Reporter Administrator Guide index, see:

* How to: add a Custom Category Group

1. To create a report for the Custom Category Group you created, choose Reports | Drill Down | Report
Wizard from the navigation menu.
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Specify reporting criteria in the General tab.

ity Reporter

In the Grouping & Visibility tab, specify the report will Group By “Category Group”:

P Trustwave®

Category -

General Grouping & Visibility Filters
Grouping & Sorting

— for the report A i
levels. Groupisort level g the "+ symbol ing the ** symbol. A y Repor ils is
created by clicking the report icon atany level afier the first level. A y g attne first
level. Creating a Detail-only Report enables the Date Scope fime fields in the General fab.
KEY: + Add Group and Sortrow | — Remove last addedron | ML4 f [ Summeary Report / Detsil Repart
Group By: Sort By: Show Records:
| category Group | v ] | Blocked Count \vj@ L At | timit [10 B‘ @

Column Visibility

Gategory Gount =)
e B
F—— &
e B
Blocked Count ‘E‘
e B

Total Count
Bandwidth

~
Fage Count

~
Page Blocked Count

Page Passad Count
Object Count

Object Blocked Count
Object Passed Count
Action Count

Policy Count

X-Ray Count

DIDEIEEEDHEEH O @D

Mon X-Ray Count

i
f
D)

In the Filters tab, select the Category Group filter and search for the custom category group you
created:

urity Reporter

P2 Trustwave®

Search to display items matching your oriteria in the Available Filters pane. To filter your report, drag tems to

from your report. To run or save the report, use the buttons at the bottom right. Learn More

@
=

Category -
General Grouping & Visibility Filters
Action W P Policy Site  User
type abave, textand choose dons,
i o use: i % character as 2 wildeard, and also use CIDR notation for IP ranges. With Selected Filters,
highlignt an item it to include or i
fo» () (3] |soetearter:
Options: [ (o) include () Exclids | [ () Category (s) Catsgory Group | B Gustom Graup 1
Available Filters: a
[ Community/Organizations
>
>
3
<
Currently selected: 0 out of 1 ‘Currently selected: 0 outof 1
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5. After adding the custom category to the Selected Filters list box, click Run to begin generating the
report view. The finished report view displays in the Drill Down report panel:

o Securty Reporter PR Trustwave®
i ceicia oo B -

January 1,2014 - December 31, 2014 I stockcd Count [l Possed Count

Custom Group 1

Category Group 1P Count User Count site Count Blocked Count v Passed Count Total Count

Custom Group 1 500 78 az8 2737 2887 5321

(LReportwiars | . " || ResutLimit 50records | Gotopages [ | of 1 tomipages

In the Security Reporter Administrator Guide index, see:

* How to: generate a Custom Category Group report
5.1.5 Create a custom User Group and generate reports
In addition to running reports for various custom category groups, you might want to create one or more
custom user groups and run reports for these user groups.

advance, since the list of users is updated each day automatically based on group definitions and latest

Q Note: In order to generate reports for a custom user group, the user group must be created a day in
usage data.
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5.1.5.1 Create a custom User Group

1. To create a user group, navigate to Administration | User Groups:

| | urity Reporter

P2 Trustwave’

User Groups
User Groups. Group Members
your be used to create new Patterns
ones or delegate to other adminis an asterisk (7}
T T | Patterns
Status |Group Name Last Rebuilt
S0 A system) 20121022 03:30
* Unknown Users (SWG) 2012-10-22 03:30

< *10.430.0.1 (Gustom)

£ +10.120.0.11 (Custom)

S 10430042 Custom)

£ *10.130.0.19 (Custom)

S *10.430.0.2 (Custom)

S *10.130.020 (Gostom)

£ *10.130.0.4 (Custom)

© 1043008 (Custom)

©  *ABC-SunONEM]lane.edu_ilee-group (LDAF)

© *ABC-SunONEWDirectory Administrators [LDAF)

© *ABC-SunONEwgroups_dj.lane.edu_jlee-group2 (LDAF)
“ " ABC-SunONEWGroups_blallblak {LDAF}

©  *ABG-SUNONE\Groups_DynamicGroup (LDAF)

©  *ABC-SunONEGroups_james-group (LDAP)

g ps_i (LDAF)
©  *ABC-SunONE\Groups_QA Managers [LDAF)

©  *ABC-SunONEWQCGroup_Dynamic Groupt (LDAF)

© *ABC-SunONE)QCGroup_Dynamic Group3 (LDAF)

Casoee )

2. Choose an existing user group from the User Groups list and then click New to display the New User
Groups panel:

Security Reporter

P2 Trustwave-

_New User Group | Patterns | | IP Ranges [ | Single Users | Exclude Group Name: |

Assigned Ranges:

Starting IP Ending IP

Patterns 1P Ranges 15 | Exchude
Plesse use the ‘% wildzard character or the ! _ ' single Plesss assign st eastone (Prange. Uss ‘Cajculste IP Rangs’ Fitters work sgainst User Name only. % = wildzard, | =
character wildeard, To sscape any! _'or' !, plesse uss tha*\ | below o calculste the startingfending IP sddress sirgls character, and \ = escapad character.
135 an essape character. Parent patiems sre NGEINNEAted DY | parent Ranges: Available Users Filters
defaut
PR Starting P Ending (P
Available Users:
User Hame
Starting IP: Ending IP:
|_| Calculate IP Range
Assigned Patterns ! ¥ S— s

3. Type in the Group Name and check the box(es) corresponding to “Patterns

IP Ranges”, and/or

“Single Users/Exclude” to activate the section(s) below. For this example, select “IP Ranges”.

4. Specify criteria for the group. In this example, enter an IP address within the range of the parent group.

Best Reporting Practices

57 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Appliance Installation Guide - Version 3.3.15

5. Click Save to save your settings and to return to the User Groups panel. Note the group you added
now displays in the User Groups list.

In the Security Reporter Administrator Guide index, see:
* How to: add a user group

5.1.5.2 Generate a report for a custom User Group
Once the custom User Group is recognized by the SR (on the following day), reports can be generated.

1. To generate a summary or detail report for a custom User Group, navigate to Reports | Drill Down |
Report Wizard, and click the Grouping & Visibility tab.

2. Choose “User Group” from the menu:

urity Reporter P Trustwave-

Category =

General Grouping & Visibility Filters
Grouping & Sorting Column Visibility
- for hiewilmaqﬂemmmnhmnnenrmg(nupfsnd | e —
levels. Group/sort levels are added by clicking the "+" symbol - symbol. A Details is
oo ol ot et sk s Vol ok o Bt Il (st ol Ryt 15 coatbod b ekl W vscet o e bW St ‘ 1P Count
level. Greating a Detail-only Report enables the Date Scope time fields in the General tab
User Count

KEY: + Add Group and Sortrow | — Remove Iastaddedrow | MM} (=] Summary Report / Detail Report

===

Group By: Sort By: Show Records:

l?:er_Gmlm E3| [TﬂockedCuum ‘-'J@J L] A LImlL' [+ )y \ Passed Count

Time Count {h:mm:ss)

|t
m—

i Page Count

oo Food s
=
| Object Count
B
Object Passed Count

| noton count

Policy Count

| KRy Count

DEREEHERDEOEDEI @@'@E'E

Non X-Ray Count

9

]
1

| opmiciny cotegostzea cou
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In the Filters tab, select User, and choose the User Group option. Search for the user group you

created, and then add it in the Selected Filters list box:

S Security Repoter PRV Trustwave:
Category ~
General Grouping 8 Visibility Filters
Action  Category P Policy  Site m
Select  filer type above, enter search fext and choose search opfions, and then click Search o display ifems matching your criteria in the Available Filers pane. To fillee your repor, drag flems fo
Selected Filters. You can also click > to use the search expression as a Selected Filter. You can use the % character one or more times as a wildcard. With Selected Filters, highlight an item and use
the (+) o {4 below the fistto inclsde or exclude malching recoeds fram your report To run or save the repor, use the butions 3t the botiom ight. Learn fore
Hew IP Group Search || > Selected Filters:
Options: [ (s Incide () Excude () User (o) User Group %
£ Hew IP Group (Cusiom)
Available Filters: N
>
>
J
<
Currently selected: 0 out of 0 Currently selected: 0 out of 2 2 @3

Click Run to begin generating the report view. The finished report view displays in the Drill Down

report panel:

|—

‘Security Reporter P Trustwave:

Category User Grou,
January 1, 2014 -December 31,2014 Il Biockes Count [l Passed Count

120,000
100,000
80,000
60,000
40,000
20,000

o

Custom Group (Custom)

User Group IP Count User Count Site Count Blocked Count ¥ Passed Count Total Count

Custom Group (Custom] 500 218 2,633 78453 108,554 187,007

[ Reportwizsra | iy 1 | | ResultLimit 0 records. | Gotopage: [ || of 1 totalpages

In the Security Reporter Administrator Guide index, see:

* How to: use the Report Wizard to generate a User Group report

5.1.5.3 Access the Saved Reports panel
A saved Drill Down report can be edited any time as follows:
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1. Navigate to Reports | Saved.

2. Select the report name from the list:

Security Reporter

P2 Trustwave:

Reports

Last Updated
01/27/2012 10:11:00 AM
01/18/2012 12:08:00 PM
0171812012 12:06:00 P

Category Group Drill Down Summary Drill Down 0210712012 9:04:00 AW
Spyware Weekly Spyware 01/18/2012 12:14:00 PM

VAD Today Vulnerability Anti Dote 02/01/2012 5:42:00 AW

(ot (oo ) (otene ) (orvmons ] Conms |

3. Click Edit to go to the Report Wizard panel where the report can be updated and saved.

In the Security Reporter Administrator Guide index, see:
* How to: access saved Drill Down reports

5.2 Real Time Reports Usage Scenarios

This collection of setup and usage scenarios is designed to help you understand and use basic tools in the
console for enforcing your Internet usage policy. Each scenario is followed by console setup information.
Please consult the “How to” section in the index of the Security Reporter User Guide for pages containing

detailed, step-by-step instructions on configuring and/or using the tools and features described in that

scenario.

5.2.1 Screen navigation exercise

This exercise will familiarize you with the four sections of the user interface and inform you where to go to

customize the application to perform a specified task or function.
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5.2.1.1 Navigate panels in the Gauges section
The URL Gauges Dashboard displays by default when you select Gauges in the navigation toolbar:

ity Reporter B Trustwave:

e

Shopping Security lllegal Bandwidth Adult Content All Categories

%

-

il

Each URL gauge contains a number that represents its current score. This score is derived by activity
within that gauge, based on the activities of end users who visited URLSs listed in library categories that
comprise the gauge.

To view bandwidth gauge activity, click the Bandwidth tab above the URL gauges dashboard to display the
bandwidth gauges dashboard. The score for each bandwidth gauge represents the number of bytes of end
user bandwidth traffic in ports or protocols that comprise the gauge.

Click any of the topic links from the Gauges menu to display panels used for viewing/configuring
URL/bandwidth gauges and/or gauge activity:

« Dashboard - view current gauge activity

» Overall Ranking - view details about current gauge activity for all end users affecting gauges

* Lockouts - prevent the end user from accessing specified URLs, the Internet, or the entire network
» Add/Edit Gauges - create and maintain gauges used for monitoring end users’ Internet activity

» Dashboard Settings - customize the view to only show certain gauges

5.2.1.2 Navigate panels in the Policy section

Click the Policy link to display its menu. Click any of the menu topics to display panels used for establishing
policies for high threat level threshold management:

* Alert Logs - view a list of alert records for the most recent 24-hour time period
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» Alerts - manage alerts that indicate if gauges are close to—or have reached—their established upper
thresholds

In the Security Reporter Administrator Guide index, see:
* How to: use Gauges and Policy menu selections

5.2.2 Drill down into a gauge exercise

This exercise will teach you how to drill down into a URL gauge to conduct an investigation on abnormally
high Internet activity in a particular filtering category, in order to find out which individuals are driving that
gauge’s score, and which URLSs they are visiting.

5.2.2.1 Select the gauge with the highest score

1. Inthe URL dashboard, select the gauge with the highest score and click it to open the Gauge Ranking
table showing columns with names of library categories that comprise the gauge, and rows of end user
records with activity in one or more of these library categories:

security Reporter P Trustwave:

Gauge Ranking: All Categories

Username Bandwidth | Liability Others | Productivity Security Total ¥

| 152.168.30.92 101 L] 2 20 2 141

Back. Results PerPage: 25 n——______ | <Previous | [ tiexi> |
"~

Note: The Gauge Ranking panel is also accessible by right-clicking a dashboard gauge and then
selecting View Gauge Ranking from the menu.
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2. Find the library category with the highest score, and click that score to open the Category View User
panel:

ity Reporter D Trustwave®

Category View User: 192.168.30.92 - Gauge Name: All Categories

Categories URLs

Links. i iewing content in a separ.

Click on a category below to see its URL details,
Categories with zero scores will not yield any URLs Timestamp
results.

Categories Total

‘Banner/leb Ads 55
Wab Based Email 23
Image Servers & Imags Search Engines 12
Free Hosts 4

Yahoo I 2

e

Note the left side of this panel is populated with rows of records for Categories affected by the selected
end user.

Now that you’ve identified the user affecting the highest scoring gauge, next you will investigate the
activity of the user driving that gauge’s score.

In the Security Reporter Administrator Guide index, see:
* How to: drill down into a gauge
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5.2.2.2 Investigate a user’s activity in a specified gauge

1. To find out which URLSs the top end user visited in the high-scoring library category, select the category
with the highest score and then click it to display a list of URLs the user visited in the right side of this
panel:

rity Reporter P& Trustwave:

Category View User: 192.168.30.92 - Gauge Name: All Categories

Categories UALs

Links are provided for wiewing content in a separate browser window.
Click on a category belows to see its URL details.

Categories with zero scores will not yield any |URLs. Timestamp x|

results. | nttpouiads biuelithivm i oala  2010.08.23 10:19:47
Categories Total http:i/ad. 25jBaAFU. FoAMR: OAIA .. 2010-09-23 10:19:17
D tia nad Ermal] 28 http-i/ad com/imp? PVID=upGF2Hij! UybiAUABZ 2010-09-23 10:18:17
jmage Servers & image Search Engines 12 http:i/ads bluelithium. i i FF2GqAAAAAARGACOAIA 2010-09-23 10:19:17
A 4 hitpilad. com/imp? PVID: ji 10Fr i 2010-08-23 10:18:17
ool 2 httpilad. om/st? ID=upGF2Hj 8 i 2010-08-23 10:18:08
hitpilad. com/st? ID=upGF2Mj! OFt i 2010-08-23 10:18:08

httpilad ?_PVID: bQTlgMUhaJOF - 2010-09-22 10:18:00

ity d. 159462 7 18:52=180 ... 2010-09-22 10:18:00

httpci/ad 159462.7 18:52=180 ... 2010-09-22 10:18:00

http:i/ad y? PVID: T o 2010-09-23 10:13:00

http:i/ad 2010-09-23 10:13:00

ity d Ted g Ui, i T 2010-09-23 10:15:00

ttp:iiad omist? TiaMuwi i 7 2010-08-23 10:19:00

nitp:iiad tadin a20 2010-08-23 10:18:00

hitp:iiad comlimp? PVID: RUybi%ST 2010-09-23 10:18:55

http-i/ad. com/imp? PVID: RUybi%a5f .. 2010-09-23 10:18:55

http-i/ad. om/imp? PVID: RUybi%5f . 2010-09-23 10:18:55

http:: i 5 htm 2010-09-23 10:18:55

hitp:ilad. com/imp? PVID: rvRUybi%e5f 2010-09-23 10:18:55

hitpilad. com/st? iTigL rwRUybi oACzH 2010-08-23 10:18:55

httpci/ad om/st? iTIgL rwRUybi oACzN 2010-08-23 10:18:55

st

2. Choose a URL you wish to view, and then click it to open a separate browser window accessing that
URL.

After investigating one or more URLs in the list, you may wish to find out which other gauges that same
user is currently affecting.

In the Security Reporter Administrator Guide index, see:

* How to: view URLs a user visited
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5.2.2.3 Investigate the user’s Internet activity in other gauges

1. To find out which other gauges the same user is currently affecting, return to the Gauge Ranking table
by going to the lower left corner of the Category View User panel and clicking the Back button. In the

Username column, click that user’s link to displ

ity Reporter

P2 Trustwave®

- User Summary

Threat Assessment Levels for User: 192.168.30.92 1P: 192.168.30.92

User Detail Information ‘Gauge Readings

URL Gauges Bandwidth Gauges

| Gauge Hame

Total v

Shopping

L
L")
& Aduitcontent
o
L]

Security

oo @lie N

RN

ay the User Summary panel for that user:

Note Gauge Readings to the right with the Total score for each Gauge Name listed.

2. Select a Gauge Name to investigate, which activates the Category View button below.

3. Click Category View to display the Category Vi

ew User panel:

P2 Trustwave®

Categoery View User: 192.168.30.92 - Gauge Name:
Categories URLS
. Links are provided for viewing in a separ. indow.

Click on a categary below 1o see its URL details. 22
Categories with zero scores will not yield any URLs Timestamp
results.

Categories Total

Image Servers & Image Search Engines. 12
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4. To find out which URLSs the user is viewing in a particular library category, choose the category from
the list, and then click the URL in the URLs list.

O

You have just learned how to drill down into a gauge to conduct an investigation on identifying the
source of unusually high Internet activity. The steps in this exercise demonstrated how to investigate
gauge scores in order to find out which end users are driving the score in one or more gauges, and
how to view URLs visited by the user.

In the Security Reporter Administrator Guide index, see:

* How to: view end user gauge activity

When you become accustomed to using the gauges on a regular basis to conduct these types of
investigations, you will eventually want to explore other tools in the interface to restrict or lock out
offending users from accessing certain library categories.

5.2.3 Create a gauge exercise

This exercise will teach you how to create a URL gauge to be used for monitoring a user group’s Internet
activity in specified filtering categories.

5.2.3.1 Access the Add/Edit Gauges panel
From the Gauges menu, select Add/Edit Gauges to open the Add/Edit Gauges panel:

Securty Reporter P& Trustwave-

Add/Edit Gauges

[Tl Bendwidth Gauges.

| Gauge Name Group Threshold
6 Shopping 200
@ Ssecurity 200
& negal 200
@ Bandwidth 200
@ A coment 200
L]

All Categories 100

Timespan (minutes)

15

15

15

15

1

10

[[] super category Group [] Category Class [[] Category Group

| | Gauge Components

iz Gauge. Edit Gauge. Deisiz Gauge
R

Note that this panel contains the current Gauge Name list at the left side.

Next, you will specify that you wish to create a new gauge.

O
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5.2.3.2 Add a URL Gauge
1. Click New Gauge at the bottom left of the panel to open the URL Gauge panel:

I Security Reporter B Trustwave®

URL Gauge

Gauge Information

This screen allows you to
create a new gauge or editan
existing gauge.

Gauge Name:

Available Categories/Groups . Assigned Categories/Groups

Adult Content

Adware J
Group Threshold: Alconol

{200 = Anaheim Ducks NHL

Animals/Pets

Timespan (minutes): ~

Bad Reputation Demains

EBandwidth
Bandwidth
Gauge Method:

(=) Al () Others () Pattem
() Search Engine Keyword

() URL Keyward () URL

() HTTPS Filtering - High () Wildcard
(_) HTTPS Filtering - Medium (_) X Strike

Banneriieb Ads

Blocked

ption
Books & Literature/Writings
Botllet

Business/nvestments.

Chat
Child Pornography
ciPa

o
l|

g
5

2. In Gauge Information to the left, specify the following information as necessary:

a. Gauge Name you wish to use and display for this gauge; this entry must be at least two characters
in length.

b. Group Threshold for the ceiling of gauge activity. For this exercise we will use the default and
recommended value, which is 200 for a URL gauge.

c. Timespan (minutes) for tracking gauge activity (1 - 60 minutes). For this exercise we will use the
default and recommended value, which is 15 minutes.

d. Gauge Method to be used for tracking gauge activity. For this exercise we will use the default “All”
gauge method, so you do not need to make any selection from the drop-down menu. The selected
“All” method considers all methods users can use to access URLs in library categories included in
the gauge.

3. In the Available Categories/Groups list to the right, select one Category Class/Group, or up to 15
library categories by clicking each one while pressing the Ctrl key on your keyboard. When you have
made your selection(s) for the gauge to monitor, click the Add button to move the choice(s) to the
Assigned Categories/Groups list box.
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4. Click the User Membership accordion to open it and to display a list of Available User Groups in the list
to the left:

rity Reporter

URL Gauge

Gauge Information

P2 Trustwave®

This screen allows you to
create a new gauge or editan
axisting gauge.

Gauge Name:

| Ducks NHL

Group Threshold:
|200 -}ﬁ
Timespan (minutes):

1 10 20 30 40 50 60

Available User Groups

Assigned User Groups

AR 172.20.91.2 (Custom}

All 3 Custom (Custom)

LONG User Group Name (Custom)
Pattern Custom Test (Custom)
QABTestAdministrators (LDAP)
QABTestideagent_services (LDAF)
(QABTestDomain Admins (LDAP)

Gauge Method:

(LDAF)

||| @neTestoomain users Loam

QABTestEnterprise Admins (LDAF)
(QABTestiGroup Policy Creator Owners (LDAF)

(m) Al () Others () Pattarn
() Search Engine Keyward QABTestiGuests (LDAF)
() URL Keyword O uRL QABTestllS_WPG (LDAF)

() HTTPS Filtering - High () Wildcard
(_) HTTPS Filtering - Medium (_) XStrike

(QABTestiRemote Desktop Users (LDAF)
QABTestiSchema Admins (LDAF)
QABTestTest Group (LDAP)

(LDAR)
QAW2008Administrators (LDAF)

QAWZ008\Chinese-l% (LDAF)
QAW2008\deagent_services (LDAF)

All {System)

(usave [ Ganeel |
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6. Click Add to move the user group to the Assigned User Groups list box.
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7. After adding user groups, click Save at the bottom right of the panel to return to the Add/Edit Gauges
of the gauge you just added:

ity Reporter B Trustwave®

Add/Edit Gauges

URL Gauges Bandwidth Gauges [ super Catzgory Group [[] Category Class [[] Category Group

| | cauge Hame | Group Threshold Timespan (minutes) Gauge Components

|0 Shopping 200 15

|O Security 200 15
@ wegal 200 15
|9 Bandwidth 200 15
| @ Adult Content 200 15
|e All Categories 100 10

| Ducks NHL 200 15

[lew Sauge ] ExitSauge ) | Deiste Savae

In the Security Reporter Administrator Guide index, see:
* How to: add new a gauge

Now that you know the basics of creating a gauge, you will soon be able to create and use gauges to
monitor various groups of users who frequent URLs in library categories you wish to restrict, and deal in
real time with Internet usage issues that endanger your network and/or consume an excessive amount of
bandwidth resources.

5.2.4 Create an email alert exercise

This exercise will teach you how to set up an email alert so you will be notified when a gauge reaches the
high end of its established threshold.
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5.2.4.1 Add a new alert

1. From the Policy menu, select Alerts to open the Alerts panel:

Reporter M Trustwave:

Alerts
Bandwidth Gauges |
Gauge Hame | Group Threshold Timespan (minutes) Alerts

@ shopping 200 15
@ Ssecurity 200 15
@ egal 200 15
& Bandwidih 200 15
@ Adult Content 200 15
@ ANl Categories 100 10
@ DucksNHL 200 15

2. Select the gauge for which an alert will be created; this action activates the New Alert button.

3. Click New Alert to open a panel that displays Alert Information to the left and the greyed-out target
panel to the right containing the Email Addresses and Low Lockout Components accordions:

[ poker | : eporter P Trustwave-

URL Gauge: Ducks NHL

Alert Information

Fill out the fields below to define the alert. If
Sy .
Addresses in the accordion to the right

| Alert Hame:
User Threshold:
‘ 200 lj‘

Alert Action:

(| Email || System Tray

[_| Lockout

Duration {minutes}:

s |

4. Type in the Alert Name to be used for the alert that will be delivered to the group administrator.
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5. Specify the User Threshold ceiling of gauge activity that will trigger the alert. The default and
recommended value is 200 for a URL gauge.

6. Specify the Alert Action method(s) to be used for alert notifications:

* Email - An email alert notifies a group administrator via email if an end user has reached the
threshold limit set up in a gauge alert.

» System Tray - An SR Alert message notifies a group administrator via his/her workstation’s Sys-
tem Tray if an end user has reached the threshold limit set up in a gauge alert.

* Lockout - The Lockout function locks out an end user from Internet/network access if he/she
reaches the threshold limit set up in a gauge alert.

For this exercise, however, you will only want to select Email, as described in the next step.

In the Security Reporter Administrator Guide index, see:
* How to: add a new alert

5.2.4.2 Select Email Alert Action

1. In the Alert Action section, choose the “Email” alert notification option.

Security Reporter P Trustwave®

Gauge: Ducks NHL.

Alert Information

Fill out the fields below to define the alert. If
‘specifying an Email Alert Action, enter Email
Addresces in the aceordion to the right.

Alert Name:
User Threshold:

JEI

Alert Action:

[] Email [_| System Tray

[_| Lockout

Severity: (Low requires categories/groups assignment}
Duration (minutes):

= Ll

J
|save ] [ Cancel

Note that this action opens and activates the Email Addresses accordion at the right side of the panel.

2. Inthe Email Address field, type in the email address to which the alert will be sent, and then click Add
Email to include the email address in the list box above.

3. Click Save at the bottom right of the panel to save your entries and to display the Alerts panel.

Next you will learn what to expect when an email alert is sent to your mailbox.

In the Security Reporter Administrator Guide index, see:
* How to: set up email alert notifications
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5.2.4.3 Receiving an email alert

When an end user’s activity in a gauge reaches the threshold limit established for an alert, it triggers an
alert notification. If the email alert option was selected, an email is sent to the email address that was
specified.

The email alert identifies the end user who triggered the alert, and includes a list of URLs the user visited,

along with the date and time each URL was accessed. Clicking any of the URLs in the email opens a
browser window containing the contents of that URL.

In the Security Reporter Administrator Guide index, see:
» How to: view an email alert

Now that you know how to create an email alert for a gauge, you will quickly identify users who are
misusing their Internet access privileges, giving you knowledge about policy violations in real time so you
can immediately take action to protect your resources.
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6 Using the SR in the Evaluation Mode

Evaluation mode pertains to the state of an SR in which a maximum of three weeks of data is available to
view on the server.

When evaluating the SR in evaluation mode, the Report Manager user interface and Expiration screen
from the System Configuration administrator console display differently than they do in registered
(standard) mode.

Note: See the System Configuration Section and Report Manager Administration Section of the Security
Reporter User Guide for information about using panels/screens in registered mode.

6.1 Report Manager

In evaluation mode, the Report Manager banner displays ‘EVALUATION MODE’ beneath the Security
Reporter name/link as shown in the sample panel below.

Hover over the ‘EVALUATION MODE’ link to display a definition of ‘Evaluation Mode’. Click this link to
launch the SR Server Status screen of the System Configuration administrator console and Status pop-up
box (see more about the pop-up box on the next page).

6.1.1 Server Information Panel

Information about the server’s status can be viewed in the Server Information panel (shown below). The
Expiration Info section at the bottom right of the panel displays the amount of data space allocated to the
SR and used by the SR, as well as data expiration criteria calculated for this SR, if activated in registered
mode.

Server Information

security Reporter ) P Trustwave:

EVALUATION MODE

The date scopes below int i ports. Server Activity:
If you plan on

detail reports.
(S || performance of the query will be greatly reduced (_) Hits By Day () Hits By Week (_) Hits By Month

From: = To: i
Date Scopes:
<) Draw Ghart
Overall Date Scope:
01/27/2011 12:00:00 AM - 01/31/2011 12:00:00 AM Expiration Info:
Report Manager Startup Time: Data Space Utilization: 1%

Mon Jan 312011 12:40:13

| Used: 1% M| Free: 33% Total: 100%
Server Info: -
Wieeks until next expiration (IF REGISTERED): 37
Software Version: Security Reporter 3.1.0.399 ) -
Estimated date of next expiration (IF REGISTERED): 10/116/2011
Database Server IP; localhost

Using the SR in the Evaluation Mode
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6.2 System Configuration

Note: See Appendix C: Evaluation Mode in the Security Reporter User Guide for information about

Q changing the SR’s mode from evaluation to registered.

6.2.1 Evaluation Mode Pop-Up

In evaluation mode, the SR Status pop-up box opens when accessing the System Configuration

administrator console:

@ 3R Status - Mozilla Firefox EEI=E]

(AMBCIRTAERRE] https://192.168.20.78:8843 process/serverstatus.cc 7.7 |

EVALUATION MODE - MAX DATA STORAGE 14 DAYS

Change Evaluation Mode.

Done 8

Until the SR is in registered mode, this pop-up box will continue to open whenever accessing the System

Status screen of the System Configuration administrator console.

6.2.2 Expiration screen

In evaluation mode, the Expiration screen includes the following message beneath the Status bar:
‘EVALUATION — MAX DATA STORAGE ‘X’ WEEKS?” (in which ‘X’ represents the maximum number of

weeks available to view in the SR’s data storage scope).

3 'ugﬂuﬁgﬂﬁgee £ '] Tr UStwaveo

Network Database - gy Help Logout

Status as of 2013.09.20 23:35:28
[AX DATA STORAGE 3 WEEKS
Please click here to activate the box

Date scope for total data 2013-09-08 - 2013-09-21
Database disk space utilization 057 %

(used database spaceitotal database space) (1.07188.34 Gbyles)
Last 8 weeks hits/day average 833

Estimated total week(s) of data 3 week(s)

Estimated number of weekis} until next expiration 1 week(s)

Using the SR in the Evaluation Mode
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Appendices

Appendix A: Bandwidth Monitoring

A.1 Initial Setup on the ESXi Server

1.

5.

Plug in a network cable from the switch used for Bandwidth monitoring to an empty NIC on the ESXi
server.

On the ESXi server, open the vSphere client and select the host machine.

Select the Configuration tab and choose Add Networking... to open the Add Network Wizard window.
For each step, do the following:

a. Connection Type: Select “Virtual Machine”, then click Next >.

b. Network Access: Select “Create a virtual switch"—the virtual NIC should be automatically
selected—then click Next >.

c. Connection Settings: Enter the Network Label, then click Next >.
d. Summary: Review the settings, then click Finish to close the Wizard window.

In the Configuration tab, choose Properties... for the Virtual Switch that will monitor Bandwidth traffic;
this action opens the vSwitch Properties window. Do the following:

a. Inthe Ports tab, select vSwitch, then click Edit... to open the second vSwitch Properties window.

b. Select the Security tab, then set the Promiscuous Mode to “Accept”, and then click OK to close
the Properties window.

Click Close to close the first vSwitch Properties window.

A.2 Steps to Set Up the VM to Use Bandwidth Monitoring

1.

o ~ w0

75

Open the vSphere client, then Login to the ESXi server.

Select the Virtual Machine to use for Bandwidth monitoring.

Select the Summary tab, then choose Edit Settings to open the Virtual Machine Properties window.
In the Hardware tab, select “Network adapter 2”.

In the Network Connection frame, for Network Label choose the network that was created for
Bandwidth monitoring.

Click OK to close the Virtual Machine Properties window.
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Appendix B: Optional Ethernet Tap Installation
This appendix pertains to the optional installation of the Ethernet Tap unit for bandwidth monitoring.

Note: In order to monitor bandwidth on the SR, both inbound and outbound traffic must be sent to the SR
through use of a port span, tap, or other similar device.

B.1 Preliminary Setup Procedures

The instructions in this section pertain to the use of a NetOptics 10/100BaseT Tap that can be purchased
from Trustwave.

B.2 Unpack the Ethernet Tap Unit from the Box

Open the NetOptics Ethernet Tap box and verify that all accessories are included. Save all packing
materials in the event that the unit needs to be returned to Trustwave.

The NetOptics box should contain the following items:
* 1 NetOptics 10/100BaseT Tap

e 2 power supply units

2 AC power cords

« 2 crossover cables

e 2 straight through cables

* 1 installation guide

B.3 Other Required Installation ltems

In addition to the contents of the NetOptics box, you will need the following item to install the Ethernet Tap
unit:

¢« 1 standard CAT-5E cable

Inspect the box for damage. If the contents appear damaged, file a damage claim with the carrier
immediately.

B.4 Install the Ethernet Tap Unit

The procedures outlined in this step require the use of a CAT-5E cable.

1. Provide power to the Ethernet Tap by connecting both power cords from the unit to the power source.

c O
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2.

© N o O

If a designated source Web Filter (to be used with the Security Reporter) is already installed on the
network, disconnect the cable that connects this Web Filter to the switch.

Firewall/Router/Gateway

Port Mirror:
Source

(TX+RX) Port Mirror:

Destination

SR
Management
Interface

Switch

SR Listening Interface

Web Filter
Management
Interface

Host Machine

Web Filter

If the designated Web Filter has not yet been installed, disregard this sub-step and proceed to the next
step.

Using a crossover cable, connect one end to the Switch’s port configured to be the destination port of
the Port Mirror.

If adding the host machine to an existing installation, this port would be the port that was originally
occupied by the listening interface of the Web Filter.

Connect the other end of the crossover cable to the Ethernet Tap’s Network A port.

Network A&B  Monitor A& B Power LEDs

| |
apn‘e( & Y 5 & v 5 1DI10¢Etherne( Tap
@ | (LA CECCEEY (A @ @
= = = = PWR1 QD
Network i) wawwineoptics com

Using a straight through cable, connect one end to the Ethernet Tap’s Network B port.
Connect the other end of the straight through cable to the listening interface of the Web Filter.
Using the second straight through cable, connect one end to the Ethernet Tap’s Monitor A port.

Connect the other end of the second straight through cable to the host machine’s listening interface.

After completing the steps in this Appendix, continue with SR configuration.
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Appendix C: Accepting Security Certificates

When you connect to the SR, you may need to accept a security certificate exception. This is a normal
behavior for the certificate used by this product. This appendix provides detailed walk-throughs of the
procedure in several supported web browsers.

C.1 Accept the Security Certificate in Firefox

1. If using a Firefox browser, in the page “This Connection is Untrusted,” click the option | Understand
the Risks:

0= This Connection is Untrusted

v Al You have asked Firefox bo connect securely bo 190.160.20.104:1443, but we can't confirm that
your conneckion is secure,

Mormally, when you try to connect securely, sites will present. trusted identification to prove that you
are going to the right place. Howewver, this site's identity can't be verified.

What Should I Do?

IF wou usually conmect ka this site without problems, this error could mean that someaone is krying to
impersonate the site, and you shouldn't continue.

Gat me out of here! |

Technical Details

< I Understand the Risks >

2. Inthe next set of instructions that display, click Add Exception...:

@ » | This Connection is Untrusted

v AI ‘¥ou have asked Firefox ta connect securely to 190.160.20.104:144 3, but we can't confirm that
wour conneckion is secure,

Maormally, when you try ko connect securely, sites will present trusted identification to prave that yau
are going ko the right place. However, this site's identity can't be verified.

what Should I Do?

If wou usually connect ko this site withaut problems, this error could mean that someone is trying ta
impersanate the site, and you shouldn't continue,

Gt me ouk of here! |

Technical Details

I Understand the Risks

If wou understand what's going on, vou can tell Firefox o start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless wou knaw there's a good reason why this site doesn't use trusted
identification,

Add Exception ... |
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3. Clicking Add Exception opens the Add Security Exception window:
x

A ‘fou are about ko override how Firefox identifies this site,
/ I } Legitimate banks, stores, and other public sites will not ask you to do this.

SErver _—
Location: tbps: /190, 0,104: 1443/ Get Certificate

- Certificate Status

This site attempts ko identify itself with inwvalid inFormation. iew.. |

Wrong Site
Certificate belongs ko a different site, which could indicate an identity theft,

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized autharity,

< ¥ Permanently store this exception ,
N
e

< Confirm Security Exception |D Cancel |

4. In the Add Security Exception window, click Get Certificate and wait a few seconds until the security
certificate is obtained by the server.

5. With the check box Permanently store this exception selected, click Confirm Security Exception
to open the Security warning dialog box:

Warning - Security ; ll

The web site's certificate cannot be verified. Do you
want to continue?

Name: 190.160.20. 104

Publisher: ‘WFR.logo.com

¥ &lways trust content From this publisher,

w The certificate cannot be verified by a trusted source, More Information...
.

6. With the check box “Always trust content from this publisher.” populated, click Yes to close the Security
warning dialog box and to access the login window of the SR user interface:

security Reporter M@ Trustwave:

Username
Password
Forgot your password?

Appendices
79 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Virtual Installation Guide - Version 3.3.15

C.2 Temporarily Accept the Security Certificate in IE

If using an IE browser, in the page “There is a problem with this website's security certificate.”, click

Continue to this website (not recommended):

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

) =10l x|
% =[] hitpssij190.160.20. 104: 14834 =142 | [eoog= (2|
File Edt View Favorites Tools Help
W (& certficate Error: Navigation Blocked | | - - = - sbPage v () Took - 2

- |

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate

authority.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you

send to the server.

We recommend that you close this webpage and do not continue to this website.

& Click here to dose this webpage.

@nue to this website (not recomm@
@ More information
[l

| T T T @ ntens [#oee ~ 4

Selecting this option displays the SR login page with the address field and the Certificate Error button to

the right of the field shaded a reddish color:
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& Trustwave Web Filter - Windmmem =2 2= = o (=]
< - | https:ii190.160.20,220:1443login oo | centicate Errar | 41 |2+
Fle Edt View Favortes oo rE—

o By - < fmhy - [ihPags v (G Took =
o AE:: a

x

"‘ Trustwave Web Filter

web Fiter P& Trustwave®

Username:

Password:

Internet H100% v
t 4

C.3 Accept the Security Certificate in Safari

If using a Safari browser, the window explaining “Safari can't verify the identity of the website...” opens:

= Safari can't verify the identity of the website
A A “sr-20-180.m86.com™.

I @ The certificate for this website is invalid. You might be connecting to a

—_— website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

@ Show Certificate ( Cancel ) (Cnntinue )

1. Click Show Certificate to open the certificate information box at the bottom of this window:

— Safari can’t verify the identity of the website

4 L “sr-20-180.m86.com".

L@ The certificate for this website is invalid. You might be connecting to a
website that is pretending to be "sr-20-180.m86.com"”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

] Always trust “SR-20-180.m86.com” when connecting to “sr-20-180.m86.com”

5 SR-20-180.m86.com

- SR-20-180.m86.com
(e ritifocte
T Self-signed root certificate
.| Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted
p Trust
» Details

@ [ Hide Certificate | ( Cancel ) (Continue }

A
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2. Click the “Always trust...” check box and then click Continue:

Safari can't verify the identity of the website
i A “sr-20-180.m86.com".

@ The certificate for this website is invalid. You might be connecting to a

L website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential infermation at risk. Would you like to connect to the
website anyway?

@ust “SR-20-180.m86.com” when connecting to "sr—20—130,@

—_—
= SR-20-180.mB86.com

SR-20-180.m86.com

Self-signed root certificate

Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted

Certiecrie

» Trust

» Details

@ (" Hide Certificate ) [ Cancel ! | Continue :>
)

3. You will be prompted to enter your password in order to install the certificate.

C.4 Accept the Security Certificate in Chrome

If using a Chrome browser, in the page “This is probably not the site you are looking for!” click the button

Proceed anyway:

o|E] 5 |

/% System Dashboard - M86.. %/ [ SSL Error @l
€« C' | X prrs,//192.168.20.78:8443 PRI §

VMware Infrastructu... A4 MB6 Security Reporter A Web Filter 74 A4 Web Filter 75 A4 M86 Web Filter and ... M WFR Web Filter /4 M35 Source. Engine... > | [J Other bookmarks

This is probably not the site you are looking for!

You attempted to reach 192.168.20.78, but instead you actually reached a sewver identifying itself as 8e6
Technologies. This may be caused by a misconfiguration on the server or by something more serious. An
attacker on your nstwork could be trying to get you to visit a fake (and potentially harmful) version of
192.168.20.78. You should not procesd

Procesd anyway | | Jack to safety

» Help me understand

n
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4. Clicking this button launches the SR login window:

security Reporter B Trustwave:

Username |
Password

Forgot your password?

| kean

Q Note: With Chrome, you must follow this procedure every time you connect to SR.
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About Trustwave®

Trustwave is a leading provider of compliance, Web, application, network and data security solutions
delivered through the cloud, managed security services, software and appliances. For organizations faced
with today's challenging data security and compliance environment, Trustwave provides a unique
approach with comprehensive solutions that include its TrustKeeper® portal and other proprietary
security solutions. Trustwave has helped hundreds of thousands of organizations—ranging from Fortune
500 businesses and large financial institutions to small and medium-sized retailers—manage compliance
and secure their network infrastructures, data communications and critical information assets.

Trustwave is headquartered in Chicago with offices worldwide. For more information, visit
https://www.trustwave.com.
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