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M86 SR VIRTUAL INTRODUCTION

M86 SR VIRTUAL INTRODUCTION

Thank you for choosing to download and install M86 Security Reporter Virtual soft-
ware. The Security Reporter (SR) from M86 Security consists of the best in breed
of M86 Professional Edition reporting software consolidated into one unit, with the
capability to generate productivity reports of end user Internet activity from M86
Web Filter and/or M86 Secure Web Gateway (SWG) appliance(s), and security
reports from an SWG.

Atfter the SR software image is installed on your appliance and running as a virtual
machine, logs of end user Internet activity from a Web Filter and/or SWG are fed
into the SR, giving you an overall picture of end user productivity in a bar chart
dashboard, and the ability to interrogate massive datasets through flexible drill-
down technology, until the desired view is obtained. This “view” can be memorized
and saved to a user-defined report menu for repetitive, scheduled execution and
distribution.

Web Filter logs provide content for dynamic, real time graphical snapshots of
network Internet traffic. Drilling down into the URL categories or bandwidth gauges
dashboard quickly identifies the source of user-generated Web threats. SWG logs
provide content for bar charts detecting security threats on the network so that
prompt action can be taken to terminate them before they become a liability on
your network.

Using the SR, threats to your network are readily targeted, thus arming you with
the capability to take immediate action to halt the source, secure your network, and
protect your organization against lost productivity, network bandwidth issues, and
possible legal problems that can result from the misuse of Internet and intranet
resources.

Quick setup procedures to implement the best reporting practices are included in
the Best Reporting Practices section that follows the Conclusion of this guide.
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About this Document

This document is divided into the following sections:

Introduction - This section is comprised of an overview of the SR product and
how to use this document

Service Information - This section provides M86 Security contact information

Preliminary Setup Procedures - This section includes instructions on how to
prepare your environment for the inclusion of SR Virtual on your network

Install and Configure SR Virtual - This section explains how to install and
configure the SR for reporting

Conclusion - This section indicates that the installation steps have been
completed

Best Reporting Practices - This section includes reporting scenarios and
instructions for implementing the best reporting practices to capture a snapshot
of end user activity on your network that tells you whether or not policies are
being enforced

Evaluation Mode - This section gives information on using the SR in the eval-
uation mode

Appendices - Appendix A explains how to configure bandwidth monitoring.
Appendix B explains how to install the optional Ethernet Tap device on your
network for bandwidth monitoring.

Index - An alphabetized list of some topics included in this document

Conventions Used in this Document

The following icons are used throughout this document to call attention to impor-
tant information pertaining to handling, operation, and maintenance of the server;
safety and preservation of the equipment, and personal safety:

A
@

NOTE: The “note” icon is followed by additional information to be considered.

WARNING: The “warning” icon is followed by information alerting you to a potential situa-
tion that may cause damage to property or equipment.

CAUTION: The “caution” icon is followed by information warning you that a situation has
the potential to cause bodily harm or death.

TIP: The “tip” icon is followed by italicized text giving you hints on how to execute a task
more efficiently.

IMPORTANT: The “important” icon is followed by information M86 Security recommends
that you review before proceeding with the next action.

| -, The “book” icon references the SR User Guide. This icon is found in the Best Reporting
Practices section of this document.
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SERVICE INFORMATION

Any software setup problem that cannot be resolved at your internal organization
should be referred to an M86 Security solutions engineer or technical support
representative.

For technical assistance, please visit http://www.m86security.com/support/ .

M86 Technical Support Call Procedures

When calling M86 Security regarding a problem, please provide the representative
the following information:

* Your contact information.
» Original order number.
» Description of the problem.

* Network environment in which the virtual appliance hosting SR Virtual software
is used.

» State of SR Virtual software before the problem occurred.
» Frequency and repeatability of the problem.
» Can the product continue to operate with this problem?

» Can you identify anything that may have caused the problem?

M86 SECURITY INSTALLATION GUIDE 3
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PRELIMINARY SETUP PROCEDURES

Network Requirements
The following items are required for using SR Virtual:

* Host appliance on your network that supports Virtualization Technology
* VMware ESXi 4.1 or 5 server
* VMware ESXi 4.1 or 5 vSphere Client
* SR Virtual product downloaded to your appliance, which includes the following
items:
* SR software image
* End User License Agreement
* link to Security Reporter documentation page at M86 Security’s Web site:
http://lwww.m86security.com/support/sr/documentation.asp

The following optional devices can be used with SR Virtual:

» One or more attached “NAS” storage devices (e.g. Ethernet connected, SCSI/
Fibre Channel connected “SAN”)
* An Ethernet Tap device connected to the virtual server for monitoring bandwidth

Download and Install the SR software image

1. Download the SR software image to your appliance from a link on this page:
http://www.m86security.com/support/sri/virtual-product-upgrade.asp

NOTE: Contact your M86 Security account representative or an M86 solutions engineer if
you need assistance accessing the URL or downloading the SR image. Before installing
the software image on your machine, be sure you have reviewed the End User License
Agreement.

2. Lauch the vSphere Client on your workstation.
3. Import the SR software image into the ESXi server.

IMPORTANT: M86 recommends selecting “Thick provisioned format” for your datastore.
See Important Virtual Machine Message on the next page for important information about
selecting “Thin provisioned format”,

4. With the SR powered on, access the vSphere Client’'s Console panel and
proceed to the next section of this Installation Guide that requires you to set up
parameters for the SR to function on the network.

4 M86 SECURITY INSTALLATION GUIDE
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Important Virtual Machine Message

M86 recommends selecting “Thick provisioned format” since the system will auto-
matically allocate appropriate disk space to the SR Virtual image and you will not
need to monitor the amount of disk space being used by the datastore.

If “Thin provisioned format” is selected, you will need to monitor the amount of disk
space available for SR data storage.

If data storage space runs out, the machine will run out of memory and freeze up,
and the following Virtual Machine Message will display in the vSphere Client
Console’s Summary tab and in a window: “There is no more space for virtual disk
name.vmdk (in which ‘name’ represents the name of the virtual machine). You
might be able to continue this session by freeing disk space on the relevant
volume, and clicking Retry. Click Cancel to terminate this session.”

Sample images on this page and the next page illustrate this scenario:

”@ 192168.165.2 - vSphere Client =i

File Edit View Inventory A
G e ¢ v
NS BGbe
2 @ 192.168.165.2
{5 bamboo-client-build _ .
b OISR | Geiting Starteo. JETREI) Resource Allocation | Performance | Events, [ Console. Permissions
{3 BO-SRVM-3.0,00.19-1T-Thi %
{5 BD-SRVM-3.0.00.19-3268 Virtual Machine Message
@ wssiouris || o st e B ==
Sepbiugiay virtual disk CC- N---SRVI-3.0.00. 18_Lvmdk. You irtual Machine Question
6. OB S1-THIN- SV 30 might be able to confinue this session by fresing disk space: —
b [CETO0 eI THING SRV on the relevant nd diing Retry. Cick Cancel to e
CC60-65--THIN-SRVM-3.C teminate 3 e .
B 025RM-2.0.00.15-5006 msg.hbacommon. outofspace:There is no more space for virtual disk
CC—60-63-THIN—SRVM-3.0.00.18_1.vmek. You might be able to continue ths session by
dfp JF-SRVM-3.0.00.19-4T & Retn freeing disk space on the relevant volume, and clicking Retry. Click Cancel to terminate this
i
(5 JF-SRVM-3.0.00.19-50068 i session
~SRVM-45.200- Cancel
{5 MLSRVM-15.200-32G8 ancel e
&) SRVM-30.00.19-3268
(B ST-SRVM-15. 10050065 ( oK € cancel
() ST-SRVM-45.101-500GB
() ST-SRVM-45.102-32GB General Resources ,I]
VMware Stud
O Y= Sl Guest0s: Red Hat Enterprise Linxs (4-bit) JR—— = —_— >
A oot 7 Consumed Host Memory: 4051.00 MB
cpu 2var Active Guest Memory: 901.00 MB
Memory: 09618 Refresh Storage Usage
Memory Overhead:  135.34M8 26400 GB
WnareToos:  Notinstalled Not:shared Storage: 527968
1P Addresses: Use: 527968
DNS Name Bt 5| Capacty Free | Lastpdal
State: Powered On [ datastont 13100GB 1.98GB_3/31/2011
Host: ost2.qc.8e6.net T —————
Active Tasks:
Network Type
[ Commands | | & vMnewor Standard switch network
68 Open Consale
Annotations
# Edt
Notes: SR ith 3268 database drive, 1668
Gatsbase
<
Recent Tasks Name, Target or Status contains: ~ Clear X
|[Name [Targe Status Detalls Tnitisted by | Requested Start T...~ | Start Time Completed Time
7] Tasks. To release cursor, press CTRLYALT |root

vSphere Client Console showing Virtual Machine Messages

| Getting Started . IETL . Resource Allocation| Performance .| Events-| Console. Permissions-.

Virtual Machine Message
msg.hbacommon.outofspace:There is no more space for
virtual disk CC--60-63--THIN---SRVM-3.0.00.19_1.vmdk. You
might be able to continue this session by freeing disk space
on the relevant volume, and dicking Retry. Click Cancel to
terminate this session.

@ Retry
" Cancel

OK |

Summary tab showing Virtual Machine Message
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, |

Virtual Machine Message

msg.hbacommon.outofspace:There is no more space for virtual disk
CC—-60-63--THIN—SRVM-3.0.00. 19_1.vmdk. You might be able to continue this session by
freeing disk space on the relevant volume, and dicking Retry, Click Cancel to terminate this

SEsSion.
@ Retry

" cancel

) [ 1

Window showing Virtual Machine Message

To proceed, you will need to free up space on the disk, and then click “Retry” and
OK to continue.
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INSTALL AND CONFIGURE SR VIRTUAL

Step 1: Quick Start Setup Procedures

Login screen

In the Console panel of the vSphere Client:

A. At the login prompt, type in menu.

B. Press the Enter key to display the Password prompt.

C. At the Password prompt, type in the following: #s3tup#r3k

D. Press Enter to display the Quick Start menu screen.

Quick Start menu screen

Wed Mar 9 15:54:51 P5T 2011

tart menu

us

stration password

Press the number of your selectignﬂ

A. At the Press the number of your selection prompt, press 2 to select the Quick
Start setup process.

B. At the login prompt, re-enter your password: #s3tup#r3k

C. Press Enter to display the administration menu where you can begin using the
Quick Start setup procedures.

M86 SECURITY INSTALLATION GUIDE 7
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Quick Start setup

Wed Mar 9 16:00:31 PST 2011
g6 Security
Start menu

1.
4.
2.

art password

Exit administration menu

Press the number of your select.ic-rﬂ

A. At the Press the number of your selection prompt, press 2 to select the
“Quick Start setup” process.

The Quick Start setup process takes you to the following configuration screens
to make entries:

» Configure network interface LAN1
» Configure network interface LAN2
» Configure default gateway

» Configure DNS servers

» Configure host name

» Time Zone regional setting

» Configure setup wizard user

& NOTE: Please make a note of the LAN 1 and LAN 2 IP address and hostname you assign
“~/ tothe SR server, as well as the username and password you create for logging into the
“setup wizard”, as you will need to use this information in later steps of the installation
procedure.

B. After making all entries using the Quick Start setup procedures, press X to
return to the Quick Start menu screen. Or, to verify the status of the SR and
review the entries you made using the Quick Start setup, press 1 to view the
System Status screen.

& NOTE: To configure an individual screen from the Quick Start menu, press the number or
< alphabet corresponding to that menu option, as described in the following sub-sections.

Configure network interface LAN1

A. From the Quick Start menu, press 3 to go to the Configure Network Interface
screen for LAN1.

B. At the Enter interface LAN1 IP address prompt, type in the LAN1 IP address
and press Enter.

8 M86 SECURITY INSTALLATION GUIDE
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C. At the Enter interface LAN1 netmask prompt, type in the netmask for the
LAN1 IP address and press Enter.

D. Press Y to confirm, or press any other key to cancel this change.

Configure network interface LAN2

A. From the Quick Start menu, press 4 to go to the Configure Network Interface
screen for LAN2.

B. At the Enter interface LAN2 IP address prompt, type in the LAN2 IP address
and press Enter.

C. At the Enter interface LAN2 netmask prompt, type in the netmask for the
LAN2 IP address and press Enter.

D. Press Y to confirm, or press any other key to cancel this change.

Configure default gateway

A. From the Quick Start menu, press 5 to go to the Configure default gateway
screen.

B. At the Enter default gateway IP prompt, type in the gateway IP address and
press Enter.

C. Press Y to confirm, or press any other key to cancel this change.

Configure DNS servers

A. From the Quick Start menu, press 6 to go to the Configure Domain Name
Servers screen.

B. At the Enter first DNS server IP prompt, type in the IP address of the DNS
server to use and press Enter.

C. At the Enter (optional) second DNS server IP prompt, either type in the IP
address of an alternate DNS server to use and press Enter, or just press Enter
to bypass making a second DNS server entry.

Configure host name

A. From the Quick Start menu, press 7 to go to the Configure host name screen.
B. At the Enter host name prompt, type in the hostname and press Enter.

C. Press Y to confirm, or press any other key to cancel this change.

Time Zone regional setting

A. From the Quick Start menu, press 8 to go to the Time Zone regional configura-
tion screen.

B. Select a region using up-arrow and down-arrow keys. Press Y when you have
selected the appropriate region, or press Esc to cancel this change.

/\\3 NOTE: If this server is located in the USA, please select “US” and not “America”.
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C. After you select the region, you may be prompted to select the locality within the
selected region. Select the locality and press Y to confirm, or Press Esc to
cancel the change.

NOTE: After making any change to this menu selection, you must reboot the server to
make your settings effective.

Configure setup wizard user

A. From the Quick Start menu, press A to go to the Configure Wizard user screen.

B. At the Enter wizard user name prompt, type in the new username to be used
by the global administrator for the SR Wizard user setup process and press
Enter.

NOTE: The username ‘admin’ cannot be used since it is already the default username.
The default password is ‘testpass’.

C. At the Enter wizard password prompt, type in the new password for the user-
name you entered and press Enter.

NOTE: The username and password you enter and save here will be used by the global
administrator for Single Sign-On access in the SR user interface.

D. Press Y to confirm, or press any other key to cancel this change.

Non-Quick Start procedures or settings

The options described below do not pertain to the quick start setup process.
Reboot system

A. From the Quick Start menu, press B to go to the Reboot confirmation screen.

B. At the Really reboot the system? prompt, press Y to continue, or press any
other key to cancel reboot.

Change Quick Start password

A. From the Quick Start menu, press C to go to the Change Administrator Pass-
word screen.

NOTE: This option will change the password used for accessing the Quick Start menu (the
default password is #s3tup#r3k) but will not change the global administrator’s Single
Sign-On password used for accessing the SR user interface via its login window (the
default password is ‘testpass’). Option D, “Reset Admin account”, should be used for
resetting the SR login password (the default account reset password is ‘reporter1!’) and
for unlocking all IP addresses currently locked.

B. At the Enter the new administrator password prompt, type in the new pass-
word to be used for accessing the Quick Start menu and press Enter.

C. At the Re-enter the new administrator password prompt, re-type the pass-
word you just entered and press Enter, or press Esc to cancel the change.

Reset Admin account

A. From the Quick Start menu, press D to go to the Reset admin GUI account
confirmation screen that displays the following message:
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Reset admin account password? Are you sure?
NOTE: This process will also unlock the admin account and unlock all currently
locked IPs.

& WARNING: This option resets the global administrator’s Single Sign-On password to
‘reporter1!’ and will unlock all IP addresses currently locked.

B. Press Y to continue, or press any other key to cancel admin account reset.

System Status screen

Wed Mar 3:159:22 PST 2011

ME8& Secur

v 10 seconds

Serial Mumber None

lanl IP

lan2 IP

Default

eporter 3.1.0.505

return to menu...

The System Status screen contains the following information:

» Serial Number (applicable only to SR Appliances)

* lan1 IP address and netmask specified in screen 3, and current status (“Active”
or “Inactive”)

* lan2 IP address and netmask specified in screen 4, and current status (“Active”
or “Inactive”)

» Default gateway IP address specified in screen 5 (Configure default gateway)

* SR host name specified in screen 7 (Configure host name)

* DNS server IP address(es) specified in screen 6 (Configure DNS servers)

* Regional timezone setting specified in screen 8 (Time Zone regional setting)

» current status of ER (System Configuration) and TAR (real time reporting) appli-
cations

* Current Version of software installed

53 NOTE: Modifications can be made at any time by returning to the specific screen of the
% Quick Start setup procedures. To access the System Status screen from the Quick Start
setup screen, press 1 and then Enter.

Log Off

After completing the Quick Start setup procedures, return to the Quick Start menu
screen and press 9 to log out.

Proceed to Step 2: Connect Peripheral Devices to the Host.
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Step 2: Connect Peripheral Devices to the Host

Now that your SR network parameters are set, you can physically connect periph-
eral devices—i.e. Fibre Channel Connected Storage Device and/or Tap device—to

the host appliance.

Storage Device Setup (for Attached Storage Units)

If you have a NAS (Fibre Channel Connected Storage Device or “SAN”) that will be
used with the SR, you will need to connect it to the host appliance at this point.

Bandwidth Management

If you choose to install an Ethernet Tap for bandwidth monitoring, you will need to
connect it to the host appliance at this point. Refer to Appendix A and Appendix B
at the end of this document for instructions on how to configure Bandwidth Moni-
toring and how to connect an Ethernet Tap unit to the host appliance.

NOTE: In order to monitor bandwidth on the SR, both inbound and outbound traffic must
be sent to the SR through use of a port span, tap, or other similar device.

M86 SECURITY INSTALLATION GUIDE
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Step 3: Access the SR and its Applications Online

Next you will access the SR and its applications online. For this step you will need
your network administrator to provide you the following information:

+ If using a Web Filter, IP range and netmask of machines on the network that the
Security Reporter application will use for monitoring bandwidth on your network

» Web Filter or SWG IP address, and port number to be used between the Web
Filter/SWG and SR

Access the SR via its LAN 1 IP Address

A. Launch an Internet supported browser:

» Firefox 9 or 10

* Internet Explorer 8 or 9

» Safari 5.0 or 5.1

* Google Chrome 16 or 17

B. In the address field, type in the LAN 1 IP address you assigned to the SR during
the Quick Start Setup Procedures. Be sure to use “https” and port :8443 for a
secure connection, appended by “/SR/”. For example, if the SR were assigned
an IP address of 10.10.10.10, you would enter https://10.10.10.10:8443/SR/ in
the browser’s address field.

C. Click Go to display the security issue page:

* If using Firefox, proceed to Accept the Security Certificate in Firefox.
* If using IE, proceed to Temporarily Accept the Security Certificate in IE.
« If using Safari, proceed to Accept the Security Certificate in Safari.

* If using Google Chrome, proceed to Accept the Security Certificate in
Chrome.

* If the security issue page does not display in your browser, verify the
following:

* The SR is powered on.
» Can the administrator workstation normally connect to the Internet?

* |s the administrator workstation able to ping the SR’s LAN 1 IP address?
(To ping the SR using the Command Prompt in Windows XP, Vista, and 7,
go to Start > All Programs > Accessories > Command Prompt, type in
Ping and the IP address using the x.x.x.x format—in which each X’
represents an octet—and then press Enter.)

« If pinging the IP address of the SR is unsuccessful, try restarting the
network service or rebooting the SR.

+ If still unsuccessful, contact an M86 Security solutions engineer or
technical support representative.
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Accept the Security Certificate in Firefox

A. If using a Firefox browser, in the page “This Connection is Untrusted,” click the
option I Understand the Risks:

This Connection is Untrusted

"

‘ou have asked Firefox to connect securely to 190.160.20.104:844 3, but we can't confirm that
your connection is secure.

Mormally, when wou try to connect securely, sites will present trusted identification ko prove that you
are going to the right place. However, this site's identity can't be verified.

what should I Do?

If you usually connect ko this sike without problems, this error could mean that someone is trying to
impersonate the site, and vou shouldn't continue.

Get me out of here! |

Technical Details

< 1 Understand the Risks >

B. In the next set of instructions that display, click Add Exception...:

This Connection is Untrusted

i

‘ou have asked Firefox to connect securely to 190.160.20.104:8443, but we can't confirm that
wour connection is secure,

Maormally, when wou bry to connect securely, sites will present trusted identification ko prove that you
are going to the right place, However, this site's identity can't be verified.

what should I Do?

If you usually connect ta this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here! I

Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless you know there's & good reason whey this sitke doesn't use trusted
identification,

Add Exception I

Clicking Add Exception opens the Add Security Exception window:
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Add Security Exception x|

You are abouk ko override how Firefox identifies this site.
. Legitimate banks, stores, and other public sites will nok ask you to do this.

—Server _—
Location: wkkps: 190, 160,20, il Get Certificate

—Certificate Status

This site attempts ta identify itself with invalid information, iew... |

Wrong Site
Certificate belongs ko a different site, which could indicate an identity theft,

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority,

< V¥ Permanently store this exception ’
N
==

< Confirm Security Exception |D Cancel |

C. In the Add Security Exception window, click Get Certificate and wait a few
seconds until the security certificate is obtained by the server.

D. With the checkbox Permanently store this exception selected, click Confirm
Security Exception to open the Security Reporter login window:

Security Reporter ~ MBS

Username

Password

Proceed to Accept the End User License Agreement.

NOTE: On a newly installed unit, reports will remain inaccessible until logs are transferred
to the SR and the database is built.
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Temporarily Accept the Security Certificate in IE

If using an IE browser, in the page “There is a problem with this website's security
certificate.”, click Continue to this website (not recommended):

/7 Certificate Error: Navigation Blocked - Windows Internet Explorer _1ol %]
@;j- |2 hetps:fi190.160.20. 104844340 =+l | [sooge 2
File Edit Wiew Favortes Tools  Help

. . >
oo (& Certificate Error: Navigation Blocked | | - < e v s Page v (OF Tools -

‘@ There is @ problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

we recommend that you close this webpage and do not continue to this website.

0 ok it

@mue to this website (not reco@

@ More information

-]
[ [T [ [ | memet [® 100 ~

Selecting this option displays the Security Reporter login window with the address
field and the Certificate Error button to the right of the field shaded a reddish color:

w& j@'cartiﬁcateError 2| X Google RP-
—
Fle Edt view  TOTEETe———ek '

U6 @ Sscurity Reporter

-

- fmh v cbPage v [ Tooks v

Security Reporter MBS

Username
Password

Forgot your password?

[T T [ [ @ mtemet HA00% -

Proceed to Accept the End User License Agreement.
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Accept the Security Certificate in Safari

A. If using a Safari browser, the window explaining "Safari can't verify the identity
of the website..." opens:

Safari can't verify the identity of the website
4 & “sr-20-180.m86.com”.

@ The certificate for this website is invalid. You might be connecting to a

I3 website that is pretending to be “sr-20-180.m86.com", which could put
your confidential information at risk. Would you like to connect to the
website anyway?

® Show Certificate ( Cancel ) (Cnntinue )

Click Show Certificate to open the certificate information box at the bottom of
this window:

S Safari can't verify the identity of the website
R “sr-20-180.m86.com”.

@ The certificate for this website is invalid. You might be connecting to a

L website that is pretending to be "sr-20-180.m86.com", which could put
your confidential information at risk. Would you like to connect to the
website anyway?

] Always trust “SR-20-180.m86.com" when connecting to “sr-20-180.m86.com”

| SR-20-1B0.m86.com

SR-20-180.m86.com

Self-signed root certificate

Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted

(Ctifferete

» Trust
» Details
@ (" Hide Certificate ) { Cancel ) ( Continue )

Y

B. Click the "Always trust..." checkbox and then click Continue:

- Safari can't verify the identity of the website
A A “sr-20-180.m86.com”.
@ The certificate for this website is invalid. You might be connecting to a
= website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

@ust “SR-20-180.m86.com” when cennecting to "sr—20—130,m@

= —_——
= 5R-20-180.mB86.com

SR-20-180.m86.com

Self-signed root certificate

Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted

ertifente

- Trust

» Details
® (" Hide Certificate ) ( Cancel
A

C. You will be prompted to enter your password in order to install the certificate.

After the security certificate is installed, the Security Reporter login window
displays. Proceed to Accept the End User License Agreement.
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Accept the Security Certificate in Chrome

A. If using a Chrome browser, in the page “This is probably not the site you are
looking for!” click the button Proceed anyway:

=| @] 5=
/ & System Dashboard - M86... %/ [ SSL Error \
€« C | f patrs//192.168.20,78:8442 K S
Vhware Infrastructu,

A 1186 Security Reporter M Web Filter 74 A Web Filter 75 A MB6 Webs Filterand .. A4 WFR Web Filter /A MB86 Source Engine. » (7] Other bookmarks

This is probably not the site you are looking for!

You attempted to reach 192.168.20.78. but instead you actually reached a server identifying itself as 86
Technologies. This may be caused by a misconfiguration on the server or by something more serious. An
attacksr on your nstwark could be trying to gst you to visit a fake (and potentially harmul) version of
192.168.20.78. You should not proceed

Proceed anyway | | Jack to safaty |

» Help me understand

Clicking this button launches the Security Reporter login window:

Security Reporter M

Username

Password

NOTE: The Security Certificate must be accepted each time a new browser is launched.
B. Proceed to Accept the End User License Agreement.
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Accept the End User License Agreement

A. In the Security Reporter login window, enter your Username and Password,
and then click Login to proceed:

Security Reporter MBE

Username
Password

Forgot your password?

You may be prompted to accept a security exception for the SR application,
after which the EULA Agreement dialog box opens:

EULA Agreement

P RS EAer ﬂ I e, = 64%

[}
O

»

- | v

M86 SECURITY
END USER LICENSE AND WARRANTY AGREEMENT
For sll GG Products and Services, inchiding but not fimited to: M35 memsue\»mwuammnw
Weblarshal, M85 Security Reporter (Appliance and Virtual), M85
MB6 Secure Messaging Service,
1486 Secure Web Service Hybrid and 1408 Mobile Security Client

Last Updated: 17512

mmamnv nﬂncnzrvu.r -m End User License and Warranty Agreement (1 “Agrsement’) s & lige! sgreemant betwee

a purchaser andlor any end ner an individual or an ensty ( \'u ) and MBE Securty, Inc., a Delaware corparabon
& e o5 Secur ty, e sibaidory ¥ 1 e couniry where Voulcenaed {“MBE" ), for the Sense of ane or more of he MBS
S0Mware products, ApPRINCES BNGSr SUbSCrEton S4nvices Ested above (each, l quucr\ and for the warranties for such Productis),
8y acceptng this Agreement by cicking the “accept” bution, breaking the seal on the envelope comtaimng the Saftware. intiatng 2
“Licenss Key' for the Software, of acesssing, instaling, copying of ctherwiss usng the Product, You agres fo be bound by the tams of
s Agresment. If Vou g not 8gres 1o e terma of this Agreemant. WOG is unvwiling 1o Boense e Product 1o You. In such event, Vou
may not BCCESS, BHe OF COPY IME Product and 0l SNOUK Prompcy CONIBct M8 or the MBS suthorized reseler from WhOM ou ICensed
the Product for nstuctons on refurn of the Product WRITTENW APPROVAL IS NOT A PREREGUISITE TO THE VALIDITY OR
ENFORCEABILITY OF THIS AGREEMENT.

SOFTWARE Depending upan fhe Product. the MBS software for the Froduct (the “Software”) may be koensed t you as
erbadded in an MBS hardware devics | sppkance (Ihe "Hardware'), a8 & stand.sisne sofware sShibon of 48 & component of an MBS

Do you accept this agreement? m

B. After reading the End User License Agreement, click Yes to accept the EULA,

close the EULA Agreement dialog box, and open the Security Reporter Wizard
Login window.

Proceed to Log in to the Security Reporter Wizard.
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Log in to the Security Reporter Wizard

A. In the Username field of the Login window, type in the username specified in
the Configure setup wizard user screen of the Quick Start Setup Procedures:

Security Reporter M

Wizard Login

Please login using the “Wizard User' crested during the 'Guick Start
Setup’

Username

Password

B. In the Password field, type in the password specified in the wizard screen.

C. Click Login to close the login window and to go to the Security Reporter wizard
screen.

Use the SR Wizard to Specify Application Settings

Security Reporter M

[ Web Filter Setup

Main Administrator [
& Reaister the first administrator. Please make sure J‘ WF These setting are used for communication with the
L]

you use only alpha-numeric characters. A=) Web Filter.
Username: Email: Server Name: Server IP:
Password: Confirm Password: || Set as Source Add
Source Server Name Server [P
Language: | English [en US] X
=/ Bandwidth Range

The following IP ranges will be used to monitor the
network traffic in your crganization.

[ | Secure Web Gateway Setup

IP Address: Subnet Mask: [ SWG
These settings are usedto import log data from
L SWG(s)
Name: Description:
IP Address Subnet Mask
Add
Name Description

FTP Login used for feeding log files; see SWG User Guide

Password (for SWG user) Confirm Password:

Click "Save'to finish setting up your 3R Save

At minimum, the Main Administrator section must be populated and saved. The
following section(s) should be populated for the type of Web-access logging
device(s) to be used with this SR, if you have the necessary data at this time:

* Bandwidth Range and Web Filter Setup sections, if using one or more Web
Filters with this SR.

M86 SECURITY INSTALLATION GUIDE
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» Secure Web Gateway Setup section, if using one or more SWG policy servers
with this SR.

NOTE: If the Web Filter or Secure Web Gateway sections are not populated at this time,
the required information will need to be provided in the Device Registry panel of the user
interface before the SR can function on your network.

Enter Main Administrator Criteria

A. Enter the Username the global administrator will use when logging into the
Security Reporter. The global administrator has the highest level of permissions
in all user applications in SR.

B. Enter the Email address of the global administrator, who will be notified via
email regarding system alerts.

C. Enter the Password to be used with that username, and enter the same pass-
word again in the Confirm Password field.

D. Make a selection from the Language pull-down menu if you wish to change the
language that currently displays in the user interface to another language
included in the menu: English, Simplified Chinese, and Traditional Chinese.

& WARNING: If choosing another language from this menu, the new language will immedi-
ately display in the user interface upon saving your entries in this panel.

NOTE: Click Save in the lower right corner of this panel after making your entries and
settings in this panel.

For Web Filters: Go to Bandwidth Range and Web Filter Setup

NOTE: Bandwidth Range and Web Filter Setup entries are pertinent only to Web Filters to
be used with this SR. If one or more Web Filters will be used with this SR, these entries
are not required during this Wizard setup process, but if not entered during this process,
must be configured in the device registry in order to use the SR on your network.

Enter Bandwidth Range

A. Enter the bandwidth IP Address range the Security Reporter will monitor.

B. Enter the Subnet Mask for the bandwidth IP range to be monitored, using the
dotted decimals notation format.

C. Click Add to include your entries in the list box below.

NOTES: Additional bandwidth ranges can be included by following steps A through C
again. To remove a bandwidth range, select the IP Address from the list box and then click
Remove.

Enter Web Filter Setup Criteria

A. Enter the Server Name of the Web Filter to be used with the Security Reporter,
which is any name you wish to associate with that Web Filter.

B. Enter the Server IP address of the Web Filter server to be used with the Secu-
rity Reporter.
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C. Click the “Set as Source” checkbox if this Web Filter will be designated the
primary Web Filter to be associated with the Security Reporter. Otherwise,
leave the checkbox blank.

D. Click Add to include your entries in the list box below.

NOTES:

» Additional Web Filters can be included by following steps A through D again.

» The Source Web Filter is designated by an “X” in the Source column of the list box.

» To specify a Source Web Filter server from available entries in the list box, select the
Server Name and then click Set as Source.

« To remove a Web Filter server from the list, select the Server Name from the list box
and then click Remove.

For SWGs: Go to Secure Web Gateway Setup

NOTE: Secure Web Gateway Setup entries are pertinent only to SWG Policy Servers to
be used with this SR. If one or more Policy Servers will be used with this SR, these entries
are not required during this Wizard setup process, but if not entered during this process,
must be configured in the device registry in order to use the SR on your network.

A. In the Secure Web Gateway Setup section, type in the Name and/or Descrip-
tion for the SWG.

B. Click Add to include the server criteria in the list box below.
@ TIP: To remove the SWG from the list box, select it and then click Remove.

C. Type in the Password (for SWG user)—which is the password to be used by
this SR and any SWG added to this SR’s device registry—and type this same
password again in the Confirm Password field. The password entered in these
fields will be used by all SWG Policy Servers set up in the Device Registry
panel, so the SWGs can send logs to this SR.

NOTE: The password entered in this field must be added in the user interface of each
SWG that will send logs to this SR.

Save settings

Click Save at the bottom right of the screen to save your settings and to go to the
login window of the Security Reporter user interface (see Step 4).
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Step 4: Generate SSL Certificate

Generate a Self-Signed Certficate for the SR

This step requires you to generate a self-signed certificate so your browser will
recognize the SR as an accepted application.

A. In the Security Reporter login window, type in the Username and Password set
up during the SR wizard.

B. Click Login to access the Report Manager application.

C. Go to the navigation menu bar at the top of the screen and select Administra-
tion > HTTPS Configuration to display the HTTPS Configuration screen:

Reports | Gauges | Policy | Administration | Help Logout Security Reporter M

HTTPS Configuration

(5| This scrssn fecilitstes the modiication of HTTPS cariificats s=tings
| &
{ Ftp=

Trusted | DownloadiDelete Certificate
[] Use Defaut Values

Common Name (Full DN§ Name)

Organization Name

Organizational Unit Name

Locality (City)

State or Province Name

Country

Email

On the Self-Signed tab, you generate a Secure Socket Layer certificate that
ensures secure exchanges between the SR and group administrator worksta-
tion browsers.

& WARNING: Generating the self-signed certificate will restart the Report Manager. If the
DNS name of the SR changes, a new certificate must be created and possibly added to
each client workstation's trusted certificate list.

D. Do the following:
« click the checkbox corresponding to Use Default Values to grey-out the tab,
or
* make entries in these fields:

a. Common Name (Full DNS Name) - hostname of the server, such as
logo.com.

b. Organization Name - Name of your organization, such as Logo.

c. Organizational Unit Name - Name of your department, such as
Administration.
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d. Locality (City) - Name of your organization’s city or principality, such as
Orange.

e. State or Province Name - Full name of your state or province, such as
California.

f. Country - Two-character code for your country, such as US.

g. Email - Your email address.

E. Click Create to generate the SSL certificate to be stored on the SR, and to
restart the Report Manager. Thereafter, group administrators must accept the
security certificate on their workstations in order for their machines to communi-
cate with the Report Manager and/or System Configuration administrator

console.
NOTE: Although the Security Reporter login window may re-display right away, the service
will take a few minutes before it starts up again.
If using a Firefox, Safari, or Chrome browser, proceed to Step 5: Add Web Filter,
SWG to Device Registry.

If using an |IE browser, continue to IE Security Certificate Installation Proce-
dures.
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IE Security Certificate Installation Procedures

Accept the Security Certificate in IE

Go to the appropriate sub-section if using the following Windows operating system

and |IE browser:

* Windows XP or Vista with IE 8 or 9

* Windows 7 with IE 8 or 9

Windows XP or Vista with IE 8 or 9

A. If using an IE 8 or 9 browser on a Windows XP or Vista machine, in the page
“There is a problem with this website's security certificate.”, click Continue to
this website (not recommended):

(j Certificate Error: Navigation Blocked - Windows Internet Explorer =10 LI
@_‘\ + [2] htps:j7190.160.20.104:2443/5R) =[] [ [conge £~
Fle Edt View Favorites Todls  Help
95 ¢ @ Certficats Ervor: Navigation Blacked | | far v ) v o= - |k Page + (G Tooks 7
=
I
\\aj There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.
we recommend that you close this webpage and do not continue to this website.
@ Click here tol thic yueboooa
< @ Continue to this website (not recommended). >
@ More information
|
| [T T & mtemet Hi% -

Figure A1: Windows XP, IE 8

Selecting this option displays the SR Welcome window with the address field
and the Certificate Error button to the right of the field shaded a reddish color:
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/2 M6 Security Reporter - Windows Internet Explorer =101 |

@?;'V |g https:)f190.160,20.104:58443/5R ) | @'CertiﬂcateError +1 X)Google R~
Fle Edt ‘View Favorites Tools Help T~

U6 G0 @M Securty Reporter Kb o B - o= v hPage v (CpTook v

Security Reporter M@SY

Username
Password
Forgot your password?

[
Figure A2: Windows XP, IE 8

[T T [ [@mtemet 0% vy

B. Click Certificate Error to open the Certificate Invalid box:

/= M86 Security Reporter - Windows Internet Explorer oy [m] 3]
@4\: ~ [i&] htps:/i190.160.20.104:3443(5R jJ@ certificate Error || 2| X [coode £~

File Edit View Favaorites Toadls Help x

'@ Certificate Invalid

8 G @ mee sy Reporter 5 - B - o v rPage v (G Tadks v

The security certificate presented by this
wehsite has errors.

This problem may indicate an atternptto
fool you or intercept any data you send to
the server.

‘We recommend that you close this
wehpage.

About cerificate errors

Wiew certificates

Security Reporter MBS

Username
Password
Forgot your password?

| [T T [ [ @ mtermet XU
Figure B: Windows XP, IE 8

C. Click View certificates to open the Certificate window that includes the host-
name you assigned to the SR:
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General | petais | Certfication Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: SR.logo.com

Issued by: SR.logo.com

¥alid from 2/12/2010 to 2/10/2020

Install Certificate. .. Staterment

Figure C: Windows XP, IE 8

D. Click Install Certificate... to launch the Certificate Import Wizard:
x]

Welcome to the Certificate Import
Wizard

This wizard helps vou copy cettificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ta protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.

< Back I Mext = I Cancel

Figure D: Windows XP, IE 8

E. Click Next > to display the Certificate Store page:
x|

Certificate Store
Certificate stares are system areas where certificates are kept.

‘Windows can automatically select a certificate stare, or you can specify a location far
" Automatically select the certificate store based on the bype of certificate
% Flace all certificates in the Follawing store

Certificate store:

Browse... |

< Back I ek > I Cancel

Figure E: Windows XP, IE 8
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F. Choose the option “Place all certificates in the following store” and then click

Browse... to open the Select Certificate Store box:

Select Certificate Store

Select the certificate stare you want ko use.

2]

{71 Personal

-{7] Entetprise Trust

Iﬁ Tristed Prblishers
A

.
W80 Trusted oot Certification Authorities j

{7 Intermediate Certification Authorities
{27 Active Directory User Object

™

™ Show physical stores

cos |

Figure F: Windows XP, IE 8

G. Choose “Trusted Root Certification Authorities” and then click OK to close the

box.

H. Click Next > to display the last page of the wizard:

Certificate Import Wizard

Completing the Certificate Import
Wizard

Wou have successfully completed the Certificate Import
wizard,

ou have specified the following settings:

Certificate Store Selected by User  Trusted Root Certific.
Conkent Certificate

« o

x|

< Back I Finish I Cancel

Figure H: Windows XP, IE 8

I. Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate:

Security Warning

' ‘ou are about to install a certificate From a certification autharity (CA) claiming to represent:
LY

5R.logo.com

‘Windows cannot validate that the certificate is actually from "5R.logo.com". You should confirm its origin by contacting " SR.logo.com”, The

Fallawing number will assist vou in this process:

Thumbprint {shal): CSESE06A 34EF47AS 5254AERS SDACA0G0 945DDFES

WWarming:

IF vou install this root certificate, Windows will automatically trust any certificate issued by this Ca. Installing a certificate with an unconfirmed

thumbprint is a security risk. IF you click "Yes" you acknowledge this risk.

Do you want ka install this certificate?

Figure I: Windows XP, IE 8

J. Click Yes to install the certificate and to close the dialog box. When the certifi-
cate is installed, the alert window opens to inform you the certificate installation
process has been completed.

K. Click OK to close the alert box, and then close the Certificate window.
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Now that the security certificate is installed, you will need to map the SR’s IP
address to its hostname. Proceed to Map the SR’s IP Address to the Server’s
Hostname.

Windows 7 with IE 8 or 9

A. If using an IE 8 or 9 browser on a Windows 7 machine, in the page “There is a
problem with this website's security certificate.”, click Continue to this website
(not recommended).

B. From the toolbar, select Tools > Internet Options to open the Internet Options
box.

C. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites box.

D. In the Trusted sites box, confirm the URL displayed in the field matches the IP
address of the SR, and then click Add and Close.

E. Click OK to close the Internet Options box.
F. Refresh the current Web page by pressing the F5 key on your keyboard.
G. Follow steps A to K documented in Windows XP or Vista with IE 8 or 9:

* When the security issue page re-displays with the message: "There is a
problem with this website's security certificate.", click Continue to this
website (not recommended) (see Figure A1). Choosing this option displays
the SR Welcome window with the address field and the Certificate Error
button to the right of the field shaded a reddish color (see Figure A2).

» Click Certificate Error to open the Certificate Invalid box (see Figure B).

» Click View certificates to open the Certificate window that includes the host-
name you assigned to the SR (see Figure C).

* Click Install Certificate... to launch the Certificate Import Wizard (see Figure
D).

+ Click Next > to display the Certificate Store page (see Figure E).

» Choose the option “Place all certificates in the following store” and then click
Browse... to open the Select Certificate Store box (see Figure F).

» Choose “Trusted Root Certification Authorities” and then click OK to close the
box.

+ Click Next > to display the last page of the wizard (see Figure G).

* Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate (see Figure H).

» Click Yes to install the certificate and to close the dialog box. When the certif-
icate is installed, the alert window opens to inform you the certificate installa-
tion process has been completed (see Figure ).

» Click OK to close the alert box, and then close the Certificate window.

H. From the toolbar of your browser, select Tools > Internet Options to open the
Internet Options box.

I. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites box.

J. Select the URL you just added, click Remove, and then click Close.
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Now that the security certificate is installed, you will need to map the SR’s IP
address to its hostname. Proceed to Map the SR’s IP Address to the Server’s

Hostname.

Map the SR’s IP Address to the Server’s Hostname

A. From your workstation, launch Windows Explorer and enter
C:\WINDOWS\system32\drivers\etc in the Address field to open the folder

where the hosts file is located:

& C:\ WINDDWS' system32',drivershetc = | Ellil
File Edit Yiew Favorites Tools Help | ",'
J Back J - ? /.. ) search Folders | Elv

Address I_} CHUWINDOWS systemn32idriverstete j S

[Name = | Size | Type | Date Modified |
File and Folder Tasks & hosts 1KE File 2{12{2010 11:07 AM
; [ Rosts.ics 1KE ICSFile 11/20/2006 10:28 AM
3 Make a new folder B Imhiosts.sam 4KE SAMFile 5/0/2004 1:00 PM
-] P“bgs'“ this Folder to the B netwcrks 1KE Fils 5/9/2004 8:00 PM
= Sthe this Falder @pmt?cul 1KE F?Ie 8/9/2004 §:00 PM
Services FEE File 12/10/2008 11:36 AM
@Serwces.bak GKE BAK File 12/19/2006 11:12 AM

€

Other Places

»

Details
etc
File: Folder

Date Modified: Wednesday,
December 10, 2008, 11:09 AM

B. Double-click “hosts” to open a window asking which program you wish to use to
open the file. Double-click “Notepad” or “TextPad” to launch the hosts file using

that selected program:
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=10l
File Edt Farmat View Help

# Copyright (e¢) 1993-1999 Microsoft Corp. =]
#

# This is & sawple HOSTS file used by MNicrosoft TCR/IP for Windows.

#

# This file contains the wappings of IP addresses to host names. Each

# entry should he kept on an individual line. The IP address should

# be placed in the first coluwmn followed by the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

# hdditionally, comments (Such as these] way be inserted on individual

# lines or following the wachine name denoted hy a '#' sywhol.

#

# For example:

#

# 102.54.94.97 rhino. acwe . com # source server

# 38.25.63.10 X.ECWE , Com # % client host
' 7.0.0.1 localhost

0.160.20.104 SR.logo.com
E

C. Enter a line in the hosts file with the SR’s IP address and its hostname—the
latter entered during the Configure host name screen of the Quick Start Setup
Procedures—and then save and close the file.

D. In the address field of your newly opened IE browser, from now on you will need
to use the SR’s hostname instead of its IP address—that is https://host-
name:8443/SR/ would be used instead of https://x.x.x.x:8443/SR/. Click Go to
open the SR Welcome window:

/= M86 Security Reporter - Windows Internet Explorer - |E||l|
) - + -
= > = ENEYES IGoogIe P
Fie Edt view  TovTETTOE—E—

= >
v o == (€ M3t Web Fiker and Reparter | @ ME6 Security Reporter » - v (= v i rPage v [} Took

Security Reporter M@SY

Username
Password

Forgot your password?

| [T T [ [ @ mtemet [=100% -

Proceed to Step 5: Add Web Filter, SWG to Device Registry.
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Step 5: Add Web Filter, SWG to Device Registry

Before you begin configuring the Web Filter and/or SWG to send logs to the SR,
you will need to add the Web Filter/SWG in the SR’s Device Registry panel if the
device(s) was/were not added during the SR Wizard installation process in Step 3.

A. In the navigation toolbar, with the Administration tab selected, click Device
Registry to display the Device Registry panel:

o T | sy | R Security Reporter /WA
Device Registry

Box 74 Security Reporter sMTP Software Update NTP

Edit Delete Edit View View View View

View View View Edit Delete Edit Delete Import

Add a Web Filter Device

A. At the bottom of the Device Registry panel, click New Web Filter to open the
New Web Filter window:

New Web Filter x

Allfields are required. Incorrect IPs will resultin
link mismatches; please verify your entries
before proceeding

Device Type: m

Name:
IP:

Set this as your Source Web Filter?

|| Source Web Filter

Cancel

B. Type in the server Name.
C. Type in the IP address of the server.

D. If this Web Filter will be the source server, click the Source Web Filter
checkbox.

E. Click Save to save and process your information, and to return to the Device
Registry panel where an icon representing the Web Filter device you added
now displays.
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Add an SWG Device

A. At the bottom of the Device Registry panel, click New SWG Policy Server to
open the New SWG Policy Server window:

New SWG Policy Server x

The following information displays and cannot be edited: Path, Device Type
(SWG).

& NOTE: Make a note of the Path. You will need to enter this information in the SWG to
allow the SWG to transfer logs to this SR (step 6, below). The Path consists of the IP
address of the SR, and a unique number for each configured SWG policy server.

B. Enter a Name for the device and/or a Description for the device.

C. Click Save to save and process your information, and to return to the Device

Registry panel where an icon representing the SWG device you added now
displays.

All SWG devices use the common password that you configured in the Secure
Web Gateway Setup section of the SR Wizard. To change this password if

required, edit any configured SWG device and click Change Common Pass-
word.
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Step 6: Set up Web Filter, SWG Log Transfers

This step can be performed any time during SR setup, but must be completed in
order for the SR to receive logs from the Web Filter and/or SWG.

Web Filter Setup

Web Filter Configuration

A. Access the user interface of the Web Filter.

B. Choose the Reporting link at the top of the screen to display the Reporting
section of the Administrator console.

C. From the navigation panel at the left of the screen, choose Report Configura-
tion to display the Report Configuration window.

D. Select M86 Security Reporter / M86 Enterprise Reporter to display the M86
Security Reporter / M86 Enterprise Reporter tab:

Home | Poicy | Library | Reporting | System | Help | Logout Web Filter MB

0

'

E. In the Server field, enter the LAN 1 IP address you assigned to your SR, and
then click Add to include this IP address in the Remote Server list box.

F. Click Save. Your Web Filter is now set to transfer its log files to your SR via
HTTPS.

NOTE: It is recommended you wait for 1 - 2 hours after the initial installation so sufficient
data is available for viewing.
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Web Filter Log Transfer Verification

You can see if log files have transferred by following these steps in the SR:
A. Access the System Configuration administrator console.

B. Go to the Database pull-down menu and choose Tools to display the Tools

screen:
g Security Reporter M- =
iiel{«rol‘l% = _':_ Server _: i‘):\l:‘almse _i & Help Logout

Diagnostic Reports Table Status 7] View
Database Status [ aBBackup | view
Technical Support Report T
Package

C. From the Database Status menu, select File Watch Log.
D. Click View to open the Database log:
1@ Database - Ervor log - Mezilla Firefox IEEHEN]

M 172.2092.23 | https://172.20.92.22:8843/process/show

Oct 10 06:38:12[5952]: [INFO] LDC_filewaich_| log
(filewatch.c:184)
‘Oct 10 06:38:12[5952]: [INFO] LDC_filewatch_cfgfile /usr/local/Ged/confidbcomefgkey.conf
(filewatch.c:167)
Oct 10 06:38:12[5952]: [INFO] LDC_filewatch_pattern shadow|netcache|config
(filewatch.c:176)
QOct 10 06:38:12[5852]: [INFO] LDC_filewatch_patsep | (filewatch ¢:179)
Qct 10 06:38:12[5952]: [INFO] LDC_filewatch_waittime 1 (filewateh.c:187)
Qct 10 06:38:12[5952]: [INFO] LDC_filewatch_sleeptime 30 (flewatch.c-195)
Oct 10 06:38:12[5952]: [INFO] LDC_dir_incoming /usrflocali8e6fincoming (filewatch.c:211)
Oct 10 06:38:12[5952): [INFO] LDC_dir_process fusr/locall3e6iprocess (filewatch.c:214)
Oct 10 08:38:12[5952]: INFO] LDC_dir_confdir /usrlocal/8e8/confdir (filewatch.c.217)
Cct 10 06:35:12[5952]: INFC] LDC_app_conf_pattern config (filewatch.c:227)
Oct 10 06:38:12[5952]: [INFC] filewatch started (flewatch.c:89)

Close

The transfer is working if you see an entry that includes the date and time for
incoming shadow logs. The transfer should occur every hour. Once you see an
entry, reporting information will be available one hour after the timestamp of the
import listing.
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Set Self-Monitoring

A. In the SR Report Manager navigation toolbar, select Administration > System

Configuration to display the Server Status panel screen of the System Config-
uration administrator console.

B. From the Server pull-down menu, choose Self-Monitoring to display the Self
Monitoring screen:

g_ Security Reporter M: =

Network | server | Database - & Help Logout

Self Monitoring

Would you like to activate self-monitoring? = vES T NO

Ifyes, indicate who will receive the emergency e-mail notification. You may
assign up to four individuals. One ofthermn has to mateh with the Master
Administrator email. The Master Administrator receives all messages.

Master Administrator's E-Mail Address: admin@logo.com

¥ Choice one  Send e-mail to e-mail address: |cpike@logo.com
[T Choicetwo  Send e-mail to e-inail address:

[T Choice three Send e-mail to e-mail address:

[T Choicefour Send e-mail to e-mail address:

Save

C. Choose YES to activate monitoring.
D. Enter the Master Administrator’s E-Mail Address.

E. Click Choice one and enter an e-mail address of an individual in your organiza-
tion that you would like notified if the SR detects any problems when processing

data. This can be the same e-mail address entered in the previous field. Enter
up to four e-mail addresses.

F. Click Save.
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SWG Setup

Setup instructions differ depending on the SWG software version to be used with
the SR (10.0 or 9.2.5).

SWG Configuration for Software Version 10.0

Configure SWG to Send Logs to the SR

A. Access the SWG user interface.
B. Navigate to Administration > System Settings > M86 Devices.

C. In the Devices tree, find the SWG’s IP address and drill down to Log Server >
Log Properties.

D. In the Log Properties panel, click the Log Archiving tab:

licies | Logs and Reports | Administration Help Logout (acinin)
swe M
N 2

Help (F1) @)

rrrrrrr

ssssssss

eeeeeeeee fin_jan # Edit

E. Click Edit to activate the elements in this tab.

F. In Log Archiving Location, click the ‘+’ (plus character) in the table header to
add a new row in the table, and specify the following criteria to the right of the
checkmark in the Enable column:

» Connection Method: Select “SFTP” from the pull-down menu.

» Archive Location: Type in the Path information that you noted when setting
up this SWG in the SR Device Registry. Do not include the leading //. For
example: 200.260.10.56/2.

» User Name: Type in the SWG’s Username from the Device Registry, which is
swyg (in lower case characters).

» Password: Type in the common password for SWG transfer as configured on
the SR.

NOTE: Be sure “Extended Format” is selected for Archive format, and Log Archive Sched-
uling specifies the correct interval you wish to use for sending logs from the SWG to the
SR.

G. Click Save to save your settings.
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Policy Settings

A. Navigate to Policies > Default Policy Settings and verify if the settings in

Enable Emergency Policy and Default Policy Values are the ones you wish to
use for sending logs to the SR.

B. To modify any settings, click Edit to activate all elements in this panel:

Policies Logs and Reports Administration Help Logout  (ecinir)

Default Policy Settings

Help (F1) @

1~ [ enable emergency Policy

Emergency Security Policy: [NBBE

Emergency HTTPS Policy:  [1185 Emer:

Master Policy:
Security Policy:
Logging Policy:

HTTPS Policy:

roerecty Finjan Save || Cancel

ey Loggea st o Buki 10005
\ \ \ \

C. Make your selections from the pull-down menu(s).

D. Click Save to save your edit(s).
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SWG Configuration for Software Version 9.2.5

Configure SWG to Send Logs to the SR

A. Access the SWG user interface.
B. Navigate to Administration > System Settings > M86 Devices.

C. In the Devices tree, find the SWG’s IP address and drill down to Log Server >
Log Properties.

D. In the Log Properties panel, click the Log Archiving tab:

uuuuu | Policies | LogsandReports | Administration | Help Logout M

M86 SWG

Test |

nnnnnnnn

eeeeeeeee finjan ZEdt |

E. Click Edit to activate the elements in this tab.
F. In Log Archiving Location, be sure the following is specified:

» Connection Method: “SFTP” is selected from the pull-down menu.

» Archive Location: The Path information that you noted when setting up this
SWG in the SR Device Registry. The Path will begin with a double backslash
(/). For example: //200.260.10.56/2.

» Password: The common password for SWG transfer as configured on the
SR.

» Archive Format: “Extended” is selected from the pull-down menu.

NOTE: Be sure Log Archive Scheduling specifies the correct interval you wish to use for
sending logs from the SWG to the SR.

G. Click Save to save your settings.
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Policy Settings

A. Navigate to Policies > Default Policy Settings and verify if the settings in
Enable Emergency Policy and Default Policy Values are the ones you wish to

use for sending logs to the SR.

B. To modify any settings, click Edit to activate all elements in this panel:

Logs and Reporis

.

Default Policy Settings

Help (F1) &)

[ Enable gency Policy

Emergency Security Policy: Y

Emergeney HITPS polcy: | FijanErergency FTTES Foley |

Default Policy.

Securty Poiicy: T |
HITPS Poliy: T |

poueesty Finjan

Ready Policies -> Defaut Policy Seftings

C. Make your selections from the pull-down menu(s).

D. Click Save to save your edit(s).
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Logged User: admin BuiB 82519
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Single Sign-On Access, Default Username/Password

Single Sign-On Access

If using a Web Filter, the Single Sign-On (SSO) access feature is available for the
global administrator account set up during the wizard hardware installation
process. To enable this feature, be sure this same username and password combi-
nation is saved in the Web Filter (System > Administrator) for an ‘Admin’ account
type. Also be sure the hostname for the SR server and Web Filter are entered in
the hosts file. Thereafter, whenever accessing the Web Filter via the menu link in
the SR user interface, the Web Filter splash screen displays, bypassing the Web

Filter login window.

Default Usernames and Passwords

Without setting up Single Sign-On access for the global administrator account,
default usernames and passwords for the SR application and Web Filter are as

follows:
Application Username |Password
Security Reporter admin testpass
Web Filter admin user3

Note that since the default username for both the Security and Web Filter are iden-
tical (admin), but the passwords are dissimilar, the SSO feature will not function.
Thus, in order to use SSO, M86 recommends setting up an administrator account
in the Web Filter that matches the global administrator account set up in the SR.
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CONCLUSION

Congratulations; you have completed the SR installation procedures. Now that the
SR server is set up on your network you will need to be sure the Web-access
logging device you are using is sending log files to the SR database. Once the SR
database is populated—this generally takes a full day—the Report Manager can
be used for generating reports.

Initially, you will only be able to report on IP addresses. To implement user names
in SR reports using a Web Filter, please consult the System Configuration Section
of the Security Reporter User Guide. Refer to the Reports Section, Real Time
Reports Section, and Security Reports Section of the Security Reporter User
Guide for information on generating reports.

For real time and security reports, the next step is to set up user groups or admin-
istrator groups. For real time reports, you will set up and configure gauges there-
after.

Obtain the latest Security Reporter User Guide at http://www.m86security.com/
support/sr/documentation.asp .

NOTE: If you cannot view reports, or if your specific environment is not covered in the
Security Reporter User Guide, contact an M86 Security solutions engineer or technical
support representative.

IMPORTANT: M86 Security recommends proceeding to the Best Reporting Practices
section to implement setup procedures for the reporting scenarios described within that
section.
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BEST REPORTING PRACTICES

This Best Reporting Practices section is provided to help you get started using the
Report Manager user interface. The main areas of focus in this section are produc-
tivity reporting, security reporting, and real time reporting.

In the Productivity Reports Usage Scenarios sub-section you will learn how to:

access Summary Reports to obtain a high level snapshot of end user Internet
activity

use Drill Down Reports to conduct an investigation of specific Internet activity
modify a report view

generate a report view grouped by two sets of criteria

generate a summary report view and a detail report view

create a new report view

export a report view to an output format

save a report

schedule a report to run on a regular basis to capture Internet activity at set
intervals of time

create a Custom Category Group

generate a summary report and a detail report for a custom category group
create a custom User Group

generate a summary report and a detail report for a single user group

[‘% NOTE: The SR must collect data for a full day in order to generate Summary Reports. To

use Drill Down Reports, the SR must collect data for a couple of hours. Therefore, it would
be best to wait a day after the SR has been installed and fully operational before beginning
any of the exercises described in the Productivity Reports Usage Scenarios sub-section.

In the Security Reports Usage Scenarios sub-section you will learn how to:

use the four basic reports for an overview of network security threats
drill down into a Security Report and create a detail report view
create a customized Security Report

export a Security Report

save a Security Report

schedule a Security Report to run

In the Real Time Reports Usage Scenarios sub-section you will learn how to:

navigate panels to access tools for configuring the Report Manager

drill down into a dashboard gauge to target sources of unusually high Internet
activity

create a gauge that will monitor a user group’s Internet activity

set up an email alert for notification of potential Internet usage threats on the
network
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Productivity Reports Usage Scenarios

This collection of productivity reporting scenarios is designed to help you use the
Report Manager to create typical snapshots of end user Internet activity. Each
scenario is followed by setup information. Please consult the “How to” section in
the index of the Security Reporter User Guide for pages containing detailed, step-
by-step instructions on configuring and/or using the tools and features described in
that scenario.

I. Summary Report and Drill Down Report exercise

In this exercise you will learn how to use Summary Reports to obtain a high level
overview of end user activity, and then use Drill Down Reports to obtain more
detailed information on specific user activity. You will also learn that there are two
basic types of Drill Down Reports (summary and detail), and various types of
reports you can generate for each of these two basic drill down report types.

Step A: Use Summary Reports for a high level activity overview

From the navigation menu, select Reports > Summary Reports to display
yesterday’s “Top 20 Users by Blocked Requests” Summary Report containing pre-
generated data. Since the data has already been captured from the previous day,
the report loads quickly in your browser:

Reports | Gauges | Folicy | Administration | Help | Logout Security Reporter M

Summary Reports Yesterday Top 20 Users by Blocked Requests
Date Scope: | || Yesterday || |7 LastWeek | |5 LastMonth | [[] Week to Yesterday | [ Month to Yesterday
Top20Usersby  Top20Usersby  Top 20 Categories  Top20Usersby  Top 20 Viruses Top20Usersby  Top 20 Sites by Top 20 User
Blocked Virus Hit Gount by Page Gount Page Count Detected Walware Hit Page Gount GroupsbyPage  Searched 14
Requests Count Count Keywords %

Top 20 Blocked
: ol
€

M86\Delbert Scriven

e
MgsiKeven Sicciwoo |
|

Mg6\Sean Traver
mesElvinBernard | )

0 100,000 200,000 300,000 400,000 500,000
Blocked Request Count

Dovmload Report: [\~ POF £ |,CSV. @il | PNS

In the dashboard that displays near the top of the panel, click the thumbnail that
corresponds to the type of Summary Report you wish to view. For this example,
click “Top 20 Categories by Page Count”:
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Summary Reports

4 Top20Users by
b Blocked
M Requests

Infarmation Technology

Image Servers & Image Se:

Date Seope:

Uncategorized
LE

Search Engines
Banner/Web Ads

Web Based Email

Pornographyiadutt Content | ]

Venictes |

L]

Eng

Online Greeting Cards | ||

Gambling |J

0

Yesterday

;L\_t_LI!\!!|I

Reports | Gauges | Policy | Administration |

| Yesterday

2,000

Help.

Top 20 Users by Blocked Requests

] Last Week

ories  Top 20 Users
Page Count

4,000

Logout

by  Top 20 Viruses

M

Security Reporter

% Last Month | ([ Week to Yesterday | [IF] Month to Yesterday

Top20Usersby  Top 20 Sites by Top 20 User Top 20 Blocked
Malware Hit Page Count Groups by Page Searched >
Count ount

2
af®

Detected
Keywords i

£,000 8,000 10,000 12,000 14,000 16,000 18,000 20,000

Page Count

Downlead Report: | /| PDE B sy | PG

This report shows the top 20 categories that were most frequently visited by users
yesterday.

Review the list of categories in this canned report. In a later step you will need to
select the category to be further investigated.

5

NOTE: Click the left or right arrow in the dashboard to view additional thumbnails.

1 - In the Security Reporter User Guide index, see:
* How to: generate a Summary Report

Step B: Further investigate using a Summary Drill Down Report

Now you will use a Drill Down Report to find out which user(s) are visiting sites in
the category you’ve targeted for investigation.

From the navigation menu, go to Reports > Drill Down Reports > Categories to
display the generated Summary Drill Down Report view, ranking categories in
order by the most visited.

Note that tabs for the six Report Types display at the top of the panel. By default,
the bar chart beneath these tabs depicts the first six records for the current report

type.

NOTE: Hovering over a bar in the chart displays the name of the record along with the total
count used in that record.

Beneath the bar chart is a table containing rows of records. Columns of pertinent
statistics display for each record.

The bottom portion of the report view panel includes tools for modifying the current
report view, exporting or saving the report, and/or scheduling the report to run at a
specified time:
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Security Reporter M: 35

Sort by: Page Count, Descending

B

T

&

B

T

B

(]

E

E
5

4

™
&
9

i
&

Rk
;

b

Reports | Gauges | Policy | Adminisiration Help Logout
Drill Down Reports Categories
Report Type: | Categories | IPs | Users | Sites | CategoryGroups
Categories | Display: Top 50 by Page Count | Date: 03/01/2012 | Filter: None
2,400
2,000
1,600
1,200
800
400
o
Search Engines / Web Catalogs News / Magazines General Business Other
Categaries IPCount  User Count site Count Page Count  ¥|Object Count
Search Engines / \Web Catalogs / Portals 1.400 1.400 218 2,573
News / Magazines 1283 1263 212 2479
General Business 1.034 1.034 327 1920
Other 1,120 1120 1149 1785
Banner Advertisements 1318 12318 158 1615
Education s95 595 520 1,397
Environment ] Climate | Pets 588 588 13 1,252
Software / Hardware 1.304 1304 303 1.143
Shopping 243 243 430 o011
Computer Games 740 740 255 a8
Report Setiings -] Export All E

Gotopage |1 [T jof 1 totalpages

Education

Time HH:MM:SS
7:8:40
6:43:40
5:20:0
4:57:30
4:29:10
3:52:40
3:28:30
3:11:20
2:48:30

2:42:30

Note that the drill down report view has been generated for today’s activity by

default.

To continue this investigation using data from yesterday’s Summary Report, you
must create a new report from this current report view by first changing the date

scope.

1 - In the Security Reporter User Guide index, see:
» How to: generate a Drill Down Report
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Step C: Create a new report using yesterday’s date scope

1. At the bottom of the Summary Drill Down Report view, navigate to Report
Settings > Run to open the Run Report window:

Run Report

Number of Records: () Show all records
Filter: | Hone v |

Filter String:

SortBy: | Page Count -

Run Cancel |

x|
d

2. By default, “Daily” displays in the Date Scope field. Choose “Yesterday” from

this menu.

3. Click Run to accept your selection and to close the window. The regenerated
report now displays yesterday’s data in the Summary Drill Down Report view.

1 - In the Security Reporter User Guide index, see:
* How fo: create a new report from the current report view

Step D: Create a report grouped by two report types

1. To continue this exercise, select the record for the category you wish to further

investigate.

/\:3} NOTE: If necessary, scroll down to view the entire list of categories in the report view.

2. Now, to find out who is visiting sites in this category, you will need to identify the

user(s).

Since there are two sets of criteria you need for this exercise, you must drill
down into the selected category and also specify that you wish to view user IP
addresses, thereby creating a report view grouped by two report types.

Note the Count columns to the right of the Categories column, each with click-

able links.

NOTE: The Bandwidth column displays with GB or MB statistics if using an SWG only with

this SR.

Click the IP Count link corresponding to the targeted category:
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Category,IPs | Display: Top 50 by Page Count | Date: 03/01/72012 | Filter: Hone

20

o

1013011738 101313283 10.131.173.163 10.130.208 31

1Ps User Count Site Count Page Count ¥ Object Count
10.430.117.34 4 45 187 &5
1013132583 1 4 51 ]
10.421.172.163 4 13 45 3
1013020531 i & a7 a
10.130.124.129 ] 14 6 z
10.131.108.26 1 8 3 2
10.131.228.253 1 B 28 a
10.130.239.5 1 13 24 10
101319545 4 8 2 2
10.431.56.2 1 1 2 il

Report Seftings i Export All

Reports | Gauges | Policy | Administration | Help | Logout
Drill Down Reports Search Engines / Web Catalogs / Portals IPs
ReportType: | Categories | IPs | Users | Sites | Category Groups

Sort by: Page Count, Descending

M

Security Reporter

User Groups

10.130.124.128 10.131.108.26

Blocked Count Time HH:MM:SS

0:31:10

3

0:8:30

=

0:7:30

0:8:0

0:6:0

0:5:10

i

0:4:40

0:4:0

0:3:30

(=

0:3:30

cowpage [1 | Tjof 1 totalpages

After executing the last command, note that user IP addresses now display in
the first column of the report view instead of categories.

1"~ In the Security Reporter User Guide index, see:
How to: use count columns and links

For the last step of this exercise, you will select

a user from the current Summary

Drill Down Report view and then drill down further to see which URLs that user
visited, thereby creating a Detail Drill Down Report view.

Step E: Create a Detail Drill Down Report to obtain a list of URLs

1. To investigate the activity of a specific user listed in the current Summary Drill
Down Report view, select that user’s record and then click the Page Count,
Object Count, or Blocked Count link at the far right to show results in the Detail

Drill Down Report view that now displays:
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Reports | Gauges | Policy | Admimistration |  Help Logout Security Reporter M )
Drill Down Reports Portals 10.1.1.3 Object Detail
ReportType: | Categories | IPs | Users | Sites | CategaryGroups | UserGroups

Category,/Ps | Display: All records | Date: 021282041 | Filter: WA | Sort by: Date, Ascending

Date A Categ.. Us.. site  [Filter Action Content Ty... Content Sea.. URL

2/28/2011 12:09:3.. Portals 101 canoe... Allowed URL hitp:/fwnrw. canoe. httpoi i ba
2/28/201112:08:2... Portals  10.1... testDos canoe... Allowed URL hitp:ifwnww.cance. ity general.
2/28/201112:08:3.. Portals 101 canoe... Allowed URL hitp://wnww.canoe. hitpoiiww canoe.

2/28/2011 12:09:3.. Portals 101 canoe... Allowed URL http://wnww. cance. http:ihwuny canoe. sine.
2/28/2011 12:09:3.. Portals 101 canoe... Allowed URL http:/funrw. canoe. htpoir

2/28/201112:08:2... Portals  10.1... testDos canoe... Allowed URL hitp:ifwnww.cance. ht

2/28/201112:08:3. Portals 101 canoe... Allowed URL hitp://wnw.canoe. hitpoiiwwy canoe.

2/28/201112:09:3. Portals 101 canoe... Allowed URL http://vwnww. cance. http:ihwuny canoe.

2/28/201112:09:3.. Portals 101 canoe... Allowed URL hitp:/funrw. canoe. httpoi d
2/28/201112:08:2... Portals  10.1... testDos canoe... Allowed URL hitp:ifwnww.cance. ity do..
2/28/201112:08:3. Portals 101 canoe... Allowed URL hitp://wnww.canoe. hitpoiiww canoe. i qif

2/28/201112:09:3.. Portals 101 URL http://wnww. cance. http:/hwuny canoe. com/ cai?path.
2/28/201112:09:3.. Portals 101 URL http:/funrw. canoe. httpoi in
2/28/201112:08:2... Portals  10.1... URL http:ifwnwe. ity ine...
2/28/2011 12:08:3.. Portals 101 URL hitp:/funw. hitpoiiwwy canoe.
2/28/2011 1:09:33_. Portals 101 URL http://vwnww. cance. http:ihwuny canoe. general I
2/28/2011 1:09:33. Portals 101 URL hitp:/funrw. canoe. hty
2/28/20111:08:32... Portals  10.1... URL http:ifwnwe. ht
2/28/2011 1:09:34_ Portals  10.1 URL hitp:/fwnw. hitpoiiww canoe. d
2/28/20111:09:34. Portals 101 URL http:inw. http:ihwuny canoe.
2/28/2011 1:09:34_.. Portals 101 URL htp: /s htpoir Fpath
2/28/20111:08:34... Portals  10.1... URL hitp:/fwnww.canoe. it
Report Settings Export All Column Visibiliy_|| Goto page |1 [ or 1 romipages

Note that the Detail Drill Down Report view contains columns of information
pertaining to the user’s machine and setup on the network, sites visited, cate-
gorized URLs, and clickable links to access pages the user viewed.

2. In this report view, click any URL link to open the page for that URL.

1"~ In the Security Reporter User Guide index, see:
» How to: create a detail Page Count report from a summary report
» How to: create a detail Object Count report from a summary report
» How to: create a detail Blocked Count report from a summary report

You have now learned how to access Summary Reports and to use Drill Down
Reports to conduct an investigation. You have also learned how to change the date
scope of a Drill Down Report to create a new report, generate a report view
grouped by two report types, and drill down into the current summary report view to
create a detail report view.

These tools and other tools can be used separately or combined to create many
different types of reports to fulfill different purposes.
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Il. ‘Group By’ Report and Export Report exercise

In this exercise you will learn how to display only the top 10 records of a summary
drill down ‘group by’ report view, export that report view in the PDF output format,
and then view the results of the generated PDF file.

Step A: Drill down to view the most visited sites in a category

1. From the top panel, go to Reports > Drill Down Reports > Categories to
generate a Summary Drill Down Report view, ranking categories in order by the
most visited to the least visited:

Reports | Gauges | Policy | Administration Help Logout Security Reporter M
Drill Down Reports Categories
Report Type:  Categories Ps Users Sites Category Groups User Groups

Categories | Display: Top 50 by Page Count | Date: 03/01/2012 | Filier: Hone | Sort by: Page Count, Descending

2,400
2,000
1,800
1,200
200
200
o
Search Engines / Web Catalogs / Hews / Magazines General Eusiness Other Banner Adverfisemen ts Education
Categories 1P Count  |User Count Site Count Page Count ¥ Object Count Blocked Count Time HH:MM:SS

Web Catalogs / Portals 1,400 1,400 218 2573 1238 1385 7:8:40

1283 1283 212 2429 1200 1380 6:43:40

1034 1,034 3z 1920 517 1.002 5300

1420 1120 1149 1785 1614 1513 457:30

1318 1318 158 1815 173 1812 42310

595 595 540 1387 833 949 a:52:40

588 586 12 1262 218 484 3:28:30

1304 1304 203 1449 4058 794 311:20

843 243 480 1011 1.087 819 2:48:30

720 Ta0 255 981 1,326 1115 2:43:30

Report Settings - Export All Goto page |1 r_:_J of 1 total pages

2. To find out which sites were visited in a popular category, target the category
and then click the Sites link corresponding to that category to create a report
view grouped by two report types:

Reports | Gauges | Policy | Administraion | Help | Logout Security Reporter M
Drill Down Reports Search Engines / Web Catalogs / Portals Sites

Report Type: | Categories | IPs | Users | Sites | CategoryGroups | UserGroups

Category,Sites | Display: Top 50 by Page Count | Date: 01/22/2012 | Filter: None | Sort by: Page Count, Descending

om yahoo.com

120,000

100,000

80,000

60,000

40,000

20,000

-‘ _‘ L1 L
ask.com websearch.com

google. atwola.com msn.com
IP Count User Count Page Count v Object Count Blocked Count Time HH:MM:S5

290 2220 110365 ) 29,688 249:54:30

£.853 2.5%6 51,508 1405 20463 131:33:20

2440 1821 22,041 318 6315 57:47:10

5118 2,670 13,363 10,550 10,276 36:28:0

1880 881 7.621 5181 3.520 20:28:10

150 00 6137 1085 182 16:35:20

1572 842 5311 2.520 2.902 14:19:30

1091 815 2.937 2908 2514 10:40:10

228 14 707 4 1015 3:3:10

om 1401 781 2735 o 730 7:31:20

Report Settings = Export Al Gotopage |1 Ii_‘ of 1 ftotal pages
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Note that URLSs/IP addresses of sites users visited in the category now display
in the first column of the modified report view, instead of category names.

1 - In the Security Reporter User Guide index, see:
» How to: generate a Drill Down Report
* How to: use count columns and links

Step B: Modify the report view to only display top 10 site records

1. Now, to only display the top 10 sites users visited in that category, navigate to
Report Settings > Run to open the Run Report window in which you make
customizations to display in the current report view:

Run Report *®
Number of Records: | | Show all records
(m) Showtop |50 records
Filter: | None v |
Filter String:
SortBy: | Page Count -
Run Cancel

NOTE: Notice that by default the report will be set to Sort by “Page Count.”

2. Atthe Number of Records field, select “Show top” and and type in 10 records.
3. Select Sort By “IP Count”.

4. Click Run to close the window and to display the report view showing only the
top 10 site records for the selected category:

Reports | Gauges | Policy | Administration | Help | Logout Security Reporter M )
Drill Down Reports Search Engines / Web Catalogs [ Portals Sites.
ReportType: = Categories | IPs | Users | Sites | CategoryGroups | User Groups

Catagory,Sites | Display: Top 10 by Page Count | Date: 01/22/2012 | Filter: None | Sort by: Page Count, Descending
120,000

100,000
80,000

60,000

. -|
[
0
slboasom sivciaoom ——

| —
websearch.com

google com ask.com

sites IP Count User Count Page Count ¥ Object Count Blocked Count Time HH:MM:SS
T290 3220 110,365 a0 29.688 249:54:30
8853 2596 51508 1405 20,463 131:33:20
2430 1821 22041 2418 6815 57:47:10
113 2670 13363 10550 10278 36:28:0

|

E
[
B

20:28:10

16:35:20

§
E |
;

14:19:30

3
~

10:10:10
altavista.com 228

228 143 701 4 1018 2310
ey e 101 m 213 s =0 73120
Repor setings | 1| 14 ExportAl Gotopone [1 |2 or 1 ol paces

L -, In the Security Reporter User Guide index, see:
* How to: modify a Drill Down Report
* How to: display only a specified number of records
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Step C: Export the report view in the PDF output format

1. To export the current report view in the PDF format, at the bottom of the report

view click Export All to open the Export window:

Export

GroupBy: | Categories -

Format: | PDF - |

Data to Export: | Al the rows on this report -

For mulfi-level Group By reports only

Humber of Records:

records

Sort By:

For pie and bar charis only
Generate Using:

For email output only

To:
Cex
Bee:
Subject:

Body:

|_Email_| | Download | | Cancel J

x

By default, “PDF” displays in the Format field, so the format selection does not

need to be changed.

2. Click Download to begin the exportation process. When this process has been
completed, the PDF file opens in a separate browser window:

Security Reporter Feb 16, 2012 - Feb 16, 2012 /44
Category/Sites
Top 10 Sites by Page Count sorted alphabetically, descending
This report has been generated for INSTMS
P User Page Object Time Hit Blocked
. . & 7 e — . :
142.182.19.27 2 2 28 0 0:4:40 28 [}
142.180.3.173 1 14 28 [ 02220 28 [}
142.180.188.33 1 14 14 [ 02220 14 [}
127 165 106 h “ I . vam “ B
s s h “ " o 02 “ B
o7 154 h 14 I o vam 14 B
s h 14 I o vam 14 B
a7 15554 h 14 » o 02 2 B
- . “ “ o o2 “ o
By h 14 i o vam 14 B
Grand Total " 154 182 o 0:25:40 182 o
Count: 10
2/16/2012 2:17:46 PM, Pacific Standard Time Generated by: wizard Filter: None Page 10of 1

The generated PDF file for the report includes a list of the top 10 Sites records
for the selected category, as well as the following counts for each record in the
report: IP, User, Bandwidth (if using an SWG only), Page, Object, Time

(HH:MM:SS), Hit, and Blocked. The Grand Total and total Count display at the

end of the report.

NOTE: Notice that the report is sorted by IP Count, the selection made in the Run Report

window.
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3. Print or save the PDF file using available tools or icons in the PDF file window,
or close the PDF file.

1 - In the Security Reporter User Guide index, see:
* How to: export a summary Drill Down Report
* How to: view and print a report

See also:
* How to: export a detail report
* How to: email a Drill Down report

You have now learned how to modify a Summary Drill Down Report view grouped
by two report types to include only the top 10 records, and then export that content
for viewing in the PDF format.

Variations of this exercise can be performed to generate and export countless
reports using criteria of your specifications.

lll. Save and schedule a report exercise

In this exercise you will learn how to save a report view and then create a schedule
for running a report on a regular basis using criteria specified for that report. While
a Summary Drill Down Report is used in this exercise, these steps also apply to a
Detail Drill Down Report.

Step A. Save a report

1. After generating a Summary Drill Down Report, to save the criteria used in that
report view, navigate to Report Settings >Save at the bottom of the report view
to open the Save Report window:

Save Report x

Advanced Options

Report Info Email Filters

Save Name: To: Category: nA

Description: cc: UseriP:
Bee: Users: nma

Date Scope: | Daily sl Site: A

Subject:

08/20/2011 | : Body: Category Group:  n/A
from - to User Group:  na

05/30/2011 | G : Keywords:

[| Hide Unidentified IPs

Output Type: | Email As Attachment | w |

Format: | POF v |

Back |_5aveand scheduie || Saveand Email || saveonly |

Note that this window is populated with specifications used in the current report
view.

2. For this exercise, make entries in the following fields:

* Report Info - Save Name, Description
* Email - To, Subject
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3. Choose the Save and Schedule option from the “save” options at the bottom of
the window. The three “save” options are as follows:

+ Save and Schedule - this option lets you save criteria from the current report
view and then set up a schedule to run the report using that criteria.

+ Save and Email - this option lets you save criteria from the current report
view and then email the report in the specified output format.

+ Save Only - this option lets you save criteria from the current report view.

NOTE: Saved reports can be edited at any time. These reports are accessed by going to
Reports > Saved Reports, and then choosing the report from the Reports list.

1 - In the Security Reporter User Guide index, see:
» How to: save a Drill Down report

See also:
» How to: use saved Drill Down reports
» How to: edit a saved Drill Down report

Step B. Schedule a recurring time for the report to run

Now that you’ve saved the report, you must schedule a time for the report to run.

1. When clicking Save and Schedule, an alert box opens with the message
confirming the report was successfully saved.

2. Click OK to close this alert box and to display the Schedule Report window:

Schedule Report x
¢\  MNOTE: Emailinformation is entered and edited in this panel anly for
(—

Advanced Reports. For Drill Down and Security Reports, this
information is edited in the Saved Reports panel

Schedule Name

Reportto Run: categories today

Frequency: | Daily v

Start Time
e Fflam [~

Cancel

3. In the Schedule Report window, enter a Schedule Name, select the run
Frequency (Daily, Weekly, Monthly), and specify Day and Start Time criteria.

4. Click Save to save your settings and close the window, and to open the alert
box with the message confirming the run event was successfully added.

5. Click OK to close the alert box and to display the Report Schedule panel with
the run event added to the schedule:
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Spyware Weekly

Reports | Gauges | Policy | Administration | Help Logout Securi{y Repgrter M |
Report Schedule

Click on a schedule to edit.

Schedule Hame 4 (Custom Report Name Frequency Last Run Hext Run

aaaaaaa s Weekly Blocked Viruses Weekly Weekly: Sunday 0210512012 :00:00 AM 021122012 9:00:00 AM

wwwwwwwwwwwwwwwww Category Group Wea nesday 0210812012 5:00:00 Al

Weekly: Sunday 02/05/2012 8:00:10 AM 0211212012 9:00:00 AW

L™=, In the Security Reporter User Guide index, see:
* How to: schedule a Drill Down report to run

You have now learned how to save a report and schedule the report to run at a
designated time.

Reports created for a variety of purposes can be scheduled to run on different
dates and times to capture records of specified user activity as necessary.

IV. Create a Custom Category Group and generate reports

After you've run a few summary and detail reports for the top visited categories,
you might want to generate reports targeting specified categories only. To do so,
you must first create a Custom Category Group.

Step A: Create a Custom Category Group

1. To create a Custom Category Group, choose Administration > Custom Cate-
gory Groups from the navigation menu.

2. Type in the Category Group Name to be used.

3.

Specify whether the Service Type for reporting is “URL” or “Bandwidth”; if
“Bandwidth” is selected, this action affects the Member Categories section

below:

» For a URL Service Type: Choose the Available Categories and click Add to
include each category in the Assigned Categories list box.

» For a Bandwidth Service Type: Specify the Port Number(s) and click Add
Port to include each port in the Assigned Ports list box.

. Click Save to save your settings and to display the name of the group you

added in the Custom Category Group list box.
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1 -, In the Security Reporter User Guide index, see:
* How to: add a Custom Category Group

Step B: Run a report for a specified Custom Category Group

1. To create a report for a Custom Category Group, choose Reports > Drill Down
Reports > Category Groups from the navigation menu.

2. In the Drill Down Reports > Category Groups report view:

» For a summary report, click the first column of the custom category group you
just added, and then click Export Selected.

* For a detail report, click Export All.
3. In the Export window:

* Fora summary report, specify for Data to Export Only selected rows on this
page, and then click Download to generate the report.

* For a detail report, click Download to generate the report.

1 - In the Security Reporter User Guide index, see:
* How to: generate a Custom Category Group report

V. Create a custom User Group and generate reports

In addition to running reports for various custom category groups, you might want
to create one or more custom user groups and run reports for these user groups.

NOTE: In order to generate reports for a custom user group, the user group must be
created a day in advance, since the list of users is updated each day automatically based
on group definitions and latest usage data.

Step A: Create a custom User Group

1. To create a user group, navigate to Administration > User Groups:
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Reports | Gauges | Policy | Administration

User Groups

User Groups

You ean enly edit/delete your own groups. Groups assigned to you
can be used to create new ones or delegate o other administrators.

Parent groups are praceded by an asterisk [*).

Status | Group Hame Last Rebuilt
Al (Sysrem)

g AA17220912 (Custom) 20110847 11:48

* Acsounting (SWG)

* Administration (SWG)

A3 Custom (Custom)  2011-08-17 14:48

* Facilities (SWG)

“ HR (5WG)

1T sw5)

* loadtestusers (SWG)

LONG User Group Name € 2011-08-17 14:48

* Marketing (SWG)

* None (5WG)

Pattern Custom Test (Cusn 20110817 11:48

- QA (sWB)

* QABTestdministrators

- QABTestdcagent_servic

* QABTesfiDomain Admins

* QABTestDomain Guests

* QABTestDomain Users |

* QABTestEnterprise Adm

Refresh

Rebuild All

Help | Logout

M

Security Reporter

Group Members

2. Choose an existing user group from the User Groups list and then click New to
display the New User Groups panel:

Reports | Gauges | Policy | Administration Help

New User Group

[_] Patterns [ | IP Ranges | | Single Users / Exclude

Logout

M

Cancel

Security Reporter

Group Name:

3. Type in the Group Name and check the box(es) corresponding to “Patterns”,
“IP Ranges”, and/or “Single Users/Exclude” to activate the section(s) below. For
this example, select “IP Ranges”.

range of the parent group.

. Specify criteria for the group. In this example, enter an IP address within the

Click Save to save your settings and to return to the User Groups panel. Note

the group you added now displays in the User Groups list.

1"~ In the Security Reporter User Guide index, see:

* How to: add a user group
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Step B: Generate a report for a custom User Group

Once the custom User Group is recognized by the SR (on the following day),
reports can be generated.

There are two ways to generate a summary or detail report for a custom User
Group. You can use the Reports > Drill Down Reports > Report Wizard option,
or you can use the Reports > Drill Down Reports > User Groups option.

Report Wizard - In the Report Wizard panel:

1. Specify “Summary Report” or “Detail Report”. For a summary report, choose
the report Type for the results (Categories, IPs, Users, Sites, Category
Groups).

2. Select the User Group name from the “By User Group” accordion, and then
click Run to generate the report.

Once the report view displays in the panel, click Export Selected for a
summary report or Export All for a detail report, and then click Download to
generate the report in the PDF format.

Drill Down Reports > User Groups - In the Drill Down Reports > User Groups
panel the list of user groups displays.

1. For a summary report, select only the user group you wish to use by clicking
the first column for that record. For a detail report, select only the user group
you wish to use, and then click the Page Count, Object Count, or Blocked
Count link.

2. Once the report view displays in the panel, click Export Selected for a
summary report or Export All for a detail report, and then click Download to
generate the report in the PDF format.

1 - In the Security Reporter User Guide index, see:

* How to: use the Report Wizard to generate a Drill Down report
» How to: generate a Drill Down Report
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Security Reports Usage Scenarios

This collection of reporting scenarios is tailored towards familiarizing you with tools
for generating, exporting, saving, and scheduling basic security reports. Each
scenario is followed by user interface access information. Please consult the “How
to” section in the index of the Security Reporter User Guide for pages containing
instructions on using the tools and features described in that scenario.

I. Explore the four basic Security Reports types

The four basic security reports are accessible by navigating to Reports > Security
Reports and selecting the report type from the menu: Blocked Viruses, Security
Policy Violations, Traffic Analysis, and Rule Transactions. These reports are also
accessible by clicking the tab for the Report Type at the top of a security report

panel.

Step A: Navigate to the Blocked Viruses report

Navigate to Reports > Security Reports > Blocked Viruses to display the current

Blocked Viruses report view:

Reports | Gauges | Policy | Administration | Help Logout

Security Report Wizard Blocked Viruses

Report Type: | Blocked Viruses

EICAR Test File Trojan.J§. $tartPage.co

Blocked Viruses IP Count

EICAR-Test-File 125

Trojan.J s StartPage.co

Exploit IS Pdfka bso
Worm. Win32 Stuxnetu

NetWorm Win32 Himda
Trojan J§ Redirestor ar

Trojan J §. StartPage cp

AT AT

Hoax Win32 BadJoke VB.ak

Exploit JS Pdfka cog

|__Report wizard_| i (M

Security Policy Violations

Blocked Viruses | Display: Top 50 by Hit Count

P P
80
60
a0
20
0
Virus. u

Viin32.Virutn Email Worm.VES.Paula

M

Security Reporter

Traffic Analysis | Rule Transactions

Date: 02/08/2012 | Sort By: Hit Count, Descending

Exploit.J§.Pdfka.bso Worm Win32. Stuxnet.

User Count Hit Count v
5

& | o

B

ol B AR -
o 1w g BB R

to page; > of 1 totalpages

|, Export All Records_ | Go

This report includes details for each instance of each blocked virus detected from

end user Internet/network activity.

Note the tabs for the four Report Types at the top of the panel. By default, the bar
chart beneath these tabs depicts the first six records for the current report type.

NOTE: Hovering over a bar in the chart displays the name of the record along with the total
hit count or bandwidth used in that record. The Rule Transactions report also includes

Actions and Policies information.

By default, the bottom portion of the report view contains a table that includes rows
of records. Columns of pertinent statistics display for each record.
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Step B: Navigate to the Security Policy Violations report

Click the Security Policy Violations tab to display the the Security Policy Viola-

tions report view:

Reports | Gauges | Policy \Aumlnlsﬁmtmn\ Help | Logout

Security Report Wizard Security Policy Violations

ReportType:  Blocked Viruses | Security Policy Violations

Security Policy Violations. | Display Top 50 by Hit Count | Date: 02/08/20

DigWebX ActiveX Control Unspecif RDS Cross Zone Scripting Vulnera.

Microsoft Internet Explorer MHTM,

Traffic Analysis

Security Reporter

Rule Transactions

12 | Sort By: Hit Count, Descending

IE createObject vulnerability

IE RDS ActiveX Vuinerability

Security Policy Violations IP Count User Count Hit Count v
DigWebX ActiveX Control Unspecified Vulnerability 15 16 22
Microsoft internet Explorer MHTMLFile Denial Of Service Vulnerability 10 10 n
RDS Cross Zone Scripting Vulnerability 10 10 11
IE RD'S ActiveX Vulnerability 10 10 11
IE createObject vulnerability 4 a 4
IE WM ScriptUtils createObject vulnerability 4 4 A
(_Reportwiizard_| i, | ExportAll Records || Exp Go fo page: of 1 total pages

M

IE WM SeriptUtils createObject v

This report provides information on each instance in which an end user breached

a security policy.

Step C: Navigate to the Traffic Analysis report

Click the Traffic Analysis tab to display the Traffic Analysis report view:

Reports | Gauges | Policy | Administration Help | Logout

Security Report Wizard Traffic Analysis

Report Type:  Blocked Viruses | Security Policy Violations

Traffic Analysis | Display: Top 50 by Bandwidth | Date: 02/08/2012

Traffic Analysis

Security Reporter

Rule Transactions

Sert By: Bandwidth, Descending

60 M8
50 M@
20m8
20ma
20m8
- -‘ -‘ -‘ -‘
oma
Active binary content PDF File Active Textual Web Content  Scannable Active Content Java Script Standalone Java Script
Traffic Analysis 1P Count User Count Bandwidth v
Active binary content 135 135 50.11 MB
PDF File 139 133 2205 mB
Active Textual WWeb Content 512 812 1871 MB
Scannable Active Content 812 £12 18.71 B
Java Seript 812 812 1871 ME
Standalone Java Soript 612 s12 1871 MB
Vieb Page a20 220 142 ug
Archive 5 5 596.07 kB
Zip Jar Archive 5 5 596.07 kB
Otner 5 5 596.07 kB
Text File 5 5 033 k8
| Report Wizard | . ™24 |, Export All Records | Calk pcm; of 1 total pages

M

This report shows activity for end user access of objects utilizing an excessive

amount of network bandwidth.
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Step D: Navigate to the Rule Transactions report

Click the Rule Transactions tab to display the Rule Transactions report view:

Security Reporter M

Reports | Gauges | Policy | Administration |  Help Logout

Security Report Wizard Rule Transactions

ReportType: Blocked Viruses | Security Policy Violations | Traffic Analysis | Rule Transactions

Rule Transactions | Display: Top 50 by Hit Count | Date: 02/08/2012 | Sort By: Hit Count, Descending

s -‘
1 e

Block Access to High-Risk Site C
Block Malicious Content [Malware

Block Known Viruses (Kaspersky] Block Access to Spywars Sites +
Block Files With COM Extension +.

Allow Trusted Sites + Bypass sca

Rules Actions Palicies 1P Count User Count Hit Count v
Block Kn (Kaspersky) Block a0t 201 664
Atlow Tru: Bypass scannin q 3 73 129
Block Ac Block 3 =3 82
Block Ma Block 24 24 a4

Block 10 10 20
Block 2 3 5
Allow content and do not scan containers 4 4 4
Block 1 il L
Block 1 1 Ak
1 3

Allow confent and scan containers

Allows Access to White Listed Sites

(L Enport All Recoras_| ; | Gotopage: of 1 total pages

__Report Vizard_| [} s

This report includes each instance in which an end user triggered a threshold in an
SWG Security Policy.

Step E: Modify the current report view

Now that you have viewed the four basic report types, you will learn how to modify
the current report view. With a security report view displayed, go to the icons at the

bottom left of the panel and do the following:

« Il Click this icon to display only the top six bars in the chart:

Reports | Gauges | Policy | Adminisirstion | Help Logout Security Repor{er M

Security Report Wizard Traffic Analysis
ReportType: Blocked Viruses | Security Policy Violations || Traffic Analysis || Rule Transactions
Traffic Analysis | Display: Top 50 by Bandwidth | Date: 02/08/2012 | Sort By: Bandwidth, Descending

60 ME
50mE

40 MB

30 MB

20 MB

) . . .

0 me
Active binary content PDF File Active Textual WWeb Content  Seannable Active Content Java seript Standalone Java Script
|_ReportWizard ] i, * L Export All Records |
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default view)

. Click this icon to display the table of records only:

(TH
—1 Click this icon to re-display the top six graphs and table of records (the

Reports | Gauges | Poliey | Administration | Help Logout Security Reporter

security Report Wizard Traffic Analysis

ReportType:  Blocked Viruses | Security Policy Violations || Traffic Analysis | Rule Transactions

Traffic Analysis | Display: Top 50 by Bandwidth | Date: 02/08/2012 | Sort By: Bandwidth, Descending

Traffic Analysis ount User Count Bandwidth

s B
o

Active binary contant 50.11 WB

PDF File 42.05 MB

Active Textual Web Content 18.71 WE

Iw

Scannable Active Content 48.71 WB

R

Java Script 18.71 WB

]

Standalone Java Script 18.71 MB

Web Page 1428

&
&

Archive 596.07 kB

Zip Jar Archive 596.07 kB

Other 596.07 kB

BT
g =T

Text File 092 k8

| RepetWizard | 0. % [ __Export All Records | Go to page:

M

of 1 tofal pages

1 - In the Security Reporter User Guide index, see:
* How to: use the four basic Security Report types
* How to: use Security Report tools

Il. Create a drill down Security Report view

As with productivity reports, you can drill down into a security report to obtain more
information about a record. In this manner, you can create multi-group reports by
drilling down into two or three different columns, or generate a detail report by

clicking a Bandwidth or Hit Count column link.

Exercise A: Create a report view that includes two report types

From a basic security report view, click an IP Count or User Count column link for
a record to create a report view that includes two report types combined.

The example below shows the result of a Traffic Analysis report view in which the

User Count was clicked for the selected record:
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Reports | Gauges | Policy

Security Report Wizard

2.4MB

16MB
12MB
0.8 MB
0.4 MB

omB

Users

ChawChau Chrome

| Administration |

Java Script

ReportType:  Blocked Viruses

Traffic Analysis, Users

M

Help | Logout Security Reporter

Users

Security Policy Violations | Traffic Analysis = Rule Transactions

Display: Top 80 by Bandwidth | Date: 02/2812011 | Sort by: Bandwidth, Descending

Chau\Chau Chrome
IP Count Bandwidth v
2 243 MB

1 524.91 kB

Go to page:

| ExportAll Records | of 1 total pages

Note that this report view looks similar to a basic security report view, with the
following exceptions:

» breadcrumb trail beneath the navigation toolbar shows the path of the current

report view

+ first column of report view corresponds to the column selection you made to
create this report view

* Report Wizard menu options are not available at the bottom left of the panel

%

NOTE: More about Report Wizard menu options are discussed in the following pages in
this sub-section.

Exercise B: Create a detail report view

From the current security report view you created, click the Bandwidth or Hit Count
column in a selected record to display the detail report view:
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Reports | Gauges | Policy | Administration | Help Logout Security Reporter
Security Report Wizard Java Seript 10.130.117.34 Report Details
ReportType:  Blocked Viruses | Security Policy Violations | Traffic Analysis || Rule Transactions
Traffic Analysis, Users | Display: Top 1,000 by Date | Date: 02/28/2011 | Sert by: Date, Ascending
Date i Userip User site Bandwidth URL
21282011 11:27:17 AM 192.168.200.245 M8EIDiInaf s-msn.com 2540 k8 -1.42 min j
2/28/2011 11:27:20 AM 192.168.200.246 M86\Dina.f bing.com 0.63 kB hitp./ibi
2/28/2011 11:27:21 AM 192.168.200.246 WM26\Dina.f msn.com 1.45 kB hitp: /it lient21 ) §=.
2/28/2011 11:27:23 AM 192.168.200.246 M86\Dina f msn.com 1.49 kB http/imsn lient31 J 5=
21282011 11:27:24 AM 192.168.200.245 MEE\Dinaf msn.com 23318 httpimsn lient31 35
2/28/2011 11:27:34 AM 192.168.200.246 M86\Dina.f live.com 1.31 kB http:/ilive.com Scripts/witelper.jsi=ANID
2/28/2011 11:27:24 AM 192.168.200.246 WM26\Dina.f msn.com 2.08 kB hitp: /it 12418/P147.
2/28/2011 11:27:35 AM 192.168.200.246 M86\Dina.f msn.com 326 kB http/imsn 12418/P147.
212812011 11:27:51 AM 192.168.200.245 M8E\Dina.f bing.com 073 KB httpibing 35pAFORM=ASAPIVIET=
2/28/2011 11:27:51 AM 192.168.200.246 M86\Dina.f bing.com 5.17 kB http:/ibing.comisa/7 01 0 836281/hovR3.is
2/28/2011 11:27:52 AM 192.168.200.246 WM26\Dina.f bing.com 1.58 kB hitp./ibi isa/7 01 0 83628141 i
2/28/2011 11:28:27 AM 192.168.200.246 M86\Dina £ bing.com 0.76 kB http/ibing ORM=ASAPIWEq=
21282011 11:30:43 AM 192.168.30.34 MBE\Dinaf artcom 2483k8 hitpiart comiad,
2/28/2011 11:30:43 AM 192.168.30.34 M86\Dina.f art.com 1.24 kB http:/iart. com/iscripts/Utilities.is
2/28/2011 11:30:43 AM 192.168.30.34 WM26\Dina.f art.com 11.63 kB hitp:/iart. ad: in-art  v24.js
2/28/2011 11:30:43 AM 192.168.30.34 M86\Dina.f atgsves.com 9.55 kB http-/iatgsves comfjsiatgsves.js
21282011 11:30:44 AM 192.168.30.34 MBE\Dinaf artcom 6.58 kB hitp:/iart comiseripts formvalidation js
2/28/2011 11:30:48 AM 192.168.30.34 M86\Dina.f images-amazon.com 45.22 kB br
2/28/2011 11:30:47 AM 192.168.30.34 M26\Dina.f doubleclick.net 1.37 kB
2/28/2011 11:30:48 AM 192.168.200.246 M86\Dina.f ebaystatic.com 2837 kB
21282011 11:30:48 AM 192.168.200.245 MBE\Dina.f ebaystatic.com sa68 kB 1nebu
2/28/2011 11:30:43 AM 192.168.30.34 M86\Dina.f images-amazon.com 2.67 kB
2/28/2011 11:30:43 AM 192.168.30.34 M26\Dina.f atgsves.com 0.82 kB Td2
(__ExportAll Recors | (_ Column visibiliyy_| G to page: o of 1 tomlpages

The detail report view shows a table of records with columns for Date, User IP,
User name path, Site name, Bandwidth (if clicking a Bandwidth link), and URL.

Note the following buttons are available at the bottom right of the panel:

« Export All Records - clicking this button gives you options for exporting

records shown in the current report view

» Column Visibility - clicking this button gives you options for displaying speci-

fied columns in the current report view

L™=, In the Security Reporter User Guide index, see:
» How to: drill down into a Security Report
» How to: use Security Report tools
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lll. Create a customized Security Report

Once you become familiar with the basic four security reports and their reporting
tools, you may want to create your own customized reports. This exercise will
show you two different methods for running security reports. One method is by
using the Report Wizard > Run feature, and the other is by generating a report
view using the Report Wizard.

Exercise A: Use the current view to generate a custom report

1. From a basic security report view, go to the bottom left of the panel, hover over
Report Wizard, and choose Run to display the Security Report Wizard panel
for that report:

Reports | Gauges | Policy | Administration Help Logout Security Reporter M

Security Repert Wizard Rule Transactions

Report Details Users

Report Time Span: sta sin o view in this n be created by accessing "Administration = User Groups®

_ Predefined Ranges User Groups
10.130.0.0 (Custom)

(@) Date Range 10.130.0.1 {Custom)
10.130.0.11 (Custom)
From Date: To Date:
10.130.0.12 (Custom)
0710672011 0710672011
“ e 10.130.0.19 (Custom)

Top item Limit: 10.130.0.2 {Custom)

L] At | Top: |50 \i‘ o 10.130.0.20 (Custom)
10.130.0.4 {Custom)

10.130.0.6 (Custom)
ABC-SunONEWMj.Jane.edu_jlee-group (LDAP)
ABC-SunONEDirectory Administrators (LDAP)

ABC-5unONE\groups_dj lane edu_jlee-group2 (LDAF)

ABC-SUNONEVG

ABC-SunONEIGH roup (LDAF)
ABC-SunONEVGH
ABC-5unONE\Groups_james-static-group (LDAF)

ABC-SUnONE\Groups_QA Managers (LDAF)

ABC-SunONEVQCGroup_Dynamic Group1 (LDAP)

ABC-SunONEVQCGroup_Dynamic Group3 (LDAF)

ABC-SunONEGCGroup_Dynamic Groups (LDAF)

| b By Specific User: |
b By IP: |

Back Run Filters

2. In Report Details, specify the Report Time Span by choosing one of two
options:

» Predefined Ranges - If choosing this option, make a selection from the pull-
down menu: “Today” (default), “Month to Date”, “Year to Date”, “Yesterday”,
“Month to Yesterday”, “Year to Yesterday”, “Last Week”, “Last Weekend”,
“Current Week”, “Last Month”.

+ Date Range - This option is selected by default. For this option, use the
calendar icons to set the date range.

3. Set the Top Item Limit for the report by either specifying the “Top” number of
records to be returned in the results, or by choosing “All” records.

NOTE: Choosing “All” records may take a long time for the report to generate, depending
on the number of records to be included.

4. In Users, select one of the accordions and indicate criteria to include in the
report to be generated:

» By User Group - If selecting this option, choose the User Group for your
report query results.
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By Specific User - If selecting this option, enter the end user name—using
the ‘%’ wildcard to return multiple usernames—and then click Preview Users
to display query results in the list box below.

By IP - If selecting this option, enter the end user IP address for filtering your
results—using the ‘%’ wildcard to return multiple IP addresses—and then
click Preview Users to display query results in the list box below.

For a Traffic Analysis or Rule Transactions report, you can narrow your search
result by including filters:

a. Click Filters at the bottom right of the panel to display the filter results panel:

Reports | Gauges | Policy | Administration |  Help | Logout Security Reporter M | |

Security Report Wizard Rule Transac| tions

|ufeions |

| b Content Type: |

_Back

. Choose a filter type from an available accordion (Policies, Rules, Action,

Content Type) and indicate criteria to use in the filter.

By default the “Assign All” checkbox is populated, and the filter panel greyed-
out. Uncheck this checkbox to select specific records from the Available list
box, and then click Add to move the record(s) to the Assigned list box.

c. Click Back to return to the Security Report Wizard panel.
5. Click Run to generate the security report view:
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Reports | Gauges |

Security Report Wizard

@A Block Access to High-Risk Sit.

Rules

QA Block Access to High-Risk Site Categories
QA Block Access to Spyware Sites

QA block Alcohol Rule

QA Allow Trusted Sites

QA Block Access to Blacklisted Sites

QA Block Known Viruses (MeAfee)

QA Allow Access to White Listad Sites

QA Block IM Tunneling

[ Report seitings | |}

Policy | Administration |  Help

Report Type:

QA Block Access to Spyware Sites...

Logout

Rule Transactions

Blocked Viruses

Rule Transactions | Display

@A block Alcohol Rule + Block +

Actions

Block

Block

Block

Bypass scanning

Block

Block

Allows content and scan containers

Block

Security Policy Violations

Top 50 by Hit Count | Dal

Traffic Analysis

te: 02/04/2011 | Sort by: Hit C

Policies

QA WMedium Policy
QA WMedium Policy
QA Meadium Policy
QA Medium Policy
QA WMedium Policy
QA WMedium Policy
QA Meadium Policy

QA Medium Policy

[ Export Al Records

ount, Descendi

Security Reporter

Rule Transactions

ng

QA Block Access to Blacklisted §
QA Block Known Viruses {MeAfee}

QA Allow Trusted Sites + Bypass ...

IP Count

User Count

Go to page:

Hit Count

B E

™

of 1

v

total pages

Exercise B: Use the Report Wizard to run a custom report

1. Navigate to Reports > Security Reports > Report Wizard to display the Secu-
rity Report Wizard panel where you specify criteria to include in the report you

wish to generate:

Reports | Gauges |
Security Report Wizard
Report Details

Report Hame:

Policy | Administration | Help

Blocked Viruses

Users

Logout

Security Reporter

Email Settings

¥ By User Group:

Select a single user group to view

is report. User groups can

Email:

Report Type:
| Blocked Viruses v
Report Time Span:

(s Predefined Ranges

| Today -
(_) Date Range

From Date: To Date:

= =
Top ltem Limit:
[ ] A Top: |50 Iii )
{use if saving a repor)

Group By:
| Blocked Viruses v

|| Save report with URLs

Top

be created by accessing "Administration > User Groups™.

Delivery Method: (w) To: (_) Bee: |_) Ce:

User Groups
Accounting (SWG) Email DM [Remove
Administration (SWG)

Evaluators (Cusrom)

Facilities {SWG)

HR (SWG)

IT (SWG)

Ioadtestusers (SWG) Subject:
Marketing (SWG)
Hone (SW5) Body:
HNowvell20140\Group level 1 (LDAF)
Novell20140\Group level 2 (LDAF)
Novell20140\Group level 3 (LDAF)
Nowvell2067\apchadmn-Administrators (LDAF)
Noell2057\GATest (LDAF) OutputType: | Email As Attachment | v |

Novell205715ub QA group (LDAF) Format: | POF
Nowell2057\Tomcat-Roles_manager (LDAF}

QA (SWG)

Sales (SWG)

Teshnical Sunoort (WG]
| » By Specific User |

| p By P |

£i] Schedule Settings

Save ] (Lun .

2. In Report Details, choose the Report Type from the pull-down menu (“Blocked
Viruses”, “Security Policy Violations”, “Traffic Analysis”, “Rule Transactions”); by
default “Blocked Viruses” displays.

3. Specify the Report Time Span by choosing one of two options:
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* Predefined Ranges - If choosing this default option, make a selection from

the pull-down menu: “Today” (default), “Month to Date”, “Year to Date”,

” ” o« ” W

“Yesterday”, “Month to Yesterday”, “Year to Yesterday”, “Last Week”, “Last
Weekend”, “Current Week”, “Last Month”.

» Date Range - For this option, use the calendar icons to set the date range.

4. Indicate the Top Item Limit to be included in the report. By default, the Top
number of items specified in “Default Top ‘N’ Value” from Administration >
Default Report Settings displays.

NOTE: Choosing “All” records may take a long time for the report to generate, depending
on the number of records to be included.

5. Specify the Group By selection from available choices in the pull-down menu.

6. By default, Save report with URLSs is de-selected. Click this checkbox to select
this option, and then specify the number of URLs to save:
* All URLSs - Check this checkbox to save all URLs
* Top - Specify the number of top URLs to be saved

7. Follow steps 4 - 5 in Exercise A to complete the remaining steps for this exer-
cise.

1 - In the Security Reporter User Guide index, see:
» How to: run a Security Report

68 M86 SECURITY INSTALLATION GUIDE



BEST REPORTING PRACTICES SECURITY REPORTS USAGE SCENARIOS

IV. Export a Security Report

In this exercise you will learn how to export the current basic security report view in
the PDF format.

Step A: Specify records to include in the report

With a basic security report generated, go to the bottom right of the panel and
either click Export All Records, or choose specific records from the table and then
click Export Selected. Clicking either button opens the Export Report window
displaying different options, depending on your export selection:

Top ltem Limit: [ | Al Top: |50 iii 5 Body:

Format: [L| PoF

|| Export report with URLs

Output Type: | Email As Attachment v

Email Download Clase

Export Report window, Export All Records option

Step B: Specify ‘Group By’ and URL limitation criteria

1. In the Export Report window, specify the Group By selection from the available
choices in the pull-down menu.

2. At Top Item Limit:

« If the Export All Records option was selected, the Top number of items spec-
ified in the “Default Top ‘N’ Value” field from Administration > Default Report
Settings displays and can be modified by either editing the displayed value or
choosing “All”.

NOTE: “All” records may take a long time for the report to generate, depending on the
number of records to be included.
« If the Export Selected option was selected, “All” is greyed-out. Specify the
Top number of items to be included in the exported report.
3. By default, Export report with URLs is de-selected. Click this checkbox to
select this option, and then specify the number of URLs to export:
» All URLSs - Check this checkbox to export all URLs
* Top - Specify the number of top URLs to be exported

Step C: Download the report

To download the report in PDF format, click Download. The PDF file can be
printed, saved, or emailed.
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Step D: View the exported Security Report

The generated basic Security Report PDF file includes the following information:

iruses
(Kaspers

Rules

Allow Trusted
S l!sLnad test
medium p...

Actions

Rule Transactions
Top 50 Rule Transactions by Hit Count Descending

Block Access
to High-Risk
Site Catego...

Policies

800
700
600
= 500
s
2
Y 400
£
300
200
0 |

Block
Malicious
Conte...

IP Count

Security Reporter Feb 08, 2012 - Feb 08, 2012 M:

Block Access
to Spyware
SitesLoad tes...

User Count

Block Files
With COM
ExtensionLo...

Hit Count

Block Known Viruses (Kaspersky)
Allow Trusted Sites
(1IBM)

Block Malicious Content (Malware
Entrapment Engine)

Block Access to Spyware Sites
Block Files With COM Extension

2/08/2012 9:42:18 AM

Block

Bypass scanning

Block Access to High-Risk Site Cslegonesaw

Block

Block
Block

Generated By: wizard

Load test medium policy
Load test medium policy
Load test medium policy
Load test medium policy
Load test medium policy

Load test medium policy

445
99
91
45
12
5

445
a9
a
45
12
5

799
170
123
58
23
8

Page 10f 2

The header of the generated report includes the date range, report type, and report
criteria, and report description.

The footer of the report includes the date and time the report was generated (M/D/
YY, HH:MM:SS AM/PM), administrator login ID (Generated By), and Page number
and page range.

The body of a basic report includes a bar chart showing the top six graphs with
count indicators, and the report name. Following the bar chart is a list of records,
with the corresponding Item Count for each record. For Rule Transaction reports,
Actions and Policies column data precede Item Count column data.

For Bandwidth or Hit Count detail report views, the body of the report includes
columns set up to be visible. These columns might include Date (M/DD/YYYY
H:MM:SS AM/PM format), IP, User name path, Site, bandwidth Size (e.g. kB), and
URL, as in the following sample report:
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- p
Security Reporter Feb 08, 2012 - Feb 08, 2012 t

Traffic Analysis
Top 1000 Traffic Analysis, Group by None, Sort by Date, Ascending
This report has been generated for Web Page

Date P User Site Size
2/08/2012 12:00:36 AM 10.131.146.48 M86\Charies. Waltersson homestead.com 0.19kB
2/08/2012 12:03:20 AM 10.130.187.79 M86\Alexis.Seabrooke kuder.com 0.41kB

ttpl/kuder. comMasterWeb/Publie/Login.aspx

2/08/2012 12:03:57 AM 10.131.90.255 M86\Valerie Huddleson msn.com 029 kB
ey 1437501 1467 17002450151 OC=I7TF=_NEW?! UC=100

PS=83157PI=443847AP=1011
2/08/2012 12:04:33 AM 10.130.239.5 M86\Bemice. Samuelson nokiausa.com 2275kB

httpiinokiausa.com/phones

2/08/2012 12:05:46 AM 10.130.67.195 M86\Royal.Harman myfamily.com 084kB
2/08/2012 12:06:04 AM 10.130.124.27 M86\Rollin.Bemardssen ebay.com 0.18kB
r=1

2/08/2012 12:10:38 AM 10.131.10.254 M86\Joni.Stark s.bpcdn.us 0.13kB

hitplis bpodn uSWWW/Loginicssiiogin.css

2/08/2012 12:11:14 AM 10.130.150.64 MB86\Cheri.Toller usatoday.com 0.16 kB
b

2/08/2012 12:11:51 AM 10.131.173.163 M86\Paul Anthonyson doubleclick net 036 kB

hitplidoubleclick.net/D03770ANU_MT_eny_728x00.swhciickTag=htip:/ad doubleclick neticick-h=v3

2/08/2012 12:13:40 AM 10.130.116.90 M86\Taylor Knutsen webct.com 0.15kB

ttpiliwebct com/web-ctien/asistool_nav.asis

2/08/2012 12:14:35 AM 10.131.10.254 M86\Joni.Stark msn.com 2205kB

hitpiimsn.com

2/08/2012 12:14:53 AM 10.130.42.36 M86\Spencer.Tuft dell.com 0.51 kB

hipiidell ._2881=engs=k128SystemID=PLX_PNT_CEL_( 7

2/08/2012 8:55:40 AM Generated By: wizard Page 1 of 52

At the end of the report, the Total Items display for all records.

1 - In the Security Reporter User Guide index, see:
* How to: export a Security Report

V. Save a Security Report

A basic security report is saved by using the Security Report Wizard. The Wizard
is accessible by either creating a report view and then selecting Report Wizard >
Save, or by navigating to Security Reports > Report Wizard.

In this exercise, you will save a report view using the Report Wizard > Save
option.

After saving the report, the report can be edited at any time by going to Saved
Reports, as you will see at the end of this exercise.

Step A: Select Report Wizard, Save option

From a basic security report view, navigate to the bottom left of the panel, hover
over Report Wizard, and choose Save to display the Security Report Wizard
panel for that report:
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Reports | Gauges | Policy | Administration Help Logout Security Reporter M

Security Report Wizard Rule Transactions
Report Details Users Email Settings

Report Hame: Email:

Delivery Method: () To: (_) Beo: () Ce:
Report Time Span:
Email DM Remove
_ Predefined Ranges

®) Date Range

From Date: To Date:

0200812012 |5 | 02/08/2012 |

IT (SWG)

Top item Limit:
Marketing (SWG) Subject:

All | Top: |5 =@
(Bl xS Hene (SWG)

P S —— Hovell20140\Group level 1 (LDAP) Body:

Group By: Novell20140\Group level 2 (LDAP)

Novell20140\Group level 3 (LDAP)
| Rules -
Novell2057\QATest (LDAF)
|| save report with URLS Hovell20571Sub QA group {LDAF)
Hoveli2057 Tomeat-Roles_manager (LDAP) Output Type: | Email As Attachment | ¥ |
Top: _
Movell2057\apchadmn-Administrators ([LDAP) Format: )| POF
QA (SWG)
Sales (SWG)

Techni

loadtestusers
| b By Specific User: |

| pEye: |

Back Save Filters

Step B: Specify criteria in Report Details

1. In Report Details, type in the Report Name.
2. Specify the Report Time Span by choosing one of two options:

* Predefined Ranges - If choosing this option, make a selection from the pull-
down menu: “Today” (default), “Month to Date”, “Year to Date”, “Yesterday”,
“Month to Yesterday”, “Year to Yesterday”, “Last Week”, “Last Weekend”,
“Current Week”, “Last Month”.

» Date Range - This option is selected by default. If choosing this option, use
the calendar icons to set the date range.

3. Specify the Group By selection from available choices in the pull-down menu.

4. Indicate the Top Item Limit to be included in the report. By default, the Top
number of items specified in “Default Top ‘N’ Value” from Administration >
Default Report Settings displays.

NOTE: Choosing “All” records may take a long time for the report to generate, depending
on the number of records to be included.

5. Specify the Group By selection from available choices in the pull-down menu.

6. By default, Save report with URLSs is de-selected. Click this checkbox to select
this option, and then specify the number of URLs to save:

» All URLSs - Check this checkbox to save all URLs
* Top - Specify the number of top URLs to be saved
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Step C: Select the users or group in Users

In Users, select one of the accordions and indicate criteria to include in the report
to be generated:

» By User Group - If selecting this option, choose the User Group for your report
query results.

* By Specific User - If selecting this option, enter the end user name—using the
‘%’ wildcard to return multiple usernames—and then click Preview Users to
display query results in the list box below.

» By IP - If selecting this option, enter the end user IP address for filtering your
results—using the ‘%’ wildcard to return multiple IP addresses—and then click
Preview Users to display query results in the list box below.

For a Traffic Analysis or Rule Transactions report, you can narrow your search
result by including filters:

1. Click Filters at the bottom right of the panel to display the filter results panel.

2. Choose a filter type from an available accordion (Policies, Rules, Action,
Content Type) and indicate criteria to use in the filter.

By default the “Assign All” checkbox is populated, and the filter panel greyed-
out. Uncheck this checkbox to select specific records from the Available list box,
and then click Add to move the record(s) to the Assigned list box.

3. Click Back to return to the Security Report Wizard panel.

Step D: Populate Email Settings

1. In Email Settings, enter at least one Email address and then click Add to
include the email address in the list box below.

2. Specify the Delivery Method for the email address: “To” (default), “Bcc”, or
“CC”_

3. Type in the Subject for the email message.

4. If you wish, enter text to be included in the Body of the message.

5. Specify the Output Type for the email: “Email As Attachment” or “Email As
Link”.

Step E: Save the report

Click Save at the bottom of the Security Report Wizard panel to save your settings
and to add the report to the Saved Reports panel.
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Access the Saved Reports panel

A saved security report can be edited any time as follows:
1. Navigate to Reports > Saved Reports.

2. Select the report name from the list:

Reports | Gauges | Policy | Administration | Help | Logout Security Reporter M,’ I=
Saved Reports

Reports

Please select a report to edit/idelete/duplicate.

Name 4 |Description Report Type Last Updated

All Blocked Viruses Securif ity 01/27/2012 10:11:00 AM

Categories Wieekly Drill Down 01/18/2012 12:06:00 P11

‘Category Group Drill Down Summary Drill Down 02/07/2012 9:04:00 AM

Spyware Weekly Spyware
VAD Today

01/18/2012 12:14:00 PM
Vuinerability Anti Dote

02/01/2012 5:42:00 AM

Edit Deleie Duplicate Download Email

3. Click Edit to go to the Security Report Wizard panel where the report can be
updated and saved.

1 - In the Security Reporter User Guide index, see:
* How to: save a Security Report

* How fo: edit a saved Security Report
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VI. Schedule a Security Report to run

A basic security report is scheduled to run by using either the Schedule Settings
window in the Security Report Wizard, or the Report Schedule panel.

The Schedule Settings window is accessible via Report Wizard > Schedule or
Security Reports > Report Wizard, and the Report Schedule panel is accessible
by navigating to Reports > Report Schedule.

In this exercise, you will use the Report Wizard > Schedule option to save several
steps, since the panel will be pre-populated with data from the current report view.

After scheduling the report to run, the report can be edited at any time by going to
Report Schedule, as you will see at the end of this exercise.

Exercise A: Use the current view to schedule a report to run

1. In the current security report view, hover over Report Wizard and choose
Schedule to display the Security Report Wizard panel for that report:

Security Reporter M

Reports | Gauges | Policy | Administration | Help Logout

Report Details Email Settings

Security Report Wizard Rule Transactions

Users

Report Name: v -
Sel

roup to view in this report. User groups can be
ation > User Groups™.

inistration > User Groups'

e To @
Report Time Span: User Groups a & » @

Email DM [Remove
(_) Predefined Ranges Accounting (SWG)

Administration (SWG)

&) Date Range Evaluators (Custom)

From Date: To Date: Facilities (SWG)

020082012 (0200872012 HR (SWG)
IT (5W5)
Top Item Limit:
Marketing (SWG) Subject:
All | Top: 50 =
) i Jiw/ X8 None (SWG)

(oe i v d vy Novell201401Group level 1 (LDAF)

Group By:

| Rules v |

Novell20140\Group level 2 (LDAF)

Novell20140\Group level 3 (LDAF)

|| save report with URLs

Top

LDAP)
Novell2057\Sub QA group (LDAF)
Novell2057\Tomeat Roles_manager (LDAP}
wwwwwwwww pchadmn-Administrators (LDAF)
QA (SWG)

Output Type: | Email As Attachment v

Format:  [| PDF

Sales (SW6)
Technical Support (SWG)

Ioadtestusers (SWG)
| b By Specific User |

| pBy P |

Back | Schedule Seflings | Save | [ Fiters

2. In Report Details, type in the Report Name.
3. Specify the Report Time Span by choosing one of two options:

* Predefined Ranges - If choosing this option, make a selection from the pull-

down menu: “Today” (default), “Month to Date”, “Year to Date”, “Yesterday”,

“Month to Yesterday”, “Year to Yesterday”, “Last Week”, “Last Weekend”,
“Current Week”, “Last Month”.

» Date Range - This option is selected by default. For this option, use the
calendar icons to set the date range.

4. Indicate the Top Item Limit to be included in the report. By default, the Top
number of items specified in “Default Top ‘N’ Value” from Administration >
Default Report Settings displays.

NOTE: Choosing “All” records may take a long time for the report to generate, depending
on the number of records to be included.
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5. Specify the Group By selection from available choices in the pull-down menu.

6. By default, Save report with URLs is de-selected. Click this checkbox to select
this option, and then specify the number of URLs to save:
» All URLSs - Check this checkbox to save all URLs
* Top - Specify the number of top URLs to be saved

7. In Users, select one of the accordions and indicate criteria to include in the
report to be generated:
» By User Group - If selecting this option, choose the User Group for your

report query results.

» By Specific User - If selecting this option, enter the end user name—using
the ‘%’ wildcard to return multiple usernames—and then click Preview Users
to display query results in the list box below.

» By IP - If selecting this option, enter the end user IP address for filtering your
results—using the ‘%’ wildcard to return multiple IP addresses—and then
click Preview Users to display query results in the list box below.

For a Traffic Analysis or Rule Transactions report, you can narrow your search
result by including filters:
a. Click Filters at the bottom right of the panel to display the filter results panel.

b. Choose a filter type from an available accordion (Policies, Rules, Action,
Content Type) and indicate criteria to use in the filter.

By default the “Assign All” checkbox is populated, and the filter panel greyed-
out. Uncheck this checkbox to select specific records from the Available list
box, and then click Add to move the record(s) to the Assigned list box.

c. Click Back to return to the Security Report Wizard panel.
8. In Email Settings:
a. Enter at least one Email address and then click Add to include the email
address in the list box below.
b. Specify the Delivery Method for the email address: “To” (default), “Bec”, or
“Cc”.
c. Type in the Subject for the email message.
d. If you wish, enter text to be included in the Body of the message.
e. Specify the Output Type for the email: “Email As Attachment” or “Email As
Link”.
9. Go to the lower right corner of the panel and click Schedule Settings to open
the Schedule Settings window:
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t
Schedule Settings ®
1 /}\ NOTE: Email information is entered and |
t edited in this screen only for Advanced
| | = |= | Reports. For Drill Down and Security | |

| Reports, this information is edited in the
" Saved Reporis panel

Schedule Name

]

.| Frequency: | Daily A

Start Time:

s = ° @AMY

Close

a. Enter a Schedule Name.

b. Select the Frequency to run the report from the pull-down menu (Daily,
Weekly, or Monthly).

If Weekly, specify the Day of the Week from the pull-down menu (Sunday -
Saturday).

If Monthly, specify the Day of the Month from the pull-down menu (1 - 31).

c. Select the Start Time for the report: 1 - 12 for the houir,
0 - 59 for the minutes, and AM or PM.

d. Click Close to save your settings and close the window.

10. Click Save at the bottom of the Security Report Wizard panel to save your
settings and to add the report to the schedule to be run.

Exercise B: Use the Wizard to create and schedule reports

1. Navigate to Reports > Security Reports > Report Wizard to open the Security
Report Wizard panel:

Reports | Gauges | Policy | Adminisirstion | Help Logout Security Reponer M
Security Report Wizard Blocked Viruses
Report Details Users Email Settings
Repart Name: Email:
Report Type: epitri Delivery Method: (s) To: () Beo: | ) Ce
| Blocked Viruses - | Accounting (SWG) Email DM [Remove
Report Time Span: Administration (SWG)
Evaluators (Custom)
| Today |
S Facilities (SWG)
() Date Range
s HR (SWG)
From Date: To Date: T (SWe)
= loadtestusers (SWG) Subject:
Top ltem Limit: Marketing (SWG)
o None (SWG)
L] an | Top: |50 e Body:

{use if saving a report}

Group By:
| Blocked Viruses v

|| save report with URLs

Top

Nowell20140\Group level 1 (LDAF)
Novell20140\Group level 2 (LDAF)

Novell20140\Group level 3 (LDAF)

Novell2057\apchadmn-Administrators {LDAF)

Nowell2057\GATe st (LDAF)
Novell20571Sub QA group (LDAF)
Nowvell2057\Tomcat-Roles_manager (LDAP}
QA (SWG)

Sales (SWG)

Technical Supoort (SWG)
| b By Specific User

| pBy P

Output Type: | Email As Attachment | v |

Format: | PDF

| Schedule Seftings Save Run e
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2. In Report Details, type in the Report Name.
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3. Choose the Report Type from the pull-down menu (“Blocked Viruses”, “Secu-

rity Policy Violations”, “Traffic Analysis”, “Rule Transactions”); by default
“Blocked Viruses” displays.

4. Specify the Report Time Span by choosing one of two options:

* Predefined Ranges - This option is selected by default. For this option, make
a selection from the pull-down menu: “Today” (default), “Month to Date”, “Year

to Date”, “Yesterday”, “Month to Yesterday”, “Year to Yesterday”, “Last Week”,
“Last Weekend”, “Current Week”, “Last Month”.

» Date Range - If choosing this option, use the calendar icons to set the date
range.

5. Follow steps 4 - 10 for Exercise A in this section to complete the remainder of
this exercise.

Access the Report Schedule panel

To access the Report Schedule panel that includes all reports scheduled to run—
both productivity and security reports—navigate to Reports > Report Schedule:

Reports | Gauges | Policy | Administration Help Logout Security Reporter M
Report Schedule
Click on a schedule to edit.
Schedule llame 4 |custom Report Name Frequency Last Run Hext Run
Blocked Viruses Weekly Elocked Viruses Weskly Vieekly: Sunday 0210512012 $:00:00 AW 0211212012 9:00:00 AW
Fr——— Weekly: Sunday 02/0512012 8:00:00 AW 02112/2012 8:00:00 AM
Category Group Vieekly Category Group Viekly: Wednesday 0210812012 8:00:00 Al
Spyware Weelly Spyware Weekly Veskly: Sunday 0210512012 $:00:10 AM 0211212012 9:00:00 AW
Reliresh add_| [_Edit | _Delete

Reports scheduled to be run display as rows of records. The following information
is included for each record: Schedule Name, Custom Report Name, Frequency for
running the report, and Last Run and Next Run date and time.

The schedule for the report can be edited or deleted, or a new schedule for a report
added here.

1 - In the Security Reporter User Guide index, see:
* How to: schedule a Security Report to run
* How to: schedule or run a report in the Security Report Wizard
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Real Time Reports Usage Scenarios

This collection of setup and usage scenarios is designed to help you understand
and use basic tools in the console for enforcing your Internet usage policy. Each
scenario is followed by console setup information. Please consult the “How to”
section in the index of the Security Reporter User Guide for pages containing
detailed, step-by-step instructions on configuring and/or using the tools and
features described in that scenario.

I. Screen navigation exercise
This exercise will familiarize you with the four sections of the user interface and

inform you where to go to customize the application to perform a specified task or
function.

Step A: Navigate panels in the Gauges section

The URL Gauges Dashboard displays by default when you select Gauges in the
navigation toolbar:

Reports | Gauges | Policy | Adminisiration Help Logout Security Reporter M
URL Bandwidth

Shopping Security Bandwidth Adult Content All Categories

Each URL gauge contains a number that represents its current score. This score is
derived by activity within that gauge, based on the activities of end users who
visited URLs listed in library categories that comprise the gauge.

To view bandwidth gauge activity, click the Bandwidth tab above the URL gauges
dashboard to display the bandwidth gauges dashboard. The score for each band-
width gauge represents the number of bytes of end user bandwidth traffic in ports
or protocols that comprise the gauge.

Click any of the topic links from the Gauges menu to display panels used for
viewing/configuring URL/bandwidth gauges and/or gauge activity:

» Dashboard - view current gauge activity
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* Overall Ranking - view details about current gauge activity for all end users
affecting gauges

* Lockouts - prevent the end user from accessing specified URLs, the Internet,
or the entire network

» Add/Edit Gauges - create and maintain gauges used for monitoring end users’
Internet activity

+ Dashboard Settings - customize the view to only show certain gauges

Step B: Navigate panels in the Policy section

Click the Policy link to display its menu. Click any of the menu topics to display
panels used for establishing policies for high threat level threshold management:

» Alert Logs - view a list of alert records for the most recent 24-hour time period

* Alerts - manage alerts that indicate if gauges are close to—or have reached—
their established upper thresholds

1 -, In the Security Reporter User Guide index, see:
* How to: use Gauges and Policy menu selections

Il. Drill down into a gauge exercise

This exercise will teach you how to drill down into a URL gauge to conduct an
investigation on abnormally high Internet activity in a particular filtering category, in
order to find out which individuals are driving that gauge’s score, and which URLs
they are visiting.

Step A: Select the gauge with the highest score

1. In the URL dashboard, select the gauge with the highest score and click it to
open the Gauge Ranking table showing columns with names of library catego-
ries that comprise the gauge, and rows of end user records with activity in one
or more of these library categories:

80 M86 SECURITY INSTALLATION GUIDE



BEST REPORTING PRACTICES REAL TIME REPORTS USAGE SCENARIOS

192.168.30.92 101 Ul

Back

Reports | Gauges | Policy | Administration Help Logout
Gauge Ranking: All Categories
Username Bandwidth Liability Others Productivity Security Total v

Security Reporter M

o 40 g 141

Results Per Page: 25

NOTE: The Gauge Ranking panel is also accessible by right-clicking a dashboard gauge
and then selecting View Gauge Ranking from the menu.

2. Find the library category with the highest score, and click that score to open the
Category View User panel:

Reports | Gauges | Policy | Administration |

Categories

Click on a category below to see its URL details.
Categories with zero scores will not yield any
results,

Categories Total

Back

Category View User: 192.168.30.92 - Gauge Name: All Categories

Security Reporter Mt

Help | Logout

URLs
Links are provided for viewing content in a separate browser window.

URLS Timestamp

Note the left side of this panel is populated with rows of records for Categories

affected by the selected end user.

Now that you’ve identified the user affecting the highest scoring gauge, next you

will investigate the activity of the user driving that gauge’s score.

1"~ In the Security Reporter User Guide index, see:
» How to: drill down into a gauge
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Step B: Investigate a user’s activity in a specified gauge

1. To find out which URLSs the top end user visited in the high-scoring library cate-
gory, select the category with the highest score and then click it to display a list
of URLSs the user visited in the right side of this panel:

Reports | Gauges | Poicy | Administration | Help | Logout Security Reporter MEE
Category View User: 192.168.30.92 - Gauge Name: All Categories
Categories URLs
Links are provided for viewing content in a separate browser window.
Click on a category below ta see its URL details.
Categaries with zero scores will not yield any UoIE) iezbme M
results. htip./iads bluelith OAIA 2010-09-23 10:19:47
Categories Total hitp:/fad 251 BaAFL. OAIA .. 2010-09-23 10:19:47
m hitp.//ad ?5]BaAFU.| OAIA ... 2010-08-23 10:19:47
Web Based Email 28 http:/iag om/imp? PVID=upQF. 10F L 2010-08-23 10:19:47
Image Servers & Image Search Engines 12 frtp:i/3ds biuelithium B3APU FrAIR — OIS AT TR
e 5 bteprad omfimp? PVID=upGF2] i 2010-09-23 10:48:47
i 5 hep:/ad om/st? paF2} i 2010-09-23 10:19:09
hitp://ad om/st? ! i i 2010-08-23 10:18:09
http:/7ag omfimp? 5 JaMUwMJOFrvRUybAEA 201005823 10:15:00
http-//ad. i j 159462.7 i 18:52=180 2010-09-23 10:18:00
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htip fiad omfimp? PVID= 5 y lgMUwMJOFTwRUybAEA 2010-08-23 10:13:00
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http /fad om/st? PVID=¢ by RHagV JOFrvRUybjAEAR 7 2010-08-23 10:18:00
hitp/ad. om/st? PVID=( y RNgVzobQTlgMUwMJOFrvRUybiAEAB 7 2010-08-23 10:18:00
ity d A » 2010-08-22 10:18:00
ity d. bide5f 2010-08-23 10:18:65
ity d. LAERT ol biZe 5t 2010-09-23 10:18:85
ity d. bi%e5f 2010-08-23 10:18:55
http.//s er hty 2010-09-23 10:18:55
http.//ad. /imp? P! k. biZa5f 2010-09-23 10:18:55
http://ad. om/st? Uybi OACZN ... 2010-09-23 10:18:33
htp:/ad om/stz Uybi oACEN 2010-09-23 10:18:55
Back

2. Choose a URL you wish to view, and then click it to open a separate browser
window accessing that URL.

After investigating one or more URLs in the list, you may wish to find out which
other gauges that same user is currently affecting.

1 - In the Security Reporter User Guide index, see:
* How to: view URLs a user visited
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Step C: Investigate the user’s Internet activity in other gauges

1. To find out which other gauges the same user is currently affecting, return to the
Gauge Ranking table by going to the lower left corner of the Category View
User panel and clicking the Back button. In the Username column, click that
user’s link to display the User Summary panel for that user:

Reports | Gauges | Policy | Administration Help Logout Security Reporter M
User Summary 192.168.30.92 192.168.30.92
User Detail Information Gauge Readings
| Group Membership | Bandwidith Gauges
i Gauge Name Total v
Bandwidth 12
@
All Categories 2
[*] g
& legal 0
Adult Content 0
9
@ Sshopping 0
&P Security L}
| Lockout | ; Score Total: 14
Elac-k

Note Gauge Readings to the right with the Total score for each Gauge Name

listed.

2. Select a Gauge Name to investigate, which activates the Category View button

below.

3. Click Category View to display the Category View User panel:

Reports | Gauges | Policy | Administration |

Categories

Click on a category below to see its URL details.

Categories with zero scores will not yield any

results.
Categories Total

Image Servers & Image Search Engines 12

Category View User: 192.168.30.92 - Gauge Name: Bandwidth

Help | Logout

Security Reporter

Me

URLs
Links are provided far viewing content in a separate browser window.

URLs Timestamp
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4. To find out which URLs the user is viewing in a particular library category,
choose the category from the list, and then click the URL in the URLSs list.

1 - In the Security Reporter User Guide index, see:
* How to: view end user gauge activity

You have just learned how to drill down into a gauge to conduct an investigation
on identifying the source of unusually high Internet activity. The steps in this
exercise demonstrated how to investigate gauge scores in order to find out
which end users are driving the score in one or more gauges, and how to view
URLs visited by the user.

When you become accustomed to using the gauges on a regular basis to
conduct these types of investigations, you will eventually want to explore other
tools in the interface to restrict or lock out offending users from accessing
certain library categories.

lll. Create a gauge exercise

This exercise will teach you how to create a URL gauge to be used for monitoring
a user group’s Internet activity in specified filtering categories.

Step A: Access the Add/Edit Gauges panel

From the Gauges menu, select Add/Edit Gauges to open the Add/Edit Gauges
panel:

Reports | Gauges | Policy | Administration | Help Logout Security Reporter M

Add/Edit Gauges

Bandwidth Gauges [T suer category Group [] Gateqory Class [] Category Group
Gauge Name Group Threshold Times| pan (minutes) Gauge Components

@ shopping 200 15

& Securi ity 200 15

@ egal 200 18

@ Bandwidth 200 15

@ Aouitcoment

@@ Al Categories 100 10

l New Gauge J

Note that this panel contains the current Gauge Name list at the left side.

Next, you will specify that you wish to create a new gauge.
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1 -, In the Security Reporter User Guide index, see:
* How to: access the Add/Edit Gauges panel

Step B: Add a URL Gauge

1. Click New Gauge at the bottom left of the panel to open the URL Gauge panel:

Reports | Gauges | Policy | Administration Help | Logout Security Reporter M |

URL Gauge

Gauge Information

is screen allows
existing gauge

Gauge Hame:

¥ Gauge Components

Colored rows represent Category GroupsiClasses, others represent Categoriss. Only one group can be assigned or up to 15 categories
[l SurerCategory Group ] Category Class ] Category Group

Available Categaries/Groups i Assigned Categories/Groups
Adult Content
Adware

Group Threshold: Alcohol

2 \i‘) Anaheim Ducks NHL
Animals/Pets
Timespan (minutes): i
Bad Reputation Domains

| Bandwidth

"' Bandwidth

Sas Nethoo: Bannerisb Ads
(@) An (L) Others () Pattern
= g e Blocked Exception
() Search Engine Keyward

Books & Literature/Writings
) URL Keyword () URL

Bathlet
_) HTIPS Filtering - High () Wildcard
(_) HTTPS Filtering - Medium (_) XStrike Eusinzss/invesiments
Chat

Child Pomography

uuuuu

2 User Membership |

2. In Gauge Information to the left, specify the following information as necessary:

a. Gauge Name you wish to use and display for this gauge; this entry must be
at least two characters in length.

b. Group Threshold for the ceiling of gauge activity. For this exercise we will
use the default and recommended value, which is 200 for a URL gauge.

c. Timespan (minutes) for tracking gauge activity (1 - 60 minutes). For this
exercise we will use the default and recommended value, which is 15
minutes.

d. Gauge Method to be used for tracking gauge activity. For this exercise we
will use the default “All” gauge method, so you do not need to make any
selection from the drop-down menu. The selected “All” method considers all
methods users can use to access URLs in library categories included in the
gauge.

3. In the Available Categories/Groups list to the right, select one Category Class/
Group, or up to 15 library categories by clicking each one while pressing the
Ctrl key on your keyboard. When you have made your selection(s) for the
gauge to monitor, click the Add button to move the choice(s) to the Assigned
Categories/Groups list box.

4. Click the User Membership accordion to open it and to display a list of Available
User Groups in the list to the left:
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Reports | Gauges Palicy

URL Gauge

Gauge Information

Gauge Hame:

Ducks NHL
Group Threshold:
200 @

Timespan (minutes):

This screen allows you to.
create 3 new gauge or editan | | User Membership
it s

Available User Groups

Administration Help | Logout

D Gauge Components

Security Reporter

ME

AA 172.20.91.2 (Custom}

All 3 Custom (Custom)

LONG User Group Name (Custom)
Pattarn Custom Test {Custom)
@ABTestAdministrators (LDAP)
QABTestidoagent_services (LDAP)
@ABTestDomain Admins (LDAP)

Gauge Method:

) Search Engine Keyword

URL Keywaord O uRL

(@) ANl (L) Others () Pattern

) HTTPS Filtering - High () Wiildcard
) HTTFS Filtering - Medium (_) X Strike

Guests (LDAP)
||| @A=TestDomain Users (LDAR)
@ABTest\Enterprise Admins {LDAF)

QABTestGuests (LDAP]
QABTestllS_WPG (LDAF)

@ABTest Schema Admins (LDAF)
QABTestiTest Group (LDAP)
QABTestWsers (LDAF)
QAW2008\Administrators (LDAF)
QAWZ008\Chinese-AAK (LDAF)

QAW2008\dcagent_services (LDAF)

@ABTestWGroup Policy Creator Owners (LDAF)

@ABTestiRemote Deskiop Users (LDAF)

Assigned User Groups

All {System)

]

. From the Available User Groups list, select the user group to highlight it.
. Click Add to move the user group to the Assigned User Groups list box.

. After adding user groups, click Save at the bottom right of the panel to return to

the Add/Edit Gauges panel that now includes the name of the gauge you just

added:

Reports | Gauges ‘ Palicy
Add/Edit Gauges

[Tl Bandwidth Gauges

Gauge Name

@ Shopping 200
@ secunity 200
& legal 200
@ Bandwidth 200
@ Adult Content 200
& Al Categories 100
@ Ducks HHL 200

Group Threshold

Administration | Help | Logaut

Timespan (minutes)

[ super category Group [] category Class [] Category Group

Gauge Components

Security Reporter

Mo

rueTéauge ) | EdiiGavge | | Delete Gauge |

‘“;"-., In the Security Reporter User Guide index, see:

* How to: add new a gauge
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Now that you know the basics of creating a gauge, you will soon be able to create
and use gauges to monitor various groups of users who frequent URLs in library
categories you wish to restrict, and deal in real time with Internet usage issues that
endanger your network and/or consume an excessive amount of bandwidth
resources.

IV. Create an email alert exercise

This exercise will teach you how to set up an email alert so you will be notified
when a gauge reaches the high end of its established threshold.

Step A: Add a new alert

1. From the Policy menu, select Alerts to open the Alerts panel:

Reports | Gauges | Policy | Administration | Help Logaut Security Reporter M

Alerts

Bandwidth Gauges
Gauge Name Group Threshold Timespan (minutes) Alerts

@ shopping

& Security 200 15

@ legal 200 15

@ PBandwidth 200 15

& Adult Content 200 15

@ ANl Categories 100 10

@ Ducks HHL 200 15

2. Select the gauge for which an alert will be created; this action activates the New
Alert button.

3. Click New Alert to open a panel that displays Alert Information to the left and
the greyed-out target panel to the right containing the Email Addresses and Low
Lockout Components accordions:
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L

~ Security Reporter MBS

SECURITY

URL Gauge: Ducks N

Alert Information

. Fill out the fields below to define the alert. If
‘specifying an Email Alert Action, enter Email
£ = Addresses in the accordion o the right.

Alert Name:

User Threshold:
|200 =
Alert Action:

] Email L] systemTray

[] Lockout

Severity: [Low requires categoriesigroups assignment]
Duration {minutes}:

6 Ji‘ L] Uniimited

(Lsave [ caneel |

4. Type in the Alert Name to be used for the alert that will be delivered to the
group administrator.

5. Specify the User Threshold ceiling of gauge activity that will trigger the alert.
The default and recommended value is 200 for a URL gauge.

6. Specify the Alert Action method(s) to be used for alert notifications:

+ Email - An email alert notifies a group administrator via email if an end user
has reached the threshold limit set up in a gauge alert.

+ System Tray - An SR Alert message notifies a group administrator via his/her
workstation’s System Tray if an end user has reached the threshold limit set
up in a gauge alert.

» Lockout - The Lockout function locks out an end user from Internet/network
access if he/she reaches the threshold limit set up in a gauge alert.

For this exercise, however, you will only want to select Email, as described in
the next step.

‘““: : In the Security Reporter User Guide index, see:
* How to: add a new alert
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Step B: Select Email Alert Action

1. In the Alert Action section, choose the “Email” alert notification option.

Reports | Gauges | Palicy ‘Administmmn‘ Help | Logout Security Reporter M

URL Gauge: Ducks NHL

Alert Information

Fill out the fields below to define the alert. If @ Email Addresses
/ .“ specifying an Email Alert Action, enter Email
L4\ asdresses in the sccordion to the right Email Address: [] Pre—

Alert llame: Email Addresses
User Threshold:

200 E‘

Alert Action:

[¥] Email L] System Tray

[ Lockout

Severity: [Low requires categoriesigroups assignment]

Duration {minutes):

| b, Law Lockout Components |

Note that this action opens and activates the Email Addresses accordion at the
right side of the panel.

2. In the Email Address field, type in the email address to which the alert will be
sent, and then click Add Email to include the email address in the list box
above.

3. Click Save at the bottom right of the panel to save your entries and to display
the Alerts panel.

Next you will learn what to expect when an email alert is sent to your mailbox.

L™=, In the Security Reporter User Guide index, see:
» How to: set up email alert notifications
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Step C: Receiving an email alert

o

When an end user’s activity in a gauge reaches the threshold limit established for
an alert, it triggers an alert notification. If the email alert option was selected, an
email is sent to the email address that was specified.

The email alert identifies the end user who triggered the alert, and includes a list of
URLSs the user visited, along with the date and time each URL was accessed.
Clicking any of the URLs in the email opens a browser window containing the
contents of that URL.

In the Security Reporter User Guide index, see:
* How to: view an email alert

Now that you know how to create an email alert for a gauge, you will quickly iden-
tify users who are misusing their Internet access priviledges, giving you knowledge
about policy violations in real time so you can immediately take action to protect
your resources.
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IMPORTANT INFORMATION ABOUT USING THE SR IN

THE EVALUATION MODE

Evaluation mode pertains to the state of an SR in which a maxmum of three weeks

of data is stored on the server.

When evaluating the SR in evaluation mode, the Report Manager user interface
and Expiration screen from the System Configuration administrator console

display differently than they do in registered (standard) mode.

NOTE: See the System Configuration Section and Report Manager Administration
Section of the Security Reporter User Guide for information about using panels/screens in

registered mode.

Report Manager

In evaluation mode, the Report Manager banner displays ‘EVALUATION MODE’
beneath the Security Reporter name/link as shown in the sample panel below.

Hover over the ‘EVALUATION MODEF’ link to display a definition of ‘Evaluation
Mode’. Click this link to launch the SR Server Status screen of the System Config-
uration administrator console and Status pop-up box (see more about the pop-up
box on the next page).

Server Information Panel

Information about the server’s status can be viewed in the Server Information
panel (shown below). The Expiration Info section at the bottom right of the panel
displays the amount of data space allocated to the SR and used by the SR, as well
as data expiration criteria calculated for this SR, if activated in registered mode.

Reporis | Gauges

| Policy | Administration |  Help

Logout

Server Information

The date scopes below should be taken into consideration when generating

Date Scopes:

Overall Date Scope:

01/27/2011 12:00:00 AM - 01/21/2011 12:00:00 AM
Report Manager Startup Time:

Mon Jan 31 2011 12:40:13

Server Info:
Software Version: Security Reporter 3.1.0.399

Database Server IP: localhost

repor

eration
| If you plan on accessing detail reports that exceed the indexed date scope, the
| |\ perfarmance of the query will be greatly reduced.

=

s,

Security Reporter M

Hits By Week (_

Server Activity:
_) Hits By Day () Hits By Month

From: ] To: )

Expiration Info:

Data Space Utilization: 1%

m| Used: 1% m| Free: 98% Total: 100%

on (IF REGISTERED): 37

Estimated date of next expiration (IF REGISTERED): 10/16/2011
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System Configuration

NOTE: See Appendix C: Evaluation Mode in the Security Reporter User Guide for infor-
mation about changing the SR’s mode from evaluation to registered.

Evaluation Mode Pop-Up

In evaluation mode, the SR Status pop-up box opens when accessing the System
Configuration administrator console:

@ SR ststus - Mozills Firefox [a[=@][=]
AMBLERGERIRE] hitps://192.168.20 78:3843/ process/serverstatus.c( 1.7

EVALUATION IIODE - 14X DATA STORAGE 3 WEEKS

Change Evaluation Mode

Done

Until the SR is in registered mode, this pop-up box will continue to open whenever
accessing the System Status screen of the System Configuration administrator
console.

Expiration screen

In evaluation mode, the Expiration screen includes the following message beneath
the Status bar: “EVALUATION — MAX DATA STORAGE ‘X’ WEEKS?” (in which X’
represents the maximum number of weeks in the SR’s data storage scope).

§ Security Reporter M: Y=

Network [z Server E: Database E 4 Help Logout

Status as of 2010-09-20 23:35:28
EVALUATION - MAX DATA STORAGE 3 WEEKS
Please click here to activate the box

Date scope for total data 2010-09-08 - 2010-09-21
Database disk space utilization 0.57 %

(used database spacefotal database space) (1.07186.34 Ghytes)
Last 8 weeks hits/day average 111933

Estimated total week{s) of data 394 week(s)

Estimated number of week(s) until next expiration 391 weekis
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APPENDIX A: BANDWIDTH MONITORING

Initial Setup on the ESXi Server

1.

Plug in a network cable from the switch used for Bandwidth monitoring to an
empty NIC on the ESXi server.

. On the ESXi server, open the vSphere client and select the host machine.

. Select the Configuration tab and choose Add Networking... to open the Add

Network Wizard window. For each step, do the following:

a. Connection Type: Select “Virtual Machine”, then click Next >.

b. Network Access: Select “Create a virtual switch’—the virtual NIC should be
automatically selected—then click Next >.

c. Connection Settings: Enter the Network Label, then click Next >.
d. Summary: Review the settings, then click Finish to close the Wizard window.

. In the Configuration tab, choose Properties... for the Virtual Switch that will

monitor Bandwidth traffic; this action opens the vSwitch Properties window. Do
the following:

a. In the Ports tab, select vSwitch, then click Edit... to open the second vSwitch
Properties window.

b. Select the Security tab, then set the Promiscuous Mode to “Accept”, and
then click OK to close the Properties window.

5. Click Close to close the first vSwitch Properties window.

Steps to Set Up the VM to Use Bandwidth Monitoring

1.
2.
3.

Open the vSphere client, then Login to the ESXi server.
Select the Virtual Machine to use for Bandwidth monitoring.

Select the Summary tab, then choose Edit Settings to open the Virtual
Machine Properties window.

. In the Hardware tab, select “Network adapter 2.

In the Network Connection frame, for Network Label choose the network that
was created for Bandwidth monitoring.

. Click OK to close the Virtual Machine Properties window.
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APPENDIX B: OPTIONAL ETHERNET TAP INSTALLATION

This appendix pertains to the optional installation of the Ethernet Tap unit for band-
width monitoring.

NOTE: In order to monitor bandwidth on the SR, both inbound and outbound traffic must
be sent to the SR through use of a port span, tap, or other similar device.

Preliminary Setup Procedures

The instructions in this section pertain to the use of a NetOptics 10/100BaseT Tap
that can be purchased from M86 Security.

Unpack the Ethernet Tap Unit from the Box

Open the NetOptics Ethernet Tap box and verify that all accessories are included.
Save all packing materials in the event that the unit needs to be returned to M86
Security.

The NetOptics box should contain the following items:

* 1 NetOptics 10/100BaseT Tap
* 2 power supply units

» 2 AC power cords

» 2 crossover cables

2 straight through cables

1 installation guide

Other Required Installation Items

In addition to the contents of the NetOptics box, you will need the following item to
install the Ethernet Tap unit:

« 1 standard CAT-5E cable

Inspect the box for damage. If the contents appear damaged, file a damage claim
with the carrier immediately.
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Install the Ethernet Tap Unit

This step is a continuation from Step 2: Connect Peripheral Devices to the Host.
The procedures outlined in this step require the use of a CAT-5E cable.

A. Provide power to the Ethernet Tap by connecting both power cords from the unit
to the power source.

[T

AC power in rear panel of NetOptics 10/100BaseT Tap

B. If a designated source Web Filter (to be used with the Security Reporter) is
already installed on the network, disconnect the cable that connects this Web
Filter to the switch.

Firewall/Router/Gateway

Port Mirror:
Source

(TX+RX) Port Mirror:

Destination

[ a

P - L]
2

-
- ) ™4
® o @ o6y e
Switch B - SR
: 1 . Management
= SR Listening Interface Interface
Web Fil 2 @
Man: e | Q T el
gement +
Interface -
. o~
b= b 3
(3 Web Filter Listening Interface  ———— sus, i
o P B Host Machine
Web Filter ) )

Diagram showing Ethernet Tap installation on the network

If the designated Web Filter has not yet been installed, disregard this sub-step
and proceed to sub-step C.

C. Using a crossover cable, connect one end to the Switch’s port configured to be
the destination port of the Port Mirror.

If adding the host machine to an existing installation, this port would be the port
that was originally occupied by the listening interface of the Web Filter.

D. Connect the other end of the crossover cable to the Ethernet Tap’s Network A
port.

M86 SECURITY INSTALLATION GUIDE 95



APPENDIX B: OPTIONAL ETHERNET TAP INSTALLATION INSTALL THE ETHERNET TAP UNIT

96

Network A& B MonnoiA &B

Power LEDs
|

|
BRopics A Y s A Y s

© e

‘ Network [ioio]

10/1oi Ethernet Tap

PWR2 ()
PWR1 QD

@
www.netoptics.

Ports in front panel of NetOptics 10/100BaseT Tap

E. Using a straight through cable, connect one end to the Ethernet Tap’s Network

B port.

F. Connect the other end of the straight through cable to the listening interface of

the Web Filter.

G. Using the second straight through cable, connect one end to the Ethernet Tap’s

Monitor A port.

H. Connect the other end of the second straight through cable to the host
machine’s listening interface.

Proceed to Step 3: Access the SR and its Applications Online.
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Trustwave is a leading provider of information security and compliance management solutions to large and
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