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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes Ul control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the
product.

Caution: This symbol highlights a warning against using the product in an unintended
manner.
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1 Security Reporter Evaluation Guide

1.1 Product Overview

The Security Reporter (SR) from Trustwave consists of the best in breed of Professional Edition reporting
software, with the capability to generate reports on end user browsing activity and security events from
Trustwave Secure Web Gateway (SWG) servers.

Logs of end user Internet activity from SWGs are fed into SR, giving you an overall picture of end user
productivity in a bar chart dashboard, and the ability to interrogate massive datasets through flexible drill-
down technology, until the desired view is obtained. This “view” can be memorized and saved to a user-
defined report menu for repetitive, scheduled execution and distribution.

SWG logs provide content for bar charts detecting security threats on the network so that prompt action
can be taken to terminate them before they become a liability on your network.

Using the SR, threats to your network are readily targeted, thus arming you with the capability to take
immediate action to halt the source, secure your network, and protect your organization against lost
productivity, network bandwidth issues, and possible legal problems that can result from the misuse of
Internet and intranet resources.

1.2 Note to Evaluators

Thank you for taking the time to review the Trustwave Security Reporter. Your interest in our company and
product is greatly appreciated.

This Evaluation Guide Is designed to provide product evaluators an efficient way to install, configure and
exercise the main product reporting features of the Security Reporter: Summary reports, detailed Drill
down reports, and the flexible Report Wizard.

1.3 Install, Configure, and Test the Security Reporter

The Security Reporter can be installed in your network as an appliance or as a virtual image on a
dedicated appliance.

To install the SR appliance, configure the server, and test the unit to ensure that reporting is operational,
please refer to the step-by-step instructions in the Trustwave Security Reporter Appliance Installation
Guide provided inside the carton containing the chassis.

To install the SR application in an environment supporting Virtualization Technology, refer to the Security
Reporter Virtual Installation Guide downloaded from our public Web site at
http://www.trustwave.com/support/sr/documentation.asp.

Security Reporter Evaluation Guide
Copyright © 2014 Trustwave Holdings, Inc. All rights reserved. 6
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Please note that prior to reviewing the SR, the Trustwave Secure Web Gateway (SWG) appliance(s) must
already be installed. The SWG appliance is required to generate log data and send the logs to the SR.

Note: See the Trustwave SWG Setup and Configuration Guide for information on setting up the Secure
Web Gateway on your network.

1.4 About this Evaluation Guide

The Trustwave Security Reporter Evaluation Guide includes the following topics:
»  Category and User Group configuration

* Reports

* Report Wizard features and usage

Security Reporter Evaluation Guide
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2 Configuration

2.1 Understand common configuration elements

The first sections of the Evaluation Guide lead the evaluator through the most common and useful features
of the Security Reporter, starting with the elements that should be configured first, then moving on to the
usage of the many different types of reports available in the SR. In this chapter you are directed through
recommended configuration steps. In the following chapter, you are led through a standard use case that
explains how to investigate a violation of your Internet Acceptable Use Policy.

After stepping through these sections of the Evaluation Guide, you will understand how to set up powerful
reports that can be e-mailed on a regular basis, thus minimizing the effort required for ongoing
configuration of the product. In short, by pursuing these exercises, you will discover that the Security
Reporter is both easy to use while at the same time best in class in the level of detailed reporting it
provides.

evaluating reports in order to optimize the evaluation experience. This will allow the SR to accumulate
multiple days of data and present more meaningful reports. Having performed these preliminary steps, the
SR will function properly on day one of the install with some reports showing no data (e.g. “canned”
Summary Reports).

Q Tip: After the SR appliance is installed, allow the Security Reporter to run for several days prior to

2.2 Use Custom Category Groups to narrow your search

Prior to running any reports, there are a few recommended configuration steps that create a more
customized experience for the evaluator. The first step is to create Custom Category Groups, which are
customized groupings from the Trustwave library of more than 100 filter categories. For example, most
customers prefer to set up a category group for those categories that are not allowed under their
organization’s Acceptable Use Policy. Creating such a category group reduces the time it takes to identify
violations of this policy.

Configuration
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To create, edit, or delete a Custom Category Group, navigate to Administration | Custom Category Groups
to display the Custom Category Groups panel:

Security Reporter P Trustwave*
| EVALUATION MODE
Custom Category Groups
Custom Category Group Custom Category Group Detail
| =B This sereen allows the creation and editol | * Category Group Name  Custom Group 1
| Custom Category Groups. L
l « Member Categories
|Custom Category Group !AL”EE Sizgoses e | Aﬂ’ il ki)
I ‘Abortion Architecture { Construction / Furniture
Aaware J e
| Alcohol | Arts | Museums / Theaters.
Animals/Pets. | Cinema / Television
Anonymous Proxies
Auctions / Clsssified Ads
| 520 Repotstion Domiains
Banking
Banner Advertisements
| Bannereb Ads [
Blogs / Bulletin Boards
Books & Literature/Writings
Bothet
| Brokers 1 Stosk Exchange
[FEE——
Chat
Child Pornography
Gities / Regions / Countries
Comics
Add) |Remove
new | | pere save |

The Custom Category Groups panel is comprised of two sub-panels used for setting up and maintaining
category groups: Custom Category Group, and Custom Category Group Detail.

2.2.1 How to add a Custom Category Group
1. At the bottom of the Custom Category Group sub-panel, click New.

2. In the Custom Category Group Detail sub-panel, type in the Category Group Name.

3. Select Available Categories from the list and click Add to move the selection(s) to the Assigned
Categories list box.

4. Click Save to save your settings and to include the name of the group you added in the Custom
Category Group list.

2.3 Use Custom User Groups to narrow your search

The next step is to create User Groups, which are customized groupings of users that reside on the
organization’s network. For example, most enterprise customers prefer to set up user groups for each
department within the company, and education customers prefer to set up separate user groups for each
classroom or grade level. Creating these user groups reduces the time it takes to identify the source of
violations of your organization’s Acceptable Use Policy.

Configuration
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2.3.1 How to create User Groups

To create, edit, or delete a user group, navigate to Administration | User Groups to display the User Groups
panel:

uity Reporter P Trustwave®

User Groups

Youcan based you see. You You can delete any i you, except
since other administrators could alse be using them.

Status |Last Rebuilt Group Name |assigned Group Admins

0000-00-00 D0:00:00 Al (Syscem)

20140525 18:24:21  Accounting (SWG) GroupAdmint
2014-05.25 18:2421  Administration (SWG)

20140525 18:2422  Engineering (SWG) GroupAdmini
20140525 18:24:22  Facilities (SWG)

20120525 18:24:22 HR (SWG)

20140525 18:2422 1T (SWG)

20140525 18:24:22  Marketing (SW6)

20140525 18:24:21  New Group 1 (Custom)

20140525 18:24:22 None (SWG)

2014-05.25 18:2422 Production (SWG)

20140525 18:24:22 QA (SWG)

BRBBLLBREBYBRBL

20140525 18:24:22  Sales (SWG)

1. From the User Groups list, select an existing user group to be used as the base group for creating the
new user group.

i .
tyReporier W@ Trustwave
User Groups Name:
Defined by: L m
A User Group can include IP andior User items. Select an item type above, enter search text and choose search options, and then click Search to display items matching your
criteria in the Available ftems pane. To include ftems in the aroup, drag them to the Selected ltems pane. You can also click > to use the search expression as a Selected ltem.
You can use the % character as a wildcard, and also use CIDR notation for IP ranges. With Selected ltems, highlight an item and use the (+) or (-} below the fist fo include or
exclude the item from the user aroup. Click Save to save the user group. Learn More
[\ I Seacch )| > Selected ltems:
Options: [ (s) include () Exclude | & Mamngnes Townsend
: L mesns
Available ltems: A:l
P
2
«
<
Currently selested: 0 out of 0 Currently selected: 0 out of 2 AIEE

3. Enter at least three characters for the group Name (at the top of the screen). This action activates the
Save button.

Configuration
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4. On the User Group panel:

O

1

Tip: For more help and examples on the User Group panel see the Learn More link from the text at the
top of the panel.

At the top of the panel, click the IP or User item type tab to work with that item type. A group can
contain items of one or both types.

The Selected Items list is initially populated with the IP addresses or Users that are members of
the base group.

In the search field, enter a search term. You can use the % character one or more times as a
wildcard (matching one or more characters). For the IP type, you can also enter ranges in CIDR
notation (for example, 10.160.0.0/24 or 2001 :db8::/32).

Choose a search option (Include or Exclude) to indicate whether you want to find items that match,
or do not match, the search terms.

Use the search text in one of two ways:

*  Click Search to perform the query. Results appear in the Available ltems list box below. You
can add one or more filters from the list to Selected Items.

+  Click the |2 button to add the search text directly to Selected Items. The text including any
wildcards will be evaluated each time the groups is used for a report.

To add items from Available ltems to Selected ltems, select and drag the items, or click to select,

and then click the single right arrow |2 | to move the filter(s) to the Selected Items list box. Use the

double right arrow |22 ] to move all items.

rity Reporter P Trustwave®

u
exclude the item from the user gy e user group. Learn More

s
M361%.C% Search | > | Selected ltems:

Options: [ (o) include () Exclude | (% Mss\Eddie Atkins

% MBS Rtie Abel

| Available Htems: Al (5, meE\Garth Cristians.

5 WaBasil Ghristianson

(% M88iCyrus Lawrence

5, WsECher Carlson 2, MasDanette Azelman
= 55 M8BUohnny Leonardson
% wsEDevayne.coda N ——
g W8 Dolle. Clarke M8€\Dazn3.Colaman 3 % MBGLenTucker
5, mssGartn Cristians 2, masCher Hormansen
5, M8BUanell Carter (2)
|2, MEsUerroid Cinton L«
| %, m8BLesiie Cole <
5, MESLorin Comstock
|5, MBBWonte Comstock
|2, mseweterCoke
5, M8BStevie Christisnson
5, WssTonia Christison
5, M8EWeds Comstok
| 2, MsEYolanda Cheshire -
Currently selected: 0 out of 16 (G ooty shiacieds € xS &)@ d
(ot )

Tip: To remove any item or items from the Selected Items list box, select the items and click the single left

arrow (or click the trash icon [@J at the bottom of the list). Use the double left arrow to remove all items.

Configuration
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5. You can include or exclude items matching a Selected Item from the group.

» Toinclude items matching a Selected ltem, highlight it and then click the \©J at the bottom of the
list. The item icon shows the green + to indicate it is included.

» To exclude items matching a Selected Item, highlight it and then click the |@) at the bottom of the
list. The item icon shows the red - to indicate it is excluded.

Q Tip: Each group must have at least one Included Selected Item.

6. When you have finished editing both the IPs and Users lists, click Save to save your edits, and to re-
display the User Groups panel where the user group you added now displays in the list.

2.3.2 How to Rebuild a User Group
A user group should be rebuilt if it is edited.

1. To rebuild a user group, select the user group to be rebuilt.
2. Click Rebuild to initiate the rebuild process for that user group.

3. After a few minutes, click the Refresh button to refresh the display in the panel. Note that the Last
Rebuilt column for user group you rebuilt now displays the date and time of the rebuild.

Configuration
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3 Reports

Once Custom Category Groups and User Groups have been created (as described in the previous
section), administrators can begin running their first reports. In most cases, administrators will employ the
Security Reporter as a forensic tool to watch for inappropriate or unwanted use of the Internet. The
Security Reporter menu structure is organized to follow the normal process flow of an investigation.

1. First, the administrator is greeted by pre-generated report content in “Summary Reports.”

Additional information can be viewed by navigating to Reports | Dashboard where high-level report
information shows data for Blocked Requests and bar graph charts for Top Categories by Requests,
Top Security Risks by Requests, Top Blocked Users by Requests, and Top Users by Requests.

At a glance, the administrator can see if there is any behavior that needs investigation. For instance, a
specific username might be generating a large number of blocked requests, or a high volume of traffic
might be identified in the “Pornography/Adult Content” category.

2. The next stage of the investigation, “Drill Down Reports,” lets the administrator probe the multi-
dimensional database to target the source of any unusual activity.

For example, if the “Pornography/Adult Content” category shows a high page count, the administrator
can drill down into the Category/User section to determine who is viewing this material. Once a specific
end user is identified, the administrator can then use a detail view to see the exact pages that end user
has been visiting.

The detail view provides clear information about the exact time the page was visited, the user’s IP
address, whether the site was blocked by the SWG, what functionality identified the page (such as a
library category, virus scanner, or application control selection), and the full-length URL. By viewing
this detail, the administrator can obtain an accurate gauge of the user’s intent—whether the user
repeatedly attempted to go to a restricted site or whether it was an isolated incident.

3. The last stage of an investigation is to monitor and if necessary document the activity of a policy
violator over the long term as required for disciplinary action. Once the administrator determines the
name of the user and the Web sites visited in the Drill Down Report, the next step is to run a custom
report. The administrator can use the “Report Wizard” to specify a custom time scope, specific
category, and name of a specific end user to report on.

For example, the administrator could specifying a user, the category “Pornography/Adult Content,” and
all activity within that category for the last month. The administrator can save the output as a PDF for
documentation purposes. Such a report provides the necessary forensic information to back up any
HR action or protect against possible legal challenges.

The following sections provide a more detailed view of how to navigate within each of the main productivity
reporting areas of the Security Reporter: Summary Reports, Drill Down Reports, and Report Wizard.

3.1 Use Summary Reports for a high level overview

As previously mentioned, Summary Reports provide an administrator an at-a-glance view of any
anomalous behavior that warrants an investigation. These “canned reports” contain pre-generated data for

Reports
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a specified period of time (Yesterday, Last Week, Last Month, Current Week, or Current Month) for any of
the following report topics showing Internet activity:

* Application Control.

common Web based applications, such as social media. For details of the Application Control feature in

Q Note: These reports provide information about end user activity and SWG blocking of activity related to
SWG, see the SWG Application Control User Brief and other SWG documents.

* Application Usage Summary: Pie chart report depicting the percentages of hits for the different
Applications.

* Top 20 Application Users by Hit Count: Bar chart report depicting each top end user’s total
Application hits (both Blocked and Allowed) as detected by the SWG.

* Top 20 Application Users by Bandwidth Consumption: Bar chart depicting each top end user’s
total Megabytes for bandwidth specific to Application hits.

* Top 20 Users by Blocked Application Actions: Bar chart report depicting each top end user’s
Blocked Count for Application Action requests.

* Top 20 Application Actions: Bar chart report depicting the top Action types.

* Top 20 Blocked Application Actions: Bar chart report depicting the top Action request types that
were blocked by the SWG.

e Category & Category Group

* Top 20 Categories by Page Count: Report depicting the total Page Count in the top requested fil-
tering library categories. You can select presentation as a Pie Chart or Bar Chart.

» Total Passed vs. Blocked Requests: Pie chart report depicting the total Page Count for all filter-
ing categories Permitted to pass and all filtering categories set up to be Blocked.

*  Top 20 Category Group Comparison: Pie chart report depicting the total Page Count in each top
scoring filtering category group.

e Site

* Top 20 Sites by Page Count: Bar chart report depicting the total Page Count for the most popular
sites accessed by end users.

* Top 20 Sites by Bandwidth: Bar chart report depicting the total Bandwidth consumed for the most
popular sites accessed by end users.

e User & User Group

* Top 20 Users by Blocked Requests: Bar chart report depicting each top end user’s total Page
Count for Blocked and Warn Blocked requests.

* Top 20 Users by Bandwidth Consumption: Bar chart depicting each top end user’s total Mega-
bytes for bandwidth requests.

* Top 20 Users by Page Count: Bar chart report depicting each top end user’s total Page Count.

Reports
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* Top 20 Users by Malware Hit Count: Bar chart report depicting each top end user’s total Malware
Count (both Blocked and Permitted) detected by the SWG.

*  Top 20 Users by Virus Hit Count: Bar chart report depicting each top end user’s total Virus Count
(both Blocked and Permitted) detected by the anti-virus engine.

*  Top 20 User Groups by Page Count: Report depicting the total Page Count for the top scoring
user groups. You can select presentation as a Pie Chart or Bar Chart.
* Virus
* Top 20 Viruses Detected: Bar chart report depicting the top viruses and Virus Count detected by
the anti-virus engine.

Once you have obtained an overview of Internet activity using Summary Reports, you can drill down to
access more detailed information about specified end user activity.

3.1.1 How to generate a Summary Report

1. To generate a Summary Report, navigate to Reports | Summary Reports to display yesterday’s report
view showing the Top 20 Users by Blocked Requests:

. | ]

Summary Reports Top 20 Users by Blocked Requests

ME6\Les. Senior
BBUayne Iverson
UE6IReggie. Olhouser

MB8Williams Appleton

M36\Dallas Fox

MB6Manuel. Robinson

MB6\Bruno. Petit

MB6\Les.Rains

MB6\Lyn Benson

MEEiThomas Haywood
W3S Benny Bradford
MEsiRochelle Yoxall

MBEWiredo Mathews

MBEKristie Waller

Downioad Report: ( J\ POE | [ csv. | (L) PG

Q Note: If there was no activity for a given report type, the message “No Data to display.” displays in the
panel.

2. You can modify the report view:

« Date Scope: Use the date menu to display data for another period: Yesterday (default), Last
Week, Last Month, Current Week, Current Month

* Report type: Use the report menu to view another report.

Reports
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3. To see details for the generated Summary Report view, at the bottom of the report view, click a

Download Report option for PDF, CSV, or PNG to generate a report in the specified file format (.pdf,
.Csv, or .png):

Figure 1: Sample Bar Chart Summary Report in the PDF format

P2 Trustwave

Top 20 Categories by Page Count

Group By: Category | Sort By: Page Count, Descending | Limit: 20

Il rase

Search Engines / Web. .|
News / Magazines

General Business

Banner Advertisement

Education
Shopping
Computer Games
Software / Hardware
Music / Radio Broadc...
Web Mail / Unified M...
Ginema { Television
Environment / Climat...
Malware
Spyware
Chat
Sports
Financial Services 1...
Blogs / Bulletin Boa.

A

Soclal Networking -
Pornagraphy [
] 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500 5,000 5,500 8,000 6.500
June 26, 2014 219:49PM  Pacific Daylight Time Generated by: globaladmin

Page 1 of 2

Figure 2: Sample Pie Chart Summary Report in the PDF format

Security Reporter Feb 28, 2011 - Feb 28, 2011 '] Tr ustwave ®

Report Type: Category Groups
Details: Category Groups Comparison Page Count Comparison

Category Group Comparison

Internet C: i 6%

Intemnet , 5%
Shopping, 4%
Intemet/intranet Misc., 3%

25% Business/investments, 3%
Entertainment, 2%
—— Bandwidth, 1%

Travel/Events, 1%

\ Adult Content, 1%
9 Others Combined, 2%

Custom Categories, 46%

2/24/2011 4:45:26 PM, Pacific Standard Time Generated by: administrator Page 10f 3

The header of the generated report includes the date range, Report Type, and Details criteria.

Reports
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The footer of the report includes the date and time the report was generated, administrator login ID
(Generated by), and Page number and page range.

Note: CSV reports include column names, but do not include any other header or footer information. This
format allows quick import into another application.

The body of the first page of the report includes the following information:

« Bar chart: Name of category, username, username path, URL or site IP address, user group name, or
blocked user request, and corresponding bar graph. Beneath the bar graph are count indicators and a
label describing the type of Count used in the report.

*  Pie chart: Color-coded pie graph showing a maximum of 15 categories or user groups. Any categories
or user groups with page counts totaling less than one percent are grouped together under the “Others
Combined” label.

The body of the pages following the first page of the bar or pie chart report includes the following
information:

»  Top 20 Users by Blocked Requests report: User NAME and corresponding BLOCKED REQUEST
COUNT—which includes Blocked and Warn Blocked requests. Total Records and Total Number of
Blocked Requests for this Date Scope display at the end of the report.

* Al other reports: Count columns and corresponding totals for all reports. Grand Total and Count dis-

play at the end of the report.

3.1.2 How to export a Summary Report
From the open PDF file, you can print or save the Summary Report:

»  Print the report: Click the print icon to open the Print dialog box, and proceed with standard print proce-
dures.

»  Save the report: Navigate to File | Save (Page) As... to open the Save As dialog box, and proceed with
standard save procedures.

3.2 Use Drill Down Reports for an investigation

In the event that Summary Reports or the Security Reporter dashboard reveal activity of concern, the next
step in the investigation would be to drill down into the particular category or user information.

This section provides information about “drill down” reports that let you query the database to access more
detailed information about end user Internet activity. The following types of reports can be generated:

* Application Control: Provides information about end user activity and SWG blocking of activity
related to common Web based applications.

Note: For details of the Application Control feature in SWG, see the SWG Application Control User Brief
and other SWG documents.

« Category: Features data for sites in each filter category accessed by end users.

Reports
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* Content Type: Includes end user Internet access of objects utilizing an excessive amount of network
bandwidth.

* Rule: Includes each instance in which an end user triggered a threshold in an SWG Security Policy.

* Spyware: Provides information for each instance in which an end user accessed content containing
spyware.

* Violation: Provides information on each instance in which an end user breached a security policy.

« Virus: Includes details for each instance of a blocked virus detected from end user Internet/network
activity.

Once you have generated a drill down report view, you can customize your view, save the view, export the
view, and/or schedule the report to run at a designated time.

3.2.1 How to generate a Summary Drill Down Report

1. To generate a summary Drill Down Report, navigate to Reports | Drill Down and choose the report type
to be generated. The menu selection “Category” displays yesterday’s Category report view by Page
Count:

‘Security Reporter P Trustwave®

| category Category

June 3,201 Il =rockea Coune [ Pasea Count

2,000
o

Banner Advertisements Software / Hardware Search Engines / Web Cat. News | Magazines. Malware General Business

Category 1P Count. User Count Site Count |Blocked Count ¥ |Passed Count Total Count
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Result Limit 50 records | Goto S of 1 iotal pages

2. The top portion of the report view includes a breadcrumb trail showing the path to the report. The first
item at the left of the trail is a menu allowing you to select Drill Down report types. Beneath this row, a

bar chart depicts the first six records for the current report type.

Note: Mousing over a bar in the chart displays the name of the record along with the total count used in
that record.

Beneath the bar chart is a table containing rows of records. Columns of pertinent statistics display for
each record.

3. Use the tools at the bottom portion of the report view panel to modify the current report view, creating
the desired drill down view.
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3.2.1.1 Summary Drill Down Report navigation

Continuing from the last section, this section is designed to help the administrator learn how to navigate
within the Summary Drill Down Report.

3.2.1.1.1 Count columns and links

Count columns display after the column containing the record name. Clicking a specific link in a record’s
Count column gives more in-depth analysis on a given record displayed in the current view. Clicking a link
in the Blocked Count, Passed Count, Bandwidth, Time Count, Blocked Count, or Total Count column
generates a detail drill down report view.

IP Count - Displays the number of user IPs pertinent to the record in the report.
User Count - Displays the number of usernames pertinent to the record in the report.

Site Count - Displays the number of sites accessed by users for the pertinent record in the report. This
figure is based on the root name of the site. For example, if a user visits www.espn.com,
www.msn.com, and www.fox-sports.com, that user will have visited three pages. If that same user
additionally visits www.espn.com/scores, the total number of sites visited would still count as three—
and not as four—because the latter page is on the original ESPN site that was already counted.

Blocked Count - Displays the number of blocked pages and/or objects for each record in the table.

user may visit only one site, but visit 20 pages on that site.

Q Note: The blocked pages count in a record indicates the total number of individual web pages visited. A

19

If a user visits a page with pop-up ads, these items would add to the page count. If a page has banner ads
that are served from other sites, these items also would factor into the page count. In categories that use
a lot of pop-up ads—such as porn, gambling, and other related sites—the page count usually exceeds the
number of objects per page.

The blocked objects count in a record indicates the number of objects on all web pages visited. All images,
graphics, multimedia items, and text items count as objects. The number of objects on a page is generally
higher than the number of pages a user visits.

However, if an advertisement or banner ad (an object on the page) is actually a page from another site,
this item would not be classified as an object but as a page, since it comes from a different server.

When you click a link in this column for a specific record, the detail report view displays blocked
records in red text, and includes hyperlinks to blocked pages/objects.

Passed Count - Displays the number of passed (allowed) pages and/or objects for each record in the
table.

When you click a link in this column for a specific record, the detail report view displays passed records
and includes hyperlinks to passed pages/objects.

Total Count - Displays the sum of blocked and passed column counts for each record in the table.

When you click a link in this column for a specific record, the detail report view displays blocked
records in red text, and passed records in black text, for all objects pertinent to that selection, including
hyperlinks to pages/objects.
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3.2.1.1.2 Column sorting tips

To sort summary report view records in ascending/descending order by a specified column, click that
column’s header.

Click the same column header again to sort records for that column in the reverse order.

Click another column header to sort records by that specified column.

3.2.1.1.3 Navigation tips

Report view breadcrumb trail links

When generating a report view and modifying that report view to create another report view, a trail of
breadcrumb links remain in the row beneath the navigation toolbar. Clicking a link returns you to that
prior report view.

Page navigation

At the bottom right of the panel, the Go to page field displays:

Go to page |1 |i| of 2  total pages

If more than one page of records displays for the total pages returned, enter a page number within that
range to navigate to that page of records, or use the up/down arrow(s) to specify the page you want
displayed.

3.2.2 How to generate a Detail Drill Down Report

By using the Summary Drill Down Report, the administrator should have narrowed the investigation to a
specific category (such as “Pornography/Adult Content”) and a specific user name. The next step is to drill
down into the detailed URL information to confirm the exact pages visited by the suspected policy violator.
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To generate a detail drill down report, select the record and click the link in the “Blocked Count,” “Passed
Count”, or “Total Count” column of the Summary Drill Down Report:

Date

62013 12:02:13 AM
62013 1203:02 AM
962013 12:02:07 AM
62013 12:05:05 AM
862013 12:05.28 AM
82013 120557 A
862013 120610 A
62013 12:08:17 A
62013 12027 AM
62013 12:06.32 A
62013 12.06:51 A
62013 12:0738 A
862013 12:07:53 A
62013 12:08:18 A
62013 12:08:52 AN
62013 12:08:27 AW
262013 12:10:31 AM
262013 12:10-46 A
62013 12:11:08 AN
62013 12:12:37 At
862013 12:13:31 AM
62013 12:13:66 AM
862013 12:1:58 A
62013 12:15:18 A
862013 12:15:32 A
_ Beport wizara_|

Category =

Category (1)

4 Category

Banner Advertizements
Banner Advertisements
Banner Advertizements
Banner Advertisements
Banner Advertisements
Banner Advertisements
Banner Advertisements
Banner Advertisements
Banner Advertisements
Banner Advertizements
Banner Advertisements
Banner Advertizements
Banner Advertisements
Banner Advertisements

Banne

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Banner Advertisements

Detail

P
10.130.0.108
104301163,
1013009
104301154
10130073
10130021
10.130.1.100
101300135
10430178
10.130.1.240
10.130.1.81
10130158
10.130.0.158
101300184
10.130.0.184
10.130.0235
10430122
10130083
10130153
10.130.067
10.130.155
104301182
10.130.1.183
10.130.1.207

10.130.1.222

August 8, 2013,
user

M36\Jacquelyn.Ready
MB6\Zane Tollemache

MB6\Deana Coleman

ME6\Angaline. Southers.

W85Debbie.Boon
M36ICathie Bloxham
MBBJodie Victorson
M361Gaylon Baldwin
MBEWery| Sorivener
WM86iFidel Tooy
MBETab Benjaminson
WM363eremy Honeysatt
MBS Hiram Tyson

M35 Danatte Adeiman
W86\Janell Carter
W86Randal Scot
MBBTerrence Garrod
86Uielson Hilton

W88 \Dominick Vipond
86Zane Tollemache
B8 \Marita Lane
8615tacy. Sexton
WMB8\Darwin Roach
14861Danny Kevinson

WBB\Les. Senior

 Security Reporter B Trustwave”

Biock

Block

Block

Block

Biock

Hone

Block

Block

Policy

Load test medium poli..

Load test medium poli

Load test medium poli..

Load test medium poli
Load te st medium poli
Load test medium poli
Load test medium pali
Load test medium poli

Load test medium poli

Load test medium poli..

Load test medium poli
Load test medium poli

Load test medium poli

Load test medium poli

Load test medium poli..

Load test medium pali..

Load test medium poli

Load test medium poli

Load test medium poli..

Load test medium poli
Load test medium poli

Load test medium poli

URL
Jiads addynamis...
htfpia websponsors.
hétpzlicounters honest.
héfp:/ie7.zedo comiad.
httpinetwork realme.
http:iiadserver.yahoo.
Jiimages traff
Bitp-iiauneh adserver.
s rud.co.
hitp:iipagead2 goode...
hitpiads adsaa com/

Dhttp/iad.traffiemp.com.

hitpirt agserver.co
hitp irad man com/AD.
hitpipagesa2.aooale
hitp iebay.doublealic
hitpisel as s falkan..
hitplias casalemedia
hitpirad man com/AD,
hitp irad man com/AD.

=y

Q Note: Blocked records display in red text in the detail drill down report table.

3.2.2.1 Detail Drill Down Report navigation

3.2.2.1.1 Report type columns

Detail reports include the following columns: Date, report type name, IP, User, Action, Policy, URL. A
record displayed in red text indicates a blocked URL request.

» Date - Displays the date and time of the record.

* |IP - Displays the IP address of the end user for the request.

» User - Displays the username of the end user for the request. The entry in this column might include
the user IP address, or the path and username (e.g. “logo\admin\jsmith”).

»  Policy - This column displays the name of the policy used by the SWG for this request.

* URL - Displays the link for the page/object for the end user’s request.

* Type - Displays the kind of requested item: “Object” or “Page”.

3.2.2.2 Detail Drill Down Report exercise

For the purpose of this evaluation, follow these steps to witness how the Security Reporter is best in class
in terms of the extent of detailed page and object information it provides.
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3.2.2.2.1 Select a specific action by Category

If you have not already done so, click the “Blocked Count,” “Passed Count”, or “Total Count” column link for
any record in the Summary Drill Down Report.

3.2.2.2.2 Sort by “Action” column

Clicking the “Action” column header will sort all records by the type of filter action—whether the event was
blocked, allowed or warned. Blocked searches will be highlighted in red font for easier detection.

3.2.2.2.3 Review the full URL

The full length URL of every Internet search by the users is listed in the “URL” column of the detail page
information.

To view the entire text that displays truncated in a detail report view column, you can adjust the width of the
columns by dragging the column separators. You can also hover over the column to view the entire string
of data in the column for a given record

Search 5t... URL

http:ifwann. bowrer.... =
http: iAo bowver.... J
hitp:thanan. bowver...
hitp:itwnae. bower....
hitp:itwaner bowver...

Rt ifamanas hmssr
http://www.bowers.org/includes jquery.drapdownPlain js

hitpiiwnanw. bower...

Click the URL link to launch the actual Web site viewed by the user to verify the content that was
accessed.

Caution: Visiting a URL can present a security risk if the content of the visited page is malicious. Use
caution, particularly when viewing URLs that were blocked for security reasons.

3.2.2.2.4 Refine the view with the Report Wizard

From the detail drill down view you can continue directly to the Report Wizard. Click the Report Wizard
button at the bottom left of the report. The wizard will be pre-populated with filter and date selections that
reflect the current on screen view. You can edit the settings to further customize the view.

3.3 Create a custom report for a specific user

After reviewing the detail drill down report, if the administrator is confident that an individual has violated
the Internet Acceptable Use Policy (AUP), the most common step to take next is to run a custom report for
this specific individual that covers a greater time period. To create this report, use the Report Wizard.

3.3.1 How to use the Report Wizard for a single user report

The Report Wizard option provides an intuitive setup process for generating custom reports for one time
use, or for recurrence at scheduled time periods.
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To access the Report Wizard, navigate to Reports | Drill Down | Report Wizard, or click the Report Wizard
button at the bottom left of summary drill down reports.

This section provides basic information about how to create simple single level reports. For more details of
the report wizard, see Section 4.

Security Reporter P [rustwave:

| EVALUATION MODE

Name & Description Date Scope

(o) | vestorday v
s
Description:
Time ranges are only ensbled for first level detsil
Y reports, defined in the Grouping & Visibility tab.
From: @ aS)
To: i s PMES)

Options

Group By:
’ From the option pairs bafow, sslect the fypes of conient to be included in the report. Atleast one content type must be
Application Action selected from each pair.

Include:
Selected Filter Counts:
- Action

- Application Action
“P

L Policy

- site

[ [/] Blocked V] Passed | [ |¥] Page [V] Object | [ V] X-Ray [/] NonX-Ray |

(] Identified Ps [v/] Unidentified IPs. [¥] Dynamically Categorized [v/| NotDynamically Categorized

ExportfFormat: | csv | v

- User

3.3.1.1 Report type
If you start the wizard from Reports | Drill Down | Report Wizard, you can select a type of report in the sub-
menu or the type menu at the top left above the wizard tabs.

For demonstration purposes select a Category report.

3.3.1.2 General tab
On the General tab of the wizard, select a date scope option:

* Pre-selected Date Scope: Click the upper radio button, then use the menu to pick a period such as
Today or Current month.

» Date and Time Range: Click the lower radio button, and then use the date controls to select a specific
starting and ending date. If you are planning a single level detail report you can also specify starting
and ending times.

data in your evaluation installation, choose a short scope (or few categories) to ensure you see results

Q Note: Detail reports for large date scopes can take a long time to run. If you have a significant amount of
quickly. In production you would normally use scheduled or email delivered reports for large scopes.

To enable saving of the report, enter a name. (A name is not required if you plan to download, email, or run
the report without saving).

On the General tab you can also limit the report with Options, and select an export format. For detailed
coverage of these settings, see Section 4.
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3.3.1.3 Grouping and Visibility

On the Grouping & Visibility tab of the wizard, you can select grouping and sorting options, number of
records, and visible columns. For the purpose of this exercise, use the default option of a single level

summary report.

Q Note: You can also generate a detail report directly from the wizard. This option is covered in Section 4.

‘Security Reporter P& Trustwave:
Category - .
General Grouping & Visibility Filters
Grouping & Sorting Column Visibility
e e =
created by clicking the report ican at any leve! afier the first level. A Detail-only Report is crested by clicking the raport icon only st the irst | User Gount B
jevel. Creating a Datail-anly Repart enabies the Date Scope tme fieids in the Ganeral tab.
wwwww )
RSt = e
Group By: Sort By: Show Records: | Passed Count @
L‘C-!iegﬂly v | | Biocked Count v J&Y LA timie s ‘ﬁ B3] Time Count (himm:ss) =
e &
Sandiain )
Sr— &
Page Blocked Count @
Page Fassed Count £
Objest Count @
jea ke Caiie &
Object Passed Count @
Action Count £
Policy Count @
prr—— &
Hon Xay Count B
Oynamically Categorized Cou. (=)
Mot Dynamically Categorized @) |

* Group By: This menu setting determines the heading of each detail row. For summary reports, by
default the grouping follows the report type. To easily find information about a specific user, on the
Group By menu select User.

* Sort By: This menu setting determines the order of detail rows. To find information about users with
high numbers of blocks, use the default setting Blocked Count.

* Sort Order: The button following the Sort By column allows you to select the order of sorting. To find
information about users with high numbers of blocks, use the default setting Descending order.

* Show Records: To quickly find the users with high numbers of blocks, use the default value of 50
records.

* Column Visibility: Use the control at the right of the tab to select the columns in the report output.
Click an “eye” to show or hide the corresponding column. An open eye indicates the column is
included in the output.

3.3.1.4 Run the report
After making selections on the Grouping & Visibility tab, click Run at the bottom right to generate a
summary report. The default output appears as below.
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PA Trustwave*

Category - User.
January 1, 2013 - December 31, 2013
User 1P Count [site count Blocked Count v |Passed Count Total Count
1g6iLes Senior 1 200 512 2 512
g6 Stacy. Sexton 1 220 506 2 506
M8\ ocslyn.Ogden 1 204 13 2 4z
MgGan Huddieson z 130 23 2 83
M85\ acquelyn Ready 8 185 88 2 28
WgSiLorelei Hobson 2 210 32 2 82
1B Williams Appleton 5 150 380 2 30
Mg6iLes Rains [ 136 e 2 74
M85Ina Rey z 74 264 2 284
g6 Darwin Roach 2 1 283 2 63
14861 Stacey.Sands s 135 62 2 62
Mg6ILeticia.Mallory z 182 262 2 382
185 Reggie. Olhouser & 187 260 2 260
WEEDaltas. Fox 2 10 260 2 260
186 Wirginia Walsh s a4 359 2 359
g6 DN, ames z 134 255 2 EL
186Lym Benson s 135 352 2 352
g6 Kristina. Summerfieid z an 51 2 ELY
186 avier Toller z am 349 2 349
g6 Tonia. Christison & an 24 2 384
1486 Teddy Leonardssen z 185 0 2 a1
MEEStewart Vol 2 78 £ 2 EL
185\Betty.Normanson & 180 240 2 240
g6 Eruno.Petit & a9 29 2 EEE]
Cimegn = SSS5S

3.3.1.5 View details for a user

From the summary report view, to create a detail

blocked requests for a user of interest.

report click the Blocked Count entry to view details of

ity Reporter P Trustwave:

Category User (1) Detail

January 4, 2013 - December 31, 2013
Date AECnlegnry I User }Aam Poicy URL
6/15/2013 06:42:01 AW Education 10.130.1 222 MBEiLes.Senior Block Load test medium poli.. hitp:/iwww lexile.com.
6/18/2013 06:29:11 AN Search Engines / Web... 10.130.1.242 WiB6iLes. Senior Block Load test medium poli... hiip:isearch vahoo.co.
6/15/2013 07:27:39 AW Education 104304 242 MIBELes. Senior Block Losd test medium poli... hitp:wvrve starfall.co
6/18/2013 07:37:39 AW Banner Advertisements 10.130.1.242 MB6Les. Senior Block Load test medium poli... hitp:iad.doubleclick.n.
6/15/2013 08:05:12 AW Other 10430.1 242 1iB6iLes Senior Block Losd test medium poli... hiip fimedia admarket
6/18/2013 08:19:07 A Banner Advertisements 10.130.0.474 Mg6iLes. Senior Block Load test medium poli... hitp:/ad.doubleclick.n.
6/15/2013 09:13:04 AW Mahware. 104301 242 MIBLes. Senior Block Losd test medium poli... hitpibe? gsfor coma
6/18/2013 11:16:22 AW Computer Games 10.120.1.242 MB6Les. Senior Block Load test medium poli... hitp:/uw.carioonnet..
6/15/2013 11:27:56 AW Pormography 10430.1 247 1iBéLes Senior Block Losd test medium poli... hitp:Jiwvre ifanbbs o
/182013 11:37:20 AN News (Magazines  10.130.0.474 W86iLes. Senior Block Load test medium poli... hiip:ispe atdmt comd.
6/15/2013 12:44:37 P Education 104304 242 MIBELes. Senior Block Losd test medium poli... hitpidistimg ussrmy
6/18/2013 12:19:51 P11 Computer Games 10.120.1.242 MB6Les. Senior Block Load test medium poli... htp:/umwwdisney.oo.
6/15/2013 12:50:05 P Environment / Climats... 10.130.0.474 1iB6iLes Senior Block Losd test medium poli... hitp/iwisapidats west
6/18/2013 12:54:00 P Other 101300474 Mg6iLes. Senior Block Load test medium poli... htp:/unw.m-ms.com.
6/15/2013 04:03:40 P Banner Advertisements 10.130.0.174 MIBLes. Senior Block Losd test medium poli... hitpimediamarugo o
6/18/2013 01:47:39 P Software /Hardware  10.130.0.474 MB6Les. Senior Block Load test medium poli... hitp:/uw.dell.com...
5/15/2013 04:-49:43 P11 Shopping 104301 242 1iBéLes Senior Block Losd test medium poli... hitp:Jiwvr diecastdic
6/15/2013 01:48:08 P Computer Games 10.120.1.282 WiB6iLes. Senior Block Load test medium poli... hitp:/unw.nick comL..
6/16/2013 04:55:25 P Pormography 104304 242 MIBELes. Senior Block Losd test medium poli... hitp/iwwre sultrteen
6/15/2013 02:04:47 P Search Engines / Web... 10.130.0.474 MB6Les. Senior Block Load test medium poli... hitp:/aratwols comic...
6/15/2013 02:04:47 P Search Engines { Web... 10.130.0.474 1iB6iLes Senior Block Losd test medium poli... hitpiar atwols comic
6/18/2013 02:05:01 P11 Spyware. 104300474 Mg6iLes. Senior Block Load testmedium poli... hitp:/imessage real.co..
6/15/2013 02.05:01 P Software /Hardware 104304474 MIBLes. Senior Block Losd test medium poli... hiip:imesssoe real co
6/18/2013 02:10:45 P Malware. 10.130.1.242 MB6Les. Senior Block Load test medium poli... hitp:/iabs.ator comia...
6/15/2013 02:15:09 P Music / 10430.1.63 g6 Block Losd test medium poli... b

etz

In the detail report view:

P

*  Click any column header to sort by that column

——

» Use the scroll bar at the right to view the records on a page

» Use the Previous and Next buttons at the bottom right to view additional pages
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3.3.1.6 View report filters

In the detail report view, click Report Wizard at the bottom left to return to the Wizard. Selections in the
wizard are updated according to the selections you made while navigating through the data on screen.

* On the General tab, note that the “Passed” option is unchecked (because you chose to view Blocked
items).

* On the Grouping & Visibility tab, note that the Group By setting and record limit have changed, and
the selected report type is now a Detail report.

* Onthe Filters tab, click the User filter to review the user selection. This selection reflects the user you
clicked. For details of how to set filters using this tab, see Section 4.

Security Reporter P Trustwave:

General Grouping & Visibility Filters
Action  Category 1P Policy  SearchString  Site m
Selecta filter type above, enter search text and choose search options, and then click Search to display items maiching your criteria in the Available Filters pane. To fiter
your repor, drag items 1o i Iso click » to use the i Selected Filter. You can use the % character one or more imes s 3
wildcard. With Selected Filters, highlight an ilem and use the (+) or [ below the listto include or exclude matching records from your report. To run or save the report, use the.
buttans at the bottom right Learn More
[ [ Selected Filters: 1
Options: [ (a) Include () Exciude | [ (a) User () UserGroup | 5 siLes.Senior
| Availsble Fitters: N
>
»
«
i<
Currenty selected: 0 out of 0 Currently selscted: 0 out of 1 0/8|a
(= (o) (i i) (i)

3.3.1.7 Download the report

To download a copy of the detail report, click Download at the bottom right of any Report Wizard tab. By
default the download is in CSV format. You can change the format from a menu on the General tab of the
wizard.

@ Note: CSV is the default format because it is generated most quickly and consumes fewest resources.

The output generated for download includes full details of URLs and any other columns you specified.
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Security Reporter January 1,2013 - December 31, 2013 P]Trustwave”

Category

Date Category P User Action Policy

8/5201303:15:15AM _ General Business 10.130.158 MB6\Les Senior Block Load test medium policy

hitp://view atdmt. WL.309:hi.60/01/

8/5201303:1523AM  IT Security / IT Information 10.120.1.63 MB6\Les. Senior Block Load test medium policy

fig

8/5201303:31:30AM  Other 10.130.0.174 MB6\Les Senior Block Load test medium policy

http:/store1.yimg.com/l/xoxide_1809_3602418

/52013 03:34:03AM  Web Mail / Unified 10.130.1.58 MB6\Les Senior Block Load test medium policy

http://us f403. mail yahoo. 18Y 7368 YN=1

8/5201303:54:30AM  Search Engines/Web  10.130.1.183 MB6\Les. Senior Block Load test medium policy
Catalogs / Portals

hitp://us.at.yimg. com/a/1-fiscodes/031016/ct yad 031016s

8/5201304:09.07 AM  Humor/ Cartoons 10.130.1.63 MB6\Les. Senior Block Load test medium policy

hittp:/Awww. Vf ctures/139 htmi

8/5201304:1621AM  Search Engines/Web  10.120.1.63 MB6\Les. Senior Block Load test medium policy
Catalogs / Portals

http://us.di.yimg. /ahoo. cab

/5201304:1847AM  General Business 10.130.1.171 MB6\Les Senior Block Load test medium policy

hitp://ax phobos.apple.com.edgesuite.netWebOl ipple iingle appserver client MZITunesClientC}

8/5201304:2023AM  Financial Services / 10.130.1.63 MB6\Les Senior Block Load test medium policy
Insurance / Real Estate

http://www burstnet. cqifv=2 1094/RETURN-CODELJ

8/5201304:38:19AM  News/ Magazines 10.130.1.471 MB6\Les. Senior Block Load test medium policy

http-/fad doubleclick net/adi/N2949 AKOA Yahoo/B1206509 41;57=728x90.dcopt=rclclick=http://us ard yahoo.com/SIG=11uk0ul22/M=308687 5349708 6476479 54/

D=my/S=150000251:N/EXP=1096639594/A=2341730/R=1/":abr=lieord=1096553194498335

8/5201304:44:44AM  Web Mail/ Unified 10.130.1.171 M86\Les.Senior
Messaging

http://us.rd.yahoo. rtym/*http://mail.yahoo.com

8/5201304:57:27AM  Malware 10.130.1.227 M86\Les.Senior

promo.xip

8/5201305:04:47 AM Web Mail/ Unified 10.130.0.174 M86\Les.Senior
Messaging

hitp://us 418 mail.yahoo. rand=cl7p7dfiq02i

August19,2013  4:2250PM  Pacific Dayiight Time Generated by: admin

Block Load test medium policy
Block Load test medium policy
Block Load test medium policy
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3.3.1.8 Save the report

If you want to run the same report again or schedule it to be run repeatedly, click Save at the bottom right

to save the report.

You can modify any parameters before saving the report.

You can edit, run, or download saved reports by navigating to Reports | Saved from the main menu.
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4 Report Wizard

The Report Wizard is a powerful tool that allows you to tailor reports to your specific needs. Once you have
created a report format and parameters you can save the report to be run later. You can also schedule
reports to run periodically.

4.1 Starting the Report Wizard

To start the Wizard, navigate to Reports | Drill Down | Report Wizard. Then, select a report type from the
menu at the top left of the wizard.

You can also start the wizard by navigating to any of the summary reports under Reports | Drill Down (such
as Category or Rule), and then clicking the Report Wizard button at the lower left of the screen.

Report types are defined as follows:

e Application Control: Provides information about end user activity and SWG blocking of activity
related to common Web based applications.

« Category: Features data for sites in each filter category accessed by end users.

» Content Type: Includes end user Internet access of objects utilizing an excessive amount of network
bandwidth.

* Rule: Includes each instance in which an end user triggered a threshold in an SWG Security Policy.

» Spyware: Provides information for each instance in which an end user accessed content containing
spyware.

* Violation: Provides information on each instance in which an end user breached a security policy.

* Virus: Includes details for each instance of a blocked virus detected from end user Internet/network
activity.

The Wizard includes three tabs: General, Grouping & Visibility, and Filters.

The following buttons are included at the bottom of the screen for all tabs:

* Back: returns you to the report view from which you accessed the report wizard (this button does not
display if the Report Wizard was accessed from the main menu)

» Download: generates and downloads the report in the Export Format specified in the General tab

+ Email: opens the Email Report page to allow you to enter options required to generate and send the
report to specified email addresses

» Save: saves the currently selected report options from all tabs to Saved reports

* Run: generates a report to the screen using the selected options from all tabs. This option is available
only for a single level report

Report Wizard
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4 1.1 General tab

On the General tab of the wizard, you can see summary information about the Group By and Filters
settings.

 Se

Application Control =

General Grouping & Visibility Filters.

Options
Group By:
Application Action selested from each pair.

Include:

[w] Blocked || Passed
(] Identified Ps [v/] Unidentified IPs.

Selected Filter Counts:
- Action

- Application Action
P

L Policy

i site

(V] Page V] Object |

ExportfFormat: | csv | v

- User

ecurty Reporter R Trustwave:
e
Date Scope
(=) | Yesterday v
Gy e en)
Y reports, defined in the Grouping & Visibility tab.
From: ) ks

From the option pairs below, select the fypes of content to be included in the report. At least one content ype must be

[] X-Ray [v] Non X-Ray

[¥] Dynamically Categorized [v/| NotDynamically Categorized

To: ol ] £

You can enter or select from the following items:

Name & Description: A name is required for reports you plan to save. Description text is optional.

Date Scope: You can choose from pre-configured date scopes by selecting the top radio button and

choosing from the menu. You can enter a specific date range (and a time range in some cases) by

selecting the bottom radio button.

O

week.”

pair must be selected.

O

Tip: If you plan to save a report and run it repeatedly, use one of the pre-configures scopes such as “last

Options: You can select types of content by choosing from the following items. At least one of each

Blocked/Passed: choose one or both to include requests that were blocked and/or passed.

Page/Object: choose one or both to include pages and/or objects.

Tip: To review and configure which requests are counted as pages or objects, see Administration | System
Configuration | Database | Page Definition.

X-Ray/Non X-Ray: choose one or both to include X-Ray (what-if) and/or applied rules.

Identified IPs/Unidentified IPs: choose one or both to include requests from IP addresses that

are associated with a known user and/or IP addresses that are not associated with a user.

Dynamically Categorized/Not Dynamically Categorized: choose one or both to include

requests that have been (or have not been) categorized dynamically by TextCensor in SWG.

29

Export Format: For reports you plan to download or email, you can choose a file format.

Report Wizard
Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Evaluation Guide - Version 3.4

4.1.2 Grouping and Visibility
On the Grouping & Visibility tab of the wizard, you can select grouping and sorting options, number of
records, and visible columns.

Security Repotter P& Trustwave®
Category - .
General Grouping & Visibility Filters

Grouping & Sorting Column Visibility

fERaes e S S ([ o

resey lickin h eprt iconal any eve e the st evel. & Delally eprt 13 crsid by clicking e reprtcom oy i s | User Gourd =

level. Creating a Detail-anly Reqort enables the Date Scops time fields in the Gensral tab.
s com B

RSt = e

Group By: Sort By: Show Records: | Passed Count @
L‘C-!iegﬂly v | | Biocked Count v J&Y LA timie s ‘ﬁ B3] Time Count (himm:ss) =
T B
— 5]
P Courk &
Page Blocked Count @
Page Passed Count =
Objest Count @
CulastEioapad Conint &
Object Passed Count @
Action Count =
Policy Count @
s &
o Xy Gount &
Dynamicaly Categorized Cou. =
Not Dynamically Categorized. 2] |
(Lmack Download_| [_Emait_| (_save | (_Run_|

4.1.2.1 Group and Sort Rows

*  Group By: This menu setting determines the heading (first column) of each summary row. By default
the grouping follows the report type such as Category. Detail reports are not grouped. For detail
reports, the group by setting is “Detail.”

* Sort By: This menu setting determines the initial order of detail rows.

*  Sort Order: The button following the Sort By column allows you to select the default order of sorting.
Click to change the order.

@J Indicates the report level will be sorted in ascending order.

@ Indicates the report level will be sorted in descending order.

* Show Records: You can choose to show all records, or limit the records to a specific number. By
default summary reports limit to 50 items, and detail reports limit to 1000 items.

e Add a row: Click the &J on the last row to add a new row below. Click the tJ on the last row to

remove that row.

Q Note: Multi-level reports can take a long time to generate.

*  Summary or detail report: On the last (or only) row, you can click the button to change between sum-

mary and detail output. Other rows are always generated as summaries.

Report Wizard
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Indicates a summary report.

Indicates a detail report.

4.1.2.2 Column Visibility

Use the control at the right of the tab to select the columns in the report output. Click an “eye” to show or
hide the corresponding column. An open eye indicates the column is included in the output. The “sort by”
column is always set to visible.

4.1.3 Filters tab
This tab of the wizard allows you to refine your report based on data of one or more types. Types include:

Action: The action logged by the device you are reporting on.
IP: The source IP of the request.
Policy: The filtering or security policy that was triggered.

Search String (available only for reports with a Detail row): Search terms present in the URL string, for
supported search engines.

Site: The target site of the request.
User: The identified user who made the request.

The report type that you selected from the main menu or from the report type menu above the tabs
(such as Category, Content Type, or Virus).

Click any filter type tab to work with that filter type. You can filter on more than one type.

tab.

Q Tip: For more help and examples on the Filters tab, see the Learn More link from the text at the top of the

To set up afilter:

1.

31

In the search field, enter a search term. You can use the % character one or more times as a wildcard
(matching one or more characters).

Choose search options using the radio buttons below the search field. The available options depend
on the filter type. Include/Exclude is always available (used to indicate whether you want to find items
that match, or do not match, the search terms). For details of other options see the Learn More link.

Use the search text in one of two ways:

* Click Search to perform the query. Results appear in the Available Filters list box below. You can
add one or more filters from the list to Selected Filters.

+  Click the |2 button to add the search text directly to Selected Filters. The text including any wild-
cards will be evaluated each time the report is run.

Report Wizard
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4. To add items from Available Filters to Selected Filters, select and drag the items, or click to select, and

then click the single right arrow [ 2] to move the filter(s) to the Selected Filters list box. Use the double

right arrow [ | to move all items.

Security Reporter

P Trustwave®

Content Type

Filters

Action m P Poiicy  Site  User
etk i e
e

General

Grouping & Visibility

and then olick

selected Filters:
G HTML Web Page
@ Windows Execuiable File

Rl

Currently seleoted: 0 outof 2

Currently selectsd:  out of 6

Q@i

i)

O

i) (i) (i) mitia)

Tip: To remove any filter from the Selected Filters list box, select the items and click the single left arrow

(or click the trash icon [C_fiJ at the bottom of the list). Use the double left arrow to remove all items.

5. You can include or exclude items matching a Selected Filter from the report.

* Toinclude items matching a Selected Filter, highlight it and then click the |©J at the bottom of the
list. The item icon shows the green + to indicate it is included.

» To exclude items matching a Selected Filter, highlight it and then click the |@) at the bottom of the

list. The item icon shows the red - to indicate it

O

is excluded.

Tip: Each filter type must have at least one Included Selected Filter.

6. Click a button to perform the specified action: Download, Email, Save, or Run.

©

4.1.4 Wildcard filter examples

data set that could include new members.

Note: Any Selected Filters items that include the wildcard character % will be evaluated for new matching
data each time the report is run. This function is useful for reports on use names, malware names, or any

These examples show the difference between specific and wildcard filters.

4.1.4.1 Users
1. Run the Report Wizard for any report type.

2. On the Filters tab, select the User filter type. Enter a search of a% (with search options Include and

User).

Report Wizard
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3. Click Search to populate the Available Filters, and move all results to the Selected Filters.
* If you save and run the resulting report, it will always include information for users with a name
beginning in A that already existed when the report was created.
4. Remove the items from Selected Filters, and click the |2 (next to Search) to add the search
expression to the Selected Filters.
* If you save and run the resulting report, it will include information for users with a name beginning

in A, including new users that were not present in the logs when you created the report.

4.1.4.2 Virus Names
This example applies to virus data.

1. Run the Report Wizard for Virus.
2. On the Filters tab, select the Virus filter type. Enter a search of $worm% (with search option Include).
3. Click Search to populate the Available Filters, and move all results to the Selected Filters.
« If you save and run the resulting report, it will always include only the items that were available
when the report was created. If no worm virus has been reported, you cannot save a useful report.
4. Remove the items from Selected Filters, and click the [ 2] (next to Search) to add the search
expression to the Selected Filters.

* If you save and run the resulting report, it will include any virus with a name containing the word
“‘worm”, including new items that were not logged when you created the report. Even if no worm
virus has been reported previously, you can still save a report for future use.

4.1.5 Generating a report
To generate a report immediately:

* For a single level report, click Run to generate and display the report on the screen

* For any report, click Download to generate the report to a file (in the format specified on the General
tab) and download it to the workstation. The SR interface will be locked while the report is being gener-
ated.

»  For any report, click Email to generate the report to a file and send the file (or a link) by email. The
report will be generated in the background and you can continue to work. For full information about the
email facility, see the Security Reporter Administrator Guide.

4.1.6 Saving a report for later use
To save a report, click Save.

Q Tip: To save a report you must have given it a name (on the General tab of the wizard).

You can access saved reports by navigating to Reports | Saved.

Report Wizard
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You can schedule saved reports to run by navigating to Reports | Schedule.

For full information about how to use saved reports, see the Security Reporter Administrator Guide.

Report Wizard
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About Trustwave®

Trustwave is a leading provider of compliance, Web, application, network and data security solutions
delivered through the cloud, managed security services, software and appliances. For organizations faced
with today's challenging data security and compliance environment, Trustwave provides a unique
approach with comprehensive solutions that include its TrustKeeper® portal and other proprietary
security solutions. Trustwave has helped hundreds of thousands of organizations—ranging from Fortune
500 businesses and large financial institutions to small and medium-sized retailers—manage compliance
and secure their network infrastructures, data communications and critical information assets.

Trustwave is headquartered in Chicago with offices worldwide. For more information, visit
https://www.trustwave.com.
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