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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes UI control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

/ i Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the prod-

Q uct.

' Caution: This symbol highlights a warning against using the software in an unintended
manner.

Formatting Conventions
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1 Security Reporter Evaluation Guide

1.1 Product Overview

The Security Reporter (SR) from Trustwave consists of the best in breed of Professional Edition reporting
software consolidated into one application, with the capability to generate productivity reports of end user
Internet activity from Trustwave Web Filter and/or Trustwave Secure Web Gateway (SWG) appliance(s),
and security reports from SWG policy servers.

Logs of end user Internet activity from Web Filters and/or SWGs are fed into SR, giving you an overall
picture of end user productivity in a bar chart dashboard, and the ability to interrogate massive datasets
through flexible drill-down technology, until the desired view is obtained. This “view” can be memorized
and saved to a user-defined report menu for repetitive, scheduled execution and distribution.

Web Filter logs provide content for dynamic, real time graphical snapshots of network Internet traffic.
Drilling down into the URL categories or bandwidth gauges dashboard quickly identifies the source of user-
generated Web threats. SWG logs provide content for bar charts detecting security threats on the network
so that prompt action can be taken to terminate them before they become a liability on your network.

Using the SR, threats to your network are readily targeted, thus arming you with the capability to take
immediate action to halt the source, secure your network, and protect your organization against lost
productivity, network bandwidth issues, and possible legal problems that can result from the misuse of
Internet and intranet resources.

1.2 Note to Evaluators

Thank you for taking the time to review the Trustwave Security Reporter. Your interest in our company and
product is greatly appreciated.

This Evaluation Guide Is designed to provide product evaluators an efficient way to install, configure and
exercise the main product reporting features of the Security Reporter: Summary reports, Drill down
reports, detailed Productivity and Security reports, and the flexible Report Wizard.

1.3 Install, Configure, and Test the Security Reporter

The Security Reporter can be installed in your network as an appliance or as a virtual image on a dedicated
appliance.

To install the SR appliance, configure the server, and test the unit to ensure that reporting is operational,
please refer to the step-by-step instructions in the Trustwave Security Reporter Appliance Installation
Guide provided inside the carton containing the chassis.

To install the SR application in an environment supporting Virtualization Technology, refer to the Security
Reporter Virtual Installation Guide downloaded from our public Web site at
http://www.trustwave.com/support/sr/documentation.asp.

Security Reporter Evaluation Guide
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Please note that prior to reviewing the SR, the Trustwave Web Filter and/or Trustwave Secure Web
Gateway (SWG) appliance(s) must already be installed. Either of these appliances are required for this
software release in order to send logs to the SR.

information on setting up the Web Filter on your network. See the Trustwave SWG Setup and
Configuration Guide for information on setting up the Secure Web Gateway on your network. be sure
HyperTerminal or an equivalent terminal emulator program is installed on your machine.

ﬂ Note: See the Trustwave Web Filter Installation Guide or Trustwave WFR Installation Guide for

1.4 About this Evaluation Guide

The Trustwave Security Reporter Evaluation Guide includes the following topics:
e Category and User Group configuration
e Productivity and Security Reports

e Report Wizard features and usage

Security Reporter Evaluation Guide
Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.
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2 Configuration

2.1 Understand common configuration elements

The first sections of the Evaluation Guide lead the evaluator through the most common and useful features
of the Security Reporter, starting with the elements that should be configured first, then moving on to the
usage of the many different types of reports available in the SR. In this chapter you are directed through
recommended configuration steps. In the following chapter, you are led through a standard use case that
explains how to investigate a violation of your Internet Acceptable Use Policy.

After stepping through these sections of the Evaluation Guide, you will understand how to set up powerful
reports that can be e-mailed on a regular basis, thus minimizing the effort required for ongoing
configuration of the product. In short, by pursuing these exercises, you will discover that the Security
Reporter is both easy to use while at the same time best in class in the level of detailed reporting it
provides.

v Tip: After the SR appliance is installed, allow the Security Reporter to run for several days prior to
J) evaluating reports in order to optimize the evaluation experience. This will allow the SR to accumulate
multiple days of data and present more meaningful reports. Having performed these preliminary steps,
the SR will function properly on day one of the install with some reports showing no data (e.g. “canned”
Summary Reports).

2.2 Use Custom Category Groups to narrow your search

Prior to running any reports, there are a few recommended configuration steps that create a more
customized experience for the evaluator. The first step is to create Custom Category Groups, which are
customized groupings from the Trustwave library of more than 100 filter categories. For example, most
customers prefer to set up a category group for those categories that are not allowed under their
organization’s Acceptable Use Policy. Creating such a category group reduces the time it takes to identify
violations of this policy.

Configuration
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To create, edit, or delete a Custom Category Group, navigate to Administration | Custom Category Groups
to display the Custom Category Groups panel:

Reports | Administration | Help | Logout Security Reporter ']TFUStWEIVG
Custom Category Groups

Custom Category Group Custom Category Group Detail

sl This screen allows the creation and edit of * Category Group Name * Service Type (s URL
Custom Category Groups. -

- Member Categories

Available Categories Assigned Categories
Custom Category Group g g g
Abortion
Adult Content

AdultiSexually Explicit

Advertisements and Pop-Ups

Hew,

The Custom Category Groups panel is comprised of two sub-panels used for setting up and maintaining
category groups: Custom Category Group, and Custom Category Group Detail.

2.2.1 How to add a Custom Category Group
1. At the bottom of the Custom Category Group sub-panel, click New.

2. In the Custom Category Group Detail sub-panel, type in the Category Group Name.
3. Specify the Service Type to use: "URL" or “Bandwidth”.
4. Include the following Member Categories based on the Service Type selection:

e URL - Select Available Categories from the list and click Add to move the selection(s) to the
Assigned Categories list box.

e Bandwidth - In the Port Number field, type in a specific value in the pre-populated field, and/or
use the up/down arrow buttons to increment/decrement the current value by one, and then click
Add Port to move the selection to the Assigned Ports list box.

@ Note: At least one library category/protocol/port must be selected when creating a gauge.

5. Click Save to save your settings and to include the name of the group you added in the Custom
Category Group list.

Configuration
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2.3 Use custom User Groups to narrow your search

The next step is to create User Groups, which are customized groupings of users that reside on the
organization’s network. For example, most enterprise customers prefer to set up user groups for each
department within the company, and education customers prefer to set up separate user groups for each
classroom or grade level. Creating these user groups reduces the time it takes to identify the source of
violations of your organization’s Acceptable Use Policy.

2.3.1 How to create User Groups
To create, edit, or delete a user group, navigate to Administration | User Groups to display the User Groups
panel:

Reports | Gauges | Policy | Administration | Help Logout Security Reporter '} Trustwave -
User Groups
User Groups Group Members
You can only editidelete your own groups. Groups assigned to you ean be used to create new
ones or delegate to other sdministrators. Parent groups are preceded by an asterisk (%) L
Status | Group Name Last Rebuilt
* Al system) 2012-10.22 02:30
* Unknown Users [SWO) 2012.10.22 03:30

10.130.0.1 (Custom)

+10.130.0.11 (Cuscom)

*10.130.0.12 (Gustam)

*10.430.0.19 {Curstom)

*10.130.0.2 (Custom)

*10.130.0.20 (Cuscom)

*10.130.0.4 (Custom)

*10.430.0.8 (Custom)

* ABC-SunONEM] lane.edu_jlee-group (LDAP)

* ABC-SunONE\Directory Administrators (LDAF)

* ABG-SunONE\groups_dj lane edu_jlee-group2 (LDAF)
* ABC-SunONE\Groups_bialib,ak [LDAF)

* ABC-SunONE\Groups_DynamicGroup (LDAF)

* ABC-SunONE\Groups_james-group (LDAF)

* ABG-SUnONE\Groups_james-static-group (LDAF)
* ABC-SunONE\Groups_GA Managers (LDAF)

* ABC-SunONE\QCGroup_Dynamic Groupt [LDAF)
* ABC-SunONEVCGroup_Dynamic Group3 (LDAF)

Rebuild All I Refresh | |

The User Groups panel is comprised of two sub-panels used for setting up and maintaining user
groupings: User Groups, and Group Members.

1. From the User Groups list, select an existing user group to be used as the base group for creating the
new user group.

Configuration
13 Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Evaluation Guide - Version 3.3.0

2. Click New to display the New User Group panel:

Reports | Gauges | Policy | Administration | Help | Logout Security Reporter ’ETrUStWaVe

New User Group || Patterns || IP Ranges | | Single Users /Exclude Group Name: Cancel

3. Enter at least three characters for the Group Name to be used for the new user group.

4. Click the check box(es) at the top of the panel to activate the pertinent corresponding sub-panel(s)
below: Patterns, IP Ranges, Single Users/Exclude.

5. After making entries in the pertinent sub-panels—as described in the following sub-sections—click

Save to save your edits.

2.3.1.1 Patterns sub-panel

The Patterns sub-panel is used for adding one or more patterns in order to narrow the list of users to be
included in the new group. A pattern consists of a wildcard, or a wildcard plus one or more alphanumeric
characters.

1. To add a pattern to the new user group, do one of the following:

e To add a pattern included in the base group, select the pattern from the Parent Patterns box to
display that pattern in the field below.

e To add a new pattern, enter the pattern in the field beneath the Parent Patterns box. For example:
Enter 200.10.100.3% to include all IP addresses with “200.10.100.3" as part of the IP address.

2. Click Add Pattern to include the pattern in the Assigned Patterns list box below.

J) Tip: Follow steps 1 and 2 above to include additional patterns for the new user group.

Configuration
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2.3.1.2 IP Ranges sub-panel

The IP Ranges sub-panel is used for specifying IP ranges to be used by the new group.

Reports | Gauges | Policy | Administration |  Help Logout

New User Group || Patterns [v] IP Ranges [ | Single Users / Exclude
IP Ranges

Please assign at least one IP range. Use 'Calculate IP Range'
ulate the starting/ending IP address.

Starting IF Ending IP

0.0.0.0 256.255.255.255

Starting IP: Ending IP:
192.0.0.0 192.256.265.256
Add P Range

|| Calculate IP Range

Subnet Mask:

192.168.0.0 255.0.0.0
Caloulate |P Range

Assigned Ranges:

Starting IF Ending IP

Security Reporter

Group Hame: | siudents

P2 Trustwave:
Cancel

1. To add an IP address range, do one of the following:

e To make a selection from Parent Ranges, click the row in the Parent Ranges box to highlight and
select that row, and also to add that Starting IP and Ending IP range in the Starting IP and Ending
IP fields below. If necessary, edits can be made to these fields.

e To add an IP address range without selecting from the Parent Ranges sub-panel:

i. Enter the Starting IP address.
ii. Enter the Ending IP address.

e To calculate an IP address range:

i. Click the Calculate IP Range check box to activate the IP Address and Subnet Mask fields

below.

ii. Enter the IP Address.

iii. Enter the Netmask which activates the Calculate Range button.

iv. Click Calculate IP Range to display the Starting IP and Ending IP in the fields above.

2. Click Add IP Range to include that IP range in the Assigned Ranges list box.

15
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2.3.1.3 Single Users/Exclude sub-panel

The Single Users/Exclude sub-panel is used for adding one or more users to the group.

Note: Only users previously selected from the base user group will be included in the Available Users list.
@ A user name preceded by an asterisk ( * ) indicates an auto-assigned user that can only be removed by
adjusting the pattern or IP range for that user’s group.

Reports | Gauges | Policy | Administration | Help | Logout Security Reporter ’}Trustwave
New User Group Patterns [ | IP Ranges || Single Users / Exclude Group Name: . Cancel

ame only. %' = wildcard, ' = single
aracter.

Apply

192.168.20.79
192.168.200.100
192.168.200.102
192.168.200.107

192.168.200.11

TR veete | Exclude

192.168.20.79
192.168.20.78
192.168.20.75
192.168.20.74
192.168.20.72
192.168.20.71
192.168.20.152
192.168.20.225
192.168.20.220
192.168.20.218

192.168.20.212

(-] Remave

To add users to the Assigned Users list, make your selections from the Available Users list. If the Available

Users list is long, you can reduce the number of results that display in this list by using the Available Users
Filter.

To use the Available Users Filter:

1. Enter filter terms to narrow the selection of Available Users. For example: Type in 150% to only display
results matching an IP address that begins with “150”.

2. Click Apply to display filtered results in the Available Users box.
To make selections from the Available Users box:

1. Select one or more IPs from the list to highlight the record(s).
2. Click [+] Add to include the selected user(s) in the Add tab.
2.3.2 How to Rebuild a User Group

A user group should be rebuilt if it is edited.

1. To rebuild a user group, select the user group to be rebuilt.

2. Click Rebuild to initiate the rebuild process for that user group.

3. After a few minutes, click the Refresh button to refresh the display in the panel. Note that the Last
Rebuilt column for user group you rebuilt now displays the date and time of the rebuild.

Configuration
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3 Productivity and Security Reports

Once Custom Category Groups and User Groups have been created (as described in the previous section),
administrators can begin running their first reports. In most cases, administrators will employ the Security
Reporter as a forensic tool to watch for inappropriate or unwanted use of the Internet. The Security
Reporter menu structure is organized to follow the normal process flow of an investigation.

1.

First, the administrator is greeted by productivity report content in "Summary Reports.”

Additional information can be viewed by navigating to Reports | Dashboard where high-level
productivity report information shows data for Blocked Requests and bar graph charts for Top
Categories by Requests, Top Security Risks by Requests, Top Blocked Users by Requests, and Top
Users by Requests.

At a glance, the administrator can see if there is any behavior that needs investigation. For instance, a
specific username might be generating a large number of blocked requests, or a high volume of traffic
might be identified in the “Pornography/Adult Content” category.

The next stage of the investigation, "Drill Down Reports,” lets the administrator probe the multi-
dimensional database to target the source of any unusual activity.

For example, if the “Pornography/Adult Content” category shows a high page count, the administrator
can drill down into the Category/User section to determine who is viewing this material. Once a
specific end user is identified, the administrator can then use a detail view to see the exact pages that
end user has been visiting.

The detail view provides clear information about the exact time the page was visited, the user’s IP
address, whether the site was blocked by the Web Filter or SWG, what functionality identified the page
(such as a library category, keyword, or proxy pattern), and the full-length URL. By viewing this detail,
the administrator can obtain an accurate gauge of the user’s intent—whether the user repeatedly
attempted to go to a forbidden site or whether it was an isolated incident.

The last stage of an investigation is to monitor and if necessary document the activity of a policy
violator over the long term as required for disciplinary action. Once the administrator determines the
name of the user and the Web sites visited in the Drill Down Report, the next step is to run a custom
report. The administrator can use the "“Report Wizard” to specify a custom time scope, specific
category, and name of a specific end user to report on.

For example, the administrator could specifying a user, the category “Pornography/Adult Content,” and
all activity within that category for the last month. The administrator can save the output as a PDF for
documentation purposes. Such a report provides the necessary forensic information to back up any HR
action or protect against possible legal challenges.

The following sections provide a more detailed view of how to navigate within each of the main
productivity reporting areas of the Security Reporter: Summary Reports, Drill Down Reports, and Report
Wizard.

17
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3.1 Use Summary Reports for a high level overview

As previously mentioned, Summary Reports provide an administrator an at-a-glance view of any
anomalous behavior that warrants an investigation. These “canned reports” contain pre-generated data for
a specified period of time (Yesterday, Last Week, Last Month, Week to Yesterday, or Month to Yesterday)
for any of the following report topics showing Internet activity:

e Top 20 Users by Blocked Requests - Bar chart report depicting each top end user’s total Page
Count for Blocked and Warn Blocked requests. If using a Web Filter only, this report is available if the
Block Request Count feature is enabled in the Optional Features screen in the System Configuration
administrator console.

e Top 20 Users by Bandwidth Consumption (for SWG only) - Bar chart depicting each top end
user’s total Mega Bytes for bandwidth requests.

e Top 20 Users by Virus Hit Count (for SWG only) - Bar chart report depicting each top end user’s
total Virus Count detected by the anti-virus engine.

e Top 20 Categories by Page Count - Bar chart report depicting the total Page Count in the top
requested filtering library categories.

e Top 20 Users by Page Count - Bar chart report depicting each top end user’s total Page Count.

e Top 20 Viruses Detected (for SWG only) - Bar chart report depicting the top viruses and Virus
Count detected by the anti-virus engine.

e Top 20 Users by Malware by Hit Count - Bar chart report depicting each top end user’s total
“Blocked” and “Permitted” Hit Count from the following categories in the Security, Internet
Productivity, and Internet Communication (Instant Messaging) category groups: BotNet, Malicious
Code/Virus, Bad Reputation Domains, Spyware, Adware, and IRC.

Note: For SWG users, results that display in the Top 20 Users by Malware report reflect library contents
mapped to the Trustwave Supplied Categories.

e Top 20 Sites by Page Count - Bar chart report depicting the total Page Count for the most popular
sites accessed by end users.

e Top 20 User Groups by Page Count - Bar chart report depicting the total Page Count for the top
scoring user groups.

e Total Permitted vs. Blocked Requests - Pie chart report depicting the total Page Count for all
filtering categories Permitted to pass and all filtering categories set up to be Blocked.

e Category Group Comparison - Pie chart report depicting the total Page Count in each top scoring
filtering category group.

e Category Comparison - Pie chart report depicting the total Page Count in each top scoring filtering
category.

¢ User Group Comparison - Pie chart report depicting the total Page Count in each top scoring user
group.

Productivity and Security Reports
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Once you have obtained an overview of Internet activity using Summary Reports, you can drill down to

access more detailed information about specified end user activity.

3.1.1 How to generate a Summary Report

1.
view showing the Top 20 Users by Blocked Requests:

To generate a Summary Report, navigate to Reports | Summary Reports to display yesterday’s report

Reports | Gauges | Policy | Administraion | Help | Logout Security Reporter

Summary Reports Yesterday Top 20 Users by Biocked Requests

7| LastMonth | [ Week to Yesterday

Date Scope: | || Yesterday | [ LastWeek

Top 20 Sites by

Top 20 Viruses
Page Count

Detected

Top 20 Users by Top 20 Users by
Malware Hit
Count

Top 20 Users by
Page Count

Blocked
Requests

Top 20 Users by

Top 20 Categories
Virus Hit Count by Page Count

PO

M86\Danna. Arterberry
WMB61Bobby. Shelby
WB6\Delbert. Scriven
WB6!Keven. Blackwood

M26\Wario.May

M8E\Quinton.C

W86 \Batsy. Sor

1y

MEB\Etvin.Bernard

L

200,000 300,000

Blocked Request Count

100,000

| Month fo Yesterday

Top 20 User
Groups by Page.
Count

400,000

P Trustwave:

Top 20 Blocked
Searched

e

Keywords

HMW

Downioad Report [} PDE 9 |,CSV | Plic

500,000

®
v

of requests for that entry.

Note: On a newly installed SR unit, the panel will not show any thumbnail images or bar chart report. If
there was no activity for a given report type, the message “No Data to display.” displays in the panel.

Tip: Click the left arrows or right arrows at the edges of the dashboard to display thumbnail images that
are currently hidden. Mouse over each bar in the bar graph to view the name of graph entry and number

2. Click a Date Scope tab corresponding to the time period to be included in the report: “Yesterday”,
“Last Week”, “Last Month”, “Week to Yesterday”, or “Month to Yesterday”.

3. Click one of the report type thumbnails beneath the Date Scope to display that report view.

4. To see details for the generated Summary Report view, at the bottom of the report view, click a

Download Report option for PDF, CSV, or PNG to generate a report in the specified file format (.pdf,

.CSV, Or .png):

19
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Figure 1: Sample Bar Chart Summary Report in the PDF format

% Trustwave:

Report Type: Categories
Details: Top 20 Categories by Page Count. Chart based on Page Count

Top 20 Categories by Page Count

Uncategorized
INSTMS

Search Engines
Information Technology
Banner/Web Ads

‘Web Based Email
Chat

Shopping

General Business
Intemet Radio
Entertainment

Travel

News

R Rated
Pormography/Adult Content
Vehicles

Online Greeting Cards
Gambling

Online Auction

Games

0 2,500 5,000 7,500 10,000 12,500 15,000 17,500
Page Count

3/1/2011 11:08:45 AM, Pacific Standard Time Generated by: administrator Page 10f 3

Figure 2: Sample Pie Chart Summary Report in the PDF format

% Trustwave:

Report Type: Category Groups
Details: Category Groups Comparison Page Count Comparison

Category Group Comparison

Internet C: i 6%

Intemnet , 5%
Shopping, 4%
Intemet/intranet Misc., 3%
Business/Investments, 3%
Entertainment, 2%

__—— Bandwidth, 1%

Travel/Events, 1%

\ Adult Content, 1%
9 Others Combined, 2%

Custom Categories, 46%

2/24/2011 4:45:26 PM, Pacific Standard Time

Generated by: administrator

Page 10f 3

The header of the generated report includes the date range, Report Type, and Details criteria.

The footer of the report includes the date and time the report was generated, time zone, administrator

login ID (Generated by), and Pa

ge number and page range.

The body of the first page of the report includes the following information:
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e Bar chart - Name of category, username, username path, URL or site IP address, user group
name, or blocked user request, and corresponding bar graph. Beneath the bar graph are count
indicators and a label describing the type of Count used in the report.

e Pie chart - Color-coded pie graph showing a maximum of 15 categories or user groups. Any
categories or user groups with page counts totalling less than one percent are grouped together
under the “Others Combined” label.

The body of the pages following the first page of the bar or pie chart report includes the following
information:

e Top 20 Users by Blocked Requests report - User NAME and corresponding BLOCKED REQUEST
COUNT—which includes Blocked and Warn Blocked requests. Total Records and Total Number of
Blocked Requests for this Date Scope display at the end of the report.

e All other reports - Count columns and corresponding totals for all reports. Grand Total and Count
display at the end of the report.

3.1.2 How to export a Summary Report
From the open PDF file, you can print or save the Summary Report:

e Print the report: Click the print icon to open the Print dialog box, and proceed with standard print
procedures.

e Save the report: Navigate to File | Save (Page) As... to open the Save As dialog box, and proceed with
standard save procedures.

3.2 Use Drill Down Reports for an investigation

In the event that Summary Reports in the Security Reporter dashboard reveal activity of concern, the next
step in the investigation would be to drill down into the particular category or user information.

This section provides information about “drill down" reports that let you query the database to access
more detailed information about end user Internet activity. The following types of reports can be
generated:

e Category: Features data for sites in each filter category accessed by end users.

e Content Type: Includes end user Internet access of objects utilizing an excessive amount of network
bandwidth.

e Rule: Includes each instance in which an end user triggered a threshold in an SWG Security Policy.

e Spyware: Provides information for each instance in which an end user accessed content containing
spyware.

¢ Violation: Provides information on each instance in which an end user breached a security policy.

¢ Virus: Includes details for each instance of a blocked virus detected from end user Internet/network
activity.
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¢ Vulnerability Anti.Dote: Provides details for each instance of real-time vulnerability detection
resulting from end user Internet/network activity.

Once you have generated a drill down report view, you can customize your view, save the view, export the
view, and/or schedule the report to run at a designated time.

3.2.1 How to generate a Summary Drill Down Report

1. To generate a summary Drill Down Report, navigate to Reports | Drill Down and choose the report
type to be generated. The first menu selection is “Category”; making this selection displays today’s
Category report view by Page Count:

Reports | Gauges | Policy | Administration | Help | Lagaut Security Reporter "“‘I—fustwave1
Category - Category
it 50 September 15, 2012 I orocis count. [l Prsned Count
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2,000
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=
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Blogs / Bulletin Boards

Social Media
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(_ReportWizard | iy, 4 Go to page: of 1 total pages

2. The top portion of the report view includes a breadcrumb trail showing the path to the report. The first
item at the left of the trail is a menu allowing you to select Drill Down report types. Beneath this row,
a bar chart depicts the first six records for the current report type.

@ Note: Mousing over a bar in the chart displays the name of the record along with the total count used in
that record.

Beneath the bar chart is a table containing rows of records. Columns of pertinent statistics display for
each record.

3. Use the tools at the bottom portion of the report view panel to modify the current report view, creating
the desired drill down view.

3.2.1.1 Summary Drill Down Report navigation

Continuing from the last section, this section is designed to help the administrator learn how to navigate
within the Summary Drill Down Report.
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3.2.1.1.1 Count columns and links

Count columns display after the column containing the record name. Clicking a specific link in a record’s
Count column gives more in-depth analysis on a given record displayed in the current view. Clicking a link
in the Blocked Count, Passed Count, Bandwidth (SWG only), Time Count, Blocked Count, or Total Count
column generates a detail drill down report view.

¢ IP Count - Displays the number of user IPs pertinent to the record in the report.
¢ User Count - Displays the number of usernames pertinent to the record in the report.

¢ Site Count - Displays the number of sites accessed by users for the pertinent record in the report. This
figure is based on the root name of the site. For example, if a user visits www.espn.com, www.msn.com,
and www.fox-sports.com, that user will have visited three pages. If that same user additionally visits
www.espn.com/scores, the total number of sites visited would still count as three—and not as four—
because the latter page is on the original ESPN site that was already counted.

¢ Blocked Count - Displays the number of blocked pages and/or objects for each record in the table.

Note: The blocked pages count in a record indicates the total number of individual web pages visited. A
@ user may visit only one site, but visit 20 pages on that site.

If @ user visits a page with pop-up ads, these items would add to the page count. If a page has banner
ads that are served from other sites, these items also would factor into the page count. In categories that
use a lot of pop-up ads—such as porn, gambling, and other related sites—the page count usually exceeds
the number of objects per page.

The blocked objects count in a record indicates the nhumber of objects on all web pages visited. All
images, graphics, multimedia items, and text items count as objects. The nhumber of objects on a page is
generally higher than the number of pages a user visits.

However, if an advertisement or banner ad (an object on the page) is actually a page from another site,
this item would not be classified as an object but as a page, since it comes from a different server.

When you click a link in this column for a specific record, the detail report view displays blocked records
in red text, and includes hyperlinks to blocked pages/objects.

¢ Passed Count - Displays the number of passed (allowed) pages and/or objects for each record in the
table.

When you click a link in this column for a specific record, the detail report view displays passed records
and includes hyperlinks to passed pages/objects.

¢ Total Count - Displays the sum of blocked and passed column counts for each record in the table.

When you click a link in this column for a specific record, the detail report view displays blocked records
in red text, and passed records in black text, for all objects pertinent to that selection, including hyper-
links to pages/objects.

3.2.1.1.2 Column sorting tips

To sort summary report view records in ascending/descending order by a specified column, click that
column’s header.

Click the same column header again to sort records for that column in the reverse order.
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Click another column header to sort records by that specified column.

3.2.1.1.3 Navigation tips
Report view breadcrumb trail links

When generating a report view and modifying that report view to create another report view, a trail of
breadcrumb links remain in the row beneath the navigation toolbar. Clicking a link returns you to that prior
report view.

Page navigation

At the bottom right of the panel, the Go to page field displays:

Go to page |1 -EJ of 2  total pages

If more than one page of records displays for the total pages returned, enter a page number within that
range to navigate to that page of records, or use the up/down arrow(s) to specify the page you want
displayed.

3.2.2 How to generate a Detail Drill Down Report

By using the Summary Drill Down Report, the administrator should have narrowed the investigation to a
specific category (such as “Pornography/Adult Content”) and a specific user name. The next step is to drill
down into the detailed URL information to confirm the exact pages visited by the suspected policy violator.

To generate a detail drill down report, select the record and click the link in the “Blocked Count,” “Passed
Count”, or “Total Count” column of the Summary Drill Down Report:

Reports | Administration | Help | Logout Security Reporter ’] Trustwave
Category Category (1) Detail
August 6, 2013
Date a|Category 1] user Action Policy URL
8/6/2013 12:02:12 AM Banner Advertisements 10.130.0.108 Mg6\Jacquelyn Ready None Load poli.. hit d:
8/6/2013 12:03:02 AM Banner Advertisements 10.130.1.163 M86\Zane Tollemache None Load poli._. hip://a
8/6/2013 12:03:07 AM  Banner Advertisements 10.130.0.9 MBE\Deana Coleman  None Load poli honest
B/6/2012 12:05:056 AM Banner Advertisements 10.130.1.151 M26\Angeline. Southers None Lead test medium poli... bitp://c7.zedo.comiad...
8/6/2012 12:05:28 AM Banner Advertisements 10.130.0.73 M86\Debbie Boon Block Load test medium poli.. hitp:/network realme
8/6/2013 12:05:57 AM  Banner Advertisements 10.130.0.21 MBE\Cathie Bloxham  Mone Load test medium poli.. hitp:/adserver yahoo
B8/6/2012 12:06:10 AM Banner Advertisements 10.130.1.100 M26\Jodie Victorson None Load poli... i traffi
8/6/2012 12:06:17 AM  Banner Advertisements 10.130.0.135 MEE\Gaylon Baldwin  None Load poli adserver
8/6/2013 12:06:27 AM  Banner Advertisements 10.130.1.76 MEE\Weryl. Scrivenar Mone Load test medium poli... htp://http.edqe.rud.co..
B8/6/2013 12:06:24 AM Banner Advertisements 10.130.1.240 ME6&\Fidel.Toov Block Load test medium poli... Iy
8/6/2012 12:06:51 AM  Banner Advertisements 10.130.1.81 ME6Tab.Benjaminson  None Load test medium poli... hitp://ads.adsaq.com.
8/6/2013 12:07:38 AM  Banner Advertisements 10.130.1.58 MB6Usremy Honeysett  Mone Load test medium poli... htp://ad.trafficmp.com
B8/6/2013 12:07:63 AM Banner Advertisements 10.130.0.158 ME&'Hiram.Tyson Block Load test medium poli...
8/6/2013 12:08:18 AM  Banner Advertisements 10.130.0.184 MB8E\Danette Adeiman  None Load test medium poli...
8/6/2013 12:08:52 AM Banner Advertisements 10.130.0.161 Mgg\anell.Carter Block Load test i poli...
B/6/2013 12:09:27 AM Banner Advertisemen s 10.130.0.235 M8&'\Randall. Scott Block Load test medium poli...
8/6/2013 12:10:31 AM  Banner Advertisements 10.130.1.22 MEE\Terrence Garrod  None Load test medium poli
8/6/2013 12:10:46 AM Banner Advertisements 10.130.0.93 M86\WNelson Hilton Block Load test medium poli...
£8/6/2013 12:11:08 AM Banner Advertisemen its 10.130.1.53 MEg&\Deminick.Vipond Block Load i poli..
8/6/2013 12:12:37 A Banner Advertisements 10.130.0.67 M86\Zane Tollemache  Block Load test medium poli
8/6/2013 12:13:31 AM Banner Advertisements 10.130.1.55 M86\Marita.Lane Block Load test medium poli...
B/6/2013 12:13:56 AM Banner Advertisemen its 10.130.1.182 M86\ Stacy. Sexton Block Load test medium poli...
8/6/2013 12:14:58 AM  Banner Advertisements 10.130.1.143 MBE\Darwin Roach Nane Load poli
8/6/2013 12:15:18 AM Banner Advertisemen its 10.130.1.207 M88\WDanny.Kevinson Block Load test medium poli...
B/6/2013 12:15:32 AM Banner Advertisements 10.130.1.222 ME6\Les. Senior Block Load test medium poli... Jirad.s i
| Reportizard | Hext >

@ Note: Blocked records display in red text in the detail drill down report table.
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3.2.2.1 Detail Drill Down Report navigation

3.2.2.1.1 Report type columns

Detail reports include the following columns: Date, report type name, IP, User, Action, Policy, URL. A record
displayed in red text indicates a blocked URL request.

e Date - Displays the date of the record using the M/D/YYYY HH:MM:SS AM/PM format.

e IP - Displays the IP address of the end user for the request.

e User - Displays the username of the end user for the request. The entry in this column might include
the user IP address, or the path and username (e.g. “logo\admin\jsmith").

e Action - If using a Web Filter, this column displays the type of filter action used by the Web Filter:
“Allowed”, “Blocked”, “Warn Blocked” (for the first warning page that displayed for the end user),
“Warn Allowed” (for any subsequent warning page that displayed for the end user), “"Quota Blocked”
(if a quota blocked the end user), “X-Strike”, or “"N/A” if the filter action was unclassified at the time
the log file was created.

e Policy - If using an SWG, this column displays the name of the policy used by the SWG for this
request.

e URL - Displays the link for the page/object for the end user’s request.

e Type - Displays the kind of requested item: “Object” or “Page”.

3.2.2.2 Detail Drill Down Report exercise

For the purpose of this evaluation, follow these steps to witness how the Security Reporter is best in class
in terms of the extent of detailed page and object information it provides.

3.2.2.2.1 Select a specific action by Category

If not already completed, click the “Blocked Count,” “Passed Count”, or “Total Count” column link for any
record in the Summary Drill Down Report.

3.2.2.2.2 Sort by “Action” column

Clicking the “Action” column header will sort all records by the type of filter action—whether the event was
blocked, allowed or warned. Blocked searches will be highlighted in red font for easier detection.

3.2.2.2.3 Review the full URL

The full length URL of every Internet search by the users is listed in the "URL" column of the detail page
information.
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To view record data that displays truncated in a column, mouse over the column to view the entire string
of data in the column for a given record:

Search 5t. URL
hitp:ihwnanar bower...
hitp:thanaee. bower...
hitp:ihwnane. bowver....

hitp:iiwanw. bower....

http:itwnane. bowver..
L
http:/ e

ncludes/jguery.dropdewnPlainjs

hitp:itwniwe bower....

Click the URL link to launch the actual Web site viewed by the user to verify the content that was accessed.

3.2.2.2.4 Refine the view with the Report Wizard

From the detail drill down view you can continue directly to the Report Wizard. Click the Report Wizard
button at the bottom left of the report. The wizard will be pre-populated with filter and date selections that
reflect the current on screen view. You can edit the settings to further customize the view.

3.3 Create a custom report for a specific user

After reviewing the detail drill down report, if the administrator is confident that an individual has violated
the Internet Acceptable Use Policy (AUP), the most common step to take next is to run a custom report for
this specific individual that covers a greater time period. To create this report, use the Report Wizard.

3.3.1 How to use the Report Wizard for a single user report

The Report Wizard option provides an intuitive setup process for generating custom reports for one time
use, or for recurrence at scheduled time periods.

To access the Report Wizard, navigate to Reports | Drill Down | Report Wizard, or click the Report Wizard
button at the bottom left of summary drill down reports.
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This section provides basic information about how to create simple single level reports. For more details of
the report wizard, see Section 4.

Reports | Gauges | Policy | Administration | Help | Logout Security Reporter ']Trustwave
Category

General Grouping & Visibility Filters

Name & Description Date Scope

Name:
ZE =) | Today v |

5z Description:
1=
) From:

To:

Options

Group By: Select the type of content to be made available in the generated report. At least one selection must be made for each pair of
items

Category
Include:

Selected Filter Counts: [¥] Blocked |v] Passed [V] Page [v] Object [¥] X-Ray [v] MNonXRay

*- Action

i Category
Export Format: | POF v

i Category Group el

Policy
- Site

L User

© o o o o0 o

i User Group

[_oowniosa_|(_Emau | (save |(_Run

3.3.1.1 Report type
If you start the wizard from Reports | Drill Down | Report Wizard, you can select a type of report in the
sub-menu or the type menu at the top left above the wizard tabs.

For demonstration purposes select a Category report.

3.3.1.2 General tab
On the General tab of the wizard, select a date scope option:

¢ Pre-selected Date Scope: Click the upper radio button, then use the menu to pick a period such as
Today or Current month.

e Date and Time Range: Click the lower radio button, and then use the date controls to select a
specific starting and ending date. If you are planning a single level detail report you can also specify

starting and ending times.

data in your evaluation installation, choose a short scope (or few categories) to ensure you see results

Note: Detail reports for large date scopes can take a long time to run. If you have a significant amount of
@ quickly. In production you would normally use scheduled or email delivered reports for large scopes.

To enable saving of the report, enter a name. (A name is not required if you plan to download, email, or
run the report without saving).

On the General tab you can also limit the report with Options, and select an export format. For detailed
coverage of these settings, see Section 4.
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3.3.1.3 Grouping and Visibility

On the Grouping & Visibility tab of the wizard, you can select grouping and sorting options, number of
records, and visible columns. For the purpose of this exercise, use the default option of a single level
summary report.

@ Note: You can also generate a detail report directly from the wizard. This option is covered in Section 4.

Reports | Administration Help | Logout Security Reporter ']Trustwave
Category -

General Grouping & Visibility Filters
Grouping & Sorting Column Visibility

Use the options below to define the grouping a

IP Count &

User Count =

Site Count &

Group By: Sort By: Show Records: Passed Count

| category v | | Blocked Count v &) LA Limit |s0 IE'J ti”'ﬁ Time Count [h

i
D0 0@©

g
H
&
g

Page Count

Page Blocked C... |

Page Passed Co.

)@ ml

Objest Count

Object Blocked.

o

Object Passed ..

Action Count

Policy Count

D OEm

X-Ray Count

®

Non X-Ray Coun...

Back Downioad] (LEmail) (isave) (Run

e Group By: This menu setting determines the heading of each detail row. For summary reports, by
default the grouping follows the report type. To easily find information about a specific user, on the
Group By menu select User.

e Sort By: This menu setting determines the order of detail rows. To find information about users with
high numbers of blocks, use the default setting Blocked Count.

e Sort Order: The button following the Sort By column allows you to select the order of sorting. To find
information about users with high numbers of blocks, use the default setting Descending order.

e Show Records: To quickly find the users with high numbers of blocks, use the default value of 50
records.

¢ Column Visibility: Use the control at the right of the tab to select the columns in the report output.
Click an “eye” to show or hide the corresponding column. An open eye indicates the column is included
in the output.

3.3.1.4 Run the report

After making selections on the Grouping & Visibility tab, click Run at the bottom right to generate a
summary report. The default output appears as below.
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Reports | Administration |  Help Logout
Category User
user 1P Count

W86iLes Senior
ME6\Stacy. Sexton
Ms8\Jocelyn Ogden
M86\Nan Huddleson
W86\ Iacquelyn Ready
Mg8iLorelei. Hobson
W38 Wiilliams. Appleton
ma6\Les Rains

W86Una Rey
Mg\Darwin.Roach
M36\Stacey Sands
Ms6\Leticia Mallory
W86\Reggie Olhouser
Mg8iDallas Fox
M86Wirginia Walsh
W86\Don James
M86\Lyn Benson

Mg Kristina. Summerfield
Ms\Javier Toller
M86\Tonia Christison
M86\Teddy Leonardssen
Mg8\Stewart Voll
W36\Betty Normanson
ME6\Bruno. Petit

Repartizacd ) iy, ¥

O NN e N e e o N e e N e e
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January 1, 2013 - December 31, 2013
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Result Limit: 50 records

3.3.1.5 View details for a user

From the summary report view, to create a detail report click the Blocked Count entry to view details of
blocked requests for a user of interest.

In the detail report view:

Reports | Administration | Help | Logout
Category User (1) Detail
Date alcategory P
6152013 061301 AN Educabion 10.450.1 222
6/15/2012 06:29:11 AM  Search Engines / Web... 10.130.1.242
6/15/2013 07:27:33 AM  Education 10.130.1 242

6/15/2013 07:37:33 AM  Banner Advertisements 10.130.1.242
6/15/2013 08:09:12 AM  Other 10.130.1.242

6/16/2013 08:18:07 AM  Banner Advertisements 10.130.0.174

6/15/2013 09:12:04 AW Malware 10.120.4.242
6/15/2013 11:16:22 AM  Computer Games 10.130.1 242
6/15/2013 11:27:56 AM  Pomography 10.130.1 242
6/16/2013 11:37:23 AM  Hews [ Magazines 10.120.0.174
6/15/2013 12:14:37 PM  Education 10.130.4.242
6/15/2013 12:19:51 P Computer Games 10.130.1 242

6/15/2013 12:50:05 PM_ Environment / Climate... 10.130.0.174
6/1672013 12:54:00 PM Other 10.120.0.174

6/15/2013 01:02:40 PM  Banner Advertisements 10.130.0.174

6/15/2013 01:17:39 P Software / Hardware  10.130.0.174
6/15/2013 01:19:13 P Shopping 10.130.1.242
6/16/2013 01:48:08 PM  Computer Games 10.120.1.242
6/15/2013 01:58:25 P Pornography 10.130.4.242
6/15/2013 02:04:47 PM  Search Engines / Ueb... 10.130.0.174
6/15/2013 02:04:47 P Search Engines / Web... 10.130.0.174
6/16/2013 02:06:01 PM Spyware 10.120.1.471
6/15/2013 02:06:01 PM  Software / Hardware  10.430.1.174
6/15/2013 02:10:46 P Malware 10.130.1 242
6/15/2013 02:18:09 PM_ Music / Radio Broadc... 10.130.1.63

Report Viizard,

Security Reporter

January 1, 2012 - December 31, 2013

User Action
M86\Les. Senior Block
ME6\Les. Senior Block
MB6\Les. Senior Block
M86\Les Senior Block
M86\Les. Senior Block
MB6\Les. Senior Block
MB6\Les. Senior Block
M86\Les Senior Blsck
M86\Les. Senior Block
M26\Les. Senior Block
MB6\Les. Senior Block
MB6\Les Senior Block
M86\Les. Senior Block
MB6\Les. Senior Block
MB6\Les. Senior Block
M86\Les Senior Blsck
M86\Les. Senior Block
M26\Les. Senior Block
MB6\Les. Senior Block
MB6\Les Senior Block
M86\Les. Senior Block
MB6\Les. Senior Block
MB6\Les. Senior Block
M86\Les Senior Blsck
M86\Les. Senior Block

¥ Passed Count
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e
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&
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BEE

ks
-3

3
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&

Go to page:

Policy

Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli
Load test medium poli

Load test medium poli

Click any column header to sort by that column

P2 Trustwave-

Tatal Count
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&
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3

i

&

3
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% of 1 totalpages

%2 Trustwave:

URL

http:iiwnw lexile.com
http:iisearch.vahoo.co...
http:/ivww starfall.co
http://ad.doubleslick.n
http:/imedia.admarket.
http://ad.doublecligh.n...

http:/ibe2 gator comiq

http:funnw cartoonnet
http:/iwnw yifanbbs.c.
http://spe atdmt com/d...
http:/idist Irng usarmy
hitp: furrw disney.go
http://wisapidats weat...
https/ivwnw, mms.com...
http:/imediamar.ugo.c
http: i dell_com/.
http:/ivnnw diecastdir..
https/ivrw nick.comt...
http:/ivrww sultryteen
http:i/ar atwola.com/e
http://ar.atwola.comc.
http:/imessage real.co
http:/imessage real.co
http:/iqbs gqator comi

http:/iww, songlyrics...

< et >

Use the scroll bar at the right to view the records on a page

Use the Previous and Next buttons at the bottom right to view additional pages
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3.3.1.6 View report filters

In the detail report view, click Report Wizard at the bottom left to return to the Wizard. Selections in the
wizard are updated according to the selections you made while navigating through the data on screen.

¢ On the General tab, note that the “Passed” option is unchecked (because you chose to view Blocked
items).

¢ On the Grouping & Visibility tab, note that the Group By setting and record limit have changed, and
the selected report type is now a Detail report.

e On the Filters tab, click the User filter to review the user selection. This selection reflects the user
you clicked. For details of how to set filters using this tab, see Section 4.

Reports | Administration |  Help Logout Security Reporter ']Trustwave
Category

General Grouping & Visibility Filters

Action Category P Policy Search String Site m

ose search options, and then click h to display items matching your the Available Filters pane. To filter
o

ick > Io ust

uttans at the bottom righ

Selected Filters:

Options: [ (s) Inciude () Exclude (&) User () UserGroup 7, ME8iLes. Senior

Available Filters: A

Currently selected: 0 out of 0 Currently selected: 0 out of 1

Back Download Email save Run

3.3.1.7 Download the report

To download a copy of the detail report, click Download at the bottom right of any Report Wizard tab. By
default the download is in PDF format. You can change the format from a menu on the General tab of the
wizard.

The output generated for download includes full details of URLs and any other columns you specified.
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" Trustwave:

Category

Date Category P User ‘Action Policy

8/5201303:1515AM _ General Business 10.130.1.58 MB6\Les.Senior Block Load test medium policy

http://view.atdmt. Vi wi.309;hi.60/01/

8/5201303:15:23AM T Security /IT Information 10.130.1.63 M86iLes.Senior Block Load test medium policy

fig

8/5201303:31:30AM  Other 10.130.0.174 MB6\Les.Senior Block Load test medium policy

hitp:/istore . yimg. 1809_3602418

8/5201303:34:03AM  Web Mail/ Unified 10.130.1.58 M86iLes.Senior Block Load test medium policy

lessaging

http://us f403. mail yahoo. 18YY=34736&YN=1

/52013035430 AM  Search Engines/Web  10.130.1.183 MB6\Les.Senior Block Load test medium policy
Catalogs / Portals

hitp:/ius a1.yimg.com/us.yimg.com/a/1-fiscodes/031016/ct yad 031016js

8/5201304:09:07AM  Humor/ Cartoons 10.130.1.63 M86iLes.Senior Block Load test medium policy

hitp /i /i ctures/139 htmi

8/5201304:16:21AM  Search Engines/Web  10.130.1.63 M86\Les.Senior Block Load test medium policy
Catalogs / Portals

hitp:/ius dit.yimg ahoo. 5 cab

8/5201304:18:47AM  General Business 10.130.1.171 M86iLes.Senior Block Load test medium policy

http://ax.phobos.apple.com.edgesuite.net/WebOl apple.jingle.appserver.client. MZITunesClientCl

8/5201304:2023AM  Financial Services / 10.120.1.63 MB6\Les.Senior Block Load test medium policy
Insurance / Real Estate

hitp:/fwww burstnet Cqilv=: 28x90A/21094/RETURN-CODE/J

8/5201304:38:19AM  News/ Magazines 10.130.1.171 M86\Les.Senior Block Load test medium policy

http:/fad.doubleclick.net/adi/N2949 AKQA Yahoo/B1206509.41:57=728x90:dcopt=rcl:click=http://us.ard yahoo. com/SIG=11uk0ul22/M=308687.5349708.6476479.54/
D=my/S=150000251:N/EXP=1096639594/A=2341730/R=1/":abr=lieord=1096553194498335

8/5201304:44:44AM  Web Mail/ Unified 10.130.1.171 M86\Les.Senior Block Load test medium policy
lessaging
http://us.rd.yahoo. rtym/*http://mail.yahoo.com
8/5201304:57:27AM  Malware 10.130.1.227 M86\Les.Senior Block Load test medium policy
hotbar. Promo.xip

8/5201305:04:47 AM Web Mail/ Unified 10.130.0.174 M86\Les.Senior Block Load test medium policy
Messaging

hitp:/ius 418 mail yahoo. rand=cl7p7dfiq02i

August19,2013  4:2250PM  Pacific Dayiight Time Generated by: admin Page 14 of 38

3.3.1.8 Save the report

If you want to run the same report again or schedule it to be run repeatedly, click Save at the bottom
right to save the report.

You can modify any parameters before saving the report.

You can edit, run, or download saved reports by navigating to Reports | Saved from the main menu.
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4 Report Wizard

The Report Wizard is a powerful tool that allows you to tailor reports to your specific needs. Once you have
created a report format and parameters you can save the report to be run later. You can also schedule
reports to run periodically.

4.1 Starting the Report Wizard

To start the Wizard, navigate to Reports | Drill Down | Report Wizard. Then, select a report type from the
menu at the top left of the wizard.

You can also start the wizard by navigating to any of the summary reports under Reports | Drill Down
(such as Category or Rule), and then clicking the Report WIzard button at the lower left of the screen.

Report types are defined as follows:
e Category - Features data for sites in each filter category accessed by end users.

e Content Type - Includes end user Internet access of objects utilizing an excessive amount of network
bandwidth.

¢ Rule - Includes each instance in which an end user triggered a threshold in an SWG Security Policy.

e Spyware - Provides information for each instance in which an end user accessed content containing
spyware.

e Violation - Provides information on each instance in which an end user breached a security policy.

¢ Virus - Includes details for each instance of a blocked virus detected from end user Internet/network
activity.

e Vulnerability Anti.Dote - Provides details for each instance of real-time vulnerability detection
resulting from end user Internet/network activity.

The Wizard includes three tabs: General, Grouping & Visibility, and Filters.
The following buttons are included at the bottom of the screen for all tabs:

e Back: returns you to the report view from which you accessed the report wizard (this button does not
display if the Report Wizard was accessed from the main menu)

¢ Download: generates and downloads the report in the Export Format specified in the General tab

« Email: opens the Email Report page to allow you to enter options required to generate and send the
report to specified email addresses

e Save: saves the currently selected report options from all tabs to Saved reports

e Run: generates a report to the screen using the selected options from all tabs. This option is available
only for a single level report

Report Wizard
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4.1.1 General tab

On the General tab of the wizard, you can see summary information about the Group By and Filters
settings.

Reports | Gauges | Policy | Administration | Help | Logout Security Reporter ']Trustwave
Category =

General Grouping & Visibility Filters

Name & Description Date Scope

i by Compe e B s G Gt S Name:

=) | Todsy -

iz Description:
1=
) From:

To:

Options

Group By:

Select the type of content to be made available in the generated report: At least one selection must be made for each pair of
items.

Category
Include:

Selected Filter Counts: [¥] Blocked || Passed (V] Page [v] Obiect |¥] X-Ray [v] MonX-Ray
Action
Category
RS Export Format: I‘yl
Policy

+- Site

~ User

© o o o 00 o

i User Group

_Downiosd | [ Email | (_save | [_Run

You can enter or select from the following items:
e Name & Description: A name is required for reports you plan to save. Description text is optional.

« Date Scope: You can choose from pre-configured date scopes by selecting the top radio button and
choosing from the menu. You can enter a specific date range (and a time range in some cases) by
selecting the bottom radio button.

@ Tip: If you plan to save a report and run it repeatedly, use one of the pre-configures scopes such as “last
week.”

e Options: You can select types of content by choosing from the following items. At least one of each
pair must be selected.
e Blocked/Passed: choose one or both to include requests that were blocked and/or passed.

e Page/Object: choose one or both to include pages and/or objects.

Tip: To review and configure which requests are counted as pages or objects, see Administration | System
Configuration | Database | Page Definition.

¢ X-Ray/Non X-Ray (SWG only): choose one or both to include X-Ray (what-if) and/or applied
rules.

o Identified IPs/Unidentified IPs: choose one or both to include requests from IP addresses
that are associated with a known user and/or IP addresses that are not associated with a user.

e Export Format: For reports you plan to download or email, you can choose a file format.

Report Wizard
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4.1.2 Grouping and Visibility

On the Grouping & Visibility tab of the wizard, you can select grouping and sorting options, number of
records, and visible columns.

Reports | Administration |  Help Logout Security Reporter '}Trustwave
Category *
General Grouping & Visibility Filters

Grouping & Sorting Column Visibility

n contain ane or more group/sort ——
A Summary Report with Details is
licking the report icon only atthe first | User Count

@

®

Site Count

@

KEY: =+ Add Groupand Sortrow | — Remove M. / [@ Summary Report/ Detsil Repart
Group By: Sort By: Show Records: Passed Count |@|
| category ¥ | | Blocked Count v |iﬁ| [ An | Limit: g0 IEJ ti”ﬁ\ Time Count fhe.. |2
Total Count =
Bandwidth =
Page Count =]
Fage Blocked C... ||
Page Passed Co... {2}
Objectcount [
Object Blocked... 7|
Object Passed .. |73
Action Count ||
Policy Count [
¥-Ray Count =]
Hon XRay Coun... ||
Back Download Email Save Run

4.1.2.1 Group and Sort Rows

e Group By: This menu setting determines the heading (first column) of each summary row. By default

the grouping follows the report type such as Category. Detail reports are not grouped. For detail
reports, the group by setting is “Detail.”

e Sort By: This menu setting determines the initial order of detail rows.

e Sort Order: The button following the Sort By column allows you to select the default order of sorting.

Click to change the order.

iaj Indicates the report level will be sorted in ascending order.

@J Indicates the report level will be sorted in descending order.

e Show Records: You can choose to show all records, or limit the records to a specific number. By
default summary reports limit to 50 items, and detail reports limit to 1000 items.

e Add a row: Click the |+ | on the last row to add a new row below. Click the | = | on the last row to
remove that row.

@ Note: Multi-level reports can take a long time to generate.

Report Wizard
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e Summary or detail report: On the last (or only) row, you can click the button to change between
summary and detail output. Other rows are always generated as summaries.

LEJ Indicates a summary report.
&)/ Indicates a detail report.

4.1.2.2 Column Visibility

Use the control at the right of the tab to select the columns in the report output. Click an “eye” to show or
hide the corresponding column. An open eye indicates the column is included in the output. The “sort by”
column is always set to visible.

4.1.3 Filters tab
This tab of the wizard allows you to refine your report based on data of one or more types. Types include:

e The report type that you selected from the main menu or from the report type menu above the tabs
(such as Category, Content Type, or Virus).

e Action: The action logged by the device you are reporting on.
e IP: The source IP of the request.
¢ Policy: The filtering or security policy that was triggered.

e Search String (available only for reports with a Detail row): Search terms present in the URL string,
for supported search engines.

e Site: The target site of the request.

e User: The identified user who made the request.

Click any filter type tab to work with that filter type. You can filter on more than one type.

) Tip: For more help and examples on the Filters tab, see the Learn More link from the text at the top of
V the tab.

To set up a filter:

1. Inthe search field, enter a search term. You can use the % character one or more times as a wildcard
(matching one or more characters).

2. Choose search options using the radio buttons below the search field. The available options depend on
the filter type. Include/Exclude is always available (used to indicate whether you want to find items
that match, or do not match, the search terms). For details of other options see the Learn More link.

3. Use the search text in one of two ways:

e Click Search to perform the query. Results appear in the Available Filters list box below. You can
add one or more filters from the list to Selected Filters.

Report Wizard
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Click the [_> | button to add the search text directly to Selected Filters. The text including any
wildcards will be evaluated each time the report is run.

4. To add items from Available Filters to Selected Filters, select and drag the items, or click to select, and

then click the single right arrow | > | to move the filter(s) to the Selected Filters list box. Use the
double right arrow [ | to move all items.

Reports | Gauges | Policy | Administration | Help | Logout

Security Reporter "‘T[’UStWaVe‘

Content Type =

General Grouping & Visibility Filters

Action [EWRIEIGER  Policy  Site  User

[

A<« 8
5

cted Filters:

¥

444444444443
B

(_oownioaa_J(_Emait_|(_save J|_sun

i Tip: To remove any filter from the Selected Filters list box, select the items and click the single left arrow

(or click the trash icon |11] at the bottom of the list). Use the double left arrow to remove all items.

5. You can include or exclude items matching a Selected Filter from the report.

To include items matching a Selected Filter, highlight it and then click the [£2| at the bottom of the
list. The item icon shows the green + to indicate it is included.

To exclude items matching a Selected Filter, highlight it and then click the €/ at the bottom of the
list. The item icon shows the red - to indicate it is excluded.

@ Tip: Each filter type must have at least one Included Selected Filter.

6. Click a button to perform the specified action: Download, Email, Save, or Run.

» ii Note: Any Selected Filters items that include the wildcard character % will be evaluated for new matching

data each time the report is run. This function is useful for reports on use names, malware names, or any
data set that could include new members.

4.1.4 Wildcard filter examples

These examples show the difference between specific and wildcard filters.

Report Wizard
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4.1.4.1 Users
1. Run the Report Wizard for any report type.

2. On the Filters tab, select the User filter type. Enter a search of a% (with search options Include and
User).

3. Click Search to populate the Available Filters, and move all results to the Selected Filters.
e If you save and run the resulting report, it will always include information for users with a name

beginning in A that already existed when the report was created.

4. Remove the items from Selected Filters, and click the [ > | (next to Search) to add the search
expression to the Selected Filters.

e If you save and run the resulting report, it will include information for users with a name beginning

in A, including new users that were not present in the logs when you created the report.

4.1.4.2 Virus Names
This example applies to SWG virus data.

1. Run the Report Wizard for Virus.
2. On the Filters tab, select the Virus filter type. Enter a search of %worm% (with search option Include).
3. Click Search to populate the Available Filters, and move all results to the Selected Filters.

e If you save and run the resulting report, it will always include only the items that were available
when the report was created. If no worm virus has been reported, you cannot save a useful
report.

4. Remove the items from Selected Filters, and click the [ > | (next to Search) to add the search
expression to the Selected Filters.

e If you save and run the resulting report, it will include any virus with a name containing the word
"worm", including new items that were not logged when you created the report. Even if no worm
virus has been reported previously, you can still save a report for future use.

4.1.5 Generating a report
To generate a report immediately:

e For a single level report, click Run to generate and display the report on the screen

e For any report, click Download to generate the report to a file (in the format specified on the General
tab) and download it to the workstation. The SR interface will be locked while the report is being
generated.

e For any report, click Email to generate the report to a file and send the file (or a link) by email. The
report will be generated in the background and you can continue to work. For full information about
the email facility, see the Security Reporter Administrator Guide.

Report Wizard
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4.1.6 Saving a report for later use
To save a report, click Save.

J) Tip: To save a report you must have given it a name (on the General tab of the wizard).

You can access saved reports by navigating to Reports | Saved.
You can schedule saved reports to run by navigating to Reports | Schedule.

For full information about how to use saved reports, see the Security Reporter Administrator Guide.

Report Wizard
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