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SSL Signing for the Finjan's SSL Vital Security Scanner

1. SSL Signing for the Finjan SSL Vital Security Scanner
1.1 Scope of document
The Finjan SSL Vital Security Scanner (from now on: SSL-VS) is effectively a Man-In-The-Middle. An approach which “hacks” into the SSL traffic, terminates it, and then re-establishes the connection while decrypting and re-encrypting the traffic passing through it.
This decrypting/re-encrypting forces the SSL-VS to identify itself to the client browser, so that it can trust the source – in this case the intermediate source.

While the SSL-VS validates and approves the destination, it effectively replaces this exact role of the browser at the end-client.

In order for this to work seamlessly, the user’s browser should trust all SSL Certificates signed by the SSL-VS.
This document will explain the options available to setup the SSL certificate on for the SSL-VS.
1.2 Background: How is an SSL certificate created

Every SSL certificate is created using a three step process:
1.2.1 Generate a Private Key

This private key is the encryption key that will be used by the SSL server (or middleman in our case) for encrypting the traffic between the server and the client browser.
1.2.2 Creating a Certificate Signing Request

A certificate singing request (or CSR) is the first step in issuing a new SSL certificate.

This is where all the info of the requesting party is entered.

This process involves entering info fields that are meant to be validated by the CA receiving the request.
1.2.3 Issuing a Certificate by the Certificate Authority

A certificate authority (or CA), which has its own identification and signing certificate, received the CSR.

After processing and validating the information the CA signs the CSR with its private key and produces a new Certificate authorized by the CA.

1.2.4 Self signing the certificate
In a public web server scenario, this step would be performed by a publicly trusted Root CA, such as Thawte or Verisign.

Since the SSL-VS is going to act as a CA for all the sites the users will browse to, this is usually not an option.

Self signing allows your organization to create a certificate which is not publicly trusted, but will be known to your organization internally.

1.2.5 AIA: Identifying the Signing CA in the authorized Certificate
When a browser connects to an SSL encrypted site, the browser and the server exchange certificates – the browser creates an ad-hoc one, and the server send its own signed and authorized certificate.
The browser then checks if the CA – the authorizing party – is in the local store of Trusted CAs and validates the identity as trusted or not, based on the findings.

When a signing CA is not in the local Certificate Storage, Microsoft Internet Explorer (and only Internet Explorer) uses the AIA (Authority Information Access) field, which can be created with MS‑PKI.

The AIA field/extension, is a method which informs IE that the certificate was signed by another Certificate and points to that certificate (refer MS‑PKI documentation for more information).

1.3 Available Options for Signing by SSL-VS
The Finjan SSL-VS currently offers 3 alternative methods for installing custom SSL certificates on the appliance.
1.3.1 Importing a CA signed certificate

In this method the entire process (see ‎1.2 above) is performed externally to the Finjan system.
The product of the process should be:

· A certificate signed by a CA.

· An encrypted private key.

· The passphrase to decrypt the private key.

NOTE: The private key must be encrypted with a passphrase.
1.3.2 Generate a Certificate
This option is divided to two different processes which have one thing in common:

The private key is generated locally on the SSL-VS, and thus never shared outside the specific appliance.

Given this internal random private key, there are two types of processes you can take to generate the final certificate.

1.3.2.1 Self signed certificate
This is the simplest for the user, because it encapsulates the two-step process of creating a CSR and generating the Certificate by the CA into a single step.
You must have version 9.2-M01 to use this, as from this version on-wards the generated Certificate will be valid for 5 years from the date of creation.
1.3.3 Create a Certificate Signing Request

This step is a simplified version of the entire process, and cut down to only 2 steps, starting with filling the fields on the screen and automatically generating a corresponding internal private key.

The resulting text-box will provide you with the CSR which needs to be signed by the CA.

After the CA has approved the license and you have the generated signed certificate, you should paste it’s content in the “Import Certificate/CSR” option.

NOTE: Since the private key was generated during the CSR generation, it is important that no other attempt to generate a certificate is made, unless you need to replace the CSR.
Each re-generation of a CSR creates a new internal private key.

1.4 Summary

This document explained how a Certificate is created, and explained the different methods available with SSL-VS to create a certificate for the scanning appliance.

There are basically 3 methods available to creating a signed certificate:

· Import an externally generated certificate with an encrypted private key.

· Generate a CSR, signing it with an existing CA.

· Generate a self-signed certificate.

For more information you can contact Finjan Support (http://www.finjan.com/support)
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