Activation Process for the Web Filter and the Security Reporter

Please follow the appropriate set of instructions below in order to activate the
appliance. Itis critical to activate Security Reporters (including WFR) as soon as
possible; otherwise, data more than three weeks old will be purged permanently. For
WFER appliances, please follow the instructions in both the “Activating the Web Filter”

and the “Activating the Security Reporter ” section.

Activating the Web Filter

» 1: Open your web browser and go to
www.m86security.com/support/activate-appliance.asp

http://www.m86security.com/support/activate-appliance.asp
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End User License Agreement:

In order to activate your M86 Security Product, please read the following carefully. You must accept the End-User License
Agreement in order to proceed with the activation process.

>

IMPORTANT — READ CAREFULLY: This End User License and Warranty Agreement (this "Agreement”) is a legal =
agreement between you, a purchaser and/or any end user, either an individual or an entity (“You" or “Your™) and M86
Security (“8e6”) for the license of one or more of the software products listed above (the "Software”) embedded in the M86
Security hardware device (the "Hardware"), and for the warranties for such Software and Hardware. The Software and
Hardware are collectively referred to as, the "Product”. By breaking the seal on the envelope containing the Software,
accessing, installing, copying or otherwise using the Software or Hardware, You agree to be bound by the terms of this
Agreement. If You do not agree to the terms of this Agreement, M86 Security is unwilling to license the Software to You. In
such event, You may not access, use or copy the Product and You should promptly contact M86 Security or the M86 Security
authorized reseller from whom You licensed the Product for instructions on return of the Product. WRITTEN APPROVAL IS
NOT A PREREQUISITE TO THE VALIDITY OR ENFORCEABILITY OF THIS AGREEMENT.

m

1. SOFTWARE. The Software includes all component parts and features, any copies or derivatives thereof in whole
or in part, any associated media and the following: machine-readable runtime instructions and object code, whether or not in
printed form, and not in the form of human readable (source) code; machine-readable data, such as a data base; related
licensed materials, including user documentation in any form; and all enhancements and modifications thereto fumished by
M86 Security or its authorized resellers. The Software is licensed, not sold, to You for Your use only as provided herein. M36
Security reserves all rights not expressly granted to You under this Agreement.

2 SOFTWARE LICENSE.

21 License. Subject to the payment of all applicable license fees, and the terms and restrictions set forth in this
Agreement, M86 Security hereby grants to You a non-sublicensable, nonexclusive, non-transferable limited license to use the
Software solely on the Hardware and for Your internal business purposes only, and to operate the Hardware during the Term
solely to use the Software (collectively the "License”). You must limit use of the Product to the number of individuals for whom
You have paid the required fees. Use of the Product by additional individuals may be subject to additional fees in M86
Security's discretion. You may only install and use the Software on the Hardware. Once every six (6) months, M86 Security
may, at its own expense, audit Your use of the Product at the Product's installation site upon at least five (5) days notice to You
during normal business hours. You may make a single copy of the Software in machine-readable form and only for archival

purposes or to comply with disaster recovery procedures, provided that the copy You make contains all of the proprietary
naticee cat forth in ar on the anainal vercinn of the Saffware Othernwice Yoilt mav nat conv the Saftware withoit M2&




» 2:0nthe step 1 of the Activate Appliance page make sure you

read the End User License Agreement and then click the Acz:ept
button.

)
w M http://www.m86security.com/support/activate-appliance.asp
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End User License Agreement:

In order to activate your M86 Security Product, please read the following carefully. You must accept the End-Usef License
Agreement in order to proceed with the activation process.

IMPORTANT — READ CAREFULLY: This End User License and Warranty Ag! nt (this "A t") is a legal
agreement between you, a purchaser and/or any end user, either an individual or an emny (“You" or “Your™) and M86
Security (“8e6”) for the license of one or more of the software products listed above (the "Software”) embedded in the }186
Security hardware device (the "Hardware"), and for the warranties for such Software and Hardware. The Software and
Hardware are collectively referred to as, the "Product”. By breaking the seal on the envelope containing the Software,
accessing, installing, copying or otherwise using the Software or Hardware, You agree to be bound by the terms of this
Agreement. If You do not agree to the terms of this Agreement, M86 Security is unwilling to license the Software to Youl In
such event, You may not access, use or copy the Product and You should promptly contact M86 Security or the M86 Seturity
authorized reseller from whom You licensed the Product for instructions on return of the Product. WRITTEN APPROVAL IS
NOT A PREREQUISITE TO THE VALIDITY OR ENFORCEABILITY OF THIS AGREEMENT.
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1. SOFTWARE. The Software includes all component parts and features, any copies or derivatives thereof in Whole
or in part, any associated media and the following: machine-readable runtime instructions and object code, whether or n¢t in
printed form, and not in the form of human readable (source) code; machine-readable data, such as a data base; related|
licensed materials, mcluding user documentatlon in any form; and all enhancements and modifications thereto furnished py
M86 Security or its authorized The Soft is licensed, not sold, to You for Your use only as provided herein.| M86
Security reserves all rights not expressly granted to You under this Agreemem

2. SOFTWARE LICENSE.
21 License. Subject to the payment of all applicable license fees, and the terms and restrictions set forth in thig
Agreement, M86 Security hereby grants to You a non-sublicensable, nonexclusive, non-transferable limited license to usg the
Software solely on the Hardware and for Your internal business purposes only, and to operate the Hardware during the Term
solely to use the Software (collectively the "License™). You must limit use of the Product to the number of individuals for fvhom
You have paid the required fees. Use of the Product by additional individuals may be subject to additional fees in M86
Security's discretion. You may only install and use the Software on the Hardware. Once every six (6) months, M86 Secuyity
may, at its own expense, audit Your use of the Product at the Product's installation site upon at least five (5) days notice tp You
during normal business hours. You may make a single copy of the Software in machine-readable form and only for archijal
purposes or to comply with disaster recovery procedures, provided that the copy You make contains all of the proprietary
notices set forth in or on the original version of the Software. Otherwise, You may not copy the Software without M86
Security's prior written consent. Except as expressly provided in this Section 2.1, this Agreement does not grant You any
rights to patents, copyrights, trade secrets, trademarks, or any other rights in respect to the Software. All rights not expresply -
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» 3:0n the step 2 of the Activate Appliance page you will need to
enter the Activation code you received in your email from M86
Security and then click on Activate.

m) M http://www.m86security.com/support/activate-appliance-2.asp O~
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» 4. If the Activation code is valid a Registration page will open up which
will require you to enter all the information below in order to finalize
the activation.
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» 5: Click Actiyate and your web filter will be activated and registered.

! M Support | Activate Appliance
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Activating the Security Reporter

1: To get to the login page of the Security Reporter go onto:
https://AppliancelPaddress:8443/SR/

*Example: If your appliance ip address is 205.210.205.10 then you will have to put

https:// 205.210.205.10:8443/SR/ to access the login page.



» 2: The web browser should indicate a certificate warning page. To
continue click on the “continue to this website” link.

L f C X | M Certificate Error: Navigation... %

‘@ There is a problem with this website's security certificate.
N

The security certificate presented by this website was not jfsued by a trusted certificate authority.
The security certificate presented by this website was isgied for a different website's address.

Security certificate problems may indicate an attemyft to fool you or intercept any data you send to the server.

We recommend that you close this webpage and do not continue to this website.

& Click here to close this webpage.

I‘Q‘ Continue to this website (not recommended). I

& More information



» 3: 0Onthe Log in page of the Security Reporter you need to enter the
Username and Password.

M Security Reporter X

Username

Password




» 4: Your browser should open a pop up window that shows
“EVALUATION MODE — MAX DATA STORAGE 3 WEEKS”. To
continue go ahead and click the Change Evaluation Mode button.

M Server - Server Sfatus

Security Reporter

M-

Network ~ &) Help Logout

Server A Database -

Product Version:
Current Version: Web Filter and Repner 3.0.10.30

(& SR Status - Windows Internet Explorer !

CPU Load Averag {#4 hitpsitd
CPU states: 3.9%u
Memory: 4060660
Swap: 2097148k to

& Certificate error &

il EVALUATION MODE - MAXY DATA STORAGE 3 !

4311 | dbus WEEKS
26981 root
e e A —— .
L| Change Evaluation Mode [}
e ————
[ Jounted on

/dev/imapper/VG00-rootl
30393856

Idev/md0 fboot
tmpfs — — = — Mdev/shm
/devimapper/VG00-8eSiv
80700928 550220 80150708 1% lusrllocal/8e6
Idev/imapper/VG00-shadowlv
36682240 6638852 30043388 19% lusrflocalishadow
Idevimapper/VG00-backuplv
128911872 43488 128863428 1% /backup
Idev/imapper/NVG00-dblv1
172930560 152606716 20323844 89% /database/d1
NETSTAT

localhost.loc mysql localhost.lc 34237 ESTABLISHED  30258/mysqld
tcp 0 o lhost. in:mysql Ihost in:59375 ESTABLISHED  30258/mysqld
tcp 0 0 localhost.l in:33218 Ih in:mysql ESTABLISHED  S5176/fetchagent
tcp 0 0 lhost.k in:34248 Ihost. in:mysql ESTABLISHED  30413/scoresummary
tcp 0 0 localhost.loc in:mysql localhost.loc in:48372 ESTABLISHED  30258/mysqld
tcp 0 0 Ihost in:mysql Ihost in:48392 ESTABLISHED  30258/mysqid
tcp 0 0 localhost.I in:34237 localhost.loc in:mysql ESTABLISHED | 5178/lockout-manage
ten n n Ihnst | in-mv=al Ih in"33218 FSTARIISHFD  20258/mv=ald




» 5: On the activation page you will see a Hostname, IP and Mac Address.

Click on the “here” link to continue the activation process.

-
M hittps:// Jp\' Q Certificate error B & XH M Server - Server Status I [ Rk LT
== security Reporter M5
= = U F
Network ~ Server Database v &) Help Logout

Product Version:
Current Version: Web Filter and Reporter 3.0.10.30

Server Status

(2} Database Expirdtion - Windows Internet Explorer Ei_lﬂ

€ Certificate error ]

CPU Load Averages:
CPU states: 3.9%us, 1
Memory: 4060660k tof:
Swap: 2097148k total,

-_ Hostname: _
' P —
4311 dbus
Mac Address: _

26981 root

Please click here to activate your appliance.

Activation Code:

/devimapper/VG00-rootlv
30393856
I/dev/imd0

tmpfs i — — —
Idevimapper/VG00-8e6lv

80700928 550224 80150704 1% lusrilocali8e
/devimapper/\VVG00-shadowlv

36682240 6638852 30043388 19% lusr/local’shadow
/dev/mapper/NVG00-backuplv

128911872 4g44e 128863428 1% Ibackup
/dev/mapper/VG00-dblv1

172930560 152606716 20323844 89% Idatabase/d1

NETSTAT

Local Address Foreign Address PID/Program Name T

localhost.localdomain:mysql localhost.localdomain: 34237 ESTABLISHED | 30258/mysqld

tcp 0 0 localhost. in:mysql localhost.l in:59375 ESTABLISHED  30258/mysqld

tcp 0 0 localhost.localdomain:33218 localhost.localdomain:mysql ESTABLISHED | 5176/fetchagent

tcp 0 0 localhost. | in:34248 in:mysql ESTABLISHED  30413/scoresummary

tcp 0 0 localhost.localdomain:mysaql localhost.localdomain:48372 ESTABLISHED | 30258/mysqlid

tcp 0 0 localhost. in:mysql in:48392 ESTABLISHED  30258/mysqld

tcp 0 0 localhost.loc in:34237 localhost. in:mysql ESTABLISHED  5178/lockout-manage

ten n n Incalhnst I in°mvsal Incalh in33218 FSTARIISHFD  3N258/mv=ald i




> 6: At the M86 Activation page fill out all the required information and
the activation department will send you an activation code via email
within 2 business days.

0
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» T7: After receiving the Activation code copy and paste it in the
Activation Code section, and click Activate.

— E'l"@‘l"i@!%
e [ mnttpsir \ P~ § Certificateerror B & X ” M Server| Server Status X [ | il 3
security Reporter M5
Network v rver v Database v & Help Logout
Product Version:

Current Version: Web Filter and Reporter 3.0.10.30
Server Status

(& Dytabase Expiration - Windows Internet Exglorer El_lﬂ

CPU Load Averages:
CPU states: 3.9%us, 1
Memory: 4060660k tof; A 5 Page
Swap: 2097148k total,

IP:
4311 dbus 2

Mac AddreNs:
26981 root

Please clicR\nere to actijate your appliance.

m

Activation Code:
v
Idevimapper/VG00-rootlv =
‘ Activate
30393856
Idev/imd0
tmpfs 8 e — - —
Idevimapper/VG00-8e6liv
80700928 550224 80150704 1% lusrilocal/8es
Idevimapper/VG00-shadowiv
36682240 6638852 30043388 19% lusr/iocalshadow
Idevimapper/VG00-backuplv
128911872 43448 128863428 1% Ibackup
Idevimapper/VG00-dbiv1
172930560 152606716 20323344 89% Idatabase/d1
NETSTAT

1

localhost.lc in:mysql localhost.lc 34237 ESTABLISHED | 30258/mysqld
tcp 0 0 Ihost in:mysql I in:59375  ESTABLISHED  30258/mysgid
tcp 0 0 localhost.loc in:33218 localhost.loc in:mysql ESTABLISHED  5176/fetchagent
tcp 0 0 Ihost. in:34248 I in:mysql ESTABLISHED  30413/scoresummary
tep 0 0 localhost.loc in:mysgl localhost.loc in:48372 ESTABLISHED  30258/mysqld
tcp 0 0 Ihost. in:mysql ' in:48392 ESTABLISHED  30258/mysqgid
tep 0 0 localhost.loc in:34237 localhost.s in:mysgl ESTABLISHED  5178/lockout-manage
ten n n lhnst inmvsal s in"33218 FSTARIISHFD  3N258/mv=ald o

*Make sure not to enter any spaces before or after the activation code.



