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1. Background  

The IBM URL categorization engine in Finjan Vital Security categorizes 
approximately 20% of URLs with more than one category. 

This approach easily addresses the requirements of Web 2.0. 

The product currently features 68 categories. It would be impossible to 
map the Web closely to such a small number of categories.  

The following example provides two approaches designed to address this 
issue: 

There are several fine granular characteristics of a subject such as 
Weapon: 

 Pages about shooting clubs 

 Pages with military content 

 Pages on which to buy weapons 

 Pages with criminal backgrounds 

2. Methodology 

The first approach is to provide subcategories within a URL filter for each 
of these characteristics. 

The second approach is to represent this fine granularity by combining 
different categories. 

The disadvantage of the first approach is that there are, theoretically, an 
unlimited number of potential categories, which would make it necessary 
to update the static category list quite often. 

On the other hand, combining different categories (as is done in Finjan’s 
IBM URL categorization engine) results in the same fine granularity with 
much more flexibility. The following (IBM) category combinations 
represent the topical examples above: 

 Weapons/Military; Sports 

 Weapons/Military; Governmental Organizations 

 Weapons/Military; Shopping 

 Weapons/Military; Illegal Activities 

The downside of this approach is that URLs in multiple categories can be 
blocked, even if they are part of an allowed category. 

This will happen if the customer is working only with the standard URL 
Block Policy. 

For more general details on the behavior of the Security Policy, see 
Security Policies In-Depth. 

http://www.finjan.com/objects/manuals/9.2.0/Security%20Policies%20In-Depth-9.2.pdf
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3. Supported Solution 

To ensure that customers do not have a significant increase in helpdesk 
calls, Finjan suggests the following workaround. 

The normal setup with URL filter lists is a definition of the type of Web 
pages that are inappropriate based on company standards. Therefore, a 
policy with block-rules is normally used. 

To ensure that all approved Categories can be processed by a multiple 
category engine (such as IBM’s), the customer must whitelist all allowed 
categories before enabling the rule for blocked categories. 

This assures that all URLs that have multiple categories, one of which is 
blocked, are still allowed by the Allow rule before they can be blocked. 

All other engines still work if this rule is placed at the end of the Policy 
(see the following example). 

 

 

 

Note: The Allow rule must be defined for the outgoing direction (request 
phase) only. 
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3.1 Example of Allow Rule in Outgoing Direction 
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3.2 Example of Related General Block Rule 

 

 


