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This document describes how to forward IP addresses of client machines
whilst surfing the internet via a Squid Cache / Finjan NG combination.

This document only describes the required setting in the Squid Cache
configuration file and any necessary changes to be made to the NG appliances
settings.

This document does not describe how to configure Squid or any other part of
the Squid configuration. This document is for competent administrators of
Squid servers and of Finjan NG appliances.

To enable the IP addresses of client machines to be seen in the log window of
the NG appliance after being proxied forward by the Squid Cache.

It must be noted that Squid is an Open Source tool and does not support the
forwarding of NTLM credentials to another upstream device in proxy mode.
However NTLM credentials can be used in ICAP mode. Please be advised that
this configuration is not a supported by Finjan.

Please follow the instructions below.

= Editing the Squid Configuration:
1. Log into the Squid cache appliance and switch user to the “root” account
2. Edit the file: squid.conf using “vi” or a similar editor

3. Change the parameter for the X-Forwarded-For section to “forwarded for
on” (please see example 1 below, the relevant parameter is highlighted in
red)

4. Save the changes to the file.

Restart the squid proxy by using the relevant scripts: Example: -
[etc/init.d/squid restart

6. Edit the Finjan NG appliance to accept and use the “X-Forwarded-For”
headers - Please review Examples 2, 3 and 4 for explanations on how to
set different versions (8.4.3, 8.5.0 and 9.0).

7. Apply and commit the changes to the Finjan NG

8. Test the solution and check in the log window that the Squid Cache is
forwarding the IP address of the client machine.
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TAG: follow_x_forwarded_for

Allowing or Denying the X-Forwarded-For header to be followed to
find the original source of a request.

Requests may pass through a chain of several other proxies
before reaching us. The X-Forwarded-For header will contain a
comma-separated list of the IP addresses in the chain, with the
rightmost address being the most recent.

If a request reaches us from a source that is allowed by this
configuration item, then we consult the X-Forwarded-For header
to see where that host received the request from. If the
X-Forwarded-For header contains multiple addresses, and if
acl_uses_indirect_client is on, then we continue backtracking
until we reach an address for which we are not allowed to
follow the X-Forwarded-For header, or until we reach the first
address in the list. (If acl_uses_indirect_client is off, then

it's impossible to backtrack through more than one level of
X-Forwarded-For addresses.)

The end result of this process is an IP address that we will
refer to as the indirect client address. This address may

be treated as the client address for access control, delay

pools and logging, depending on the acl_uses_indirect_client,
delay_pool_uses_indirect_client and log_uses_indirect_client
options.

SECURITY CONSIDERATIONS:

Any host for which we follow the X-Forwarded-For header
can place incorrect information in the header, and Squid
will use the incorrect information as if it were the

source address of the request. This may enable remote
hosts to bypass any access control restrictions that are
based on the client's source addresses.

For example:

acl localhost src 127.0.0.1

acl my_other_proxy srcdomain .proxy.example.com
follow_x_forwarded_for allow localhost
follow_x_forwarded_for allow my_other_proxy

#Default:
forwarded_for on




finjan

LL Viial Securi] Forwarding IP Addresses

2.2 Example 2: NG 8.4.3 Settings

Navigate to Settings > Devices > HTTP and add “X-Forwarded-For” to the Read
User Identifiers Supplied by the Downstream Proxy.

[-5] Scanning Server SSL Returned Communication Next Proxy IP Address:
= 192.168.0.54

=] Log S5 Intes
og_ EIVEr e Mote: If there is no direct Internet access, in order to perform prefetching of Java classes for Applet scannir
Device Control client white list.

% FTP Over HTTP

Always try FTP Passive Mode Connection to Server: [+

SSL Returned Communication Mext Proxy Port:

;prme”ﬁaﬁon HTTP Request Headers

e it r Header Name Value / Source Header Action
[ Add |[ Delete |

HTTP Response Headers
"  Header Name Value / Source Header Action
Add |[ Delete |

Header to Read IP from: [X-Forwarded-For

Get User Hame from Header Field: | |

Click the apply button and then commit the changes.
Check log window after test

[ Filter Il Field Selection Il View Manager I Settings I Log Cleanup |

View: Finjan Default View

u 02.168. e/ nationwi 0.uk/_stylesheets/headers/import.css inance an

u 92.168. e fwww.nationwide. co.uk/_stylesheets/headers/basic.css inance and Investmen
u 92.168.0.. Tt/ fwww.nationwi 0.uk/_stylesheets/headers/print.css inance ant

& hittps fwww.nationwide.co.uk/favicon/ favicon. ico inance and Investment
u \EtD:/ fwwWw.nationwide. co. uk/default.htm nance an

u 2.168.0.21 |http:/ /www. 0.uk Finance and

u 51 ttp: aq rum/data. gif?D T=18wp=28rt=UERRC=1cc6b-372ef-887b7 cFinance an

u 51 ttp:/fnew.egg.comycom. liHybrid/ehp_csh_emm, e an

u 236! 51 ttp://new.eqq.com/com.eqa/images/ ig: 1/ 8x9.qf nance an

u Nov :36:08 2007 92.168.0.51 ttp://new.egg.comy/com. yraccts.gif nance an

u Nov :36:08 2007 92.168.0.51 ttp://new.eqq.comy/com.eqq/images/Navigation/CN_Eqg dinv.gif nance an

u Nov :. 02.168.0.51 ttp://new.egg.com/com. ion/CH_Eggl gif nance an

u Nov 92.168.0.51 ttp://new.egg.comy/com.. tPicker/ehpp_frb_nov2007.gif inance and Investment
u Nov 92.168.0.51 h 2gg.com/com. tPicker/ehp_GEB3Years.gif Finance an:

u Nov 92.168.0.51 ttp://new.egg.comycom.. D: p_cardi4monthi.gif inance and Investmen!

EOEE £3 | Totl records: 207
_—
Transaction

Transaction 1D '5DBOESDE-0003-0036-BBBO-0000000000CC Transaction Time Thu Nov 22 13:40:15 2007

URL: http:/ Awww nationwide co.uk

Protocol HTTP

User

NG User Name : Unknown Users Client |P Address : 192.168.0.21

Authenticated User Name : Authenticated Domain

Policy Enforcement

Action ¥-Ray Mods No

Policy Set Name : Corp_Default

Block Reason

Rule Name Rule Comment

2.3 Example 3: NG 8.5.0 Settings

Navigate to Lists > List Management > Header Fields > Pre Authenticated Headers
and Create a new header field “Squid”. Add an entry in the Pre Authenticated
Header IP address: “X-Forwarded-For” and click the Basic Authenticated header
from downstream proxy.
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( List Management )
hef

[ Active Content List
(] Authentication Cluster
("] Content Size

[#-{] Destination Port Range
[

[

|Squid
Pre Authenticated Header IP Address: [X-Forwarded-For
Pre Authenticated Domain/User:

(als [ |

+-{"] Digital Certificates

-{_] File Extensions

== Header Fields

() Content-Disposition Exe:
-] Exdude by Headers
-] Firefox L.x

-] Firefox 2.x

-] Media Players

-] Netscape 7.x

] Older and Unsafe Brows

' Basic Authenticated header from di

("] IP Range
5] Pre Authenticated Headers

Apply all changes in this page and then navigate to Polices > Identification and then
add an entry “X-Forward-For” then edit the Identification policy and change the
action to “Identify by Headers” and choose the created “Pre Authentication
Headers” to Squid. Change the rule name to reflect its status.

(g Fomardetrorhender (3 oy 1[92
I RE Policy Details | Rules |
gmw No. Sttu§ Rul Name Engines
éa\.ogmg 1 e quid X-Forwarded-For
8 f::j;zm action Rule Editor
8 t"gu'}::x:‘:?x Name: |5quid X-Forwarded-For | Active ™ X-Ray
[—:l-{j—:uden:gﬁ::;n VEEEAIH|| =
8 ;‘:‘:"w"‘z":‘;‘mm ‘ Authentication Methods
) Read Headers

-] Source IP Only Pre Authenticated Headers | Squid =

-{ ) X-Forwarded-For hez
B9 Identification Logging

] Corp_ID_logging

#+_) Identification Logging Pc

Conditions I

Destination Port Range
Header Fields

IP Range

URL Lists

[ 0000000 ok [ cncel [ eopy |
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Navigate to Settings > Devices > Authentication and select the “X-Forwarded-
Header Identification that you have created in the previous step. Apply and commit
all changes.

( Content Processors \( System W( Devices W( Miscellaneous W( Defaults Wr’ Updates W( Administration w

i e e

nilication Configuration

B-E Devi
Svices dentification Policy: | ¥-Forwarded-For header identification
E| El]_'l Log Server
=0 192.168.0.8 Identification Logging Policy: | Idenfification Cogging Policy =l
) Part of Authentication Cluster: | Default Cluster E“
= Authentication Retention Methods
% Policy Server
Q 192.168.0.8  No Retention
Report Server
ToE o« : i i
=@ 19216808 * IP Caching Timeout: Hours/minutes
=-E4 Scanning Server € Cookie Use encryption 7 Persistent I”  Timeout: |01 : 0o [5] Hours/minutes
8 o T e e |
Device Control
HTTP Warning! Enabling this feature decreases security.
HTTPS Enable Challenge Token reuse: r
Proxy Random Challenge Token reuse number: D
1cap Challenge Token lifetime (in seconds):

TP Authentication Domains

[¥ Use All Active Authentication Servers

Apply and commit all changes.
Check log window after test.

| Filter | | Field Selection | | View Manager | | Settings | |
View: Finjan Default View
Web Log [E3] Nov 22 2007 B3]

Transaction Time Action Client IP Addre: |URL URL Category (SurfControl) |Anti-Vir

Thu Nov 22 14:38:35 2007Block 192.168.0.21 |http://www.facebook.com/favicon.ico Personals and Dating

Thu Nov 22 14:38:35 2007 Block 192.168.0.21  http://www.facebook.com Personals and Dating

Thu Nov 22 14:38:19 2007 192.168.0.21 ittp:/fwww.thc.comyfavicon.ico Drugs, Alcohol and Tobacco

Thu Nov 22 14:38:19 2007 192.168.0.21 ttp:/fwww.thc.com/bong.mov Drugs, Alcohol and Tobacco

Thu Nov 22 14:38:18 2007 192.168.0.21  |http://www.thc.com Drugs, Alcohol and Tobacco

Thu Nov 22 14:38:02 2007  Block 192.168.0.21 ittp:/fwww.faceparty.com/favicon.ico Personals and Dating

Thu Nov 22 14:38:02 2007  Block 192.168.0.21  http://www.faceparty.com Personals and Dating

Thu Nov 22 14:33:28 2007 192.168.0.51  http://sb.google.com/safebrowsing/update?client=navclient-auto-ffox&apSearch Engines

Thu Nov 22 14:30:10 2007  Block 192.168.0.51  |http:/fwww.myspace.comyfavicon.ico Personals and Dating

nl hlaii 20 142010 9007 Black 100 18801 STy e e nd Do

4

WEOmEE P 4] T ¢
s

Transaction
Transaction 1D - CEBOEZCE-0003-0008-5BB0-00000000052D Transaction Time :
URL : hitp://www facebook com/favicon ico
Protocal : HTTP
User
Vital Security User Name Unknown Users Cliertt IP Address
Autherticated User Name : Autherticated Domain :
Policy Enforcement
Action : Block ¥-Ray Mode :
Security Policy Name Com_Security
HTTPS Policy Name :
Identffication Policy Name : X-Forwarded-For header identification
Block Reason : Forbidden URL. URL Category is Personals and Dating
The ID of the transaction is CES0E2CE.
Security Rule Name Block Access to High-Risk Site Categories (SurfContral) Security Rule Description :
HTTPS Rule Name
Identication Rule Name :
Idertficatinn Statis - Suereeded
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2.4 Example 4: NG 9.x Settings

Policies > Condition Settings > Pre Authenticated Headers and Create a new header
field “Squid”. Add an entry in the Pre Authenticated Header IP address: “X-
Forwarded-For” and click the Basic Authenticated header from downstream proxy.

Users | Polides | LogsandReports | Administration | Help
E & @

=l |New Component|

Name: 3quid

Forwarded User Credenti

Pre Authenticated Header IP Address:

[X-Forwarded-For

Pre Authenticated Domain/User:

*  Basic Authenticated header from downstream proxy

“ Custnn':|

Apply all changes in this page and then navigate to Polices > Identification and then
add an entry “X-Forward-For” then edit the Identification policy and change the
action to “Identify by Headers” and choose the created “Pre Authentication
Headers” to Squid. Change the rule name to reflect its status.

Users | Policies ogsandReports | Administration | Help

E & ¥
Identification 1.5quid X-Forwarded_For

[ @ Polidies
& Authentication
& Get User Credentials
& Read Headers Description:
& Source IP Only
= & Squid X-Forward-For

$+[1._ Squid X-Forwarded_For]

Rule Name: [Sauid X-Forwarded_For

— ¥ Enable Rule

Action: IIdenhf-; by headers =l

Pre Authenticated id =
Headers: |Squ| _I

Navigate to Administration > System Settings > Finjan Devices, Select the scanner
and then go to the Authentication section and select the “X-Forwarded-Header
Identification that you have created in the previous step. Apply and commit all
changes.
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Authenti

E] & Devices
1l Device Default Values
[ 192.168.0.73

B Log server
= B scanning Server

Device IP: 192.168.0.73

Configuration I Advanced I Domain |

B+ General

B¢ HTTP Identification Policy: ISand X-ForwardFar ;l
Authenticatio

; n Identification Logging Policy: IIdentiﬁcat\on Leagging Policy ;I
ICAP

B 1P Part of Authentication Cluster: | Defauit Cluster =1

B weee

8= HTTPS Authentication Retention Methods

B Policy Server © No Retention

1P Caching
Timeout: seconds

& Cookie

F use encryption [T Persistent Timeou

Apply and commit all changes.

Check log window after test.

Time Period: s = Profile;  [Fryn Default view - Admin Group: Super Adninstrators -
Find Transaction ID: |
Transaction Time | AnkiVirus (Kaspersky) | Anti Virus —. | Ant Virus . Client P | Protocol
Ittp:static.cache |.goog piishvshavar_s_J3521-39630;3852... |008-12-24 12:19:20.0 192.1680.21 _|HTTP
Ittpfstoti.cache |.goock o E 139%... | 2008-12-2¢ 12:39:20.0 192.168021 _|re
Ittp:fstob.cache |gooo phish-shavar s_32801-32940;3280. . [2008-12:2¢ 12:19:18.0 192168021 |rrP
Itp:/fsatic.cache J.googk o o ,3920... [006-122+ 12.15:15.0 152.168.0.21__|FTTP
Inttpfnen =gg.com Vign s vign win _utis 35 2008-12:24 12:39:13.0 192168021 |hre
Intto:finen. b 2008-12:24 12:19:13.0 192168021 |Are
ttpifinen. g vign core.css 2005-12:24 12:19:130 152.168021 [P
Inttp e =gg.com Vign cssfsky.css 2006-12:24 12:19:130 192168021 |hre
ttp:/iner pisitor/0, 3 _L1060—View 819,00 html 2008-12:24 12:19:120 192168021 |Are
El negg 2006-12:24 12:19:120 192168021 [P
B 2006-12-24 12:19:10.0 192168021 |rre

@1 Certificate Errar

Details Fiforhelp | Close Window

e Request

e Response Transaction . .Usa I

 Policy Enforcement | Content | Scanning Server "|

Action:
X-Ray Mode: M
Security Policy Name: Tonys Test Policy

HTTPS Policy Name:

Identification Policy Name: Squid X-Forward-For
Block Reason:

Security Rule Name:

Security Rule Description:
HTTPS Rule Name:

Identification Rule Name: Squid X-Forwarded_For
Identification Status: Succeeded
.. .
powered by f“‘.lan

Done l_l_l_l_l_l_’_r Inkernet @‘g 100% ~ 2




