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The Vital Security NG Appliance series supports an Active and a Standby
Policy Server topology to avoid an administrative single point of failure in
the system and to enable continuous operation at all times. This service is
known as the High Availability Policy Server (HA-PS).

Although not an essential component during the ongoing scanning
process, the Policy Server is a single point of failure in the Vital Security
deployment. If a problem arises and the Policy Server is not functional,
then the system cannot receive updates, the administrator can not
manage the system, logging information may be lost and if configured as
such — scanning may stop. In addition, it may be required to turn off the
Policy Server for scheduled maintenance. Therefore, having a second
Policy Server as a failover which can take control in case of failure is
required in most medium and large enterprises.

This document describes the HA-PS solution, from configuration to
synchronization and switching between the two Policy Servers. In addition,
several use cases are documented.

Both Policy Servers-Active and Standby- are dedicated appliances serving
this single role, i.e. neither can be defined as an All in One. Administrators
use the Active Policy Server for administration and configuration
purposes; with a Standby machine that they can switch over to in cases of
system maintenance, system failure, partial rollback etc.

The HA-PS is based on two main procedures: synchronization between
the two Policy Servers and the switch-over mechanism between them.

The synchronization process is based on a combination of automatic,
scheduled and manual processes, sent from the Active Policy Server to
the Standby Policy Server, according to the administrator’s definition. This
ensures that both Policy Servers are kept up to date with the same
settings and configuration such that when a switch-over is performed, the
Standby Policy Server can act as a full backup, and system operation can
continue as usual.

Both Policy Servers must have the same OS before any other manual
configuration or synchronization can take place. The administrator can
define that once installed; the OS version will be automatically installed on
the Standby Policy Server as well. However, this is not the recommended
configuration as keeping the Standby Policy Server isolated from
automatic OS updates can be useful in other scenarios (See Use Case
scenarios). For example, it enables fail-safe operation by allowing the
administrator to check and validate OS updates on the Active PS first,
whilst keeping the Standby Policy Server operating as a backup in the
meantime.

The system provides the administrator with a mechanism to manually
synchronize the two Policy Servers. This process will synchronize the OS
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version (if needed), and synchronize the configuration parameters from
the Active Policy Server to the Standby Policy Server.

The second procedure in the HA-PS is the switch-over between the two
Policy Servers. The switch-over is performed manually by the
administrator, in one of the following ways:

¢ Switching from the Active Policy Server Management Console — this is
useful in maintenance scenarios, where the Active Policy Server is still
functioning.

¢ Switching from the Standby Policy Server - this is useful in failure
scenarios, where the Active Policy Server is not functioning.

The following network layout describes a typical installation of a system
that works with an Active-Standby Policy Server topology.

Internet "1]
>
I "'
e |
- -~ i
- ~ NG-5080:
_NGE300: - s Active Policy Serdgr
i “Load Halancer - £ :

é‘b

Vd 4 i Sym:h:ranlze

NG-5100: NG-5100: NG-5100:
Scanning Server Scanning Server Scanning Server

NG-5080:
Standby Policy Server

Figure 1: High Availability Topology
The following procedures are detailed below:
Configuring a Standby Policy Server

Changing Policy Server Mode

Restarting the Active/Standby Policy Server

This section describes how to add a Standby Policy Server to an existing
deployment that uses a single Policy Server.

= To install the Standby Policy Server:
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1. On adedicated appliance, install the same VSOS that is used by the
current Policy Server.

2. Using the Limited Shell setup commands, define this appliance as a
Policy Server. (Do not configure it as an All in One)

= To add the Policy Server:

1. In the Management Console of the Active Policy Server, navigate to
Administration = System Settings = Finjan Devices - IP Address ->
Policy Server - High Availability.

2. Click Edit and check Enable High Availability Policy Server and
define the Standby Policy Server IP. For example, 10.194.90.133

9 ¥
/ NOTE: Make sure to keep a note of the IP address handy.

- ¥ Enable High Availability Policy Server

Eonﬁguratinn l Smdrﬂzaﬁ;.|

Standby Policy Server IP: [10 . 194 . 90 . 133
Last Switch Time: Tue Apr 08 12:02:07
VS05 Update
|7|_ Automatically update Standby Policy Server after V505 Update on Active Policy Server

Figure 2: High Availability Policy Server

3. Leave the checkbox in the VSOS Update section unselected for the
time being. When selected, it automatically sends a new VSOS Update
to the Standby Policy Server after it has been installed on the Active
Policy Server.

4. Select the required values in the Scheduled Synchronization section.

N
5. Click Save and click
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3.3 Manual Synchronization

At any time, you can choose to send the Policy Server configuration
settings from the Active Policy Server to the Standby Policy Server.

= To perform manual synchronization:

1. Inthe Active Policy Server Management Console, navigate to
Administration - System Settings - Finjan Devices - IP Address -
Policy Server - High Availability.

2. Right-click on the High Availability and click Synchronize now. The
settings are sent from the Active Policy Server to the Standby Policy
Server.

Finjan Devices

=] @ Devices
9 Device Default Values
= & 10.194.90.133
B authentication Device
# B Log Server
= B rolicy Server
Bs v505 Updates

B+ [High Availability

* i 1]
El & 10.194.90,13{ " Switch Now

# B Scanning S @ Synchronize Now

Figure 3: Synchronize Now

Check in the System Log that this was successful.

Profile: |Finjar1 Default View ;I
Find Log ID:
m
2008-05-04 15:02:52.0 10,194.90. 135 The Log Handler was automatically restarted.
1027 2008-05-04 15:02:49.0 10,194.90.136 The Log Handler is no longer active. It will be automatically restarted.
1026 2008-05-04 15:02:48.0 10,194.90.136 Update configuration completed successfully.
1025 |2008-05-04 14:58:11.0 10.194.90.135  <JSynchronization with the Standby Policy Server succeeded, >
1024 2008-05-04 14:57:29.0 10,194.90.136 Synchronization with the Standby Policy Server started.
1023 2008-05-04 14:55:38.0 10.194.90. 136 The Log Handler was automatically restarted.
1022 2008-05-04 03:59:44.0 10,194,590.139 Update configuration completed successfully.
1021 2008-05-04 14:55:36.0 10.194.90. 136 The Log Handler is no longer active. It will be automatically restarted.
1018 2008-05-04 14:55:34.0 10,194.90.136 Update configuration completed successfully.
1017 20058-05-04 14:59:42.0 10,194.90.133 Update configuration completed successfully.
1016 2008-05-04 14:53:54.0 10,194.50.133 The Log Handler was automatically restarted.

Figure 4: System Logs - Synchronization Successful

In the Synchronization tab, the Last Synchronization Time will display
the current time after pressing refresh.
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— [ Enable High Availability Policy Server

| Configuration i -Synmrunizaﬁun |

[¥ Scheduled Synchronization

@ Rundailyat | 15:14
" Runevery: |10 hours

Last Synchronization Time: Sun May 04 14:57:

Figure 5: Last Synchronization Time - Updated

Finjan recommends setting the Policy Server synchronization to be run
nightly during off-hours, e.g. 2.00 am. Doing so will mean having an
updated system in a daily granularity, so that the administrator will always
have a backup of the latest configuration from the previous day.
Alternatively, synchronization can be scheduled to run every few hours,
which would provide you with more up-to-date configuration settings.

= To perform scheduled synchronization:

1. Inthe Active Policy Server Management Console, navigate to
Administration - System Settings - Finjan Devices - IP Address -
Policy Server - High Availability.

2. In the Synchronization tab, click Edit and ensure that Enable High
Availability Policy Server is selected.

3. Select the Scheduled Synchronization checkbox.
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- ¥ Enable High Availability Policy Server

'.Emﬁgwatim .1 Synchronization |
o = | L

V¥ sScheduled Synchronization

* Rundailyat: | 02:00

" Runevery: |iC | hours

Last Synchronization Time: Sun May 04 14:57:3(

Figure 6: Synchronization tab

4. Select either to run the scheduled synchronization daily at a specific
hour, or choose to run it every number of hours.

\_’
5. Click Save and click

You can switch over from the Active Policy Server to the Standby Policy
Server — or vice versa through the Management Console. The switch-over
from Active to Standby is a manual procedure.

= To switch from an Active to a Standby Policy Server:

1. Inthe Active Policy Server Management Console, navigate to
Administration > System Settings - Finjan Devices - IP Address -
Policy Server - High Availability.

2. Ensure High Availability is enabled and a Standby Policy Server is
defined.

3. Inthe left tree, right-click on High Availability and click Switch Now.
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Finjan Devices

[=] & Devices
= ¥ Device Default Values
# B Device General Settings
= B Device Settings
[ General
e HTTP
% Authentication
i ICAP
e FTP
i wcep
% HTTPS
= [ 10.194.90.138
B authentication Device
B Logserver

= B Ppolicy Server *:LW_/}

B vS0S Updat) o e o
B [High Availiwmeyr—————

[ 10.194.90.139

Figure 7: Switch Now

The following confirmation message will appear.

Windows Internet Explorer B il

‘{) Click ©OF to be redirected ko the Active Policy Server, IF wou get no response, click Refresh in wour browser after a
“

Few minutes wait.
(0]'4 I Cancel

Figure 8: Confirmation Message - Switch Now

4. Click OK. The following message appears.

Windows Internet Explorer . il

': Falicy Server switching-ower process has finished. You must click Yes in the meszage that asks ywou if you want to

close this window,
Close and re-open your browser and link ta 10,194,90,133

Figure 9: Switch-Over Complete

5. Click OK. The following message appears.
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Windows Internet Explorer i ll

P ) The webpage you are wiewing is trying to close the tab,
-

Do wou wank ko close Ehis tab?

Yes Mo

Figure 10: Close Tab - Click Yes
6. Click Yes.

7. To enter the new Active Policy Server, you need to relog in with the
new IP address.

If you attempt to login to the Standby Policy Server at any stage, you
will see this screen.

his Policy Server is currently working in Standby Mode.
hck to be redirected to the Active Policy Server.

VitalwSecuri ty

& Copyright 1996 - 2007 Finj
Patent Nos, 60921594, 6154
6965968 and 7058822

Figure 11: Redirect Screen

Click on the link to be automatically redirected to the other Policy
Server which is now working in Active Mode.

4. Changing Policy Server Mode

You can also switch the Policy Server’s mode on its own from Active to
Standby or vice versa. If you switch an Active Policy Server to become a
Standby Policy Server in a High Availability configuration, both Policy
Servers will work in Standby Mode, until you change the other Policy
Server through the Limited Shell.
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However, if you switch a Standby Policy Server to become an Active
Policy Server, the other Policy Server, previously Active, will be forced into
Standby mode. In other words, the system will not allow two Policy
Servers to be working in Active mode at the same time.

= To change the mode of an Active Policy Server:

1. Inthe Management Console, ensure that the High Availability Policy
Server feature is enabled and a Standby Policy Server has been
defined.

In the Limited Shell, enter the config psha command.

In the menu that appears, choose 2 Switch to Standby/Active.

j*lﬂJ94SDJ33-PuTT?

- Standbhy
- M10.194.90.,136"

= Active

- "10.194.90.136"

Figure 13: Limited Shell - config_psha command Active Status

j NOTE: If the current status is Active — then option number

2 will read Switch to Standby and vice versa

In cases of failure, there may be times when Finjan Support will ask you to
restart the Policy Server as either Active or Standby — depending on its
current status.

ﬁ WARNING: Do not perform this action without consulting
Finjan Support.

= To restart the Policy Server

1. In the Limited Shell, enter the config psha command.
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2. Select option 1 Restart as Active/Standby (see Figure 12: Limited Shell
- config_psha command Standby status)
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The High Availability Policy Server topology can be used for the following
cases:

+ Maintenance Switch Over: When performing critical maintenance work
on the Active Policy Server, the Standby Policy Server acts as an
alternative server and the administrator can switch over to it at any
time to continue management tasks.

¢ Active Policy Server Failure: When the Active Policy Server
encounters a failure of any kind (software, hardware or network), the
administrator can switch-over to the Standby Policy Server thus
guaranteeing lossless operation.

+ Partial Rollback: The Standby Policy Server can act as a live backup
for Policy Server settings and configuration. In situations, where the
Standby Policy Server is not frequently synchronized, or is only
manually synchronized, the Standby Policy Server can be used as a
backup for “last known configuration”. In such cases, operational
changes on the Active Policy Server can be rolled-back by simply
switching over to the Standby Policy Server.

¢+ VSOS Updates: Vital Security Operating System (VSOS) Updates can
be installed and tested on one Policy Server and several Scanning
Servers, and once proven capable, can be synchronized with both
Policy Servers. Note that VSOS Updates only refers to Major Software
Releases. Maintenance Updates (including Hot Fixes) and Security
Updates can only be installed using Manual or Scheduled
Synchronization.

Page 11 Finjan proprietary and confidential



finjan

securing your web High Availability Policy Server

When performing intensive and critical maintenance work on a Policy
Server, it is recommended to work on a Standby Policy Server and only
then to switch over. To perform a switch-over for Maintenance reasons, it
is recommended to manually synchronize the two Policy Servers and then
to switch over.

= To perform a maintenance switch-over:

1. Inthe Active Policy Server Management Console, navigate to
Administration - System Settings - Finjan Devices - IP Address -
Policy Server - High Availability. Ensure that High Availability is
enabled and a Standby Policy Server is defined.

Right-click on High Availability and click Synchronize now.

3. The settings are sent from the Active Policy Server to the Standby
Policy Server. Check in the System Log that the synchronization was
carried out successfully. In addition, the Last Synchronization Time
should display the current time.

4. Next, carry out the Switch-Over process as documented in_Switch-over

In a situation where there is a Policy Server malfunction or failure (due to
electricity outage, hardware failure, software problem, etc.), if a Standby
Policy Server appliance is in place, the administrator can continue working
and performing system management and configuration after applying an
easy switch-over to the attached Standby Policy Server.

If the Active Policy Server fails, the first recommended course of action is
to try and resolve the cause of the failure. If the problem cannot be
resolved with immediate action (e.g. restarting the machine, checking the
network connectivity, etc.), it is recommended to switch roles between the
Active and Standby Policy Server.

When switching roles between the Active and Standby Policy Servers, the
Standby Policy Server is promoted to an Active Policy Server, and the
Active is demoted to a Standby. The system will not allow two Policy
Servers that are connected in Active/Standby to behave together as an
Active Policy Server. It is possible however to have both Policy Servers
declared as Standby Policy Servers. This should be considered as a
temporary topology that needs to be changed manually by the
administrator.

= To switch the role of a Standby Policy Server:

1. In the Limited Shell of the Standby Policy Server, use the
config psha command to switch the role to Active.
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2. The Standby Policy Server will now restart as an Active Policy Server.
The other Policy Server will be forced into a Standby position, if it isn’t
already.

/ NOTE: The same procedure can be carried out for an
Active Policy Server but with one crucial difference.
When you configure it to become a Standby, the
other Policy Server will NOT automatically become
an Active Policy Server. You will need to access the
Limited Shell of the other Policy Server and use the
config_psha command to switch it to Active.

Once the problem in the original Active Policy Server has been resolved,
the administrator can use the same procedure to perform a failback and
switch over the roles between the Policy Servers. This is not mandatory,
and can be decided by the administrator based on the organization’s
policy, network rules and other considerations.

The High Availability Policy Server configuration can be used to return to a
previous Policy Server configuration, in cases where the configuration on
the Active Policy server has been damaged or configured with wrong
values. Before switching the role between Active and Standby Policy
Servers, it is recommended to check in the Log View for the last
synchronization time. If the time of the last synchronization holds the
required configuration, you can perform a switch-over to the Standby
Policy Server which has the older configuration settings.

You can then perform a manual synchronization and switch back again.

To switch roles between the Active and Standby Policy Servers, follow the
Switch-over procedure.

Finjan recommends testing a new Software Version on the Active Policy
Server before applying it on the Standby Server, so that a switch-over can
be performed in the case of a failure. It is also possible to update only
selected scanning servers and when such updates succeed, gradually
update other scanning servers until the whole system is set up.

"= NOTE: All the Scanning Servers will update automatically
to the new Software Version if you do not select the
VSOS Updates option.
In addition — there is no way to reverse a Scanning
Server to a previous version.
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=

This procedure helps to reduce possible negative effects and system
downtime. For further information, refer to the Management Console
Reference Guide, Scanning Server VSOS Updates.

To test a VSOS Update on the Active Policy Server:

1. Inthe Active Policy Management Console, verify that the VSOS
Update checkbox is unchecked.

— ¥ Enable High Availability Policy Server
[ .ﬁ:nnﬁguratinn- 'l Synd}rmizat-im- ]

Standby Policy Server IP: | 10 - 194 . 90 . 135
Last Switch Time: Mon May 05 11:01:00

—WVs0s Update

!C E ;Jtomaﬁcally update Standby Policy Server after YS0S Update on Active Policy Server

=

Figure 14: VSOS Update unchecked

2. Install the VSOS update from the update site, or use an offline VSOS
update.

3. Once updated, perform various sanity tests on your Scanning Servers
to ensure that the system is working correctly.

Once you have determined that the VSOS Update works as required, you
need to perform Manual Synchronization. The synchronization procedure
will prompt you to update the VSOS of the Standby Policy Server before
carrying out the synchronization.

To perform manual synchronization:

1. Inthe Active Policy Server Management Console, navigate to
Administration - System Settings - Finjan Devices - IP Address >
Policy Server - High Availability.

2. You will see a message in red next to the Standby Policy Server IP
address indicating that its VSOS (Software Version) is not compatible
with the VSOS you installed on the Active Policy Server.

3. Click Synchronize Now.
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Microsoft Internet Explorer x|
Standby Policy Server W30S is lower than that of the Active Policy Server,
- The svnchronization process will send the Y503 from the Ackive Policy Server ko the Standby Policy Server,

Please press QK ko continue,

(] 4 I Zancel

Figure 15: Different VSOS Alert

4. You will be asked to confirm that you are updating the VSOS of the
Standby Policy Server. Click OK.

5. The settings are sent from the Active Policy Server to the Standby
Policy Server. This may take several minutes. Check in the System
Log that this was successful.

6. Press refresh in your browser to display the updated Last

Synchronization Time. The red error message will disappear from the
screen
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