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Cisco Security Monitoring, Analysis, and Response System (MARS) can be
configured to view Finjan’s Vital Security Syslog messages. This allows
MARS administrators to view log information and monitor Vital Security
events on a MARS appliance.

Viewing Vital Security events is enabled by manually configuring Vital
Security to send logs via Syslog messages to the MARS appliance. The MARS
appliance can then be configured to receive these Syslog messages and send
them to a specific Vital Security category within the appliance.

£ NOTE: This document was written based on Cisco Security MARS
4.2.5 and Vital Security 8.4.3.

The following procedure will set up Vital Security to send Syslog files to the
MARS appliance.
= To configure Vital Security to send Syslog files:
1. Inthe Vital Security Management Console, navigate to the Policies tab.
2. Select the Logging Block and Coach logging policy and click on the
Duplicate icon LE
Call your new policy Log to Syslog.
In your new policy, click on Web to display the rules.
Double-click on the Log all blocked transactions rule.

o 0~ w

In the Logging Actions, select the Send to Syslog option.
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Modify Rule

Rule Name:  Log al blocked transactions | ¥ active
Comment: n
L]
- 7
Actians
Logging Action
Conditions ¥ Send to archive
Active Conte ¥ Send to log
- TOrs
3 v Profie (Binary) ¥ Send to report
B v Profile (Script) =
Content Size i
Digital Certificates
Direction
File: Extersions
Header Fields
™
Parent Archive Typs
Protocod
Sponfed Contert
Static Content List
Tlrm:- Frame -
| [ ok [ Cancel ][ Apok |
7. Next, navigate to Settings - Devices - Log Server - Log Properties. In
the Syslog options, enter the IP address of the MARS appliance in the
Primary field. For example: 192.168.120.13. In the Facility Mode, choose
localO.
D | ———
| R A ¥ system Logs
= 5 Devices W Archive
=] %Lc«] Seryer
=3 192.168.120.30 Relay Scheduling
Device Contral ;
Loq Prepertiel Device IP Secured
= EyLogRelay F 192.168.12030 T
& 192.168.120.30
5 &g Poley server

w0 192.168.120.30

= %R St e Syslog Options Facility Mode
Eﬁha 192.168,120.30 [ Prmary |192 .168 .120 .13 | locaD =
[=1-=3 Scanning Server - 3 -
& O 192.168.120.30 Liceoopceeej0 .0 .0 .0

Ll [»]

8. Click Apply and the Commit Changes icon. Vital Security is now set up
to send logs to the MARS appliance.
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The next stage is to configure the Cisco MARS appliance. The first procedure
involves defining the Device Type. This enables you to view Syslog messages.
The second procedure involves setting up the correct Log Template which
allows you to categorize the Syslog messages.

= To configure the MARS appliance to accept Vital Security Syslog
messages:

1. Inthe MARS appliance, click on Admin and then click on Security and
Monitor Devices.

Cisco SysTEMS

|SUMMAI!!‘ " INCIDENTS || QUERY / REPORTS ” RULES ” MANAGEMENIG]ADMIN D‘IEIP l

System Setup || System Maintenance || User Management || System Parameters || Custom Setup || Jul 4, 2007 2:59:09 PM IDT |
@ ADMIN | C8-MARS Standalone: pnmars v4.2 Login: Administrator (pnadmin) :: 2| Activa

CS-MARS Setup

Configuration Infarmation

MNetworks for Dynamic Vulnerability Scanning { optional )

Device Configuration and Discovery Information

Security and Monitor Devices

NetFlow Config Info { optional

In the Security and Monitoring Information screen, click on Add.

In the Device Type drop-down field, choose Finjan Vital Security 8.4.3-
31. Fill out the three fields as follows:

Device Name: <device hostname> e.g. h30

Reporting IP: <Vital Security appliance IP>e.g.192.168.120.30
Reporting Method: Syslog

Next, click on Submit.
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Cisco SYSTEMS

‘SUMMAR\' || INCIDENTS ||QUERY / REPORTS H RULES H MANAGEMENT || ADMIN || HELP |

| System Setup H System Maintenance H User Management || System Parameters || Custom Setup H Jul 4, 2007 3:00:15 PM IDT ‘
8 ADMIN | CS-MARS Standalone: pnmars v4.2 Login: Administrator (pnadmin} :: i

Mate:
1. Enter the reporting IP {the IP address where events originated from) to ensure that the system processes the events.
2, * denotes a required field,

Device Type: Iijan Vital Security 8.4.3-31 =l
= "Device Name:

-+ *Reporting Method: ISYSLOG -

Verify that the Cisco Security MARS appliance is receiving the Vital Security
Syslog messages as follows.

= To view Syslog messages in Security MARS:
1. Navigate to Query/Reports and click Edit.

2. Inthe Result Format field, choose All Matching Event Raw Messages
from the drop-down list.

3. Select the Real Time check box and make sure that Raw Events is
selected.

4. Click Apply. Next, click Submit. The following is an example of the
Syslog messages that will be displayed.

Query Results

|Event ID ‘Event Type Time Reporting Device Raw Message

PM IDT Transaction ID: 111843F1-0005-781E-ERRO-0000000000B0; Client IP: 10,194 .5,95;
URL: http:/fwww . hotbar.com; Block reason: Access Denied! The requested URL is a
Spyware site,
The 10 of the transaction is 111843F1,

207679 Sppware Site @ Jul 16, 2007 2:25:43  h30 =134 >: Vital Security Web Event - Transaction time: 07/16/2007 14:24:46;
PM IDT Transaction ID: 732043F2-0005-781E-ERBO-0000000000B1; Client IP: 10,194 .5,95;
URL: http:/fwww. hotbar.com; Block reason: Access Denied! The requested URL is a
Spyware site,
The 10 of the transaction is 732043F2,

207650 Spyware Site @ Jul 16, 2007 2:25:43 K30 =134 >; Vital Security Web Event - Transaction time: 07/16/2007 14:24:47;
PM IDT Transaction ID: 949043F2-0005-781E-ERBBO-0000000000B4; Client IP: 10,194 .5,95;
URL: http:/fwww . hotbar.com; Block reason: Access Denied! The requested URL is a
Spyware site,
The 10 of the transaction is 94904 3F2,

207651 Unknown Device Event lul 16, 2007 2:25:59  A30 parsing error: <134 =: Vital Security Web Event - Transaction time: 07/16/2007
Troe PM IDT 14:24:53; Transaction 1D: 17C843F3-0005-751E-BBB0-000000000199; Client IP:
10,194.5,95; URL: http:/fwww . playboy . com; Block reasan: Forbidden URL, URL
Category is Adult/Sexually Explicit .
The 1D of the transaction is 17C843F8,

207682 Unknown Device Event Jul 16, 2007 2:25:59  A30 parsing error; <134 =: Vital Security web Event - Transaction time: 07/16/2007
Troe PM IDT 14:24:56; Transaction 1D: 45184 3FC-0005-751E-EBBO-00000000008B7; Client 1P:
10.,194.5.95; URL: http:/fwww . playboy.com; Block reasan: Forbidden URL, URL
Category is AdultfSexually Explicit .
The 1D of the transaction is 451843FC,

207683 Sppware Site @ Jul 16, 2007 2:25:59  hao =134 Vital Security Web Event - Transaction time: 07/16/2007 14:24:57;
PM IDT Transaction ID: FID843FC-0005-781E-EBBO-0000000000B8; Client IF:
10.194.5.95; URL: http:/fwww hothar . com; Block reasont Access Denied! The
requested URL is a Spyware site,
The 1D of the transaction is FID&43FC,




finjan

Configuring Cisco Security MARS with Vital Security Syslog

In order to categorize the relevant log messages, the specific Log Parser
Template must be configured. The Key Pattern field within the Template is
based on a keyword/s of your choice taken from the Syslog message.

Below are a few examples of configuring log parser templates.

This procedure shows you how to configure the Cisco Security MARS
appliance to display all Transactions that were blocked by Vital Security.

This category covers all blocked transactions — including other categories you
might have specified separately in log parser templates — therefore - it is
strongly recommended to use this as a stand-alone category.

The transactions are captured based on the Key Pattern word Block which
appears in the phrase Block Reason in all Syslog messages for blocked
transactions.

The following is an example of a Syslog message appearing in Cisco MARS.

<134>: Vital Security Web Event - Transaction time:
07/08/2007 10:35:29; Transaction ID: 1DE7EDF88EE5-
781E-FBBO-0000-0000191B; Client IP: 10.194.5.27;
URL: http://hotbar.com/favicon.ico; Block reason:
Access Denied! The requested URL is a Spyware site.
The ID of the transaction is 1DE7EDF8.

¥ NOTE: All Syslog messages contain the word “Block”. Therefore to
view all blocked transactions, it is recommended to use this key
pattern.

= To configure Log Parser Template: Blocked Transactions:

1. Navigate to Custom Setup and click on Custom Defined Log Parser
Templates.

2. Inthe Log Template screen, click on Add at the bottom of the screen and
enter the following information:

Log ID: Finjan Blocked Transaction
Description: Finjan Blocked Transaction
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Log Template for : Finjan Vital Security 8.4.3-31

&
Definition l Patterns
-+ *Log ID: injan Blocked Transactions \S
—+ Description: an Blocked Transactions —
Map to Event Type

User -I all Severity =

] [5earch |

- *Event:

C
C
]
i
L @)

Digital Signature Violation
Forbidden file extension

Spyware Site

URL Filtering - Adult/Sexuslly Explicit

URL Filtering - Gambling

URL Filtering - Hacking

3. Click on Add again. In the Event Type Definition window, enter the

following information:

Event ID: Finjan Blocked Transaction

Description: Finjan Blocked Transaction

Severity: Red
CVE Name: <Leave Blank>
Next, click on Submit.

CiscoSysTEMS

Jul 4, 2007 3:51:27 PM IDT

Standalone: pnmars v4.2

Event Type Definition

= *Event ID: bn Blocked Transaction

= *Description: bp Blocked Transaction|

=+ Severity: RED -

S L e—

| Cancel | I Submit I

Lagin: Administrator (pnadmin) ::

4. Under the Event section, click on Finjan Blocked Transaction, and then
click on the double arrow to move it into the Event field. Click on Apply

at the bottom of the screen.
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Log Template for : Finjan Vital Security 8.4.3-31

2
‘ Definition | Patterns
> *Log ID: [Finjan Blocked Transactions ]
— Description: |Finjan Blocked Transactions |
Map to Event Type
IUser =l IAII Severity =l Get
[ | [search |
—+ *Ewent:
[Finjan Blocked Transactions ¢ Digital Signature Violation =

e finjan Blocked Transactions

Farbidden file extension
Spyware Site
URL Filtering - Adult/Sexually Explicit

URL Filtering - Gambling

O 00 00

URL Filtering - Hacking

.
: o0

o ]G

5. Next, click on Patterns at the top right of the screen.

6. Inthe new screen, click on Add and fill in the following fields:

Key Pattern: Block (NOTE: The key pattern chosen here must appear
exactly as in the Syslog Message. The word Block appears in all

Syslog messages)

Parsed Field: None

Value Type: String

Pattern (new): finjan_blocked
Description: Finjan Blocked Transaction
Value Pattern: \w+

Click on Submit.
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Pattern definition for Log ID : Finjan Blocked Transactions

=+ Key Pattern:( [plock p]

=+ Parsed Field: |Nur.e ;l

-+ Value Type: |-3tri,-,.? ;I

= Pattern N-’-'“"‘-':lw.:-r.e ;|
Or enter new:  |hlocked_transactions |

= L LT Finjan Blocked Transactions _-*_I

=

=+ VYalue Pattern: |+ |

| A Cancel | | Submit

7. Click on Submit again. The following screen is displayed.

user Defined Log Parser Templates

Device/Application Type: [Finjan Vital Security 8.4.3-31 || add || Edit || Delete

Log Templates for : Finjan vital Security 8.4.3-31

I |Lag D Log Description [I"Iapped to Event Type Jﬁeuerity ‘
¢~ Finjan Blocked Transaction Finjan Blocked Transaction Finjan Blocked Transaﬂion@ E

1to 1 of 1.|25 per page 'I

The MARS appliance is now configured to categorize all blocked events as
Finjan Blocked Transactions.

Many other log parser templates can be created to capture specific blocked
transactions. This procedure shows you how to configure the Cisco Security
MARS appliance to display blocked Spyware Sites by Vital Security.

= To configure Log Parser Template: Spyware Site:

1. Navigate to Custom Setup and click on Custom Defined Log Parser
Templates.

2. Inthe Log Template screen, click on Add at the bottom of the screen and
enter the following information:

Log ID: Spyware Site
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Description: Spyware Site

Log Template for : Finjan Vital Security 8.4.3-31

A
| Definition l Patterns
= *Log ID: [spyware Site |
= Description: |Spyware Site |

Map to Event Type

Juser =] [all Severit =] [ s

| | I Search |

-+ *Event:

Finjan Blocked Transaction =
Forbidden file extension

Spoofed files as archives

URL Filtering - Adult/Sexually Explicit

URL Filtering - Gambling

Oy Oy O

URL Filtering - Hacking

-
i ¥

3. Click on Add again. In the Event Type Definition window, enter the
following information:

Event ID: Spyware Site
Description: Spyware Site
Severity: Red

CVE Name: <Leave Blank>
Next, click on Submit.

| Jul 8, 2007 11:18:46 AM IDT
Standalone: pnmars v4.2 Login: Administrator (prnadmin) ::

Event Type Definition

= *Ewvent ID:
> *Description: o St ]
- Sewverity: RED -

> cvEName: [

[ Cancel | I Submit |

4. Under the Event section, click on Spyware Site, and then click on the
double arrow to move it into the Event field. Click on Apply at the bottom
of the screen.
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Log Template for : Finjan Vital Security 8.4.3-31

AL
Definition I Patterns
-+ *Log ID: [spyware Site ]
- Description: [Epyware site |
Map to Event Type
|L‘ser v| [all severit =] [ser
[ ] I Search |
-+ *Event:
[Spyware Site ¢ Finjan Blocked Transaction =

¢ Forbidden file extension

¢ Spoofed files as archives

¢ URL Filtering - Adult/Sexually Explicit
¢ URL Filtering - Gambling

¢ URL Filtering - Hacking

5. Next, click on Patterns at the top right of the screen.
6. Inthe new screen, click on Add and fill in the following fields:

Key Pattern: Spyware Site (NOTE: The key pattern chosen here must
appear exactly as in the Syslog Message.)

Parsed Field: None

Value Type: String

Pattern (new): finjan_spyware
Description: Spyware Site
Value Pattern: \w+

Click on Submit.

10
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Pattern definition for Log ID : Spyware Site

Key Pattern: [Spyware Site |
Parsed Field: [lyone =]

Yalue Type: ]E~‘rin;| ;l

Pattern Name:[1one -]

Or enter new! [flrjar._s:--;ware |

Description: Spyware Site Z‘
Yalue Pal‘tl_'rn:l'-.\,r.:_'_r I

| 3 Cancel | | Submit

7. Click on Submit again. The following screen is displayed.

user Defined Log Parser Templates

Device/Application Type: [Finjan Vital Security 8.4.3-31 »|| Add || Edit | Delete

Log Templates for : Finjan Vital Security 8.4.3-31

I |lng ID |Lng Description ‘Mapped to Event Type |€Euerity |
¢ Finjan Blocked Transaction Finjan Blocked Transaction Finjan Blocked Transaction[d] /9]
¢ Spyware Site Spyware Site Spyware Site[d] ™)

1to 2 of 2|.2s per page vI

The MARS appliance is now configured to receive Syslog messages from
Vital Security appliance and categorize all Spyware site events as Spyware
Sites.

This procedure shows you how to configure the MARS appliance to display
Digital Signature Violations blocked by Vital Security.

= To configure Log Parser Template: Digital Signature Violation:

1. Navigate to Custom Setup and click on Custom Defined Log Parser
Templates.

2. Inthe Log Template screen, click on Add at the bottom of the screen and
enter the following information:

11
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Log ID: Digital Signature Violation
Description: Digital Signature Violation

Log Template for : Finjan Vital Security 8.4.3-31
&

Definition | Patterns

=+ *Log ID: Q[:qials_.uqnature Violation ) |
-+ Description: |Digital Signature Violation ) |

Map to Event Type

Juser =] |all severity =] | Ger
| l | Search ]

-+ *Ewent:

Finjan Blocked Transactions —
Forbidden file extension

Spyware Site

URL Filtering - Adult/Sexually Explicit

URL Filtering - Gambling

D0 9 3 00D

URL Filtering - Hacking

‘ o
(| add [Dedit |[ pelete

3. Click on Add again. In the Event Type Definition window, enter the
following information:

Event ID: Digital Signature Violation
Description: Digital Signature Violation
Severity: Red

CVE Name: <Leave Blank>

Next, click on Submit.

12
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Cisco SYSTEMS

Standalone: pnmars wd .2

Event Type Definition

— "“Event ID: fital Signature Yiolation|

— *Description: |ita| Signature Violation|

—+ Sewverity: RED =

-+ C¥E Name: | |

| Cancel | | Submit |

4. Under the Event section, click on Digital Signature Violation, and then
click on the double arrow to move it into the Event field. Click on Apply
at the bottom of the screen.

13
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Log Template for : Finjan Vital Security 8.4.3-31

L4
| Definition Patterns
= *Log ID: [Digital Signature Violation |
= Description: [Digital Signature Violation |

Map to Event Type

[user =1 [all severity | Get

| | Gearet |

= *Event:

[Digital Signature Vialation Digital Signature Violation =

Finjan Blocked Transactions

Forbidden file extension

URL Filtering - Adult/Sexually Explicit

o
c
¢ Spyware Site
o
" URL Filtering - Gambling
c

URL Filtering - Hacking

—

Copyright @ 2003, 2006 Cisco Systems, Inc. Summary i: Incidents :: Query / Reports i Rules :: Management :: Admin : Help ;[ Feedb
All rights reserved,

5. Next, click on Patterns at the top right of the screen.
In the new screen, click on Add and fill in the following fields:

Key Pattern: digital signature violation ((NOTE: The key pattern
chosen here must appear exactly as in the Syslog Message.)

Parsed Field: None

Value Type: String

Pattern (new): digital_signature_violation
Description: Digital Signature Violation
Value Pattern: \w+

Click on Submit.

14
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Pattern definition for Log ID : Digital Signature Yiolation

—+ Key Pattern: |digital signature violation

-+ Parsed Field: |Nnne =]

- ¥Yalue Type: |String =]

- Pattern Name:'NDne =

Or enter new: FtaI_signature_violatiun|

= Description: Digital Signature Violation ;I

[

—* ¥alue Pattern:|,,, 4 |

| {ACancel | | Submit

7. Click on Submit again. The following screen is displayed.

User Defined Log Parser Templates

Device/Application Type: [Finjan vital Security 8.4.3-31 =|| add || Edit || Delete

Log Templates for : Finjan Vital Security 8.4.3-31

| |Lug D Log Description Mapped to Event Type ‘Seuerity |
¢ Digital Signature Violation Diigital Signature Violation Digital Signature Uiolation@ E

¢ Finjan Blocked Transactions Finjan Blocked Transactions Finjan Blocked Transactions[d] [

{ Spyware Site Spyware Site Spyware S\te@ E

1t030f3|25 peEr page -

The MARS appliance is now configured to categorize all Digital Signature
Violation events in Finjan Syslog messages.

Continue with this procedure as many times as you like to add more categories
to the Syslog messages.

In order to check that you have set up the category configuration as required,
you can run the appropriate report.

= Toruna Report on Vital Security Syslog messages:
1. Click on Queries/Reports.

15
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2. Click on Edit and Filter by Time as required.
3. Click Apply.
4. Click Submit Inline. The report is displayed below.

Query type: Event Types ranked by Sessions, Oh:10m

|Source P |Deslination IP |Eervi|:e |Euents IDeui(e |lla|m|‘ted User Keyword |U|)aration |Ru|e |J\ctinn |
ANT ANT ANT ANT ANY ANT ANYT MNone ANT ANT
save As Report | [ save asRule | [ submit |

Query Results

Rank ICDunl {# of Sessions) |Ev=nt D ]D:;crintiun ICVE Name]Severitle:vi:e Event ID Groups
M iss 2 Unknown Device Event Type[d] @
B :zas Spyware Site Spyware Site[d] ol Finjan vital Security 8.4.3-31: Spyware Site

321 Finjan Blocked Transactions Finjan Blocked Transactions[q] ]

[Total Sessions: 119

16




