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Enterprises and SM Bs often need to enable multiple network and security
administrators with different access rights on the Management Console. This need
derives from severa reasons:

Security — the chances of misuse, not only by unauthorized, but also by
authorized personnel, decreases when multiple administrator accounts are defined
with distinct passwords. In fact, every administrator can be defined with different
levels of management rights. Hence, the overall system security increases.

Audit Trail / Accountability — enforcing each administrator to use their own
account provides efficient and targeted audit capabilities via the logging
mechanism, which shows a detailed list of all actions performed through the
Management Console. The information includes both the actions, and the
administrator that performed these actions.

Role based administration — the Management Console provides control over a
magnitude of tasks associated with different domains, such as, security, user
management, IT and more. Therefore, it can be very convenient to aggregate the
management tasks according to their specific domain. Providing an administrator
with permissions on a subset of tasksis equivalent to defining administration
roles, e.g. security administrator, IT administrator etc.

Compartmentalization — the security solution is often deployed in a multi-
department or multi-company environment, where each has its own security
requirements and separate administrators. In this case, it may be essential to
provide administrators with permissions only for their managed group.

Vital Security provides multiple administrator functionality that addresses all of
the above requirements. In order to understand the full scope of this feature, and
how to useit in your environment, it is necessary to understand the basic building
blocks behind it:

¢ Permission: Write: can add and edit data through the Management
Console, Read Only: can only view data through the Console and
None: cannot gain access to the data through the Console.

¢ Functionality: acollection of tasks within the same domain. Examples
for functionalities are “Security Policies”, “Device Settings” and
“User Management”. Most functionalities are correlated with atop
level tab in the GUI, although thisis not mandatory and may changein
future releases.
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¢ Objects: specific components that can be manipulated, for example a
specific security policy, aspecific URL list, etc. An object is either
pre-defined by Finjan (e.g. Default Security Policy) and thereforeis
not editable, or customer defined in which caseit is “owned” and
editable only by one Administrator Group.

¢ Administrator: any individual who has access to the Management
Console via a unique username and password. Each administrator
belongs to asingle administrator group and has permissionsto
various functionalities; hence defining his/ her role.

¢ Administrator group: acollection of administratorsthat share
common per missions on specific objects. When a new administrator
is created, he inherits his per missions on objects (but not on
functionalities) from the administrator group he belongs to.

The following instructions highlight the information given above:

1. Anadministrator will be able to create an object (e.g. a new security policy)
only if he has “Write” permissions for the relevant functionality (e.g. Security
Policies).

2. Anadministrator will be able to edit or delete an object (e.g. an existing
security policy) only if he has “Write” permissions for the relevant
functionality (e.g. Security policies) AND his administrator group has
“Write” permissions for the specific object.

3.  Anadministrator will be able to view an object (e.g. an existing security
policy) only if he has “Write” or “Read Only” permissions for the relevant
functionality (e.g. Security Policies) AND his administrator group has
“Write” or “Read Only” permissions for the specific object.

4. Anadministrator will be able to view logs and reports only related to users
and user groups his administrator group has “Write” permissions for.

Super Administrators are administrators who are part of the predefined Super
Administrator group. All Super Administrators have predefined “Write”
permissions on all functionalities and objects.

Super Administrators are useful in the following scenarios:
e Provide apreconfigured solution for simple deployments
e Create new administrator groups
e Create new administratorsin different administrator groups

e Define permissions for both administrator groups as well as
administrators
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e Provide override capabilities on top of existing administrators and
their permissions

Support for multiple administrators within Vital Security can be done in numerous
ways. To achieve the most out of this functionality, we recommend defining the
deployment requirements, and then following the suggested guidelines. The
following sections provide detailed examples to illustrate the various scenarios.

In this example, 2 additional administrators will be created; both have full access
to all functionality, yet each one logs in to the Management Console with his/her
credentials.

= Tocreate multiple administratorsfor accountability purposes:

1. Create additional administrators, John and Mary, under the Super
Administrator group. Do not create any additional administrator groups.

Administrators | Permissions

Administrators

_E_t. — Marne: hlary
- GFDefault Ernail: (mary@company.com
[l &3 supet Administratars o
; Motes: IT Manager

- oy admin
Mesw passward:

Canfirrn passwiord:
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In this example, 2 additional administrators will be created: John who will be
defined with the role of a ““Security administrator” and Mary who will be defined
with the role of a““Report administrator”.

= To implement administrator roles.

1. Create anew administrator group. For example, “Regular Admins”.

( Administrators -"||" Parmissions |

’ Administrators ] - , =

[‘;.':"IQ_ Mame: |Regular Admins |
El---EDeFault- MNotes: |R'|:|Ie based administrators |

I:;l---.f.‘JSuper Administr atars

2. Provide the Regular Admins group with “Write” permissions for al users and
user groups

- T R = = i
[ Administrators || Permissions |

Administrator Groups Mo Permissions Yiewe-Only Permissions  Write Permissions

._‘l Palicies |-
Regular Adrmins @] O

] Unkniown LGP &

-ﬁ-ﬂunugcmmh—-.._

----- {] Regular Users

] Reparts

3. Create multiple administrators (e.g. John and Mary) within the Regular
Admins group.
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|'* Administrators ‘|[ Fermissions -"|

P =

Administrators

Marne: IJDhn _I
& & @2
= S Default Ernail: |j__|:| hnE@company.com _]
htes: Security Administrator |

MNewy passyword: | |

Confirm password: | i

4. Assign relevant permissions to each of the administrators with respect to the
different functionalities, so as to define their roles. In this example, John has
Write permissions for Policies and no permissions for Reports, and Mary has
Write permissions for Reports and no permissions for Policies.

| Administrators | Permissions |

Items

- > | Administrators Mo Permissions Wiew-Only Permissions  Write Permissions
[#-{_] Policies
i
ohr (Regular Admins) @ O
Mary (Regular Adrmirns) ® O 9

“{__| Reports

.\Ir.

if Administrators |

Permissions |

Adrninistrators Mo Permissions View-0rly Permissions  Write Permissions
_‘| Policies
[+ Security Engines
[ Lists
) Johin (Regular Admins) ® O O

Mary (Regular Admins) O O @

In this example, an administration scenario will be created for acompany with US
headquarters and a UK subsidiary. Each of the branches will be managed by its
own administrators using its own data.

= To manage separ ate departments and/or companies, each having its own data

1. Create multiple new administrator groups, one per department or company.
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- o . e ]
| Administrators ]( Fermissions |

Administrators
& S &2
= S Default

El---i.".]Super Administrators

Marne: !US ﬂadming_

Motes: |LJS administrators

2. Provide each new group with “Write” permissions on all users and user
groups of the relevant departments.

Adrninistrators ( Permissions |
“ Adrinistrator GEroups

Mo Perrmissions

Wiew-Only Permissions

Write Permissions

[-{__]| Policies

[#l-{_ ) Security Engines

] Lists

E| ) Users
[=l+—JUsers and Groups

US Adrming

~[] UK Subsidiary
B == oo T
] LD&P Servers
{_JLogs
#-{_] Settings

{ ] Reports

I Permissions |

@]
O

(@]

[ Adrinistratars |

—_— .

Administrator Groups

Ko Permissions

Wiew-Only Permissions

Write Permissions

B+{__] Policies

: Security Engines

Lists

| Users

- Users and Groups
Unknown LOAP Grou

UK Adrrins

US Headquarters

o
__1LDAP Servers
{7 Logs

[¥-{_] Settings

[} Reports

(@]
o

3. Create an administrator within each new administrator group.
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—..

| Administrators | Fermissions |

-~ -

Administrators B
[j;:_t‘ Marne: [John
= ¥ Default Ernail: [johni@hg.com
= S Super Adminiskrakors T —
T : Motes: {US administrator
o g admin L
“e 2 suppart & !
: ‘- Fl Mewy password: [
Confirm password: |

4. Assign the administrator “Write” permissions on al functionalities.

(" Administratars JJ, Permissions |

[ | Administrators Mo Parmissions Wiew-Only Permissions  Write Permissions
W [F-1_] Policies |

..;

[+ Lisks =

] Users Johin (LS Admins (@ O

i ]Legs ary (UK Adrins (@] O @

[-{ ] Settings

(] Reparts

5. Assign the appropriate permissions for the private data. In this example, “US
Admins” have “Write” permissions for the “US Security Policy”, while “UK
Admins” have “View-Only” permissions on the same policy, so that they can
useit but not changeit.

= s :
[ Administrators | Permissions ‘|

Adrministrator Groups Mo Permissions Wiew-Only Permissions  Write Permissions
LIS &drmins O O

LK Admins O @

] Policies |

) Default Basic Securit]i
) Default Emergency P

: ] US Security Policy |

In this example, an administration scenario will be created for a company with US
headquarters and a UK subsidiary. Each of the branches will be managed by its
own administrators where one is a super administrator (managing its own
administrators), one a security administrator and one a report administrator.

= To manage separ ate departments with role-based administration:
1. Create multiple new administrator groups, one per department or company.

10
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i = : — :
| Administrators ]f Fermissions |

=

; -
Administrators

& S a2

El- GRDefault MNotes: |US administrators |

= &3 Super Administrators

N -
am drnin
=

Marne: !US Adming_ |

2. Provide each new group with “Write” permissions on all users of the relevant
department.

Adrinistrators ( Permissions |
( mems

[ Palicies

[¥l-{_] Security Engines
[#-{_ ] Lists ;

S LIS Admins ® ®)

=1+ Users and Groups o o

Administrator Groups Mo Permissions Wiew-Only Permissions  Wiite Permissions

1 UK Subsidiary

TS
o T LDAP Servers
{"JLogs
[#-{_] Settings
{_] Reports

""“__'7 B
-] Policies

[+ Security Engines
-] Lists

El+ =] Users ?. L
El- ) Users and Groups

{ ] Unknown LDAR Grou

Administrator Groups Mo Permissions View-Only Permissions  Write Permissions

UK Admins ® O

{"'] US Headquarters
LITTETTOT TS er

LDAP Servers

"] Logs

[#_] Settings

| Reports

3. Create an administrator within each new group — he/she will act asthe
group’s super administrator.

11
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: o BT .
j Administrators | PFermissions |
=

Administrators

& B Marme: !US Super admin |
, e @R
E---&Default- Ernail: iadmin@us-hq.cnm |
- & Super Administrators = g
P Motes: ;rUS administrator |

[a) H
..... s admin

-~
suppork
. Mewy password: | |

- & US Super admin

C S LK Super Adrnin >

4. Assign the administrator “Write” permissions on all functionalities.

Confirm passward: | |

h

[ Administrators | Permissions |

.
‘ Adrninistrators Mo Permissions Wiew-Only Permissions  Write Permissions

- T

s LS Super admin (US Adrmins) O O @

legs R Super admin (UK AdminzTs O O

EHl-{ ] Settings

") Reports

5. Thegroup’s super administrator will create additional administrators all
“managing” the same users, i.e. sharing the same rights on these users.

- o R m—
J Administrators | Fermissions |

2 o
Administrators ; -
5 B Marne; \John |
, L &2
Bl g¥Default Emnail: [johnigus-hg.com |
- &3 Super Administrators L o
T gl Motes: {U= Report Administrator |
i g admin L

Mesw passwiord: | |

Confirm password: | |

- a3 US Super admin
= S UK Admins

6. Thegroup’s super administrator will assign permissions to each administrator
he/she created with respect to the different functionalities, so asto define their
roles.

12
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(" Administrators |

Permissions |

Items

[#{_] Settings

----- ] Reparts

Adrninistrators

Mo Permissions

Wiew-Only Permissions

Write Permissions

Johin (LS Admins)

Mary (LS Adrmins )

Jack (UK Adrmins)

Jill (UK Adrrins)

UK Super Admin (UK Admins)

US Super admin (US Adrmins)

e o v T = 2
[ Administrators | Permissions

O @ O O

o O

O O @ O

O O

® O Q@

O}

(O]

L tems ]

[#{_] Policies
[#+{_] Security Engines

Admiristrators

Mo Permissions

‘igw-Only Permissions

Write Permissions

John (S Admins)

Mary (US Adrnins)

Jack (LK Adrins)

Jill (UK Adrmins)

UK Super Adrmin (UK Admins)

LIS Super adrmin (LS Adrmins)

®

O ® O

& 6]

OO0 O O O O

In this example, an administration scenario will be created for a company with US
headquarters and a UK subsidiary. Each of the branches will be managed by its
own administrators where one is a security administrator and another is areport
administrator. The overal administration will be managed by the system’s super

administrators.

= To manage separ ate departments with role-based administration:

1. Create multiple new administrator groups, one per department or company.

13
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- o - e =,
| Administrators ]( Fermissions |

Administrators

@ & &2

= G Default Motes: |US administrators |

Marne: |US Admins |

El---i.".]Super Administrators

2. Provide each new group with “Write” permissions on all users of the relevant
department.

Adrninistrators ( Permissions |

Administrator Graups No Permissions View-Only Permissions  Write Permissions
[-{__]| Policies
[l-{_7) Security Engines
B ] Lists
e US Admins ® o o

: :

] Reports

. S
| Administratars ‘I| Permissions |

. &
#_| Palicies
] Security Engines

Administrator Groups Ko Permissions Wiew-Only Permissions  Write Permissions

: :

LK Adrmins ® £l

Users and Groups
] Unknown LDAP Grou

US Headquarters

—
{__1LDAP Servers
~{_] Logs

[¥-{_] Settings

[} Reports

3. Create multiple administrators within each new group.

14
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i fgCT . 7 2 4
| Administrators \|f Fermissions |

i d == t G Y
E u m.—

= 4 Default Ernail; |jnhn@us-hq.cum |

Motes: |LJS Report Administrator |

Mewy password: | |

Corfirm password: | |

4. Assign permissions to each new administrator with respect to the different
functionalities, so as to define their roles.

| Administrators Permissions |

=
e Administrators Mo Permrissions Vigw-Only Permissions  Write Permissiors
Johin (US Adrmins) ® O Q
Jack (UK Adrmins) O O ®
] Reports Mary {US Admins) O O ®
Jil (UK admins ® O O
8 N - - W
| Administrators || Permissions |
Administrators Mo Permissions Wiew-Only Permissions  Write Permissions
[#-{_] Policies
+]-(] Security Engines
s John (US Adrmins) O ® !
o b s
~_1logs Jack [UK Admins) ® O O
Mary (LS Adrirs) ® O &)
3l (UK Admins) (@] (O] @]

15
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¢ Asmost changesin settings of multiple administrators affect only the
Policy Server, thereis no need to commit those changes to the
Scanning Servers. An exception, isthe “Write” permission for Users
which effect the ability to view log and report entries, which should be
commited. In version 8.3.5, these changes do not flag a database
change; hence the “Commit” functionality is not enabled. In order to
force acommit, you should perform another change through the Policy
Server and commit all changes together. In version 8.4.0 this has been
fixed.

¢ Dueto log viewing optimization, each log entry stores the
administrator group associated with the user, i.e. the group which has
view permission for thislog entry. The consequence of thisisthat any
change performed related to this, for example changing the
permissions of an administrator group for a user group, or moving a
user to adifferent group, will only affect log entries later than the time
of the permission change.

Vital Security supports various scenarios for the multiple administrators feature
within the Management Console. Privacy and security is maintained while
allowing for enhanced and streamlined management of the system’s users.

Thisflexibility allows you to define system administration and maintenance
according to your company’s needs.
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